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ABSTRACT: With the increasing importance of supply chain transparency, blockchain-based data has emerged as
a valuable and verifiable source for analyzing procurement transaction risks. This study extends the mathematical
model and proof of ‘the Overall Performance Characteristics of the Supply Chain’ to encompass multiple variables
within blockchain data. Utilizing graph theory, the model is further developed into a single-layer neural network, which
serves as the foundation for constructing two multi-layer deep learning neural network models, Feedforward Neural
Network (abbreviated as FNN) and Deep Clustering Network (abbreviated as DCN). Furthermore, this study retrieves
corporate data from the Chunghwa Yellow Pages online resource and Taiwan Economic Journal database (abbreviated as
TEJ). These data are then virtualized using ‘the Metaverse Algorithm’, and the selected virtualized blockchain variables
are utilized to train a neural network model for classification. The results demonstrate that a single-layer neural
network model, leveraging blockchain data and employing the Proof of Relation algorithm (abbreviated as PoR) as
the activation function, effectively identifies anomalous enterprises, which constitute 7.2% of the total sample, aligning
with expectations. In contrast, the multi-layer neural network models, DCN and FNN, classify an excessively large
proportion of enterprises as anomalous (ranging from one-fourth to one-third), which deviates from expectations. This
indicates that deep learning may still be inadequate in effectively capturing or identifying malicious corporate behaviors
associated with distortions in procurement transaction data. In other words, procurement transaction blockchain data
possesses intrinsic value that cannot be replaced by artificial intelligence (abbreviated as AI).

KEYWORDS: Blockchain; neural network; deep learning; consensus algorithm; supply chain management; informa-
tion security management

1 Introduction
Supply chain management plays a crucial role in shaping long-term partnerships between enterprises

and customers [1]. The scope of the supply chain encompasses the entire process, from order signing to
the final delivery of the product to the customer [2,3]. Throughout this process, even minor data errors or
inaccuracies can lead to significant disruptions [4,5]. For example, if an online shopping platform displays
incorrect inventory levels, inaccurate pricing, or erroneously marks a product as out of stock, it may
result in customer dissatisfaction. In some cases, this can escalate to negative reviews on social media,
ultimately damaging brand reputation and affecting sales performance [6]. To improve the accuracy of supply
chain information, Refs. [7–10] applied blockchain technology to supply chain management. Refs. [11–13]
demonstrated that blockchain technology enhances security, transparency, and trust within the supply chain.
Meanwhile, Ref. [14] examined the challenges associated with utilizing blockchain technology to establish
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comprehensive, transparent, and tamper-proof records. The accuracy and integrity of data are critical across
numerous domains. The application of blockchain architecture for secure data storage has not only become
increasingly widespread but has also driven significant technological innovation. The recent study, such
as [15], has explored the integration of blockchain with quantum technologies, leveraging the advantages
of quantum computing to ensure the accuracy, integrity, and availability of clinical datasets. Technological
advancements may further extend the application of blockchain to sensitive supply chain data, such as
inter-enterprise procurement agreements.

According to [16], the rapid transformations in the global trade environment have led to increasing
complexity in supply chains, necessitating further optimization to improve accuracy and efficiency. This
has driven the expansion of deep learning (abbreviated as DL) applications in supply chain management
and blockchain technology. Similarly, Ref. [1] highlighted that artificial intelligence (abbreviated as AI)
is expected to have a profound impact on the supply chain industry in the coming years, with machine
learning (abbreviated as ML) and DL playing a critical role in enhancing supply chain speed and efficiency.
The market value of AI in supply chain management is projected to grow at an annual rate of 29%.
Furthermore, the volume of academic research on DL applications in supply chain management continues
to increase. Ref. [16] examined various applications of ML and DL in supply chain management, including
leveraging ML for procurement and inventory analysis, forecasting, and optimizing transportation routes to
enhance logistics efficiency. Additionally, Refs. [17,18] indicated that AI can be applied not only to pricing
in supply chain management but also to real-time business decision-making using external data to refine
commercial strategies. Ref. [19] employed digital twins to model supply chain disruption risks, combining
model-based and data-driven approaches to uncover links between risk data, disruption modeling, and
performance metrics. These AI-driven methods enhance supply chain resilience and facilitate recovery from
major disruptions such as the COVID-19 pandemic. Moreover, recent work has emphasized the potential
of integrating AI and blockchain into hybrid decision systems. Ref. [20] surveyed the use of intelligent
decentralized systems powered by AI and blockchain, pointing to a growing convergence between these
technologies for secure, automated decision-making.

Demand forecasting is also a critical aspect of supply chain management. Refs. [21,22] highlighted that
transparent demand forecasting can reduce uncertainty, thereby enhancing overall efficiency. Refs. [23–25]
examined the impact of demand opacity on supply chain trust and performance and proposed a new Proof
of Relation (abbreviated as PoR) algorithm based on [26]. Ref. [24] virtualized procurement transaction
data and presented its blockchain and peer-to-peer network architecture. Furthermore, it utilized the PoR
algorithm to develop a mathematical model for ‘the Overall Performance Characteristics of the Supply Chain’.
Ref. [24] also provided a mathematical proof demonstrating that this characteristic can be employed to detect
corporate behaviors involving the distortion and exaggeration of performance information when recording
procurement transaction data. This, in turn, contributes to greater demand transparency and reinforces trust
across the supply chain.

A recent survey [14] identifies a lack of demand transparency as a critical factor contributing to
conflicts and inefficiencies across the supply chain. In response, major retailers have invested significantly
in digitalization initiatives. Nevertheless, despite efforts to implement blockchain technology, its practical
impact has remained limited. With the recent emergence of generative AI and related technologies over the
past two years, large retailers have increasingly leveraged AI for procurement demand analysis [27], inventory
management [28], logistics and delivery optimization [29], and disruption risk management in supply
chains [30]. However, Ref. [31] indicates that while most AI technologies have reached the production deploy-
ment stage, blockchain remains largely in the proof-of-concept phase. Similarly, Ref. [30] has shown that
AI’s contributions to supply chain resilience and predictive capabilities have already surpassed those of other
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digital technologies, including blockchain. The rapid commercialization of AI applications in supply chain
contexts has prompted discussions regarding the long-term relevance of blockchain and raised concerns
over its potential marginalization within an increasingly AI-dominated technological landscape. In response,
this study aims to demonstrate that blockchain possesses unique value that AI alone cannot replicate—
particularly through the PoR mechanism—which has the potential to further enhance transparency and trust
within supply chains.

A closer examination of the academic literature reveals that both DL and blockchain are emerging
technological advancements, and some academic disciplines have begun exploring their integrated applica-
tions, as noted in [32,33]. However, there is currently no academic research that systematically compares the
differences between these two technologies. On the other hand, the PoR proposed in [23] is a blockchain-
based algorithm, and subsequent research [24] has demonstrated that PoR can effectively identify malicious
corporate behaviors involving the distortion of procurement information. Therefore, this study extends
the mathematical model proposed in [24] to develop a mathematical model for ‘the Overall Performance
Characteristics of the Supply Chain’ incorporating 13 variables derived from procurement transaction
blockchain data. And then this study further expands the mathematical model into a neural network
representation using graph theory, serving as a basis for comparison with deep learning algorithms. This
approach is intended to bridge a gap in the current academic literature. Besides, in the context of anomaly
detection, graph-based deep learning approaches such as graph neural networks (abbreviated as GNNs)
are also gaining attention for modeling structured relational data [34], providing potential alternatives to
conventional DL models in complex supply chain scenarios. In addition to constructing a neural network
model based on PoR, this study also develops two comparable DL neural network models, including
Feedforward Neural Network (abbreviated as FNN) and Deep Clustering Network (abbreviated as DCN)
architectures. Empirical results demonstrate that blockchain data can effectively detect malicious corporate
behaviors related to information distortion. However, such malicious activities remain undetectable using
DL. This finding reinforces the idea that procurement-related blockchain information possesses intrinsic
detection value that current AI approaches may not yet fully capture.

The reminder of the paper is organized as follows: Section 2 covers the literature review. Section 3
describes methodologies. Section 4 presents the data and empirical results. Section 5 are the conclusion and
future research directions.

2 Literature Review
Supply chain management plays a critical role in fostering long-term partnerships and ensuring sustain-

able business operations [1]. The supply chain encompasses the entire process from order acquisition to final
product delivery, including raw material procurement, warehousing, production, inventory management,
order fulfillment, and transportation and distribution [2,3]. With the proliferation of social media, the
impact of supply chain disruptions on businesses has grown increasingly significant. Even minor data
inaccuracies or errors can lead to substantial consequences [4,5]. For example, an online shopping platform
displaying incorrect inventory levels, inaccurate pricing, or falsely indicating product unavailability may
result in customer dissatisfaction. In some cases, such issues can escalate into negative reviews on social
media, ultimately damaging brand reputation and affecting performance [6]. Furthermore, Refs. [7–10]
applied blockchain technology to supply chain management, while Refs. [11–13] demonstrated its potential
to enhance security, transparency, and trust within the supply chain. Additionally, Ref. [14] investigated the
challenges associated with leveraging blockchain technology to establish comprehensive, transparent, and
tamper-proof records.
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The accuracy and integrity of data are critical across numerous domains. The application of blockchain
architecture for secure data storage has not only become increasingly widespread but has also driven
significant technological innovation. The recent study, such as [15], has explored the integration of blockchain
with quantum technologies, leveraging the advantages of quantum computing—such as accelerated patient
identification and tracking—to ensure the accuracy, integrity, and availability of clinical datasets. Techno-
logical advancements may further extend the application of blockchain to sensitive supply chain data, such
as inter-enterprise procurement agreements.

Meanwhile, in the context of economic globalization, supply chain relationships are undergoing
significant transformations. In addition to increasing complexity, the demand for accuracy and efficiency is
also rising. To address these challenges, Ref. [16] highlighted the growing need for supply chain optimization,
which is driving the extensive application of DL in supply chain management and blockchain technology. DL
has the potential to help enterprises reduce operational costs, enhance responsiveness to market demands,
and improve overall operational efficiency. Ref. [1] cited Gartner’s survey report, which emphasized that
AI is expected to have a profound impact on the supply chain industry in the coming years. ML and DL
are critical for managing the increasing complexity of supply chain challenges. In 2023, the market value of
ML/DL in supply chain management was approximately USD 1.5 billion and is projected to grow at an annual
rate of 29%. The applications of DL in supply chain management include supplier selection, production,
inventory control, transportation, and demand and sales forecasting. Additionally, the number of academic
publications on DL applications in supply chain management continues to increase. Ref. [16] examined
various applications of ML and DL in supply chain management, including the use of ML for procurement
and inventory analysis and forecasting, as well as the optimization of transportation routes to enhance
logistics efficiency. Furthermore, Refs. [17,18] pointed out that AI can be applied not only to pricing in
supply chain management but also to storage capacity adjustment, transportation planning based on weather
forecasting, and real-time business decision-making using external data. Ref. [19] employed digital twins to
model supply chain disruption risks, combining model-based and data-driven approaches to uncover links
between risk data, disruption modeling, and performance metrics. This AI-driven methods enhances supply
chain resilience and facilitate recovery from major disruptions such as the COVID-19 pandemic. Moreover,
recent work has emphasized the potential of integrating AI and blockchain into hybrid decision systems.
Ref. [20] surveyed the use of intelligent decentralized systems powered by AI and blockchain, pointing to a
growing convergence between these technologies for secure, automated decision-making.

Demand forecasting is a critical aspect of supply chain management. Enhancing demand transparency
not only strengthens trust within the supply chain but also helps enterprises mitigate risks and avoid unnec-
essary losses. Refs. [21,22] highlighted that transparent demand forecasting can transform uncertainties into
controllable macro-level variables, providing a scientific basis for supply chain management. Furthermore,
Refs. [23–25] examined the impact of demand opacity on supply chain trust and performance and proposed
a new PoR algorithm based on [26]. For instance, malicious enterprises may procure goods from suppliers
while exaggerating their future performance outlook to persuade suppliers to agree to deferred payment
upon delivery. However, they may ultimately fail to fulfill their payment commitments, resulting in losses
for suppliers. This not only forces suppliers to become more cautious when accepting orders but also
undermines trust and efficiency within the supply chain. Although suppliers can choose to cease transactions
with such customers, these firms may simply shift to new suppliers and repeat the same deceptive tactics,
ultimately affecting the overall performance of the supply chain. However, Refs. [23,26] argue that while such
malicious behavior is relatively rare in decentralized peer-to-peer networks, it is not entirely random but
rather follows identifiable patterns. Accordingly, they introduced the PoR algorithm, demonstrating that by
analyzing historical records, it is possible to identify these patterns and use them to detect such malicious
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activities. Additionally, Ref. [24] virtualized the extensive procurement transaction data accumulated in
enterprise resources planning system (abbreviated as ERP) using ‘the Metaverse Algorithm’. The virtualized
data retains the structural of blockchain and decentralized peer-to-peer network. A mathematical model
of this blockchain data was then constructed, followed by the application of the PoR algorithm to develop
a mathematical model for ‘the Overall Performance Characteristics of the Supply Chain’. Ref. [24] further
provided mathematical proof demonstrating that this characteristic can be utilized to detect corporate
behavior involving the distortion and exaggeration of procurement transaction records. This, in turn,
contributes to greater demand transparency and reinforces trust across the supply chain.

A recent survey [14] identifies a lack of demand transparency as a critical factor contributing to
conflicts and inefficiencies across the supply chain. In response, major retailers have invested significantly
in digitalization initiatives. Nevertheless, despite efforts to implement blockchain technology, its practical
impact has remained limited. With the recent emergence of generative AI and related technologies over
the past two years, large retailers have increasingly leveraged AI for procurement demand analysis [27],
inventory management [28], logistics and delivery optimization [29], and disruption risk management in
supply chains [30].

However, Ref. [31] indicates that while most AI technologies have reached the production deployment
stage, blockchain remains largely in the proof-of-concept phase. Similarly, Ref. [30] has shown that AI’s
contributions to supply chain resilience and predictive capabilities have already surpassed those of other
digital technologies, including blockchain. The rapid commercialization of AI applications in supply chain
contexts has prompted discussions regarding the long-term relevance of blockchain and raised concerns
over its potential marginalization within an increasingly AI-dominated technological landscape. In response,
this study aims to demonstrate that blockchain possesses unique value that AI alone cannot replicate—
particularly through the PoR mechanism—which has the potential to further enhance transparency and trust
within supply chains.

On the other hand, both deep learning and blockchain are emerging technologies whose significance
continues to grow, each playing a critical role in different application domains. Blockchain is a decentralized
distributed ledger technology characterized by immutability, transparency, and security, with widespread
applications in supply chain management and other industries. Deep learning, a branch of AI, mimics
neural networks in the human brain to perform data analysis and pattern recognition, achieving significant
advancements in image and speech recognition. In recent years, some academic disciplines have begun
exploring the integration of these two technologies. For instance, Ref. [32] proposed a decentralized federated
learning model based on blockchain, incorporating homomorphic encryption to protect the privacy of
intermediate parameters in collaborative training. The model aggregation and collaborative decryption
processes are governed by an elected federated learning committee, ensuring privacy protection while
maintaining high model performance. Similarly, Ref. [33] leveraged DL to enhance blockchain system
performance and security, introducing a deep learning-based honeypot contract detection method. This
method analyzes the characteristics of honeypot contracts to define key opcodes and develops a keyword
extraction technique for selecting critical opcodes within smart contracts, thereby improving the accuracy
of malicious contract detection. However, no academic research has yet systematically compared these
two technologies. To address this gap, this study introduce that the PoR proposed in [23] is a blockchain-
based algorithm, and subsequent research [24] has demonstrated that PoR can effectively identify malicious
corporate behaviors involving the distortion of procurement information.

Based on [23,24], this study builds and compares neural network models, extending the mathematical
model proposed in [24] to develop a model incorporating 13 variables representing ‘the Overall Performance
Characteristics of the Supply Chain’ and procurement transaction blockchain data. This mathematical model
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is then expanded into a neural network model using graph theory. Based on this foundation, two comparable
DL neural network model were constructed, FNN and DCN. Empirical results demonstrate that DL remains
insufficient in capturing or identifying malicious corporate behaviors related to information distortion, as
well as trust and transparency within the supply chain. Despite the structural similarity of these models, the
difference in activation functions leads to a fundamental distinction in their capabilities. The procurement
transaction blockchain model employs the PoR algorithm as its activation function, creating an intrinsic
value that AI alone cannot replace.

3 Methodologies
While AI has been widely applied in supply chain forecasting and management, limited academic

research has compared its effectiveness with blockchain in detecting data manipulation and ensuring
information integrity. Most existing studies focus on blockchain’s transparency, yet overlook its potential in
identifying malicious procurement behaviors. This study addresses this gap by constructing a neural network
model of the blockchain based PoR and empirically comparing it with DL models for anomaly detection in
supply chain transactions.

3.1 A Neural Network Embedded in Blockchain
Ref. [24] applied ‘the Metaverse Algorithm’ to virtualize the extensive procurement transaction data

accumulated in ERP. The resulting virtualized data maintains the structural of blockchain and decentralized
peer-to-peer network. This blockchain data is subsequently expressed using the following mathematical
model:

‘Supply Chain Procurement Transaction Information’
= {{A, PA}, {B, PB}, {C, PC}, {D, PD}, {E, PE}, {F, PF}, {G, PG}, {H, PH}, {I, PI}, {J, PJ}, {K, PK},
{L, PL}} (1)

In the derivation of Eq. (1), Ref. [24] assumes that the supply chain consists of twelve enterprises,
represented by A through L, forming an upstream–midstream–downstream structure in which companies
C, F, and H serve as retailers. These twelve firms engage in mutual procurement transactions, and Ref. [24]
models each firm’s procurement behavior toward its upstream partners using a directed graph in Graph
Theory. From the opposite direction, corporate performance is interpreted as deriving from procurement
initiated by downstream customers. For internal management purposes, each enterprise records such pro-
curement data within systems such as ERP, and these data are subsequently aggregated. The recorded, stored,
and consolidated procurement transaction information is denoted as Pi; for instance, PA represents the
procurement data of company A stored in its ERP system. Since these actions are performed autonomously
by each enterprise to meet its own internal operational needs, Ref. [24] argues that the underlying logic and
function are consistent with the concept of smart contracts. Moreover, because each firm records its own
transaction data independently and publishes such data at its own discretion—ensuring that its information
is not alterable by others—Ref. [24] represents this structure as a decentralized peer-to-peer network in
which each firm documents and discloses its participation in procurement transactions. Furthermore,
Ref. [24] asserts that within a supply chain, each enterprise can only record transactions in which it is
directly involved. The supply chain itself, not being a legal entity, cannot be represented by any organization
that centrally records all transaction data on its behalf. Consequently, the entirety of the supply chain’s
transaction information is inherently distributed across the ERP systems of individual firms. Each enterprise
operates independently and is not subject to external control. Based on these premises, Ref. [24] expresses
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this structure mathematically in Eq. (1) and contends that the procurement transaction data stored in ERP
systems constitute a form of blockchain information within the supply chain.

And then, Ref. [24] applied the PoR algorithm to the virtualized procurement transaction blockchain
data to establish relationships between corporate procurement transaction figures. These relationships are
then defined as ‘the Overall Performance Characteristics of the Supply Chain’. The mathematical model for
these characteristics is formulated as follows:

‘the Overall Performance Characteristics of the Supply Chain’ = {bA, bB, bC, bD, bE, bF, bG, bH, bI, bJ, bK, bL}
(2)

The meaning of Eq. (2) is that Ref. [24] applies the PoR algorithm proposed in [23] to the supply chain
context, thereby formulating the Supply Chain PoR Algorithm and introducing the concept of ‘the Overall
Performance Characteristics of the Supply Chain’. The original PoR algorithm in [23] was designed to address
the limitations of the Proof of Work (abbreviated as PoW) algorithm commonly used in cryptocurrencies—
specifically its vulnerability to 51% attacks and excessive energy consumption. By drawing from Byzantine
consensus algorithm, Ref. [23] proposed a novel PoR algorithm that not only minimizes energy consumption
but also offers complete resistance to 51% attacks and other types of impersonation threats. In [24], an analysis
of procurement transactions using a directed graph reveals underlying relationships among enterprises
in the supply chain. For instance, within the twelve companies labeled A through L, firm H sells goods
directly to consumers. These goods are procured from G, who processes items purchased from F; F, in turn,
sources materials from E, who originally procures from A. In this HG → F → E → A supply chain path,
each firm’s procurement expenditure becomes the sales revenue for its upstream supplier. For example, H’s
procurement amount constitutes G’s sales performance. This mean that H’s material cost reflects G’s sales
revenue, and so on, and the relationship between H and G is gross margin ratio. Given that the industry’s
gross profit margin remains relatively stable, Ref. [24] establishes a mathematical relationship between these
inter-firm transactions. Specifically, the procurement amount of firm H, equivalent to G’s sales revenue, is
related to G’s own procurement amount by the expression: H = G*(1–G’s gross margin ratio). In Eq. (2),
the term bi represents “1−gross margin ratio”, and due to the stability of gross margins across the industry,
the value of bi also remains stable. This stability enables bi to serve two functions: (1) as an indicator of the
overall supply chain characteristic (i.e., gross profit margin level), and (2) as a basis for anomaly detection,
since any intentional inflation or distortion of procurement records by a firm would disrupt the expected
consistency of bi values across the chain. Therefore, Ref. [24] further provides the following mathematical
proof demonstrating that ‘the Overall Performance Characteristics of the Supply Chain’ can be used to detect
corporate behavior involving the distortion and exaggeration of performance when recording procurement
transaction data:

b1
A ≠ {b1

B, b1
C, b1

D, b1
E} (3)

The meaning of Eq. (3) is as follows: In the directed graph constructed in [24], firms B, C, D, and E
are downstream entities of firm A, each procuring goods from A. Consequently, A’s ERP system records
the procurement amounts from these four companies. At the same time, each of these firms also records
the amount it procures from A within its own ERP system. Therefore, the gross margin characteristic
b1

A of firm A is composed of the individual gross margin relationships associated with B, C, D, and E—
denoted as b1

B, b1
C, b1

D, and b1
E—as expressed in Eq. (3). Specifically, b1

B refers to the gross margin
relationship derived from the procurement amount recorded by firm B in its own system when purchasing
from A, and the same interpretation applies analogously to the other three terms. Therefore, if firm A
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intentionally exaggerates or distorts its procurement records, the equality in Eq. (3) will no longer hold,
resulting in a mathematical inconsistency. Based on this, Ref. [24] further provides a formal mathematical
proof demonstrating that Eq. (3) can be effectively used to detect improper or anomalous behavior on the
part of firm A.

However, the procurement transaction data recorded in any company’s ERP system comprises numer-
ous variables. According to the Supply Chain PoR Algorithm, a certain relationship exists among the
procurement transaction variables of different enterprises. Consequently, Ref. [24] applied an algorithm to
13 variables within the virtualized procurement blockchain data to capture the deviation of b1

A in Eq. (3)
from bA in ‘the Overall Performance Characteristics of the Supply Chain.’ Based on this, the present study
expands the relationship between b1

A and each variable into the following mathematical model:

b1
A = v1

A, v2
A, v3

A, v4
A, v5

A, v6
A, v7

A, v8
A, v9

A, v10
A, v11

A, v12
A, v13

A (4)

Ref. [24]’s experimental method essentially applies a deviation algorithm to each variable within the
blockchain. Therefore, based on Eq. (4), the present study expands Eq. (3) as follows:

v1
A ≠ {v1

B, v1
C, v1

D, v1
E} (5)

v2
A ≠ {v2

B, v2
C, v2

D, v2
E} (6)

v3
A ≠ {v3

B, v3
C, v3

D, v3
E} (7)

v4
A ≠ {v4

B, v4
C, v4

D, v4
E} (8)

v5
A ≠ {v5

B, v5
C, v5

D, v5
E} (9)

v6
A ≠ {v6

B, v6
C, v6

D, v6
E} (10)

v7
A ≠ {v7

B, v7
C, v7

D, v7
E} (11)

v8
A ≠ {v8

B, v8
C, v8

D, v8
E} (12)

v9
A ≠ {v9

B, v9
C, v9

D, v9
E} (13)

v10
A ≠ {v10

B, v10
C, v10

D, v10
E} (14)

v11
A ≠ {v11

B, v11
C, v11

D, v11
E} (15)

v12
A ≠ {v12

B, v12
C, v12

D, v12
E} (16)

v13
A ≠ {v13

B, v13
C, v13

D, v13
E} (17)

We can replace the right-hand side of all equations from (5) to (17) uniformly with v1
i, as they are

conceptually equivalent. Thus, it can be rewritten as follows:

v1
A = v1

i + Δv1
i . (18)

where, Δv1
A represents the discrepancy in the inequality component where v1

A ≠ {v1
B, v1

C, v1
D, v1

E}.
Following the execution of the deviation algorithm on 13 variables, Ref. [24] computed the mean deviation
magnitude of each variable and used it to quantify the deviation of b1

A from b1
i. Consequently, this process

can be formulated into a single-layer neural network model, see Fig. 1 below. This model, referred to as
‘A Neural Network Embedded in Blockchain-Based Supply Chain Information’, encapsulates the implicit
structure of procurement transaction blockchain data within the supply chain. These neural network models
have been successfully implemented for effective classification using machine learning algorithms by [25].
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Figure 1: A neural network embedded in blockchain-based supply chain information

3.2 Neural Networks of DL
Ref. [25] successfully identified corporate behaviors that distort or exaggerate performance by lever-

aging the informational content obtained through PoR execution on blockchain data. However, can DL
replace the informational value provided by blockchain? Could DL even achieve superior identification per-
formance? To address these questions, this study employs two DL techniques tailored to the characteristics
of such classification tasks.

Ref. [25] classified unlabeled data directly using the K-means clustering algorithm and successfully
identified abnormal corporate behaviors associated with information distortion. A comparable deep learning
algorithm is DCN, a DL approach specifically designed for clustering in unsupervised learning. DCN is
capable of directly generating classification results while optimizing feature values within the same cluster
to enhance classification performance. Moreover, Refs. [23,26] highlighted that corporate information dis-
tortion is relatively rare. For example, in the classification results of [25], anomalous corporations comprised
approximately 7% of the total sample, indicating a significant imbalance in cluster proportions. A key
advantage of DCN is its ability to effectively construct models that distinguish different group characteristics
even in the presence of an imbalanced sample distribution. The specifications of the neural network model
used in DCN for this study are as follows (see Fig. 2 below):

(a) Input Layer: Consists of 13 neurons corresponding to 13 variables.
(b) Encoder Hidden Layers:

First Layer: Composed of 64 neurons with ReLU activation, defined as follows:

ReLU∶ f (x) =max (0, x) (19)

Second Layer: Composed of 32 neurons with ReLU activation.
Third Layer: Composed of 10 neurons with linear activation.

(c) Decoder Hidden Layers:
First Layer: Composed of 32 neurons with ReLU activation.
Second Layer: Composed of 64 neurons with ReLU activation.
Third Layer: Composed of 13 neurons with linear activation.

(d) Clustering Layer: Consists of 2 cluster centers.
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Figure 2: Deep clustering network, DCN

On the other hand, since supervised learning is the dominant approach in deep learning, this study
assigns labels to the sample data based on the classification results of machine learning. The labeled data is
then used for model training and prediction through DL. This approach aims to compare the differences
between the informational content of blockchain data and AI’s identification capabilities. For this part, this
study employs FNN, with the neural network model specifications as follows:

(a) Input Layer: Consists of 13 variables.
(b) Hidden Layer (64 Neurons): Uses ReLU as the activation function.
(c) Hidden Layer (32 Neurons): Activated using ReLU.
(d) Dropout Applied to Hidden Layers: Prevents overfitting.
(e) Output Layer (2 Neurons): Uses Softmax as the activation function (see Fig. 3 below).

Figure 3: Feedforward neural network, FNN
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3.3 System Architecture
This study develops the system architecture for comparing the identification capabilities of deep learning

and supply chain blockchain information, see Fig. 4 below.

Figure 4: System architecture

4 Data and Empirical Evidences
This study builds upon the mathematical model proposed in [24] by developing a model that integrates

‘the Overall Performance Characteristics of the Supply Chain’ and 13 variables derived from procurement
transaction blockchain data. This model is further extended into a neural network representation using
graph theory. To assess corporate information deviations, machine learning algorithms are applied to
the characteristics to quantify the degree of deviation. This deviation measure is then used to identify
malicious enterprises that distort procurement transaction data. Furthermore, this study employs multi-layer
neural network models, specifically FNN and DCN, to detect these malicious enterprises and compares the
classification performance across all three approaches. The experimental setup, data processing methods,
and empirical results are described as follows.

4.1 Experimental Setup
The programming language used for the implementation in this study is Python, version 3.9. The

computer specifications are as follows:

(a) Processor: Intel 12th Gen i7 2.3 GHz
(b) Memory: 32 GB DDR5-4800
(c) Dedicated GPU: NVIDIA

R©
GeForce RTX™ 3060 6 GB GDDR6

(d) Operating System: Windows 11.

4.2 Data and Evidence
This study selected approximately 2000 large-scale enterprises from Chunghwa Telecom’s Chunghwa

Yellow Pages [35], based on company size. The procurement-related data used in this research were
not obtained directly from internal enterprise systems, but rather from publicly disclosed information.
These enterprises regularly publish procurement-related data in standardized formats generated by their
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ERP systems. Such disclosures are collected, verified, and aggregated by professional data providers,
the Taiwan Economic Journal (abbreviated as TEJ)—and are made available through subscription-based
services. In this study, all relevant data were obtained from TEJ’s Databank Solution (https://www.tejwin.
com/en/databank-solution/financial-data/ (accessed on 10 March 2025)). Further, this study obtained 13
procurement-related data items, along with the total asset values of the 2000 companies, from the TEJ.
Based on the total asset figures, the top 856 companies with the largest asset sizes were selected for
analysis. Following the “Metaverse Algorithm” proposed in [24], each of the 13 procurement-related data
items was normalized by the corresponding company’s total assets, thereby transforming the data into 13
ratio-based variables.

When variables exhibit a high degree of correlation, the model may learn redundant information,
potentially reducing training efficiency. Moreover, this redundancy can cause certain neurons to acquire
highly similar weights, which may disrupt gradient computation and lead to training instability. In severe
cases, such issues can result in vanishing gradients or exploding gradients. For these reasons, this study
conducts correlation analysis to assess whether these 13 variables exhibit high correlation due to overlapping
informational content, which could bias the analysis results. Pearson correlation coefficients (see Eq. (20) for
an example) are calculated for all variable pairs, and the results are visualized using a heatmap to depict the
strength and direction of variable correlations, see Fig. 5 below.
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Among the 13 variables analyzed, only two pairs exhibited relatively high correlation, both remaining
below 0.7. When the correlation exceeds 0.8, it may introduce significant redundancy. In the model with
hundreds of variables, a considerable number of variables demonstrating correlations in the range of 0.6
to 0.7 can affect learning efficiency. However, in this study, only 13 variables were used, with just two pairs
exceeding 0.6 and none surpassing 0.8. Therefore, the impact on deep learning is expected to be negligible.

Figure 5: Correlation matrix of selected features

https://www.tejwin.com/en/databank-solution/financial-data/
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4.2.1 Classification Results Based on Blockchain Information
This study first virtualized all procurement transaction data from enterprises’ ERP systems using ‘the

Metaverse Algorithm’. The virtualized data retained the blockchain and decentralized symmetric network
architecture. Subsequently, 13 variables were selected from the virtualized blockchain data, and ‘the Overall
Performance Characteristics of the Supply Chain’ were extracted using the PoR algorithm. Based on these
characteristics, 856 sample companies were classified. Machine learning identified 62 companies (7.2% of the
total) as potentially distorting procurement transaction information, while the remaining 794 companies
(92.8%) were classified as normal, see Table 1 below. The proportion of companies exhibiting potential
malicious behavior was relatively low, aligning with the expectations of this study and corroborating the
findings of [23–26].

Table 1: Classification results based on blockchain information

Groups Numbers Ratios
(a) Total sample 856 100%

(b) Unethical company 62 7.2%
(c) Normal company 794 92.8%

Although the PoR algorithm successfully identified 62 companies as potentially distorting procurement
transaction information, as anticipated, additional objective validation is necessary to strengthen the
robustness of this classification. As proposed by [24,25], one effective method is to examine the degree
of consistency between internal and external performance evaluations. Internally, firms typically generate
annual performance metrics from their ERP systems for managerial purposes, while external stakeholders—
such as media, analysts, and market observers—evaluate firm performance based on publicly available
information, including news reports. According to [24,25], firms that report their internal performance data
truthfully should demonstrate a positive correlation between internal and external assessments. Conversely,
if a firm manipulates its internal data, this correlation is likely to be broken. Their findings support the
reliability of this discrepancy-based validation method in detecting distortions. Following this rationale,
the present study collected internal performance metrics from each of the sample firms, along with
corresponding external performance evaluations from public sources. Based on the PoR classification, the
62 firms identified as potentially malicious were separated from the remaining 794 firms deemed normal.
The Pearson correlation coefficient between internal and external performance data was then calculated for
each group, see Table 2 below.

Table 2: The correlation between internal and external performance metrics

Groups Correlation coefficient
794 normal companies 0.0600
62 malicious companies −0.0017

As illustrated in Table 2, the Pearson correlation coefficient for the 794 firms classified as normal was
0.0600. This value is consistent with those reported in [24,25]. Besides, it is substantially higher than the
coefficient of –0.0017 observed for the 62 firms flagged as potentially anomalous, further reinforcing the
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conclusion that firms distorting procurement information are likely to exhibit disrupted alignment between
internal and external performance indicators. Based on these findings, the PoR classification results will serve
as the foundation for subsequent comparisons with the DCN and FNN models. In particular, since FNN
requires labeled data for supervised learning, the 62 firms identified by PoR are labeled as class 1 (indicating
anomalies), and the remaining 794 firms are labeled as class 0 (normal). These labels provide the ground
truth for both model training and performance evaluation.

This independent validation offers strong empirical support for the reliability of PoR classification.
By revealing a clear disruption in the correlation between internal and external performance indicators
among firms identified as anomalous, the analysis introduces an additional layer of objectivity to the model’s
outcomes. This approach aligns with the framework proposed by [24,25], which highlights consistency as
a crucial indicator of data integrity. Furthermore, the validation emphasizes the practical value of the PoR
method. While deep learning models such as DCN and FNN may yield compelling classification results,
their limited external validation capabilities can constrain their interpretability and reliability in real-world
decision-making contexts. In contrast, employing the PoR classification as a foundation for subsequent mod-
eling enhances both the transparency of training data and the comparability between different classification
approaches. This comprehensive perspective contributes meaningfully to the study’s broader objective of
promoting procurement transparency and reinforcing trust within supply chain networks.

4.2.2 DCN Classification Results
This study then applied DCN for unsupervised training and classified the 856 sample companies. A

total of 644 companies (75.2%) were classified as normal, while 212 companies (24.8%) were classified as
abnormal, see Table 3 below. The results indicate that the proportion of companies identified by deep learning
as distorting procurement transaction information is relatively high, suggesting that approximately one-
fourth of the entire supply chain consists of malicious entities. This finding contradicts the expectations
of this study and differs from the results of [23–26], indicating that the DCN fails to accurately identify
companies that may distort procurement transaction information.

Table 3: DCN classification results

Groups Numbers Ratios
(a) Total sample 856 100%

(b) Unethical company 212 24.8%
(c) Normal company 644 75.2%

In addition to comparing the classification outcomes with those derived from PoR, this study further
assessed the correlation between internal and external performance metrics as a form of supplemen-
tary validation. According to the DCN classification, 212 firms identified as potentially anomalous were
grouped together, while the remaining 644 firms deemed normal formed a separate group. The Pearson
correlation coefficients between internal and external performance data were calculated for each group,
see Table 4 below.
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Table 4: The correlation analysis for DCN result

Groups Correlation coefficient
644 normal companies 0.0445

212 malicious companies 0.0484

As shown in Table 4, the correlation coefficient for the 644 firms classified as normal by DCN was
0.0445—an even lower value than that observed for the normal group in the PoR classification. This result
indirectly strengthens the credibility of PoR. More notably, the coefficient for the 212 firms identified as
potentially anomalous by DCN was 0.0484, which is unexpectedly higher than that of the normal group.
This contradicts both the theoretical expectations and the empirical findings of [24,25], further suggesting
that the DCN model fails to effectively identify firms that manipulate procurement transaction information.
When compared with the blockchain-based PoR algorithm, DCN demonstrates inferior performance,
thereby reinforcing the unique and indispensable value of blockchain-based methods in procurement
anomaly detection.

A comparative analysis of the blockchain based PoR and DCN models reveals notable differences in
their capacity to detect corporate anomalies. The blockchain based PoR model classified 794 firms as normal,
with a Pearson correlation of 0.0600 between internal and external performance indicators. In comparison,
the same measure for the 644 firms classified as normal by DCN was only 0.0445, suggesting that blockchain
based PoR is more effective in capturing consistency in firm-reported performance. More critically, the 62
firms flagged as anomalous by PoR exhibited a near-zero correlation (–0.0017), in line with the theoretical
expectations and empirical findings of [24,25], which posit that data distortion disrupts the alignment
between internal and external evaluations. Conversely, the 212 firms identified as anomalous by DCN
showed a higher correlation (0.0484) than the normal group, contradicting both theoretical assumptions
and empirical evidence. This inconsistency raises concerns about the DCN model’s effectiveness in capturing
the behavioral characteristics associated with procurement data manipulation. In summary, the blockchain
based PoR model not only aligns more closely with established theory but also benefits from independent
external validation, making it better suited for practical applications where accuracy and interpretability
are critical. The inability of the unsupervised DCN model to produce meaningful distinctions between
normal and anomalous firms highlights the limitations of relying exclusively on AI-based approaches
without integrating domain-specific structures such as blockchain. These findings underscore the distinctive
value of blockchain-integrated algorithms in promoting data integrity and fostering trust across supply
chain networks.

4.2.3 FNN Classification Results
This study first labeled the data based on the identification results from Blockchain. Among the 856

sample companies, 62 were labeled as enterprises that distort procurement transaction information, while
794 were labeled as normal. A FNN was then applied for supervised training, and the 856 sample companies
were classified accordingly. The FNN model was trained using 80% of the samples, with the remaining 20%
used for testing. A total of 569 companies (66.4%) were classified as normal, whereas 287 companies (33.6%)
were classified as abnormal, see Table 5 below. The results indicate that the number of companies classified
as distorting procurement transaction information is four times higher than the initially labeled instances.
Approximately one-third of the entire supply chain was classified as malicious entities, which contradicts the
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expectations of this study and differs from the findings of [23–26]. This suggests that FNN fails to accurately
identify companies that may distort procurement transaction information.

Table 5: FNN classification results

Groups Numbers Ratios
(a) Total sample 856 100%

(b) Unethical company 287 33.6%
(c) Normal company 569 66.4

Additionally, considering the Accuracy (0.7371) and F1-score (0.3553), while the model demonstrates a
certain level of accuracy, its predictive performance for label = 1 (positive class) is suboptimal. This can be
analyzed from the Confusion Matrix: [[569,225],[0,62]].

(a) True Negative (TN) = 569 → The model correctly predicted 569 instances as label = 0 (the model
classified them as 0, and they were actually 0).

(b) False Positive (FP) = 225 → The model incorrectly classified 225 instances as label = 1 (the model
predicted them as 1, but they should have been 0).

(c) False Negative (FN) = 0→The model made no incorrect predictions where label = 1 was classified as
0 (no cases of misclassifying 1 as 0).

(d) True Positive (TP) = 62→The model correctly predicted 62 instances as label = 1 (the model classified
them as 1, and they were actually 1).

In this context, identifying malicious enterprises that distort procurement transactions is undoubtedly
important. However, the FNN misclassified 225 normal enterprises as entities that distort public procure-
ment information. This misclassification undermines the reliability of the model’s predictions, ultimately
preventing the FNN from achieving the expected performance.

In addition, the FNN model achieved a perfect recall of 1.0 on the test data, indicating that it successfully
identified all actual anomalous firms without any false negatives. This demonstrates a high level of sensitivity
in detecting the target class. In contrast, the precision was only 0.216, suggesting that among the 287 firms
predicted as anomalous, only 62 were indeed anomalous. This outcome implies that, although the model
has a certain level of detection capability, it also generates a high number of false positives—misclassifying
many normal firms as anomalous—which corresponds to the 225 false positive cases discussed earlier.
While the objective of this study is to support firms in identifying clients who may distort procurement
transaction information to enhance transparency and trust, an excessive number of false alarms—where
normal firms are incorrectly classified as anomalous—could not only harm business performance and
reduce supply chain efficiency but also intensify distrust between firms and their clients. Consequently, such
misclassifications may ultimately undermine the reliability of the model and pose risks to the overall stability
of the supply chain.

Furthermore, as illustrated by the ROC curve (see Fig. 6 below), the FNN model developed in this study
achieved an Area Under the Curve (abbreviated as AUC) of 0.776 on the test set, indicating a moderately
strong ability to discriminate between normal and anomalous samples. However, when interpreted in
conjunction with the confusion matrix, precision, and F1-score, it becomes evident that the model entails
certain risks in practical applications. Specifically, the high number of false positives reveals a tendency
to misclassify normal firms as anomalous, which may result in unnecessary disruptions within the supply
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chain. Such misclassifications could undermine the model’s overall reliability and limit its applicability in
real-world scenarios.

Figure 6: The ROC curve for FNN model

In addition to comparing the classification results with those derived from the PoR model, this study also
evaluated the correlation between internal and external performance metrics as an independent validation.
Based on the FNN model’s classification, the 287 firms identified as potentially anomalous were grouped
separately from the 569 firms classified as normal. The Pearson correlation coefficients for each group were
calculated, see Table 6 below.

Table 6: The correlation analysis for FNN result

Groups Correlation coefficient
569 normal companies 0.0621

287 malicious companies 0.0363

As presented in Table 6, the correlation coefficient for the 569 firms classified as normal by FNN was
0.0621—slightly higher than the corresponding figure in the PoR classification, and thus broadly consistent.
In contrast, the coefficient for the 287 firms labeled as anomalous by FNN was 0.0363. Although lower
than that of the normal group, it is still substantially higher than the –0.0017 reported for the anomalous
group in the blockchain based PoR classification. These results suggest that FNN lacks the discriminatory
power of the blockchain based PoR and do not substantiate the claim that AI models can effectively replace
blockchain-based methods in detecting procurement anomalies. Relative to DCN, the FNN model appears
to perform better in terms of internal-external consistency. This may be attributed to its supervised nature,
whereas DCN operates without labeled data. Nevertheless, the operational assumptions of the two models
differ substantially. Supervised models require labeled datasets, which entail additional costs and, in many
real-world settings, are difficult or even impossible to obtain. Therefore, asserting the superiority of FNN
over DCN is not straightforward. Furthermore, the number of firms classified as anomalous by FNN (287)
exceeds that of DCN (212). As emphasized earlier, the core objective of this study is to help firms identify
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clients that may distort procurement transaction data, thereby fostering transparency and trust. A high false
positive rate—wherein normal firms are misclassified as anomalous—can jeopardize business performance,
impair supply chain efficiency, and erode inter-organizational trust. These unintended consequences may
ultimately compromise the very goals the model seeks to advance.

A comprehensive analysis of the results across the three models—the blockchain based PoR, DCN,
and FNN—reveals important differences in their effectiveness and practical implications for anomaly
detection in procurement transactions. The blockchain based PoR model consistently aligns with theoretical
expectations, as demonstrated by both its classification outcomes and correlation-based validation. Its ability
to distinguish clearly between normal and anomalous firms underscores its theoretical soundness and
practical reliability. In contrast, although the DCN model offers the advantage of requiring no labeled
data, it failed to produce meaningful distinctions in internal-external performance correlations, thereby
undermining its validity in identifying genuinely anomalous behavior. The FNN model, as a supervised
approach, showed modest improvements in precision and validation outcomes. However, its high false
positive rate and the large number of firms classified as anomalous (287) raise concerns about its applicability
in real-world settings. In supply chain contexts where trust and operational efficiency are paramount, such
misclassifications may lead to unnecessary disruptions and erode inter-organizational relationships. The
operational differences among the models are also noteworthy. FNN relies on labeled data—which may be
expensive or unavailable in practice—while DCN, although label-free, suffers from limited interpretability
and lacks external validation mechanisms. The blockchain based PoR, by contrast, integrates structural
rigor and transparency through its blockchain foundation and correlation-based validation strategy. These
qualities make it particularly well-suited for high-stakes environments that demand both accuracy and
interpretability. In conclusion, this study illustrates the limitations of relying exclusively on AI models for
procurement anomaly detection. The findings highlight the value of incorporating domain-specific, verifi-
able algorithms—such as blockchain-based approaches—into decision-support systems aimed at enhancing
data integrity, fostering inter-firm trust, and promoting resilience in supply chain management.

4.2.4 Practical Constraints of Deep Learning Models
The primary objective of this study is to explore the unique value of the blockchain-based PoR algorithm

in detecting procurement anomalies, rather than to discredit existing AI-based approaches. Both theoretical
foundations and prior empirical research ([24,25]) suggest that firms engaging in distorted procurement
practices constitute a small minority—approximately 7% of the population. This creates a highly imbalanced
dataset for machine learning models, further compounded by the limited sample size in this study. This study
anticipated from the beginning that such conditions would pose challenges for AI model performance and
could potentially lead to unfair comparisons, which empirical findings confirmed. Despite these concerns,
this study choses to proceed with the comparison because data imbalance is a common characteristic of real-
world datasets and not something researchers can readily control. Avoiding model comparisons solely due
to imbalance may obscure a key limitation in the generalizability of AI models. Thus, this study also aims to
highlight the significant impact of data imbalance and to encourage further attention to this issue beyond
conventional efforts to improve prediction accuracy.

Although many AI algorithms exist, only a limited subset is appropriate for the research context
of this study. The selected models—FNN and DCN—are widely used, well-understood, and based on
standard architectures with established training procedures. Accordingly, the scope for further architectural
or hyperparameter experimentation in this study was relatively limited. It is also important to note that the
blockchain based PoR algorithm used here incorporates K-means clustering is unsupervised, whereas FNN is
a supervised learning model. A direct comparison is therefore inherently limited due to their fundamentally
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different learning paradigms. The inclusion of FNN serves primarily to broaden the comparative scope, with
the main benchmark comparison remaining between PoR and DCN, both unsupervised approaches.

Given the combined challenges of class imbalance and limited data size, the DCN model failed to
demonstrate meaningful classification capability. In this context, conducting an ablation study focused on
architecture or hyperparameters is unlikely to yield substantive insights. Therefore, this study does not
pursue further tuning analysis and instead focuses on interpreting model outcomes in relation to theoretical
alignment and practical relevance.

5 Conclusion and Future Research Directions
This study extends the mathematical model proposed in [24] by establishing a relationship between “the

Overall Performance Characteristics of the Supply Chain” and 13 procurement transaction variables derived
from blockchain information. Building upon this model, a single-layer neural network model incorporating
graph theory was developed, which served as the foundation for two multi-layer deep learning neural
network models: the Feedforward Neural Network (abbreviated as FNN) and the Deep Clustering Network
(abbreviated as DCN). Experimental results show that the single-layer model using the Proof of Relation
(abbreviated as PoR) algorithm as the activation function successfully identified abnormal enterprises,
accounting for 7.2% of the total sample. In contrast, the more complex DCN and FNN models demonstrated a
tendency to overclassify, identifying one-fourth and one-third of the enterprises as malicious, respectively—
deviating significantly from expected distributions. These findings suggest that while blockchain-derived
variables carry potential for detecting anomalies in procurement transactions, current deep learning models
may not effectively capture the nuanced characteristics of such distortions. In summary, procurement
transaction blockchain information possesses intrinsic analytical value that current AI models may not yet
fully harness or replicate.

However, the findings of this study are based on a limited sample size, which may affect the gener-
alizability of the results to other contexts. Additionally, the proportion of anomalous enterprises related
to procurement data distortion is likely to be relatively low in real-world supply chains, leading to a class
imbalance that may impact the classification performance of deep learning models. This study also employed
relatively traditional and simple deep learning architectures; therefore, it is possible that more advanced
models could achieve better classification outcomes.

Building upon prior work—specifically, the development of the PoR algorithm in [23] and its anomaly
detection validation in [24]—this study integrates PoR with machine learning models and demonstrates that
even with simplified computation in each step, the resulting detection performance can surpass that of deep
learning, offering both high efficiency and low power consumption. Based on these findings, several future
directions are proposed:

(a) Applying the PoR-based approach to optimize AI deployment in Internet of Things (IoT) devices,
thereby mitigating the high energy and hardware costs typically associated with deep learning.

(b) Integrating PoR with Information Security Management Systems (abbreviated as ISMS) to enhance
data protection in cloud environments and prevent large-scale data breaches during system mainte-
nance.

(c) Exploring the use of PoR-enhanced algorithms in military-grade unmanned aerial vehicles (abbrevi-
ated as UAVs), particularly to counteract energy constraints and electronic interference vulnerabilities
faced by conventional AI-driven drones.
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