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Abstract: The ecosystem security platform described in this research is already
impacting the threat spectrum in quantifiable ways. The global network has
undergone a dramatic transformation over the course of 2020, with an
unprecedented destabilization of events. Security breaches of all kinds are
growing in complexity, sophistication, and impact. The bad actors are bypassing
predictable security devices at will by breaching network systems at an escalating
rate. This study will analyze these developments by creating awareness among
security practitioners so they can be prepared to defend their enterprise systems.
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1 Introduction

Cyber Security attacks are on the rise as advisories are attacking numerous governmental agencies,
enterprise systems, hospitals, financial institutions, education, including the United States departments of
Energy, Defense, and Treasury [1-3]. The 2019 Coronavirus pandemic transformed the cyber security
ecosystem by creating a “New Normal” in the cyberwar [4]. Enterprise systems, educational institutions, and
organizations of all sizes moved their workforce to work from home without the adequate security apparatus
in place [5-8]. This enterprise cyber-threat landscape is a collection of threats within the ecosystem, with
information on identified vulnerability assets, risks, adversaries, and observed trends [9—11]. This study aims
to analyze the enterprise cyberspace threat landscape and recommend solutions to remedy the threats.

Cyberspace has witnessed attacks and how breaches to critical infrastructure affected the ecosystem
[12—15]. One such instance is the Russian advisories that infiltrated computer networks through a popular
software product from Solar Winds that serviced several American corporations [16]. The attack
compromised several governmental agencies and critical infrastructure with sophisticated attack tools that
made detection challenging. Therefore, sustaining security is vital to prevent surging effects on other sectors
and societies in general in successful cyberattacks.

The pandemic of the 2019 crisis reshaped the cyber-threat landscape around the ecosystem [17]. The
enterprise network is much interconnected that trying to understand an anomaly is almost impossible. The
fact remains that, in an intrusion incident, identifying the difference between abnormal and normal is often
the difference between success and failure.

Employees’ “new normal” of working from home created a nightmare of complexities for enterprise
systems wanting to protect themselves against cyberattack [18]. As attacks continue to increase, nation-
states continue to pursue new targets, push boundaries, and breach the weak links of their adversaries
working from home. In addition, the pandemic shifted the working culture toward a remote work
environment, thereby creating a challenge on how to protect the ecosystem. Resolving this problem will
not be easy, but enforcing threat prevention at all network points is essential. The reason is that prevention,
compared to detection, is a cybersecurity tactic of blocking anything abnormal and evil. Enterprise
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ecosystems need solutions that will detect signature and signature-less oriented attacks in real-time to
remediate actions automatically. There are algorithms built into defensive security tools that scan objects
in real-time to ascertain the type of digital signatures that is at play.

Malware families come in various forms. They include: shellshock, XMRig, zero-day, advance
persistent threats [APTs] Zeus, Trojan [Zbot], Stuxnet, duqu, flame, RATs, emotet, dridex, trickbot, ramnit,
GhOst Rat, ransomware, phishing, rombertik, cryptonwall, armored, sparse-infector, multi-partite,
polymorphic, fakeav, macdefender, the Sobig, mimail, bagle, regin, bots and botnets, etc. In 2020, Emotet
and XMRig were the prominent malware families affecting twelve percent of cyberspace networks globally
[19-21]. This study will analyze activities across cyberspace and identify actionable solutions to remedy
the threats while leveraging security as a business enabler.

2 Literature Review

References [22-25], among others, in their report, noted that adversaries focused their tradecraft and
custom malware on managed service providers. However, they concluded that the average ransomware
financial request during 2020 was significant. Our study created awareness of ransomware threats to the
ecosystem.

References [26-29], among others, cited that the new normal of working from home is adding to the
problem for cyber-spies. Our study narrated the malware families that could pose as potential actors in the
cyber war.

References [30,31], in their report, noted that several of the enterprise systems were unprepared as
they face situations in which they must migrate their entire workforce to a work-from-home environment.
The study concluded that the deficiency for contingency planning exposed many organizations to potential
vulnerabilities and misconfigurations that threat actors could have easily leveraged to score breaches,
exfiltrate data, or even generate additional profit by extorting vulnerable companies.

References [32,33], in their study, stated that chaos rampaged the security landscape as COVID-19
pandemic exploded in 2020. These put tremendous pressure on cybersecurity platforms. The study
concluded that the pandemic exposed challenges in organizations’ preparedness for remote work. Our study
narrated why cyber professionals should be concerned.

References [34,35], among others, noted that the legacy approach of protection against adversaries is
simply not up to the task any longer. This is because enterprise systems need breakthrough solutions to
defend their networks. Their study concluded that a unified endpoint security solution is an approach to
alleviate today’s ever-increasing cybersecurity requirements.

Recent studies by [36,37], noted that Cybercrime damages will cost the world approximately $6 trillion
annually by the end of 2021, and that this number was up from $3 trillion projected in 2015. The studies
conclude that companies can no longer afford to wait before addressing essential securities remedies.

In other studies [38], they narrated that ninety-seven percent of organizations have experienced a
breach, but only a small segment believe they can effectively deal with these intrusions. The studies
summarized that enterprise systems need to know what to protect and where to bolster their platforms.

Reports from [39] revealed in 2016 that cyberattacks increased by 48 to 54 percent globally during
2017, and that the speed of attacks since then have continued to increase exponentially.

Other studies reported by [40], among others, found evidence that malware infections have plagued
organizations and users for years and are growing stealthier and increasing in number by the day. They
summarized that security experts have created commercial antivirus (AV) protection and have actively
researched better ways to detect malware.

3 Methodology

To pilot-test the network-security concerns, the authors developed, distributed, and collected responses
from survey questionnaires at a network-security business professional conference in Washington in 2019.



JCS, 2021, vol.3, no.3 169

The survey population comprises professionals who publish research findings and work in their
respective fields. These are experts with an extensive history in teaching and the business world. We
distributed survey data to senior IT professionals from midmarket (100 to 999 employees) and enterprise-
class (1,000 employees or more] organizations. The survey questionnaires were distributed to 366 attendees.
The number completed and returned was 250. Overall, we consider these as an equitable representative
random population. Most of the survey items were Likert scale types, yes/no responses or categorical, ordinal
items, gender, ranks of personnel, etc.

The study conducted a survey of 23 questions covering a range of security issues that are of importance
and of concern to IT and security administrators in small and medium-sized businesses [SMBs]. The
questions were designed and conducted to obtain a snapshot of the state of security issues in SMBs and to
confirm issues that have been raised in other security studies.

4 Data Analysis/Results

In order to establish the relationship between respondents’ attitude and their role in industry, it was
necessary to break down the research into a series of Hypotheses as listed below:

1. Is there a relationship between the perceptions of threat to endpoint security when compared to the
use of transform software to search the network for malware?

2. Do network scanning tools have an impact on the global threat to cybersecurity?

3. How much confidence do the respondents have when there is a threat of an imminent cyber-attack
on the organization?

4. How strongly does the threat of an imminent cyber-attack influence the confidence that male
respondents have in their organization’s endpoint security posture?

5. How strongly does the threat of an imminent cyber-attack influence the confidence that female
respondents have in their organization’s endpoint security posture?

6. How strongly does the threat of an imminent cyber-attack influence the confidence that Executives
have in their organization’s endpoint security posture?

Tests were also performed to determine if there was any difference based on the gender of the
respondents.

Hypothesis I:

Ho: There is no correlation between how endpoint security has changed in the past 12 months when
contrasted with the use of threat transform software to search the network for malware.

Hi: There is correlation between how endpoint security has changed in the past 12 months when
contrasted with the use of threat transform software to search the network for malware.

Ho: =0
Hi: #0
Table 1: Correlations

V003 V006 V007 V008 V009 V010 Vo011
V004  Pearson Correlation —-0.121 —-0.108 -0.056 -0.035 -0.003 -0.075 0.061

Sig. (2-tailed) 0.104 0.147 0.451 0.642 0.970 0.313 0415
N 182 182 182 182 182 182 182
Conclusion:

In general, there does not appear to be any correlation between how endpoint security has changed in
the past 12 months when contrasted with the frequency of the use of threat transform software to search the
network for malware. However, the correlation between the frequency of use of threat transform software
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and recent changes in endpoint security (0.104) can be said to be somewhat more substantial than the rest
of the variables.

Hypothesis II:

Ho: There is no correlation between how respondents perceive groups that pose the greatest
cybersecurity threat to global business and the utility of network scanning tools in mitigating threats to their
organization.

Hi: There is a strong positive correlation between how respondents perceive groups that pose the
greatest cybersecurity threat to global business and the utility of network scanning tools in mitigating threats
to their organization.

Ho:r=0
Hi:r#0
Table 2: Correlations
V013 V015 V016 V022
Vo013 Pearson Correlation 1 0.051  -0.087 —0.172%*
Sig. (2-tailed) 0.494  0.245 0.021
N 182 182 182 182
Vo15 Pearson Correlation 0.051 1 -0.190*  -0.077
Sig. (2-tailed) 0.494 0.010 0.300
N 182 182 182 182
Vo16 Pearson Correlation 0.087  0.190* 1 —-0.061
Sig. (2-tailed) 0.245  0.010 0.413
N 182 182 182 182
V022 Pearson Correlation 0.172* 0.077 —0.061 1
Sig. (2-tailed) 0.021  0.300 0.413
N 182 182 182 182

Note: “Correlation is significant at 0.05 level (2-tailed).

Conclusion:

Respondents who find Hijackthis especially useful in mitigating threats to the organization are more
likely to regard contractors as the ones that pose the greatest threat to their organization. This is true,
regardless of the gender or status of the respondent.

Hypothesis III:

Ho: The confidence that respondents have in their organization’s endpoint security posture does not
depend on the likelihood that their organization will be compromised by a successful cyberattack within
one year.

Ho: The confidence that respondents have in their organization’s endpoint security posture is a function
of the likelihood that their organization will be compromised by a successful cyberattack within one year.

Ho: bi =0

Hi:b;#0

where 1 = Maltego, Autopsy, Virus Total Public, FireEye Sight Intelligence, Shoden, and Zero Fox
Transform.
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Table 3: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig
1 (Constant) 6.194 1.229 5.039 0

Imminent Cyberattack —-0.026 0.078 -0.026 -0.337 0.737
Maltego -0.223 0.131 —0.13 -1.697 0.091
Autopsy —0.164 0.171 -0.072 —0.958 0.339
Virus Total Public -0.032 0.073 -0.033 —-0.439 0.661
FireEye Sight Intelligence 0.004 0.069 0.005 0.064 0.949
Shoden —-0.091 0.072 —-0.096 —-1.261 0.209
Zero Fox Transform 0.053 0.062 0.065 0.859 0.392

Note: a. Dependent Variable: V0O04—Measure of Confidence.

Respondents whose organization use Maltego as their threat hunting transform software seem to have
more confidence in the organization’s endpoint security posture.

Hypothesis IV:

Ho: Male respondents have little confidence that their organization’s endpoint security posture is
strongly influenced by the belief that their organization will soon be compromised.

Hi: The confidence that male respondents have in their organization’s endpoint security posture is
strongly influenced by the belief that their organization will soon be compromised.

Table 4: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig
1 (Constant) 5.863 1.618 3.623 0

Imminent Cyberattack -0.223 0.097 —0.233 -2.296 0.024
Maltego 0.003 0.173 0.002 0.018 0.986
Autopsy —0.158 0.222 -0.072 -0.714 0.477
Virus Total Public -0.096 0.09 -0.107 —-1.062 0.291
FireEye Sight Intelligence —0.071 0.091 —0.08 —0.784 0.435
Shoden 0.012 0.096 0.013 0.121 0.904
Zero Fox Transform 0.097 0.084 0.118 1.159 0.249

Note: a. Dependent Variable: V004—Measure of Confidence.

Conclusion:

The confidence that male respondents have in their organization’s endpoint security posture is strongly
influenced by the belief that their organization will soon be compromised.

Hypothesis V:

Ho: Female respondents have little confidence that their organization’s endpoint security posture is
strongly influenced by the belief that their organization will soon be compromised.

Hi: The confidence that female respondents have in their organization’s endpoint security posture is
strongly influenced by the belief that their organization will soon be compromised.
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Table 5: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig
1 (Constant) 4.696 1.999 2.349 0.021
Imminent Cyberattack 0.239 0.133 0.213 1.795 0.077
Maltego —0.353 0.214 —0.195 —1.648 0.104
Autopsy —-0.049 0.266 -0.02 —-0.183 0.855
Virus Total Public 0.103 0.12 0.098 0.862 0.391
FireEye Sight Intelligence 0.03 0.107 0.031 0.278 0.782
Shoden —-0.09 0.113 —0.093 —0.798 0.427
Zero Fox Transform 0.045 0.098 0.053 0.456 0.65

Note: a. Dependent Variable: V004—Measure of Confidence.

In addition to the confidence female respondents have that their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised, they also
believe that it is strongly influenced by the frequency of the use of Maltego as a threat hunting transform
software.

Hypothesis VI:

Ho: IT Executive respondents have little confidence that their organization’s endpoint security posture
is strongly influenced by the belief that their organization will soon be compromised.

Hi: The confidence that IT Executive respondents have in their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised.

Table 6: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error  Beta t Sig
1 (Constant) 5.877 1.328 4.426 0

Imminent Cyberattack —-0.005 0.086 —0.005 —-0.056 0.955
Maltego -0.223 0.144 —0.13 —1.546 0.124
Autopsy -0.115 0.186 —-0.051 -0.618 0.538
Virus Total Public -0.02 0.08 —-0.021 -0.25 0.803
FireEye Sight Intelligence —0.019 0.077 -0.02 —0.245 0.807
Shoden -0.077 0.076 —-0.085 -1.013 0.313
Zero Fox Transform 0.05 0.068 0.06 0.728 0.468

Note: a. Dependent Variable: V0O04—Measure of Confidence.

Conclusion:

IT Executives do not believe that their confidence in their organization’s endpoint security posture is
contingent upon the likelihood of an imminent threat on their organization.

Hypothesis VII:

Ho: Male Executive respondents have little confidence that their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised.

Hi: The confidence that Male Executive respondents have in their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised.
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Table 7: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error  Beta t Sig
1 (Constant) 4.942 1.755 2.816 0.006
Imminent Cyberattack —0.181 0.104 —0.191 -1.73 0.088
Maltego 0.099 0.195 0.06 0.506 0.614
Autopsy —0.13 0.246 —0.059 —0.53 0.598
Virus Total Public -0.06 0.097 —-0.069 —-0.625 0.534
FireEye Sight Intelligence -0.121 0.106 -0.129 -1.142 0.257
Shoden 0.047 0.102 0.053 0.456 0.65

Zero Fox Transform 0.133 0.092 0.163 1.439 0.154

Note: a. Dependent Variable: V004—Measure of Confidence.

Conclusion:

The confidence that male executive respondents have in their organization’s endpoint security posture
is strongly influenced by the belief that their organization will soon be compromised.

Scenario 2G: What impact do v005-011 have on v004 For FEMALE EXECUTIVE respondents?
Hypothesis VIII:

Ho: Female Executive respondents have little confidence that their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised.

Hi: The confidence that Female Executive respondents have in their organization’s endpoint security
posture is strongly influenced by the belief that their organization will soon be compromised.

Table 8: Coefficients®

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig

1 (Constant) 4.857 2.176 2.233 0.029
Imminent Cyberattack 0.257 0.156 0.219 1.649 0.104
Maltego -0.395 0.230 -0.218 -1.721 0.090
Autopsy —0.024 0.283 -0.010 -0.084 0.933
Virus Total Public 0.095 0.139 0.086 0.682 0.498
FireEye Sight Intelligence 0.018 0.116 0.019 0.156 0.877
Shoden —0.084 0.118 —0.090 -0.717 0.476
Zero Fox Transform 0.012 0.105 0.014 0.115 0.909

Note: a. Dependent Variable: V004—Measure of Confidence.

Conclusion:

The confidence that female executive respondents have in their organization’s endpoint security
posture is contingent on both their rating of the Maltego threat hunting transform software, and their belief
in the likelihood of an imminent cyberattack.
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5 Overall Conclusion

This work introduces the ecosystem threat landscape that has evolved to the scope where enterprise
systems are on constant cyberattacks from adversaries. The “new normal” effects of the 2019 pandemic
exacerbated attacks forcing enterprise systems to update their training and awareness security programs.
Employees now work remotely from home, thereby enabling adversaries to expand their attack vectors to
include online infrastructures and services that were previously shielded, as well as company endpoints
that are situated away from the corporate network. In this study, we explored breaches occurring in the
cyberspace landscape and the attack strategies used by various adversaries. The study also highlighted
different types of architecture and detection schema.

This study recommends organizations implore the Blue Team and Red Team philosophies as
mitigation strategies. Instituting the Blue Team philosophy involves enterprise systems setting a platform
of detecting adversaries and preventing them from breaking into the organization’s infrastructure. This
strategy includes identifying breaches swiftly, limiting the spread of infection by confining it to the system
it entered through, and successfully stopping the attacks in their tracks. Security Onion is the tool
recommended to use. This tool offers full packet capture both for network-based and host-based intrusion
detection schema. Instituting the Red Team philosophy involves setting up an enterprise systems platform
of protecting sensitive data by ensuring the enterprise systems are operating out of a healthy security
posture. Enterprise systems will be able to identify and assess vulnerabilities, test assumptions, view
alternate options for attack, and reveal the limitations and security risks for the organization. This tool will
enable security teams to conduct advanced penetration tests with ease.

The study recommends using deep learning, artificial intelligence, and machine learning technologies
to detect anomalies. Because massive amounts of data are generated on a regular basis, businesses will be
able to analyze and identify new insights faster than the competition.

6 Implication for Practitioners and Researchers

In the future, when anomalies malicious code malware is identified and analyzed, the output from a
PCAP, Wire-shack or a Virus Total engine should be fully leveraged. The goal is to spot the difference
between abnormal and normal in an intrusion schema and prevent any infection from spreading to other
parts of the network.
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