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ABSTRACT
Big data is an emerging paradigm applied to datasets whose size is beyond the ability of commonly 
used software tools to capture, manage, and process the data within a tolerable elapsed time. In a 
Smarter City, available resources are harnessed safely, sustainably and efficiently to achieve positive, 
measurable economic and societal outcomes. Most of the challenges of Big Data in Smart Cities are 
multi-dimensional and can be addressed from different multidisciplinary perspectives. Based on the 
above considerations, this paper combined the PSR method, the fuzzy logic model and the entropy 
weight method in an empirical study for feasible urban public security evaluation modeling. The PSR 
method was used to establish an evaluation index system regarding the essence of public security. 
The Entropy method was used in the weighing assignment process to verify the objectivity of this 
modeling. The fuzzy method was used for the quantitative analysis to determine the fuzziness of urban 
public security.
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1. Introduction

Big data is an emerging paradigm applied to datasets whose size 
is beyond the ability of commonly used software tools to cap-
ture, manage, and process the data within a tolerable elapsed 
time. Such datasets are often from various sources (Variety) yet 
unstructured such as social media, sensors, scientific applica-
tions, surveillance, video and image archives, Internet texts and 
documents, Internet search indexing, medical records, business 
transactions and web logs; and are of large size (Volume) with 
fast data in/out (Velocity). More importantly, big data has to 
be of high value (Value) and establish trust in it for business 
decision-making (Veracity). Various technologies are being 
discussed to support the handling of big data such as mas-
sively parallel processing databases (Xu et al., 2016a), scalable 
storage systems (Xu et al., 2016b), cloud computing platforms 
(Zhou & Luo, 2015a), and MapReduce. Big data is more than 
simply a matter of size; it is an opportunity to find insights in 
new and emerging types of data and content, to make busi-
ness more agile, and to answer questions that were previously 
considered beyond our reach (Huang et al., 2016). Distributed 
systems is a classical research discipline investigating various 
distributed computing technologies and applications such as 
cloud computing and MapReduce. With new paradigms and 
technologies, distributed systems research keeps going with 
new innovative outcomes from both industry and academia. 
For example, wide deployment of MapReduce is a distributed 
programming paradigm and an associated implementation to 
support distributed computing over large big datasets on cloud.

Data (and then information) from people, systems and 
things in cities is the single most scalable resource available to 
City stakeholders, but difficult to publish, organize, discover, 
interpret, combine, analyze, reason and consume, especially 
in such an heterogeneous environment. Indeed data is big 

and exposed from heterogeneous environments such as water, 
energy, traffic or building. Most of the challenges of Big Data 
in Smart Cities are multi-dimensional and can be addressed. 
While research efforts in Big Data have mostly focused on 
the later stages of the process of making sense of the sea of 
data (e.g. data analytics, query answering, data visualization, 
etc.), in the context of Smart Cities, where heterogeneous data 
originates from multiple municipal and state agencies with 
little to no coordination, major hurdles and issues continue 
to impede progress toward these later stages. These key unad-
dressed issues are often related to information exploration, 
access, and linking. e.g.

(1)    How to efficiently figure out and access data sources 
relevant to the urban public security?

(2)     How to discover relations between these informa-
tion sources at the data level?

(3)     How to evaluate the effectiveness and efficiency of 
urban public security?

Today, these challenges are tackled in mostly ad hoc and 
labor intensive data integration efforts. It is becoming increas-
ing clear that, without the advent of novel, scalable and 
semi-automated data integration techniques, this first data 
access and linking stage will soon represent a major bottle-
neck to the whole process of extracting valuable information 
from the increasing number data sources and volume of data 
available to decision makers. At present, network security sit-
uation assessment has not a unified, comprehensive definition. 
Network security situation assessment is to extract the net-
work and security related factors to analyze and understand 
the entire network security status, and forecast the future devel-
opment of network security situation. Its research focuses on 
the efficient organization and overall assessment of all kinds of 
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complex information, which the purpose is to shorten the time 
from obtaining the information to make decisions. It mainly 
applies information fusion technology that includes intrusion 
detection log, firewall log, virus log, network scanning, ille-
gal external link, and running state of equipment and real-
time alarm, multi-source heterogeneous observational data. 
Traditional network security situation assessment provides a 
lot of analysis convenience for security administrator, but most 
of them are based on the analysis of system log. There are many 
problems that data source is single, real-time performance is 
poor, and assessment results are too dependent on experience 
of network management personnel (Zhou, 2016). At pres-
ent, the research direction of network security is also a major 
change, from the initial passive security system construction 
to intrusion detection, defense attack. Situation assessment is 
one of the active security system constructions. Research on the 
security situation of global network has transferred to a single 
security problem. But the security situation assessment is still 
at the starting stage at home or abroad, the relevant technical 
theory is not mature, so it is urgent to find an effective and 
accurate assessment method.

Based on the above considerations, this paper combined 
the PSR method, the fuzzy logic model and the entropy weight 
method in an empirical study for feasible urban public security 
evaluation modeling. The PSR method was used to establish an 
evaluation index system regarding the essence of public secu-
rity. The Entropy method was used in the weighing assignment 
process to verify the objectivity of this modeling. The fuzzy 
method was used for the quantitative analysis to determine the 
fuzziness of urban public security. This paper analyzed both 
the temporal and spatial dynamics in this area. Not only was 
the study case novel, but both the research issue and combined 
method were original. The results are interesting, and some 
recommendations are given at the end. In order to show this 
approach, we propose a case study on mobile data system to 
deal with the emissions in a city transportation environment. 
This is based on the usage of the tracking big data generated 
from users’ mobile devices. Our main idea is to simplify the 
process of the ITS systems’ development, and, consequently, 
to increase its availability to users. This approach also allows 
for the joining and aligning of the works of field experts on 
generating the mobility of big data and merging it with data 
from mining experts, in order to better extract knowledge from 
the collected data. This can be achieved by data discretization 
in predefined classes, performed by these field experts. This 
approach can also be applied for non-professional cases, such 
as personal data tracking, allowing its extension to the mobility 
habits of millions of users just by carrying cell phones in their 
pockets.

The organization of this paper is as follows: Related work is 
given in the Section 2. Section 3 introduces the basic method of 
the proposed model. Section 4 illustrates a platform using the 
proposed method. Section 5 presents a case study on mobile 
data. Last section makes the conclusion.

2. Related Work

The term public security was first proposed by the govern-
ment of the United States (Ezeonu & Ezeonu, 2000). After 
that, although it has been widely studied (Kullenberg, 2012), 
a common accepted definition has not been given (Zhao et al., 
2006). A large number of academic studies have focused on the 
driving forces of urban expansion (Chen, Jin, Qiu, & Chen, 

2014). The environmental and public issues of the landscape 
changes resulting from urbanization are significant (Li et al., 
2009). Sun, Wu, Lv, Yao, & Wei (2013) use network equipment 
service and vulnerability information using the improved evi-
dence theory to fuse information of each node. It calculates 
the global overall network situation firstly, and then uses time 
series analysis to achieve the trend forecast. A quantitative 
assessment method of hierarchical network security situation 
threat is proposed in Zhou & Luo, (2015b). The security of 
service, host and network is assessed quantitatively by using 
intrusion detection information, network performance index 
and host vulnerability information. Zhang, Yang, & Li (2006) 
design a complete security situation assessment system proto-
type based on the lack of complete security situation generation 
framework, using D-S evidence theory to construct a network 
security situation assessment model. Through the knowledge 
discovery method to mine data-set frequent or sequence pat-
tern, it realizes network security view’s automatic generation. 
In Xie, Wang, & Yu (2013), a new method of network security 
situation assessment based on neural network is proposed, 
which is based on the comparison and analysis of network 
security situation assessment. Using RBF neural network to 
find nonlinear mapping relationship of network situation, it 
adapts genetic algorithm to optimize the network parameters 
and assess the network security situation (Gong et al., 2009). 
Existing network security situation forecast method cannot 
accurately reflect the changes of future security situation (Zhao 
et al., 2006). But it is not very good to deal with the relationship 
between security elements and a future network security situ-
ation. A forecast method of a network security situation based 
on temporal and spatial analysis is proposed. Existing network 
security situation forecast method can- not accurately reflect 
the changes of future security situation, but it is not very good 
to deal with the relationship between security elements and a 
future network security situation. A forecast method of net-
work security situation based on temporal and spatial analysis 
is proposed. Assessment method is the core of network security 
situation assessment, anglicizing many factors such as network 
resources and other factors, which make reasonable explana-
tion to the current security state of whole network (Liu et al., 
2014). The main problem of traditional assessment method 
is that assessment range is limitation, information source is 
single, time and space complexity is large, and credibility is 
not high.

3. Basic Methodology

3.1. Pressure–state–response (PSR) for Urban Security 
Index

Various methods have been used for public security evalua-
tion: Exposure-response method, integrated index number 
method, public capacity analysis and some public models. After 
comparing the other methods, the authors recommended the 
pressure–state–response (PSR) concept model to establish the 
urban public security index due to its clear structure and logic. 
In addition, the analysis resulted in a PSR framework that can 
be easily understood and applied by decision makers in prac-
tice. The concept of the environmental PSR index was proposed 
by Organization of Canadian Economic Cooperation and 
Development (OECD) and the United Nations Environment 
Program (UNEP). The index system was established from three 
aspects that affect or are related to urban public security, i.e., the 
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urban public pressure (the pressure from population growth 
and environmental resource assumption) the eco-environment 
state and the response (measures and policies that are adopted 
to solve eco-environmental issues). With the help of expert 
consultation, frequency statistics and literatures investigation, 
the evaluation index of the BTH region was established. In 
addition to the essence of the urban public security assessment, 
the choice of this index system was considered via other two 
aspects. The first aspect was the acceptability of the data. As 
there were changes in yearbooks during the study case period, 
some indicators did not have continuous data. The second 
aspect was the comparability of the data. Compared to scale 
indicators, percentage indicators are easily used in comparison 
between cities with different developed scales.

The key issue in evaluating public security (ES) from the 
18 observed indicators was how to weigh each indicator with 
minimal subjectivity. The entropy-based weight method was 
used. In natural sciences, thermo dynamic entropy is used to 
measure the disorder of a system. In social sciences, entropy 
information means the degree of uncertainty of a system. It 
is generally believed that the more entropy information one 
system has, the more balanced is its structure and the smaller 
is its difference. From this perspective, the entropy informa-
tion for each index was calculated, and smaller entropy means 
greater weight. The urban public security evaluation method 
evolved from a qualitative description in the early stage to 
today’s quantitative model analysis, which mainly includes 
fuzzy synthesis, gray relation method, matter-element evalu-
ation method, mutation progression method, landscape anal-
ysis, public foot print method, spatial statistical methods, etc. 
As the concept of “security” is fuzzy, i.e., not exact, there is no 
common idea about the exact threshold to divide safety and 
danger. Therefore, a fuzzy division for different security levels 
is required, and this paper chose the fuzzy synthesis evaluation 
method. Fuzzy logic usually contains fuzzification, the appli-
cation of the rule base to fuzzy data, the inference of fuzzy 
results and the defuzzification of fuzzy results. Fuzzification 
is a process that transforms the observed (real) data into a 
fuzzy form using a membership function that is defined by 
the feature of the tar-get question. The rule base defines the 
relationship among the membership functions and the form of 
the resulting membership function. Defuzzification provides 
the real value from the resulting membership function. The 
establishment of the membership function is the key step in 
fuzzy evaluation. The study used up half of a trapezoid mem-
bership function and the security was divided into 1–5 scales 
in which 1stands for insecure and 5 stands for secure. Because 
the selected evaluation index of public security has positive and 
negative effects, the membership function can be divided into 
positive and negative membership functions. There is currently 
no standard in urban public security evaluation. Previous stud-
ies have mainly been based on the international, national, and 
local and industry rules of urban development and evalua-
tion standards, such as environmental quality, public health 
standards issued by the national or international organization, 
environmental safety evaluation standard and regulation issued 
by various industries, governmental planning goals, regional 
background values and local standards. The analogical stand-
ard uses the ecosystem with no serious human interference as 
the standard of public security. According to relevant standards 
of urban security evaluation, we developed an urban public 
security evaluation index system and classification standard 
for our research region.

3.2. Situational Factor Selection

In practical application, the information of network security 
situation assessment is generally derived from three major 
categories: The running information, the configuration infor-
mation and the related IDS system information. This informa-
tion can be acquired through the distribution of Netflow, IDS, 
Firewall, VDS and other components in the network.

Indexes related to running information such as CPU utili-
zation, memory, network traffic flow rate, the total number of 
sub network data flow, the distribution of different sizes of data 
packets in the sub network, etc., constitute the component basis 
running ability(Run); Indexes related to configuration infor-
mation such as vulnerability, system configuration, security 
software installed, the number of key equipment vulnerabilities 
and level, the number of sub network security devices, and the 
total number of key equipment in the sub network, constitute 
component vulnerability; Indexes related to IDS system log 
library such as DDOS, worm attack, Trojan horse and common 
virus, subnet bandwidth usage, network data flow rate, and the 
rate of net inflow into the IDS system log library, constitute 
the component threat ability. In order to facilitate the study, 
according to the probability theory knowledge, each obser-
vation index corresponding to a random variable X, take two 
observation value of discrete or continuous type.

In the process of network security situation assessment, 
there are many complex observation indexes, which are con-
flicting, non-public and non-determination. Some index of 
network security situation assessment plays a very important 
role, and some index of network security situation assessment 
is minimal. There may exist redundancy between indexes. In 
practical application, the index is too many to produce huge 
space and time complexity, so it is necessary to select some 
index with typical representative. The indexes form required 
factors for network security situation assessment, through 
excluding some redundancy of security situation assessment.

To determine whether there is redundancy for observation 
indexes of xi and xj, it can be judged by calculating the corre-
lation coefficient of them. If their absolute value of correlation 
coefficient ρ is very close to 1, indicating there is redundancy, 
need to eliminate an index.

The correlation coefficients ρ of xi and xj are calculated:

Cov(xi,xj) is the covariance of xi and xj. There is:

It has expression:

E(xi), E(xj) and D(xi),D(xj) represent the mathematical expec-
tation and variance of xi and xj respectively. Supposed xi and 

�xixj = Cov(xi, xj)∕
√

D(xi) ∗ D(xj)

Cov(xi, xj) = E{[xi − E(xi)][yj − E(xj)]}

= E(xixj) − E(xi)E(xj)

E(xi) ≈ xi =
1

n
(xi1 + xi2 +⋯ + xin)

D(xi) ≈ S2i =
1

n − 1

n
∑

j=1

(xij − xi)
2

E(xixj) ≈ xixj = (xi1xj1 + xi2xj2 +⋯ + xinxjn)∕n
2



4   Q. ZHOU AND J. LUO

(5)    The worm attack on the FTP server;
(6)     Using the (2) ~(5) to attack the main database, 

server Web server and FTP server et al.

Collecting the IDS attack information, Nessus scanning 
information, Snort log alarm information and router Netflow 
network traffic information, it can be as this simulation source 
of multi-source heterogeneous data sources.

(1) Original data
Attacker can launch various attacks against the network 

environment constantly. In order to draw clearly, it collects 
300 samples dynamically every 10 s. Taking four observable 
indexes (CPU utilization, sub network bandwidth usage, aver-
age data flow of the sub network, scanning alert information) 
sample, the original data is shown in Figure 2. When the host 
is attacked, the sample real time data can produce some fluc-
tuation, and the data is related with each other:

(2) Discrete data
For the continuous original sample data in Figure 2, it can 

be processed to a real number between 0~1 with the 2.4 section 
formula (1), that get five corresponding discrete values. For 
ease of expression, the data in Figure 2 are all translated to the 
corresponding position in the middle value. Instead of taking 
the discrete value directly or else it may become a broken line, 
that the difference doesn’t be expression between the data, as 
shown in Figure 3. After discretization, the data in the corre-
sponding discrete value are near upper and lower amplitude 

xj have n observation data, it can use xi to estimate E(xi) of xi 
mathematical expectation and use S2i  to estimate variableＤ(xi). 
Since the product of two random variables xi and xj have the 
number of n*n data, it can use xixj estimate mathematical 
expectation E(xixj) of xixj. Given a real number 0 < ε < 1, if 
correlation coefficient |ρxixj| > ɛ, variable xi can be considered 
very relevant to xj, that retain only a observation index playing 
major role, called a situation factor.

4. Simulation Experiment

In order to verify the rationality and correctness of proposed 
abnormal detection technology and algorithm for network 
security situation, we use MATLAB 7 to simulate an experi-
ment with setting up a network experimental environment (as 
shown in Figure 1). In this environment, the security situation 
is assessed experiment quantitatively. Ordinary user (User) 
and attacker (Attacker) can access the network host through 
Internet. Specific attack steps are as follows:

(1)     Ordinary users can access the server Web server, 
the main database and file transfer FTP server;

(2)    SQL injecting loopholes to attack the main database 
server;

(3)     SQL injecting attacks from the host (Host) to the 
backup database server Database2;

(4)     UDP flooding attack Web server;

User

Attacker

Router

Firewall

Switch

Firewall

Switch

Internet

IDS

Host

IDS

Host

Host

FTP server

Web server

Database2Database1 Host

Figure 1. experimental network topology.
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car (246  km), bus (23  km), underground (41  km), walking 
(2 km) and biking (15 km). It is possible to present the route 
representation for that month with associated information of 
the transportation mode, the number of times the route was 
performed, and also the temporal periods. Thus, it is possible 
to represent the time that a user spent in a month in these 
locations. This information represents the user mobility activity 
captured by the mobile device sensors. We are aware that, if 
the user turns off the data acquisition, or if the mobile device 
runs out of power, mobility data will be lost.

Based on the speed data and the location information (GPS 
data), it is possible to identify traffic situations as conditions 
that occur on road networks as the number of vehicles increase, 
and are characterized by slower speeds and longer trip times. 
From the information of a current road (matching of position 
against available routes), it is possible to check traffic situations 
using the relation of current speed divided by the maximum 
road speed (we call this ratio Vt). If the average Vt of current 
users in a specific road is below 0.25, the system tries to classify 
this traffic into four classes: (1) Green if the user’s average Vt is 
above 0.25; (2) Yellow for average Vt between 0.1 and 0.25; (3) 
Red when the average Vt is below 0.1; (4) Black when average 
Vt is zero. We disregard Vt = 0 at public transportation stops 
if transportation mode is a public transportation, as well as at 
road intersections, because we assume (for simplification pur-
poses) the existence of a traffic light on each road intersection. 
To avoid this we would need the GPS coordinates of the traffic 
lights, which are taken from road graph information. There 
may be times where the number of online users is reduced, 
which results in a reduction of information in the user data-
base. Thus, it is necessary to use external information from 
traffic web services. The current average speed information of 
the users in a given route is used as input in the route advisor.

6. Conclusions

In a Smarter City, available resources are harnessed safely, 
sustainably and efficiently to achieve positive, measurable 
economic and societal outcomes. Most of the challenges of 
Big Data in Smart Cities are multi-dimensional and can be 
addressed from different multidisciplinary perspectives e.g., 
from Artificial Intelligence (Machine Learning, Semantic 

fluctuations. In this application, the data on the fluctuation of 
level of i near the upper and lower levels is taken as the discrete 
value i, which is convenient and easy to operate.

Abnormal data continue to flow in; there are a certain num-
ber of abnormal situations in the network, through the situa-
tion factor collection and after discretization. All the situation 
factors are at a certain time.

5. The Case Study on Mobile Data for its Security

From the mobile device sensor data, it is possible to identify the 
transportation mode that the user takes to go from A to B. All 
of these approaches use past data to build a classification model 
that identifies the transportation mode and most of these 
approaches use a combination of GPS and accelerometer data 
from the three axes. From this data, it is possible to calculate 
the speed and the position. We apply our methodology based 
on the discrete approach using the predefined data classes.

We describe the current approach based on the case studied 
where we have a training set of 250 cases: 60 represent car travel, 
50 buses, 30 trains, 40 underground, 25 walking, 20 boats, and 
25 motorcycles. Since we want a generic approach, the main 
effort to perform is the transformation of raw data into these 
pre-defined classes. These classes can be increased to cover new 
situations, and when not used should be treated as empty fields. 
Speed information from GPS is used to differentiate among 
walking, bicycling, boat, and other transportation modes. 
Periodic stops are used to differentiate among car/motorcycle 
and underground, bus or train. Motorcycle is better discerned 
from car transportation in high traffic periods, because the 
average speed is higher and the position pattern is different. 
In order to distinguish metro from train, we use the following 
heuristics: (1) Underground usually runs below ground with-
out a GPS signal; (2) Distances between stops in underground 
transportation are usually smaller; (3) Altimetry information. 
We have all GPS data and time stored in a user mobility profile, 
in a cloud database, with the information about time, routes 
(XML graph with time and GPS coordinates). To this data we 
can add transportation mode and carrier, where we store the 
information about distance (in km) per transportation mode, 
performed in a month period. For example, for a certain user 
we have the following data for a specific month (May 2014); 
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