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Abstract: During system development, implementation and operation, vulnerability 
database technique is necessary to system security; there are many vulnerability 
databases but a lack of quality standardization and general evaluation method are needed. 
this paper summarized current international popular vulnerability databases, 
systematically introduced the present situation of current vulnerability databases, and 
found the problems of vulnerability database technology, extracted common metrics by 
analyzing vulnerability data of current popular vulnerability databases, introduced 4 
measure indexes: the number scale of vulnerabilities, the independence level, the 
standardization degree and the integrity of vulnerability description, proposed a method 
for vulnerability database quantitative evaluation using SCAP protocol and 
corresponding standard, analyzed a large number of vulnerabilities in current popular 
vulnerability database, quantitative evaluated vulnerability database by the law of normal 
distribution, the experimental results show this method has strong versatility and science, 
and it is beneficial to improve the quality and standardization construction for 
vulnerability database development.  
 
Keywords: Vulnerability management, vulnerability database, quantitative evaluation.  

1 Indroduction  
Since data security and privacy protection become one of the most important reasons for 
users to choose edge systems, privacy security has become one of the most important 
technologies in edge computing. However, the current effective edge computing security 
mechanism is still a blank space, and some efficient network security mechanisms can be 
applied to edge computing platform, for some examples, in 2011, a more robust DDoS 
detection method on the basis of Conditional Random Fields model is proposed by Liu et 
al. [Liu, Cai and Zhong (2011)]; in 2013, a mechanism for multi-monitor joint detection 
with lower communication overhead is proposed by Cai et al. [Cai, Wang and Zheng 
(2013)]; in 2015, a distributed Ternary Content Addressable Memory (TCAM) 
coprocessor architecture proposed by Cai et al. [Cai, Chen, Chen et al. (2015)] for 
Longest Prefix Matching (LPM), Policy Filtering (PF), and Content Filtering (CF); in 
2018, a MPTCP scheduler is proposed for Web Transfer by Yang et al. [Yang, Dong, 
Tang et al. (2018)]. Vulnerabilities exist in the implementation and operation of security 
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mechanisms, it is not realistic to completely eliminate vulnerability [Tan, Wang, Zhou et 
al. (2018); Tan, Wang, Zhou et al. (2018)], once exploited by an attacker, the damage and 
loss is difficult to repair, vulnerability database is a basic tool for vulnerability 
management [Ou, Hu, Zhang et al. (2007)], it can provide comprehensive functions, such 
as collection and release of vulnerabilities, vulnerability description, etc., it is the primary 
technology in the information security field. However, in development of current 
vulnerability database technology, there are some problems: 
• There are a lot of popular vulnerability databases with different characters, such as 

data scale, data source, standardization and integrity degree, it is a lack of a survey 
of vulnerability databases research to systematically summarize and introduce the 
characters of current popular vulnerability databases. 

• Due to various network equipment manufacturers, Internet companies and research 
institutions, in different vulnerability databases, the same vulnerability may have 
different release time and description data structure, heterogeneous data structures in 
different vulnerability databases prevent standardization construction and data 
sharing from each other.  

• Different vulnerability databases have different quality; there is a lack of a common 
evaluation method to evaluate the quality of vulnerability database, a common method 
for vulnerability database quality quantitative evaluation need to be proposed.  

To solve above problems, on the basis of summarizing a large number of vulnerability 
data of current popular vulnerability databases, this paper proposed a vulnerability 
database evaluation method to evaluate the quality of vulnerability database. The 
contributions of this paper are as follows: 
• This paper systematically summarized all popular vulnerability databases at home 

and abroad, systematically introduced the details of current popular vulnerability 
databases. 

• Based on SCAP protocol, this paper proposed vulnerability database evaluation 
method, analyzed a large number of vulnerability data in popular vulnerability 
databases, extracted the major features, such as data scale, the source independence 
level, integrity and standardization degree of vulnerability data as 4 measure indexes 
to quantify and grade the vulnerability database.  

• The evaluation method using normal distribution quantitative evaluated current 
popular vulnerability databases, the result can show that it is beneficial to regulate 
the vulnerability database construction and operations, promotes the quality standard 
construction of vulnerability database and provides a reference for vulnerability 
database standardized construction. Compared with method which needs to set fixed 
value for measure index, this method has the advantage of keeping high accuracy 
with the development of the vulnerability technology.     
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Table 1: Vulnerability databases published by International government 

2 The research of vulnerability database technique  
Nowadays, popular vulnerability databases were published by 2 agency, such as 
governmental vulnerability databases and enterprise vulnerability databases, each 
category has its major functional requirements, such as vulnerability management and 
security services [Wang, Guo, Wang et al. (2009)].  

2.1 Vulnerability databases published by International government 
For the development of vulnerability technology, international authorities have built a lot 
of influential governmental vulnerability databases, such as the national vulnerability 
database NVD, us-cert constructed by Computer Emergency Readiness Term, Australian 
CERT vulnerability database, etc. In 2009, China successfully established three 
vulnerability databases: CNNVD, CNVD, and NIPC. Subsequently, in 2012, Tsinghua 
University completed the construction of SCAP Chinese vulnerability database, the 
operating agency and abbreviation of the popular governmental vulnerability databases 
are shown in Tab. 1. 
 
 
 
 

Operating Agency Vulnerability Database Abbr. 

The National Vulnerability Database National Vulnerability Database 
[US-CERTSOC (2018)] NVD 

Carnegie Mellon University CMU Cert Vulnerability Notes Database 
[CMU (2018)] CVN 

Australia Computer Emergency 
Readiness Team Australian CERT [ACERT (2018)] AusCERT 

Japan Vulnerability Notes Japan Vulnerability Notes [JVN (2018)] JVN 
China Information Technology 
Security Evaluation Center 

China National Vulnerability Database of 
Information Security [CITSEC (2018)] CNNVD 

China Research Center for Information 
Technology Security, CNCERT/CC. 

China National Vulnerability Database 
[CNCERT/CC (2018)] CNVD 

National Computer Virus Emergency 
Response Center (NCNERC), 
Anti-Virus Products Testing and 
Certification Center, Key Laboratory of 
Computer Network and Information 
Security Ministry of Education. 

Security vulnerability database [NCNIPC 
(2018)] NIPC 

Tsinghua University Security Content Automation Protocol 
Chinese Community [TU (2018)] 

SCAP 
Chinese 

Shanghai Jiao Tong University Education Vulnerability Report Platform 
[ESVRP (2018)] Edu-info 



 
 
 
1132                                    CMC, vol.61, no.3, pp.1129-1144, 2019 

Table 2: Vulnerability databases published by International enterprise 
Operating Agency Vulnerability Database Abbr. 
IBM IBM ISS X-Force [IBM (2018)] IBM X-Force 
Open Security 
Foundation 

Open Source Vulnerability Database [Martin and 
Kouns (2018)] 

OSVDB 

Security Focus Bugtraq Security Focus [SF (2018)] Security Focus 
Flexera Software Secunia[FS (2018)] Secunia 
Offensive Security Exploit Database [OS (2018)] EDB 
Security Focus CXSecurity [SF (2018)] CXSecurity 
SecurityLab SecurityLab [SL (2018)] SecurityLab 
Security Tracker Security Tracker [ST (2018)] Security Tracker 
PacketStorm PacketStorm Security Sevices [Packetstorm (2018)] PacketStorm 
ZeroDay ZeroDay [ZeroDay (2018)] ZeroDay 
1337Day 1337Day [1337day (2018)] 1337Day 
Cisco Cisco Security Advisories and Alerts [Cisco (2018)] Cisco Security 

Vulnerabilities 
NSFOCUS NSFOCUS Security Vulnerability Database 

(Chinese) [Nsfocus (2018)] 
NSFocus 

Venus Tech Venus Tech Security Vulnerability Database 
(Chinese) [VT (2018)] 

Venus 

SCANV Seebug[Seebug(2018)] Seebug 
Qihoo360 Butian Vulnerability Response Platform [Qihoo360 

(2018)] 
Butian 

HUAWEI HUAWEI Security Warning [HS (2018)] HUIWEI Security 
Warning 

FreeBuf Vulnerability Box [FreeBuf (2018)] Vulnerability Box 
Wooyun Wooyun [Wooyun (2018)] Wooyun 

  
2.1.1 NVD 
U.S. National Vulnerability Database (NVD) is constructed by the U.S. National Institute 
of Standards and Technology (NIST) which was established in 2005, supported by the 
Department of Homeland Security (DHS), network security department and the United 
States Computer Emergency Readiness Team(us-cert). Due to the abundant data 
resources, detailed vulnerability information description, standardized vulnerability 
database structure, authoritative and reliable content, NVD is beneficial to many 
advanced technologies, such as vulnerability mining, and vulnerability exploit, 
vulnerability assessment, vulnerability management, etc. NVD vulnerability database has 
become the worldwide industry standard, about 50%~60% of the vulnerabilities in the 
other popular vulnerability database also use CVE id to identify vulnerabilities, that is 
beneficial to standardization. NVD uses CVSS standard to evaluate vulnerability risk 
level, uses CPE standard to describe relevant software versions and platforms, and 
classifies vulnerabilities according to CWE and SCAP. 

http://www.baidu.com/link?url=Qy7bVeZCyXh5pbxjRshz9VOFM9elIZgT1hn5LlmeiajU71ih7AenIn0hkB3u62CW_7yCBzgOTGuOyZpiSQvSOqdjVTSR_CBZ3nJc4WbGHiO
http://www.baidu.com/link?url=Qy7bVeZCyXh5pbxjRshz9VOFM9elIZgT1hn5LlmeiajU71ih7AenIn0hkB3u62CW_7yCBzgOTGuOyZpiSQvSOqdjVTSR_CBZ3nJc4WbGHiO
http://www.baidu.com/link?url=6e51_JvD0I5UtVW8T8l0CHw8nHYXrMzowjaoRwhpqENzRA0GMQV-nE-kh1zFgKPJ9lCpN0Ei6DRdoLAk_kxZKC01jJgbDbfnrh_Ddddulfy
http://www.baidu.com/link?url=6e51_JvD0I5UtVW8T8l0CHw8nHYXrMzowjaoRwhpqENzRA0GMQV-nE-kh1zFgKPJ9lCpN0Ei6DRdoLAk_kxZKC01jJgbDbfnrh_Ddddulfy
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The vulnerability entries of NVD vulnerability database are more than 80,000.  NVD has 
its own us-cert vulnerability announcement, us-cert security warning, OVAL information 
and CPE information, NVD is one of the most complete vulnerability databases in the 
world. The NVD and CVE [NCVERC (2018)] vulnerability databases are compatible with 
each other and NVD contains all the vulnerability data of CVE database. In the NVD 
vulnerability database, the vulnerability information can be searched according to the CVE 
id. Therefore, the NVD vulnerability database has good universality.  
NVD mainly focuses on the vulnerabilities in system and protocol layer rather than Web 
vulnerabilities are less. The NVD vulnerability database adopts SCAP standard protocol. 
Each vulnerability has 15 fields, includes the CVE id, vulnerability title, vulnerability 
description, CVSS score, risk level, release date, update date, exploit method, risk type, 
reference, affected version and platform. Because of long time for auditing vulnerabilities, 
the timeliness of NVD is obviously insufficient. 

2.1.2 CVN 
In 1998, the U.S Defense Advanced Research Projects Agency (DARPA) at Carnegie 
Mellon University’s software engineering institute set up Computer Emergency 
Readiness team/coordination center (CERT/CC) to collect and publish the Internet 
security incidents and security vulnerabilities, provide safety techniques, security update 
advice and safety emergency response. CERT/CC established CERT Vulnerability Notes 
(CVN). CVN has an authoritative data source, and proposed the risk metric method of 
vulnerabilities. However, CVN has only one data source, the number of vulnerabilities is 
not large enough, and the vulnerability data is not comprehensive enough. 

2.1.3 CNVD 
China National Vulnerability Database(CNVD) is constructed by China Research Center 
for Information Technology Security and CNCERT/CC, CNVD has rich vulnerability 
resource, the number of vulnerability entries is over 90000, its vulnerability identification 
form is: CNVD-YYYY-NNNN, each vulnerability information record 14 properties, risk 
evaluation has 3 grades: high, medium and low, update delay is 1-2 days. 

2.1.4 NIPC 
Security vulnerability database (NIPC) is constructed by National Computer Virus 
Emergency Response Center (NCNERC), Anti-Virus Products Testing and Certification 
Center, and Key Laboratory of Computer Network and Information Security Ministry of 
Education. The NIPC vulnerability database contains nearly 90,000 vulnerability entries 
which are in form of nipc-yyyy-nnnnn, and each vulnerability entry has 19 attributes. The 
risk evaluation has 3 grades: high, medium and low, and the update delay are 1-2 days. By 
studying relevant standards of vulnerability database and fusion algorithm for 
heterogeneous vulnerabilities, the vulnerability information of NIPC has a high exploit rate. 

2.1.5 SCAP 
The SCAP vulnerability database integrates the vulnerability data from a large number of 
vulnerability databases and some corresponding standards of security vulnerabilities, 
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including NVD, OSVDB, Securityfocus, Packet-Storm, CNNVD and SCAP standards, 
etc. Through in-depth analysis, the security vulnerability data sharing and security 
services are established. SCAP is a vulnerability information sharing platform which 
provides vulnerability information query services. Vulnerability information includes 
detailed information and partial proof of concept (POC). SCAP introduced the SCAP 
standard in detail, such as CCE, CWE [TU (2018)], OVAL, Android special vulnerability 
databases [Yang, Wen and Zhang (2015)], and reclassified the vulnerabilities according 
to the structure level of Android system. 

2.2 Enterprise vulnerability databases 
For the propose of collecting the vulnerability information of the corresponding business 
system and establishing an emergency response center to minimize the loss caused by the 
vulnerability exploit, improving their products, sharing and trading of vulnerabilities, etc..  
As shown in Tab. 2, many enterprises have built vulnerability databases based on their 
own business and technical characteristics, such as the Common Vulnerabilities and 
Exposures(CVE) constructed by Mitre corporation, Open Source Vulnerability 
Database(OSVDB), SecurityFocus vulnerability Database, X_Force Vulnerability 
Database constructed by IBMISS, Secunia Vulnerability Database in Denmark, VUPEN 
[VVRT (2018)] Vulnerability Database in France, NSFocus Vulnerability Database 
constructed by NSFOCUS corporation, Wooyun vulnerability Database, SeeBug, 
Chinese Vulnerability Database constructed by Venus Tech corporation, IBM's x-force 
and Cisco’s vulnerability database (a vulnerability information sharing platform built to 
improve their products), ZeroDay, 1337Day (a vulnerability sharing and trading 
platform), etc. 

2.2.1 SecurityFocus 
The SecurityFocus vulnerability database established by Symantec Company contains 
over 90,000 vulnerability entries. Its major feature is that the vulnerability information 
not only includes a brief description, but also contains many details, such as the attack 
method, script instance and other contents provide convenience for analyzing the 
vulnerability. Compared with the government vulnerability database such as NVD, the 
vulnerability release approach of SecurityFocus is more convenient and timelier; it has a 
greater international influence. However, SecurityFocus has some deficiencies in the 
processing of vulnerability data. It lacks standardized systematic vulnerability 
classification and authoritative vulnerability risk assessment. 

2.2.2 X-Force 
X-force vulnerability database updates data timely, through the web site xforce.iss.net, 
the majority of users can query the vulnerability information. Relying on the product 
platform of IBM, the x-force vulnerability database has been transformed into security 
products such as security scanner, and it is one of a few vulnerability databases that can 
transform security vulnerability data into security services. 
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2.2.3 EDB 
The EDB database is a security vulnerability database developed and maintained by 
OffensiveSecurity, which provides vulnerability query services for free. EDB uses CVE 
id to identify vulnerabilities and provides verification code for a large number of 
vulnerabilities, it has great influence in the security field. The deficiencies of EDB are 
mainly reflected in the lack of natural language description of vulnerabilities, the 
classification and risk assessment of vulnerabilities. 

2.2.4 NSFocus 
NSFocus contains 36,000 vulnerability entries, and provides users with security scanning 
and protection services based on a large amount of vulnerability data. 

2.2.5 Seebug 
Seebug vulnerability information is released through manual processing, and the 
vulnerability data is authoritative. In addition, over 80% vulnerability entries provide 
proof of concept (POC) which brings convenient to security researchers to study the 
vulnerabilities. 

Table 3: The information of 15 international popular vulnerability databases  

vulnerability 
database 

Language Vulnerability 
Number (104) 

Field 
Number 

CVE 
(%) 

CVS 
(%) 

CWE 
(%) 

Has 
POC 
or not 

NVD English 8.4 13 100 100 100 No 
SecurityFocus English 9.1 13 38 46 46 Yes 
OSVDB English 11.4 16 75 66 66 No 
X-Force English 10.8 15 75 72 72 No 
Secunia English 7.2 14 80 43 43 No 
EDB English 3.7 8 58 62 62 Yes 
CXSecurity English 2.6 11 56 46 46 Yes 
PacketStorm English 4.1 8 9 8 8 Yes 
CNVD Chinese 9.1 15 52 46 46 No 
CNNVD Chinese 9.2 9 92 95 95 No 
NIPC Chinese 8.0 19 93 93 93 No 
SCAP Chinese Chinese 9.1 10 95 95 95 No 
Seebug Chinese 5.2 7 16 18 18 Yes 
NSFocus Chinese 3.6 12 52 48 48 No 
Wooyun Chinese 2.4 9 0 0 0 No 
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2.3 Summary 
The information of 15 international popular vulnerability databases is shown in Tab. 3, 
the details includes country, language, the number of vulnerabilities, proportion of 
vulnerabilities with CVE id, CVSS and CWE, etc. The vulnerability database with largest 
vulnerability number is OSVDB. It is shown that the number of vulnerabilities and fields 
in each vulnerability databases are different, only a few vulnerability databases contain 
proof of concept (POC), many vulnerability databases use the CVE id.  

3 Quantitative evaluation method based on SCAP protocol 
The Security Content Automation Protocol (SCAP), designed by the United States 
National Institute of Standards and Technology (NIST) [Mell and Grance (2002)], is a 
complete and mature mechanism for standardized vulnerability assessment, and its major 
feature is the standardized and automated architecture. SCAP integrates six methods: 
CVE, CVSS [Grance, Kuhn and Landau (2007)], OVAL, CPE [NISTCPET (2014); 
Zhang, Wu, Liu et al. (2011)], CCE, XCCDF. Standardization is the major advantage of 
SCAP, SCAP provides the solution for the field of security standardization, including 
input and output data format, standard processing method, uniform field and risk level 
measurement, it can automatically audit complex system configuration, and improve the 
degree of versatility and automation.    
To better grasp the latest progress in the field of vulnerability databases research and 
implementation, this article analyzed popular vulnerability database from the aspect of 
operating agency, data features, operation, etc., proposed a metric for vulnerability 
database evaluation, extracted the vulnerability data scale, the data independence level, 
data standardization level, and integrity level as four measure indexes,  it can provide 
the theoretical basis for rapid, comprehensive and accurate evaluation of vulnerability 
databases, and help to improve vulnerability database system, promote the development 
of vulnerability database technology.     

3.1 Vulnerability database scale (VD) and data source independency level (SIL) 
To a large extent, the number of vulnerability entries can reflect the vulnerability 
database’s scale and how many CWE types the vulnerability database has. The 
independence of vulnerability data source can represent the viability of a vulnerability 
database. Currently, referring to each other has become a common phenomenon for 
vulnerability databases, the more independency the vulnerability data source has, the less 
data refers from other vulnerability database and the more vulnerability entries are 
obtained through its own way. 

3.2 Vulnerability data integrity level (DI)  
The more effective descriptive fields reflect more comprehensive vulnerability 
information, so number of effective descriptive fields can be used as an index to measure 
data integrity. Common fields include CVE id, vulnerabilities name, release and update 
time, risk level, classification, the affected version and platform, reference links, proof of 
concept (POC). 
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POC can greatly enhance the description ability, improve the efficiency of vulnerability 
analysis, it can attract more accession and more POC submission to form a benign 
circulation, improve the viability of the vulnerability database, therefore, having POC 
fields or not is an important standard of influence, and should be used as an index of 
integrity measure index. 
In addition, cross-referencing data among international popular vulnerability databases 
has become a common phenomenon. Data source statement can improve the data 
integrity of vulnerability databases; therefore, data source statement should also be used 
as an index to measure data integrity.   

3.3 Vulnerability data standardization Level (DSL) 
The standardization degree of vulnerability data represents the scientific and rationality 
of the design of vulnerability database data structure. A more standardized vulnerability 
database is usually designed according to the corresponding international standard 
database, standardized data structures can facilitate data fusion and sharing among 
different vulnerability databases.  

3.4 SCAP-based quantitative evaluation grading method 
The vulnerability database scale (VD), data source independency level (SIL), data 
standardization level (DSL) and data integrity (DI) can be taken as four measure indexes 
of vulnerability database metric, the data of 4 indexes satisfied the normal distribution 
rules after statistical analysis, therefore, it can be quantified according to the normal 
distribution equation:   

𝑓𝑓(𝑥𝑥) = 1
√2𝜋𝜋𝜎𝜎

𝑒𝑒
(𝑥𝑥−𝜇𝜇)2

2𝜎𝜎2                                         (1) 

where 𝜇𝜇 is the expectation, and 𝜎𝜎 is the variance, 𝑥𝑥 is the specific value of measure 
index. 
The quantitative rules of each measure index are as follows:  
• High(H). 𝑥𝑥 ∈ [𝜇𝜇 + 2𝜎𝜎, 𝜇𝜇 + 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚], Grade is 3, score is 3. 
• Middle(M). 𝑥𝑥 ∈ [𝜇𝜇 − 2𝜎𝜎, 𝜇𝜇 + 2𝜎𝜎), Grade is 2, score is 2. 
• Low(L). 𝑥𝑥 ∈ [𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚,𝜇𝜇 − 2𝜎𝜎), Grade is 1, score is 1. 
The overall evaluation score of the vulnerability database is calculated on the basis of the 
obtaining of four scores. The equation for calculating overall evaluation score is as the 
following equation: 
ScoreVulnerabilityDatabase = VDS + SIL+DSL + DI                 ( 2 ) 
The grading rules are as follows: 
• High(H). Grade is 3, ScoreVulnerabilityDatabase∈(9, 12]. 
• Middle(M). Grade is 2, ScoreVulnerabilityDatabase∈(5, 9]. 
• Low(L). Grade is 1, ScoreVulnerabilityDatabase∈[0, 5]. 
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Compared with the method of setting fixed reference value, the main advantage of this 
method using normal distribution rules can avoid the loss of accuracy with the 
development of vulnerability database technology. 

4 Experiment and evaluation 
This paper selected 15 international popular vulnerability databases for experiments, and 
obtained statistic results of vulnerability database scale, data source independence level, 
data standardization level, data integrity evaluation score to calculate the vulnerability 
database evaluation score.  

4.1 The vulnerability database scale measurement results 
The statistical results of the number of vulnerability entries are shown in Fig.1. Among 
them, OSVDB has the largest number of vulnerabilities, the databases with over 50,000 
vulnerability entries includes OSVDB, x-force, CNNVD, CNVD, SecurityFocus, SCAP 
Chinese, NVD, NIPC, Secunia and Seebug. According to the normal distribution rules, 
the vulnerability database scale evaluation result is as Tab. 4.  

 
Figure 1: The number of vulnerability entries of popular vulnerability databases 

Table 4: The vulnerability database scale evaluation results 

Vulnerability Database Score Grade 
OSVDB, X-Force, CNNVD  3 3 
PacketStorm, CNVD, SecurityFocus, SCAP Chinese, 
NVD, NIPC, Secunia, Seebug, EDB 

2 2 

CXSecurity, NSFocus, Wooyun 1 1 

4.2 The vulnerability data source independence measurement results 
Statistic results of the number of popular vulnerability databases with CVE id is as shown 
in Fig. 2, The vulnerability data source of Wooyun, PacketStorm and Seebug have high 
independence level, while vulnerability entries of SCAP Chinese are referenced from 
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other vulnerability databases. According to the normal distribution rules, the evaluation 
results of data source independence is shown as Tab. 5. 

 
Figure 2: The number of popular vulnerability databases with CVE id 

Table 5: The evaluation results of data source independence  

Vulnerability Database Score Grade 
PacketStorm, Seebug, Wooyun 1 1 
CNVD, SecurityFocus, Secunia, EDB, 
OSVDB, X-Force, CNNVD, CXSecurity 

2 2 

SCAP Chinese, NIPC, NVD 3 3 

4.3 Vulnerability data integrity measurement results 
The statistic results of the number of fields in the popular vulnerability database are 
shown in Fig. 3. Most of popular vulnerability databases are more than 10 vulnerability 
description fields, such as NIPC, OSVDB, x-force, CNVD, Secunia, NVD, 
SecurityFocus, CXSecurity, NSFocus and SCAP Chinese. Only SecurityFocus, EDB, 
CXSecurity, PacketStorm and Seebug have POC field. At present, most of the 
vulnerability databases are short of copyright statement to descript the vulnerability data 
source. The popular vulnerability databases with copyright statement are shown in Tab. 6.  
The vulnerability data integrity measurement results are shown in Tab. 7.  
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Figure 3: The number of fields of popular vulnerability databases 
Table 6: Copyright statement of popular vulnerability databases 

Vulnerability Database Data Source 
CNVD Has source Url, no source vulnerability database   
CNNVD Has source Url, no source vulnerability database   
SCAP Chinese Has source Url and source vulnerability database 
NSFocus Has source Url, no source vulnerability database 
Seebug Has source Url, no source vulnerability database 
Wooyun Submit vulnerability data by Individuals 

4.4 Data standardization level measurement results 
The statistic results of data standardization degree of vulnerability databases are shown in 
Tab.7. NVD, SCAP Chinese, CNNVD and NIPC have over 90 percent in the average 
coverage rate of SCAP protocols, and relatively high data standardization degree. 
According to normal distribution rules, the data standardization degree measurement 
results are shown as Tab. 8. 

Table 7: The evaluation results of data integrity 

Vulnerability Database Score Grade 
X-Force, CNNVD 1 1 
NVD, SecurityFocus, OSVDB, x-force, CXSecurity, 
Secunia, CNVD, NIPC, SCAP Chinese, NSFocus 

2 2 

EDB, PacketStorm, Seebug 3 3 
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Table 8: The data standardization degree measurement results  

Vulnerability Database Score Grade 
NVD, CNNVD, SCAP Chinese 3 3 
X-Force, CNVD, NIPC, SecurityFocus, OSVDB, Secunia, 
NIPC, NSFocus, CXSecurity 

2 2 

PacketStorm, Seebug, Wooyun 1 1 

Table 9: Evaluation results of popular vulnerability databases  

The result is shown as Tab. 9, although NVD and SCAP Chinese are the vulnerability 
databases with highest quality, both of them need to improve scale and integrity level. 
Every vulnerability database has its advantages which are found in its higher scores, and 
the advantages can provide guidance to other vulnerability databases for improvement. 
Every vulnerability database has its weakness which is found in its lower score, it needs 
to be improved for quality elevation.  

5 Conclusion 
With the rapid development of information technology, network security has become a 
hotspot of information technology. Vulnerability technology is the foundation of network 
security and occupies the primary position of network security research. Vulnerability 
database provides a feasible mechanism for vulnerability management and is one of the 
most important technologies in network security research. This paper systematically 
summarized current popular vulnerability databases, analyzed the characteristics of the 

Vulnerability  
Database 

Scale 
Source 
independence 

Integrity Standard 
level Score Grade 

OSVDB 3 2 2 2 9 2 
X-Force 3 2 1 2 8 2 
CNNVD  3 2 1 3 9 2 
PacketStorm 2 1 3 1 7 2 
CNVD 2 2 2 2 8 2 
SecurityFocus 2 2 2 2 8 2 
SCAP Chinese 2 3 2 3 10 3 
NVD 2 3 2 3 10 3 
NIPC 2 3 2 2 9 2 
Secunia 2 2 2 2 8 2 
Seebug 2 1 3 1 7 2 
EDB 2 2 3 2 9 2 
CXSecurity 1 2 2 2 7 2 
NSFocus 1 2 2 2 7 2 
Wooyun 1 1 2 1 5 1 
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current popular vulnerability databases, systematically introduced the scale, data source 
independence level, standardization level and data integrity of the vulnerability database, 
and proposed a method for vulnerability database quantitative evaluation based on the 
SCAP protocol, analyzed a large number of data in current popular vulnerability 
databases, extracted the scale, data source independence level, standardization and 
integrity level of the vulnerability database as four measure indexes to quantitative 
evaluate vulnerability database, the experiments proved that this method can quantitative 
evaluate vulnerability database scientifically and comprehensively, it is helpful to 
improve the quality of the vulnerability database, and promote vulnerability database 
standardization construction.  
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