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Abstract: Mobile Ad-hoc Networks (MANET) usage across the globe is increas-
ing by the day. Evaluating a node’s trust value has significant advantages since
such network applications only run efficiently by involving trustable nodes.
The trust values are estimated based on the reputation values of each node in
the network by using different mechanisms. However, these mechanisms have
various challenging issues which degrade the network performance. Hence, a
novel Quality of Service (QoS) Trust Estimation with Black/Gray hole Attack
Detection approach is proposed in this research work. Initially, the QoS-based
trust estimation is proposed by using a Fuzzy logic scheme. The trust value of
each node is estimated by using each node’s reputation values which are deter-
mined based on the fuzzy membership function values and utilizing QoS para-
meters such as residual energy, bandwidth, node mobility, and reliability. This
mechanism prevents only the black hole attack in the network during transmis-
sion. But, the gray hole attacks are not identified which in turn increases the pack-
et drop rate significantly. Hence, the gray hole attack is also detected based on the
Kullback-Leibler (KL) divergence method used for estimating the statistical mea-
sures. Additional QoS metrics are considered to prevent the gray hole attack, such
as packet loss, packet delivery ratio, and delay for each node. Thus, the proposed
mechanism prevents both black hole and gray hole attacks simultaneously. Final-
ly, the simulation results show that the effectiveness of the proposed mechanism
compared with the other trust-aware routing protocols in MANET.

Keywords: Mobile ad-hoc network; trust estimation; blackhole; grayhole attack;
fuzzy logic; qos parameters; kullback-leibler divergence

1 Introduction

In modern decades, the most popular and widely used wireless network is Mobile Ad-hoc Network
(MANET) which is a self-organizing and decentralized system. MANET is a collection of various
wireless mobile nodes which collectively operate together. Nodes may communicate with each other
nodes with the direct distributed wireless radio links. Such networks are quite vulnerable to many attacks
due to their open and dynamic nature. Information transmission from source to destination is achieved
with the help of the other nodes in the routing path. The most challenging task in MANET is the routing
scheme since handling a network with a considerable amount of nodes was difficult [1]. Over the past
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decades, several routing protocols have been proposed with limited resources. Some of them are energy and
bandwidth and consideration of the security in the network.

Trust is defined as the degree of belief among the different entities. The trust for the same entity is varied
while different people evaluate it. Trust management is the system that can assure the different features such
as security, access control, intrusion detection, malicious nodes mitigation, etc. These are all the critical
requirements for effective routing in MANET [2]. The selfish node does not cooperate with the other
nodes and drops the packet during transmission since such node accumulates its resources. Therefore,
reputation mechanisms are utilized to avoid such malicious behaviors of the nodes in the network.

A reputation is defined as an import of the past behavior of an entity. The reputation system maintains a
black list that contains the records of malicious nodes. The malicious nodes may cause several attacks such as
a black hole attack and cooperative attack for which a trust-based mechanism is utilized. In trust-based
approaches, the trust value associated with each other node is represented with the trustworthiness of
each neighboring node [3]. Trust in MANET has various roles, such as authentication, acknowledgment,
etc., for successful packet transmission and delivery. The essential factors of trust management are trust
establishment, trust update, and trust revocation.

Different trust management systems and reputation mechanisms have been proposed for detecting and
isolating the malicious nodes in MANET. A novel QoS trust computation was proposed [4] by using the
Fuzzy Petri Nets. In this approach, the trust value of each node was computed based on its QoS
parameters. The MANET was represented as Dynamic Adaptive Fuzzy Petri Nets (DAFPN) model with a
Concurrent Reasoning Algorithm (CRA). The estimation of the certainty factor using a fuzzy expert
system was required for delivering each packet from node to node. The estimated certainty factor was
used to evaluate the intermediate nodes’ trust values during the routing process. However, several issues
are addressed, such as high packet drop rate, high time and space complexities based on the FPN, less
efficiency, requires additional statistical measures, less QoS performance, etc.

Hence, this research work enhances the QoS trust estimation approach with the Black/Gray hole Attack
Detection approach. The QoS-based trust estimation is initially proposed using a Fuzzy logic scheme. The
trust value of each node is estimated using the reputation values of each node determined based on the fuzzy
membership function values that utilize QoS parameters such as residual energy, bandwidth, node mobility,
and reliability. This mechanism prevents only the black hole attack in the network during transmission.
However, the gray hole attacks are not identified. This significantly increases the packet drop rate. Hence,
the gray hole attack is also detected based on the Kullback-Leibler (KL) divergence method used for
estimating the statistical measures. Additional QoS metrics are considered, such as packet loss, packet
delivery ratio, and delay for each node. Thus, the proposed mechanism simultaneously prevents black and
gray hole attacks by reducing the complexity and improving QoS performance.

The rest of the paper is organized as follows: Section 2 presents the works related to trust estimation and
reputation-based trust management in MANET. Section 3 explains the concept of the proposed trust-based
routing protocol. Section 4 describes the performance evaluation of the proposed mechanism. Finally,
Section 5 concludes the research work and presents the future scope.

2 Related Works

Reputation-based Internet Protocol security (RIPsec) scheme [5] was proposed in MANET. The main
aim of this mechanism was to construct the MANET, which can support higher bandwidth applications
secured by both internal and external attacks. This scheme was proposed for solving the security issues in
routing protocols for MANET. This scheme consists of behavior grading, link and message encryption,
and multipath routing. The encryption links and encryption-wrapped nodes were used for preventing the
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network from external attacks, whereas the internal attacks were prevented by behavior grading. Moreover,
end-to-end message security was improved by using public and private certificates to prevent attacks. Also,
the network availability was improved by behavior grading and the Round-Robin (RR) multipath routing
protocol. However, this mechanism does not have a direct defense against bad-mouthing attacks.

Exponential Reliability Coefficient-Based Reputation Mechanism (ERCRM) was proposed [6] for
isolating the selfish nodes in MANET. The proposed approach was performed according to the measured
energy metric and ERC through the second-hand information obtained from their neighbor nodes. The
reliability coefficient was manipulated by exponential failure rate according to the moving average
approach. This mechanism was assumed to be more efficient and effective due to the combination of
energy efficiency and packet forwarding nature of nodes to mitigate selfishness. In addition, this
mechanism was used for isolating type-I and type-II categories of selfish nodes, so the network
performance was improved. However, additional statistical coefficients were required for further
improvement on network performance.

Trust-based certificate revocation was proposed [7] for improving the routing security in MANET. The
major objective of this approach was to reduce the vulnerability issues from nodes and enhance network
security based on the certification authority and trust-based threshold revocation approach. Initially, the
trust value was computed from the direct and indirect trust values. After that, the certificate authorities
were used for distributing the secret key to all the nodes. Finally, the trust-based threshold revocation
method was introduced, and the values were in which the misbehaving nodes were removed from the
network. However, the packet drop rate was high.

An enhanced machine learning-based reputation algorithm [8] was proposed for MANET. The approach
prevented many patterns of attacks. Digital signature-based mechanisms have been introduced that do not
need trusted third parties or servers always online. In addition, an algorithm named Fading Memories was
also enhanced that allows looking back at longer histories by using a smaller number of features. Then, a
novel technique called Dynamic threshold was introduced for improving the accuracy. However, the
overhead was not minimized, and reliability was not considered.

A novel reputation computation model was proposed [9] based on the subjective logic for MANET. In
this approach, a node that queries another’s reputation was accumulated the subjective opinions from their
common neighbors. The familiarity values were used to compute the weighting factor that determines how
much a node’s recommending opinion impacts the reputation computation result. This familiarity facilitates
the nodes to obtain opinions with lower uncertainty values, which is useful for the nodes to recognize the
selfish nodes and reduce the convergence time for isolating the selfish nodes. However, the complexity of
this approach was high.

A reputation-based trust management framework [10] was proposed in MANET to detect and prevent
network vulnerabilities based on the piggybacking trust vectors and the routing tables. The approach [10]
investigates both malicious and selfish node attacks. The distributed reputation mechanism was proposed.
This is useful for the nodes to exclude them from the network while the transient faults are tolerated. This
mechanism may have functioned with an on-demand routing protocol where the attacks were identified
by collaborative monitoring and exchanging the information among the nodes. Moreover, the load
balancing was also achieved based on the selection of nodes from the set of trusted nodes. However, the
detection rate is less.

A lightweight trust-based QoS routing protocol [ 11] was proposed in MANET. This approach’s principle
of trust and QoS metric estimation was initially presented to establish a trust-based QoS mechanism. Based
on this approach, the trust degree was computed between the nodes from the direct trust determination of
direct observation. In addition, indirect trust estimation was also achieved based on the neighbor’s
recommendations for accelerating the trust establishment. Moreover, the link delay was assumed as a
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QoS constraint requirement since the NP-completeness of multi-QoS constraints issues. Then, the Trust-
based QoS Routing (TQR) was designed based on the tradeoff between the trust degree and link delay.
However, the detection ratio was less, and routing overhead was high.

A trust management protocol [12] was proposed to analyze the group communication systems where
selfish nodes exist, and system survivability was essential to mission execution. In this approach, the
tradeoff between a node’s welfare, such as energy conservation for improving the network lifetime, and
global welfare, such as achieving the given mission with enough service availability, was considered.
Also, the best design condition of this behavior framework was identified for balancing selfish and
altruistic behaviors. However, the system reliability and survivability of this model were less.

Trust prediction and trust-based source routing [13] were proposed in MANET. In this approach, a
dynamic trust prediction mechanism was proposed to analyze the node’s trustworthiness, measured
according to the node’s historical behaviors and future behaviors by using a fuzzy logic rules prediction
approach. The trust management strategies, such as anti-attack, decision-making, etc., were developed
based on computed trustworthiness. In addition, this mechanism was combined with the source routing
protocol, so the proposed approach was known as Trust-based Source Routing Protocol (TSR). This
mechanism was used to improve flexibility and feasibility, which helps select the shortest path with the
specific security requirements for data packet transmission. However, the QoS requirement criteria were
not considered for improving the network performance.

A dynamic trust-based mechanism [14] was proposed for mitigating the gray hole attack in MANET. In
this approach, each node and its neighboring nodes’ trust value and association status were computed by
monitoring their network behavior. The trust model was combined with the Dynamic Source Routing
(DSR) protocol. The path selection procedure follows the RRES-RREP model. Therefore, the gray hole
nodes were detected and avoided from the path selection process. However, the routing overhead and
packet drop rate were high.

A dynamic reputation management system [15] was proposed for identifying and isolating the
misbehaving nodes in MANET. In this approach, the reputation of nodes was measured based on the
data-driven weighted average approach, which utilizes the number of successfully transmitted data and
control packets that the node carries out for the other nodes in the network as against its transmitted
packets. The distinctive direct monitoring mechanism was employed with the highest effectiveness for
detecting and mitigating the different misbehaving nodes in MANET. By using this approach, the
probability of acquiring the faulty second-hand information was removed, and the routing overhead was
reduced by using the directly obtained information. However, the energy consumption of nodes was high
during the packet transmission.

Reputation-based clustering algorithms [16] were proposed in MANET. In this approach, an in-depth
analysis was presented for trust-based clustering protocols and investigated how reputations were
combined with such protocols. The various attacks and clustering mechanisms were studied to identify
their limitations, and a novel clustering mechanism was designed against different misbehaving. This
approach was useful for detecting and mitigating malicious and misbehaving nodes with low
communication and processing overhead. In this approach, the selection of security methods depended
upon their overhead and security requirements. However, lack of solutions affected the network
performance in both secure and hostile environments.

MANET proposed an openness—based trust and reputation management system [17] to measure and
model reputation and trust propagation. In this approach, an individual reputation of nodes was modeled
by employing the Dirichlet probability distribution. The trust of each node was also estimated based on
the node’s normal network performance and the quality of recommendations about the other nodes. The
cooperative nodes were rewarded for expanding their energy during the transmission of packets to the
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other nodes or for the dissemination of genuine recommendations. The available network resources mitigated
the uncooperative nodes.

Furthermore, the Ruffle algorithm was introduced for ensuring the cooperative nodes, which allows the
activation of sleep nodes. At the same time, their service was not required for packet transmission to its
neighboring trustworthy nodes. However, the effectiveness of this approach was less.

A distributed trust and reputation model [ 18] was proposed in MANET for malicious nodes detection. In
this approach, the malicious nodes were identified based on each node’s trust values, which are estimated
according to the reputation. Neighbor nodes computed the reputation value of each node according to its
packet transmission behavior. The reputation information, computed under different scenarios, was
collected, stored, and exchanged between the nodes. The trustworthy nodes were detected by using the
highest reputation values, which in turn depends on the predefined threshold value. The nodes with
reputation values less than the threshold value were identified as malicious nodes in the network.
However, the efficiency of this mechanism was less.

A trust-based routing mechanism [19] was proposed for MANET. Initially, the challenging issues in
MANET routing security were investigated. Then, a trust-based scheme named Fr AODV was proposed
for securing AODYV routing protocol in MANET based on the utilization of the friendship mechanism. A
detailed analysis on QoS parameters [20-33] has been carried out and recent works [34—44] have been
studied. The nodes estimated the routing paths based on the selected features such as node reputation and
identity information before transmitting the data through the estimated paths. However, in this
mechanism, the packet delivery ratio was less.

3 Proposed Methodology

This section briefly discusses the proposed QoS-based trust estimation using Fuzzy logic and attack
detection approaches. Initially, trust estimation is performed based on each node’s reputation values,
which are estimated using a fuzzy logic system with QoS parameters as input. In addition, the black hole
and gray hole attacks detection approach is proposed for isolating the malicious nodes in the network by
including additional metrics and statistical measures.

3.1 Fuzzy Logic Based Trust and Reputation Estimation

The base station is required for transmitting the signal from source to destination through the other nodes
with a given transmit power in the network establishment phase. Each mobile node measures the
approximate distance to the base station according to the intensity of the received signal. In addition,
distance measurement is used for selecting the appropriate transmit power for reducing the energy
consumption of the nodes. Due to the limited energy, some nodes are selfish or malicious in saving their
energy. Therefore the most important is to consider the reputation paradigm for network nodes. The lower
the reputation value indicates that the nodes are more selfish. Hence, the node’s reputation value is one of
the most crucial factors that require consideration in the measurement of trust value. Node reputation
value is computed by the similarity of collected data and the historical interaction experience between the
nodes. For each transmission, the reputation value of one node may charge a certain reputation value
from the other nodes as compensation for energy consumption and measured by using fuzzy logic. The
evaluation of the reputation process is shown in Fig. 1. The estimation of reputation follows two aspects:
direct reputation value and indirect reputation value. Direct reputation refers that the reputation value of
node y is calculated based on the direct historical interaction between nodes x and y. In contrast, the
indirect reputation value of y is estimated from the recommended value according to the other node’s
reputation to y.
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Figure 1: Reputation evaluation process

A fuzzy logic controller is a rule-based system in which a fuzzy rule represents the control mechanism.
The fuzzy logic controller consists of a fuzzifier, rule-base, fuzzy inference, and fuzzified. A fuzzifier
operator has the effect of converting the crisp values to the fuzzy sets, and it is denoted as i=fuzzifier
(1_0), where i 0 refers to the crisp input value, i refers to the fuzzy set, and fuzzifier is a fuzzification
operator. Rule-base contains IF-THEN rules measured through fuzzy logic such as low, medium, and
high. Fuzzy inference converts input values into output values using fuzzy logic. It is essential for
decision-making. It includes the membership functions and logic operators. Then, the defuzzifier is
denoted as y op=defuzzifier(y), where y refers to the fuzzy controller action, y op is the crisp value of
control action, and defuzzifier is the fuzzified operator. Defuzzification is defined as the process of
converting fuzzy terms to crisp values.

3.2 Estimation of Direct Reputation Value

Direct reputation value is obtained by monitoring two nodes’ direct interaction and utilizing the
historical interaction experience between the nodes. The more successful interactions of node x to node y
are represented as higher reliability of node x to node y. In a period, if the number of interactions from
node x to node y is N and the number of successful interactions is K then the direct interaction of node x
to node y is measured as follows:

K—(N-K
K-(N-K) N <No

N > Ny

0.5+
Pxy =

K
N

In Eq. (1), N_O refers to the threshold of interaction frequency. The most significant factor to the
reliability of the evaluation and reputation value is interaction time. Hence, the interaction time of node x
to node y is split into S segments. For the collected information in data s of node x, the time attenuation

factor p_s and the importance factor V_s are applied for measuring the direct reputation value. The fuzzy
membership function of Direct Reputation Value (DRV) of node x is estimated as follows:

M S
D1 2o PV
B S

In Eq. (2), M refers to the number of neighbor nodes of node x. Based on the direct interaction, the fuzzy
membership function of DRV is rewritten as:
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3.3 Estimation of Relative Reputation Value

Consider the feature vector of data collected by the node x in a period is expressed as Fx=(t, e, a, v),
where t is the type of object, e is the event type, a is the attribute of the observation region, and v is the
value of perceptual information. The similarity of data feature vectors computes the relative reputation
between the nodes. There are two adjacent nodes x and y. Their data feature vectors are represented as
DFx=(t x, e X, a X, v_x) and DFy=(t y, e y, a y, v_y). The similarity of data feature vectors of node x
and node y in a period is given as follows:

— — DF, - DF,
Sim(DFx, DFy) = COS(DFX, DFy) = % (4)
|DF+||DF|

The fuzzy membership function of Relative Reputation Value (RRV) of node x in this period is given as,

M .
_ /(1 + Sim(DF,, DF,
Ry, — S A1+ Sim(DF,, D) o
M

In Eq. (5), M refers to the number of nodes adjacent to the node x and 4> 0 denotes the similar
parameters for estimating the relative reputation value. By using Eq. (3), the fuzzy membership function
of RRV is rewritten as follows:

v (. DF.DF
Z:li 4+ ==
|DE||DE |

M )
0, )<

RRV, = ©6)

3.4 Estimation of Reputation Value Using Fuzzy Logic

The reputation value of node x consists of Direct Reputation Value (DRV), Relative Reputation Value
(RRV), and Income and Expenses Value (IEV). The fuzzy membership function for overall reputation is
denoted as follows:

RV, = wiDRV, 4+ wyRRV + w3IEV,, 4+ wy+ w3 =1 @)
By using Eq. (7), the fuzzy rules are given below for measuring the overall reputation value of node x.

e IF w; > (w; + w3) THEN the reputation value of node x is measured using DRV.
e IF v, > (w1 + w3) THEN the reputation value of node x is measured using RRV.
e IF w3 > (w; + w,) THEN the reputation value of node x is measured using IEV.

IfIEV, > 0 then, the node x will have a high reputation value. On the other hand, if IEV, <0 then, the
node x is normal, and it has the lowest reputation value. Based on this, the trust value of each node is
measured by using the following rules:

o [F reputation value is high, THEN the trust value of node x is high.

o [F reputation value is low, THEN the trust value of node x is low.

Thus, the nodes with the highest trust value are selected as the routing path members during the data
transmission.
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3.5 Trust and Reputation Estimation Based on Fuzzy Logic Using QoS Parameters

In this approach, the reputation is measured based on the QoS parameters such as node energy,
bandwidth, node mobility, and node reliability. These parameters are given as input to the fuzzy system
to generate the rules required for measuring the reputation values. The calculation of QoS parameters are
following:

e Node Energy: A node has to receive and transmit the packets to the next-hop node in data packet
transmission. The energy for each node is calculated based on the following equation:

2

Eioral = 2E 0k + Eampr k ®)
where E ., refers to the transmitter or receiver activation energy. An amplifier requires E, amprz amount
of energy for transmitting K-bit data over the distance r.

e Bandwidth: Bandwidth is the number of data sent from one node to the other node within a given time
duration. It is also referred to as the capacity of the communication channel.
Transmitted Data Rate (bits)

BW =
Time taken (sec)

©)

* Node mobility: Mobility is defined as the movement of the mobile nodes and how their location,
velocity, and acceleration change over the time duration. It measures how two nodes are dependent
on their motion and how current velocity is related to the previous velocity. The distance between
the nodes is calculated as follows:

P
Mobility = d = | [k - FZ (10)

In Eq. (10), & refers to the constant value, P, refers the power required for transmission, and P, refers
to the power required for reception.

e Node reliability: A node can assess the neighbor node reliability according to the number of packets it
received and transmitted accurately. Node reliability (r) is estimated as a random variable by using
Bayesian inference theory, and the value lies between [0, 1]. Consider the node has transmitted a
number of packets accurately among the b number of received packets then the expectation of
reliability is as follows:

E[r]

—_— a}’l
o+ B,

(11)
where

0y = Oy—1 + ap—1
and

ﬁn = ﬁnfl + bn—l — ap—1
and

Oy = ﬂo =0

The fuzzy logic system uses these QoS metrics as fuzzy input variables in evaluating the reputation of
each node based on the threshold value. In MANET, the attenuation rate of a node’s QoS parameters is
linear in data transmission; hence, the triangular membership function measures the fuzzy input and
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output variables. A fuzzy system has two processes such as fuzzification and defuzzification. In the
fuzzification process, all QoS parameters are aggregated. In the defuzzification process, the threshold
value is calculated. Both processes are performed based on the fuzzy rule base, which is given in
Tab. 1. The threshold value (1) is considered as the function of QoS resources attenuation rate. If
the nodes have a high attenuation rate of their QoS resources, then their transmission will have a
higher threshold value and vice versa.

Th = f(AE, ABW, AM, AR) (12)

Table 1: Fuzzy rule base

Energy Bandwidth Mobility  Reliability =~ Threshold value

High High High High High
High Medium High High High
Low Low Low Low Low

Very Low  Very Low  Medium  Medium Very Low

In Eq. (12) A refers to the attenuation rate of QoS parameters. The value of the threshold is varied based
on the QoS parameters.

Then, the reputation and trust value for each node is measured based on the computed threshold value as
follows:

o [F threshold value is high, THEN the reputation and trust values of node x are high.
o [F threshold value is low, THEN the reputation and trust values of node x are low.

o [F threshold value is very low, THEN the reputation and trust values of node x are very low (i.e.,
negligible).

Thus, the nodes are selected based on the highest reputation and trust values for creating a membership
for path creation, where the path data transmission is carried out. Then, the average trust value of routing
paths is calculated for each transmission, and the computed average trust value of all routes is compared
with the route having the highest trust value. At some instant, the source does not receive any
acknowledgment since the route has a black hole node, and the packets are dropped. Due to the black
hole node, the average trust value of the route will become zero, and the path is avoided from the
network for data transmission. Thus, the black hole attack is detected and prevented.

3.6 Trust Estimation for Detection of Hybrid Black Hole/Gray Hole Attack

The trust estimation using the QoS parameter is used for detecting only the black hole attacks in the
network. Using this mechanism, both black and gray hole attacks are detected. In addition to that, the
QoS metrics such as packet loss rate, packet delivery rate, delay, and statistical measures for each node
like mean, deviation, kurtosis, and skew are estimated. KL divergence method is also used to estimate the
same QoS factors. The considered additional QoS parameters are described below:

e Packet Loss Rate (PLR) is defined as the fraction of packets lost with respect to the packets
transmitted from source to destination via neighboring nodes in the network.
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Number of Packets Lost

PLR =
Number of Packets Transmitted

(13)

e Packet Delivery Ratio (PDR) is defined as the fraction between the number of received packets by the
destination and the number of packets generated by the source.

Number of Packets Received by Destination

PDR = (14)

Number of Packets Generated by Source
e Delay is defined as the amount of time taken for a bit of data to be transmitted across the network from
one node to another node.

In addition, the statistical measures such as mean, deviation, kurtosis, and skew for each node are
calculated, and its divergence values are calculated based on the KL divergence. For each QoS parameter,
the mean (15) and standard deviation (16) values of each node are calculated as follows:

O+ +03+...+0,
Meang, (1) = " (15)
where n refers to the number of iterations, the standard deviation is measured as follows:

(16)

n

SDy, (6g) = \/(Ql - HQ)Z + (02 — uQ)2 4.4 (0, — MQ)2

In addition, kurtosis and skew are calculated for each node’s QoS parameter values based on the
following equations:

1 n

Kurtosis, (ko) =——=)
n-o =

(01— 1)’ (17)

1 n
Skew, (so) =———=> (1= o)’ (18)

After calculating the statistical measures, the divergence between node x and y is measured based on the
KL divergence. Initially, the matrix is constructed based on the elements such as the values of the QoS
parameter of each node. This matrix is used to monitor behavior variations such as node activities. Using
this matrix, the variation of behavior is calculated between different time durations based on the
divergence. The node with the abnormal divergence is identified as the malicious node in the network.
The divergence is determined by using KL divergence, which measures the similarity between two
probability distributions.

? pk)
KEx(@) (@) = [ log” Y da (19)
p()

In Eq. (18), x(gq) refers to the statistical measures of node x, y(gq) refers to the statistical measures of
node y, p(x) and p(y) are probability distributions of statistical measures of node x and y respectively. Thus,
the divergence between two nodes is measured according to their statistical measure values. The variations in
the values are indicated that the node’s behavior changes. Therefore, the gray hole attack nodes in the
network are detected effectively and removed from the routing path.

Hence, both black and gray hole attacks are detected based on trust estimation and statistical measures
during packet transmission. The performance effectiveness of the proposed mechanism is evaluated in the
section below.
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4 Experimental Results

The simulation is conducted in Network Simulator (NS-2) for the metrics packet delivery ratio, packet
delay, throughput, and false positives. The comparisons are made between Fuzzy Reputation-based Trust
estimation (FRT), QoS-aware Fuzzy Reputation-based Trust estimation (QFRT), and QFRT with
Mitigation of the Black hole and Gray hole Attacks (QFRT-MBGA) approaches. The simulation
parameters are shown in Tab. 2.

Table 2: Simulation parameters

Simulation parameters Values
Simulation tool NS2.35
Simulation area 1400 % 1400
Number of nodes 50

Node velocity 10-60 m/s
Simulation time 600 s
Transmission range 250 m
Packet size 512 bytes

4.1 Packet Delay

Packet delay is the fraction of the total time taken by all the packets to reach the destination to the
number of packets. It is computed as follows:

Total time taken by all the packets

Packet Delay = (20)

Number of packets

In Fig. 2, the comparison of packet delay (sec) for FRT, QFRT, and QFRT-MBGA is shown. In this
graph, the number of nodes is taken in x-axis and the packet delay (sec) is taken in y-axis. It is observed
that the QFRT-MBGA mechanism has reduced packet delay compared with the other two mechanisms
while network size is increased.

0.0550

—+— FRT
QFRT

0.0500 } /oo ' s
o, «— QFRT-MBGA

0.0450 |
0.0400 | A
0.0350 |
0.0300

0.0250 }

Packet Delay (sec)
>

0.0200 |
0.0150 |/

0.0100

00050 Lo o . . .
5.0 10.0 15.0 20.0 25.0 30.0 35.0 40.0 45.0 50.0

Number of sensor nodes

Figure 2: Number of nodes vs. packet delay
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4.2 Throughput

Throughput is defined as the total amount of data packets correctly received by the destination node per
unit time. It gives information on whether the data packets are correctly delivered to the destinations or not.
Usually, it is measured in Kilobits per second (Kbps).

Number of transmitted packets

Throughput = (21)

In Fig. 3, the comparison of throughput (Kbps) for FRT, QFRT, and QFRT-MBGA is shown. In this
graph, the number of nodes is taken in x-axis and throughput (Kbps) is taken in y-axis. It is observed that
the throughput decreases when the number of nodes increases. If the number of nodes is increased, a
node bandwidth is shared with the neighbor nodes therefore the node bandwidth is decreased. Hence, the
throughput is also decreased. The bandwidth is considered as the QoS parameter in the proposed
approach; hence it includes the intermediate nodes with the threshold level of bandwidth. Thus, the
QFRT-MBGA mechanism has better throughput compared with the other two mechanisms.

Time taken
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Figure 3: Number of nodes vs. throughput

4.3 Packet Delivery Ratio

Packet delivery ratio is the fraction of the total number of data packets received at the destination to the
total number of data packets generated at the source node. This is a measure of successful delivery of packets
at destination. It is calculated as follows:

Numb ket ved
Packet delivery ratio = umber of packets receive

Number of packets transmitted x 100 (22)

In Fig. 4, the comparison of the packet delivery ratio for FRT, QFRT, and QFRT-MBGA with node
velocity is shown. In this graph, the node velocity (m/sec) is taken on the x-axis and the packet delivery
ratio is taken on the y-axis. It is observed that the packet delivery ratio at the destination node is
decreased at higher node velocities. Node Velocity is considered as it represents the rate at which the
nodes move. If the intermediate nodes do not have adequate energy and bandwidth, then the packet
delivery ratio decreases. The black/gray hole attack nodes provide unwanted packet losses, affecting the
packet delivery ratio. The proposed QFRT-MBGA mechanism evaluates the node trust in terms of energy,
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bandwidth, mobility, and reliability. Thus, QFRT-MBGA has a better packet delivery ratio compared with the

other two mechanisms.
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Figure 4: Node velocity vs. packet delivery ratio

4.4 False Positives

The false positive is defined as the detection probability of misbehaving nodes against the total number
of nodes. It is always desirable to have very less number of false positives.

In Fig. 5, the comparison of false positives for FRT, QFRT, and QFRT-MBGA is shown. In this graph,
the number of simulations is taken in x-axis and the number of false positives is taken in y-axis. It is observed
that the QFRT-MBGA mechanism has reduced the number of false positives concerning the increased

number of simulations.
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Figure 5: Number of simulation vs. number of false positives
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5 Conclusion

In this research work, enhanced trust estimation is proposed with black/gray hole attack detection
mechanism. In this mechanism, trust estimation is initially proposed for estimating each node’s trust value
during transmission. The trust estimation is done according to each node’s reputation value, which is
computed based on the fuzzy logic method. Moreover, QoS parameters such as node’s energy,
bandwidth, mobility and reliability are calculated and utilized for estimating the reputation and trust
values. Then, the trust values’ variations are measured to detect the black hole attacks presented in the
routing path. Furthermore, the gray hole attacks are also detected and removed by considering the
additional QoS metrics such as packet loss rate, packet delivery ratio, and delay with statistical measures
of each node like mean, deviation, kurtosis, and skew. Then, the divergence between these statistical
measures is estimated by using the KL divergence method. The estimated divergence values indicate that
the behavioral changes of the node in the network. Based on these behavior changes, the gray hole nodes
are detected. Thus the proposed mechanism prevents both black hole and gray hole attacks in the network
during packet transmission. Finally, the simulation results prove that the proposed approach improves the
packet delivery ratio and reduces the packet loss rate, delay effectively. Also this work is highly scalable
to accommodate more nodes in the network. Future work will be directed towards scaling this work for
different networks and with greater number of nodes without compromising on quality.
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