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Abstract: With the rapid spread of the coronavirus epidemic all over the world, educational and other institutions are heading towards digitization. In the era of digitization, identifying educational e-platform users using ear and iris based multimodal biometric systems constitutes an urgent and interesting research topic to preserve enterprise security, particularly with wearing a face mask as a precaution against the new coronavirus epidemic. This study proposes a multimodal system based on ear and iris biometrics at the feature fusion level to identify students in electronic examinations (E-exams) during the COVID-19 pandemic. The proposed system comprises four steps. The first step is image preprocessing, which includes enhancing, segmenting, and extracting the regions of interest. The second step is feature extraction, where the Haralick texture and shape methods are used to extract the features of ear images, whereas Tamura texture and color histogram methods are used to extract the features of iris images. The third step is feature fusion, where the extracted features of the ear and iris images are combined into one sequential fused vector. The fourth step is the matching, which is executed using the City Block Distance (CTB) for student identification. The findings of the study indicate that the system’s recognition accuracy is 97%, with a 2% False Acceptance Rate (FAR), a 4% False Rejection Rate (FRR), a 94% Correct Recognition Rate (CRR), and a 96% Genuine Acceptance Rate (GAR). In addition, the proposed recognition system achieved higher accuracy than other related systems.
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1  Introduction

Coronavirus (COVID-19) is a communicable disease that began spreading in December 2019 in Wuhan, China. Within a short time, this disease engulfed the whole world, infecting about 305 million people worldwide and claiming more than 5.48 million lives as of this writing. As a result, on March 11, 2020, the World Health Organization (WHO) declared COVID-19 a worldwide epidemic [1–3]. Most countries tried to implement restrictive measures to contain COVID-19, including physical distancing, preventing mass meetings and events, wearing face masks, stopping all unnecessary activities, and closing educational institutions. This led to denying approximately 89% of students in 188 countries access to education [4–6]. Hence, educational institutions have to apply the distance learning system to be able to continue providing educational activities for students [7].

E-exams are an important part of distance learning systems, which were adopted as the main student assessment tool in times of the pandemic [4]. No doubt, there are some challenges facing the security of the e-learning environment, especially the E-exams [7]. One of the major challenges is the authentication of the examinee’s identity in the E-exam environments [8,9], especially with wearing face masks as a precaution in the light of the spread of the COVID-19 pandemic that allows easy impersonation and unauthorized access to the exams.

Traditional personal authentication and identification techniques such as access cards and Personal Identification Numbers (PINs) are insufficient to achieve a high level of security because they can be stolen and lost, whereas passwords can be easily forgotten, copied, and shared [10–12]. Therefore, there was a need to use a more secure identification method called the biometric recognition system.

Biometric systems constitute a major branch of intelligent systems that aim for automatic identity recognition [13] by utilizing the pattern recognition technique [14]. Biometric systems are more secure, reliable, and successful than traditional personal identification techniques. They are classified into two kinds: unimodal and multimodal systems [15]. Unimodal biometric systems use a single biometric, whereas multimodal biometric systems integrate two or more biometrics [16,17]. Multimodal biometric systems have attracted more attention than unimodal ones, as they can enhance the security level and improve the overall recognition rate by fusion of multiple biometric sources together [18]. This fusion can take place at four different levels: sensor, feature, score, and decision [19,20]. At the sensor-fusion level, many images are obtained for the same biometric feature. Then, these images are combined to get a higher-quality image. At the feature-fusion level, the traits’ features are extracted and combined to form a single new vector. This makes the vector richer in information and may lead to performance improvement. At the score-fusion level, each biometric system applies the matching algorithm to its extracted features individually and then fuses the matching results. At the decision-fusion level, each single-mode biometric system outputs its autonomous decision. After that, individual decisions will be integrated to generate the final decision [19–23].

This study proposes a student identification system for e-exams based on iris and ear biometrics. Iris and ear biometrics are chosen in this present work because of certain advantages they have over other methods. Firstly, the mandatory wearing of face masks as a precautionary measure makes these biometrics more suitable. Secondly, iris biometric recognition is one of the best authentication methods [24,25] because it has several unique features. These include the impossibility of two irises matching in their mathematical detail, even among identical twins. Moreover, the iris is an externally visible internal organ and hence does not need closer touching to acquire its biometrics, unlike the hand, fingerprint, and other organs [26,27]. Thirdly, ear biometrics is the latest trend in biometric technology, gaining the interest of many researchers recently. In addition, the structure of the human ear is rich and stable and never changes. In addition, the ear is not affected by factors like using make-up, wearing glasses, or facial expressions. Moreover, the ear is apparent and exposed despite wearing face masks, and it is very easy to obtain an image of the ear, which can be imaged remotely and covertly without the intervention of the person himself.

2  Related Work

Multimodal biometric recognition is a recent and necessary research trend in this digital age. Only a few multimodal biometric systems have been proposed with the use of different levels of fusion. Hamd et al. developed a multimodal system based on the fusion of iris and face traits for human identification. Features were extracted using four techniques. The Gray Level Co-occurrence Matrix (GLCM) and Local Binary Pattern (LBP) achieved an accuracy rate of 100%, whereas the Principal Component Analysis and Fourier Descriptors achieved only 97.5% [19]. Ammour et al. presented a multimodal biometric system for the face and iris. Iris features were extracted using a multi-resolution 2D Log-Gabor filter along with Spectral Regression Kernel Discriminant Analysis, whereas the features of the face were extracted using the SSA-NIG technique. The results showed that the suggested system enhances the performance of unimodal biometrics based on face or iris [28]. Byahatti et al. presented a multimodal biometric system based on the fusion of face and voice biometrics. The fusion of Log-Gabor and LBP occurred when extracting facial features. In addition, voice features were fused with the use of Mel-Frequency Cepstral Coefficients and Linear Predictive Coefficients. The similarity was computed using the Euclidian distance, whereas the K-Nearest Neighbor Classifier was utilized in decision-making. The results showed that feature level fusion is more accurate than other levels of fusion [29]. Vijay et al. proposed a model for multimodal biometric recognition that fused three traits: iris, ear, and finger vein. Texture features and BiComp features were extracted. The recognition score is computed individually for the three attributes using the Multi-Support Vector Neural Network classifier. The three scores were fed to the Deep Belief Neural Network. The results revealed that the suggested method achieved a maximum accuracy of 95.36%, a 95.85% sensitivity rate, and 98.79% specificity [16]. Xiong et al. developed an innovative multimodal biometric identification system to recognize the face and the iris. The 2D Log-Gabor and Curvelet transform are utilized to extract face features, whereas the Curvelet transform is used to extract iris features. Also, a modified chaotic binary particle swarm optimization algorithm for feature selection has been proposed. In comparison to the unimodal iris-face system, the proposed system improved recognition accuracy by 11.56% and 2% for iris and face, respectively [30].

3  The Proposed Multimodal Fusion System Description

In this study, a novel and secure multimodal biometric recognition system was developed to identify the identities of students in the E-exams during the COVID-19 pandemic. The proposed system was implemented in two main phases: training and testing. In the training phase, the students’ images were processed to extract feature vectors, then the feature vectors were fused to form the final fused feature vector and stored as templates in the database. In the testing phase, the query image was processed, and its features were extracted and fused to form the final test feature vector, which was then compared with the templates stored in the training phase using CTB. The proposed system was implemented using MATLAB (R 2021b). Fig. 1 shows the proposed multimodal fusion framework.
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Figure 1: The proposed multimodal fusion framework

The proposed multimodal fusion framework can be illustrated in detail as follows:

3.1 Image Preprocessing

A set of right and left ear area images and also right and left eye area images were captured to extract the ear and iris regions. Three types of cameras were used: a computer-connected camera, a digital camera (Nikon b600), and an internal smartphone camera (Redmi Note 10). These images were captured in the same lighting conditions with no change in luminosity from a distance of 20–25 cm from the face. These images were saved in JPEG file format. After that, preprocessing procedures were performed on these images to improve their quality, so the regions of interest could be extracted and adapted for the feature extraction phase, thereby improving the system’s performance, which can be described as follows:

3.1.1 Ear Image Preprocessing

This step aims to segment and extract the ear region only. This study presents a novel algorithm for processing and segmenting the ear, described in the following:

- Image Resizing: The original color ear image Fig. 2a is resized to the fixed size of [256 × 256] pixels. This is done using the imresize () function as shown in Fig. 2b.

- Image Enhancement: To further enhance the quality of the image, a decorrelation stretch method has been applied using the decorrstretch () function. This function improves image color separation with a significant band-band correlation. The exaggerated colors aid visual interpretation, allowing for easy feature discrimination [31–33] as illustrated in Fig. 2c.

- Extracting the Red Channel: The red channel offers comparatively better contrast and is less affected by light reflections compared with the green and blue channels of the image [26]. Therefore, only the red channel is extracted from the image as shown in Fig. 2d.

- Thresholding: Thresholding is a simple method that plays a major role in the processing and segmentation of digital images [34]. This step involves the production of a binary image with the use of a fixed threshold of >195, resulting in the best results, which were identified by a series of trial-and-error experiments.


BW(i,j)={1ifA(i,j)>Threshold0otherwise}   
(1)
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Figure 2: The results of preprocessing the left ear image

Based on Eq. (1), the red channel values of image A (i, j) are compared with the threshold value. Thus, all the pixels with a value higher than the threshold will be white, while all the other pixels will be black. In this way, a binary image can be obtained, and objects can be extracted from background images as shown in Fig. 2e.

- Image Filling: A thresholded binary image will have holes, and it is necessary to obtain the regions that potentially contain the ears. Therefore, the holes in the binary image will be filled using the imfill () function as shown in Fig. 2f.

- Removing Tiny Objects from the Binary Image: In this study, all connected components (objects) were removed from the ear binary image BW that had fewer than 300 pixels using the bwareaopen () function. This process is called “area opening.” The result after removing smaller objects is shown in Fig. 2g.

- Clearing the Borders of the Image: The image borders have been cleared using the imclearborder () function. This function removes all connected components of a binary image that touch any image border as shown in Fig. 2h.

- Extraction of the Binary Large Object (BLOB): The objective of BLOB extraction is to isolate the large object in a binary image [35]. The bwareafilt () function has been used to extract all connected components (objects) from the given image whose area is within the defined range and returns an output image that meets the criteria. In this study, the following command was used:


BW2 = bwareafilt (BW, 1)

Here, the criterion is (1) which extracts the largest object from BW. Fig. 2i shows the output of extracting only the largest blobs.

- Closing Operation: It can fill in the narrow discontinuities and slender breaks in the contour line, removing small recesses and connecting fractures without changing their area [36]. Here, the morphological closing operation was implemented on the binary image using a disc Structuring Element (SE) whose size is 15 using the imclose () function and returns the closed image. This is shown in Fig. 2j.

- Smoothing Operation: The smoothing operation is important for reducing noise and blurring the false/stray contour fragments to improve the overall visual quality of the image [37,38]. Here, the image is smoothed by applying the conv2() function as shown in Fig. 2k. Finally, the masked image of only the ear region has been extracted, as shown in Fig. 2l.

3.1.2 Iris Image Preprocessing

The eye image consists of many components, such as the iris, sclera, upper and lower eyelids, and eyelashes. The most important and difficult task is to segment and extract the iris from the eye image. Iris segmentation is the automatic detection of the iris and pupil boundaries of an iris in an eye image to exclude the surrounding regions. The current study proposed a novel algorithm for processing and segmenting the iris region in an eye image. This algorithm is described as follows:

1.    - Image Resizing: This step aims to resize the color eye image as shown in Fig. 3a to the size of [256 × 256] pixels. This is executed by applying the imresize () function as shown in Fig. 3b.

2.    - Image Enhancing: Two approaches have been applied to increase the image’s quality as follows:

Contrast Stretching
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Figure 3: The results of preprocessing the left eye

It is a simple technique for enhancing image quality by stretching the range of intensity values. To perform the stretching, a new upper-and lower-pixel value for the normalized image must be specified [39–41]. This is done using the stretchlim () function, which computes the upper and lower limits that can be utilized for contrast stretching grayscale or RGB image, as shown in Fig. 3c.

2.   Logarithmic (Log) Transform

Log transformations are among the basic image enhancing techniques in the spatial domain. This method can be used for the effective contrast enhancement of a dark image. When applying the log transformation to the image, all pixel values existing in the image will be replaced with their logarithmic values. Generally, the form of the log transform is in Eq. (2) [42,43]:


s=c log (1+r)
(2)

where s refers to the output gray level, r refers to the input gray level, c refers to a constant and r is assumed to be greater than or equal to zero. Fig. 3d shows the result of the log transform.

- Conversion to HSV Color Space: The RGB eye image was converted into HSV color space using the rgb2hsv () function. Colors are represented by HSV as 3 components: Hue (H), saturation (S), and value (V). H prescribes a pure color, S determines the amount of the pure color that is diluted with white light, and V indicates color brightness [44]. The HSV color space was chosen for this study because it is the most commonly used color space in digital image processing, computer vision, and image analysis. It is also ideal for segmentation [45]. Fig. 3e shows the HSV image.

- Getting Hue Value: After conversion into the HSV color space, only the H component is gotten from the image as shown in Fig. 3f using the following command:


H_V = hsvValues (: , : ,1)

Here, H_V is the value of the H component, and hsvValues is the value of converting the RGB eye image into HSV.

- Thresholding: OTSU’s method was applied to implement automatic image thresholding. It may be viewed as a method for distinguishing target objects or Regions of Interest (ROIs) from the background by identifying the threshold value T using the imbinarize () function [46]. According to the OTSU method, if the intensity value at point (i, j) is larger than the threshold value T, it is regarded as an object; otherwise, it is considered the background. Eq. (3) defines the threshold function [47,48]. The thresholding result was presented as a binary image as shown in Fig. 3g.


X(i,j)={1iff(i,j)≥T0otherwise}
(3)

- Erosion Operation: The erosion operation is a process that causes an object to lose its size via removing pixels from the edges of the object. The count of pixels removed from an image’s objects is based on the size and form of the SE used to process the image. The mathematical description of the morphological erosion process is as follows in Eq. (4) [49–51]:


XΘSE={z|(SE)z⊆X}
(4)

Eroding the binary image X with the use of SE will result in a set of all the points z where the SE as translated by z will become a subset of the image. Here, this method was implemented with the use of a disc SE whose size is 3 using the imerode () function. This is shown in Fig. 3h.

- Removing Tiny Objects from Binary Image: In this step, all connected objects were removed from the eye binary image that had fewer than 300 pixels using the bwareaopen () function. The result after removing smaller objects is shown in Fig. 3i.

- Extraction of the largest BLOB: The largest BLOB object was isolated in the binary image using the bwareafilt () function as shown in Fig. 3j.

- Smoothing Operation: In this step, the largest BLOB object is smoothed by applying the conv2 () function as shown in Fig. 3k. Finally, the masked image of only the iris region was extracted as shown in Fig. 3l.

3.2 Feature Extraction

Feature extraction is the most vital phase of any biometric recognition system. The successful recognition rate and reduction of recognition time mostly depend on the efficiency of the feature extraction technique [45,52]. The feature extraction methods used in this study are described as follows:

3.2.1 Ear Feature Extraction

Two approaches to extract the features from both ears were used. These approaches are Haralick’s textural features and shape features. These methods will be explained as follows:

–   Haralick Texture Features

Haralick texture features are popular texture descriptors in image analysis and allow the quantification of a texture. This method generates 14 types of statistical features that are based on GLCM. In this study, all these 14 features were extracted from the right and left ear images. See references [53–55] for more information on the mathematical definitions of the various Haralick features.

–   Shape Features

Object shape features produce powerful and effective information about objects that can be used to recognize them [56]. In this study, five geometric features for ear shape representation were extracted using the regionprops () function. Regionprops is an image processing toolbox function available in MATLAB that allows users to extract a set of properties from an image [57]. These features are explained as follows:

1.    Area: is one of the important geometrical properties of a region inside a closed curve. Eq. (5) expresses it mathematically as follows [58,59]:


Area=12∑n=1N−1⁡|XnYn+1−Xn+1Yn|
(5)

where (Xn, Yn) represents a boundary point and N is the number of points in the shape.
2.   Perimeter: is the sum of the lengths of the chords connecting points pn and pn+1 of a polygon, Eq. (6) expresses it mathematically [59].


Perimeter=∑n=1K−1⁡dn
(6)

where 
,dn=(xn+1−Xn)2+(Yn+1−Yn)2andn=1,2,3,…,K−1.

3.   Circularity: reflects the degree of similarity of a closed region’s shape to a circle, which is expressed in Eq. (7) as follows [59]:


Circularity=4πAreaPerimeter2
(7)

The relationship between the area and the perimeter of a closed curve can be elucidated as the compactness of its shape.

4.   Eccentricity: measures the aspect ratio between the length of the major axis and the minor axis of a closed curve. The formula used to calculate eccentricity is as follows in Eq. (8) [58]:


Eccentricity=axislengthshortaxislengthlong
(8)

The result is a measure of object eccentricity, given as a value between 0 and 1.

5.   Orientation: denotes the direction of the principal axis of a closed curve that runs through the centroid. Eq. (9) shows the mathematical representation used to calculate an orientation angle. The length of the major axis is computed from the coordinates of the point of intersection between the major axis and the closed curve [58].


θR=12tan−1⁡(2μ11μ20−μ02)
(9)

where 
,μpq=1k∑k=1k⁡(Xk−Gx)p(Yk−Gy)p;p,q=0,1,2

3.2.2 Iris Feature Extraction

Two approaches to extract the features from both irises were used. These approaches are the Tamura texture features and the color histogram features. These methods will be explained as follows:

–   Tamura Texture Features

Tamura features describe texture on a global level and are also crucial in image comparison. Tamura et al. suggested texture features that conform to human visual perception. Iris has rich and unique texture information, and it is almost impossible for two irises to have the same texture [60,61]. Therefore, in this study, five Tamura texture features of the iris image have been extracted. The mathematical definitions of the different Tamura features have been summarized as follows [60,62,63]:

1.    Coarseness: its objective is to determine the greatest size at which a texture exists, even where a smaller micro-texture exists. Coarseness can be computed as follows in Eq. (10):


RM(x,y)=∑i=x−2M−1−1x+2M−1⁡∑j=y−2M−1−1y+2M−1F(i,j)22M
(10)

where: 2M * 2M size is the average of the neighborhood
SM,h(x,y)=|RM(x+2M−1,y)−RM(X−2M−1,Y)|
(11)

Eq. (11) computes the difference between two averages corresponding to non-overlapping neighborhoods.

2.   Contrast: is a metric that quantifies the distribution of different grey levels in an image as well as the degree to which these levels are biased toward black or white. Eq. (12) can be used to calculate contrast.


Contrast(I)=σα44
(12)

where 
σ
is the standard deviation, 
α4=μ4σ4
and 
 μ4
corresponds to the fourth moment about the mean.
3.   Directionality: is a measure of the distribution of the frequency of local edges directed against directional angles. It is a global property over a region. This feature does not differentiate between trends or patterns but calculates the generic degree of directionality in an image. Directionality can be computed as follows in Eq. (13).


Directionality=1−rnpeaks∑p=1npeaks⁡∑a∈wp⁡(a−ap)2Hdirectionality(a)
(13)

where npeaks denotes the count of peaks, ap denotes the position of the peak, wp denotes the range of the angles attributed to the Pth peak, r is a normalizing factor concerning quantizing levels of the angles 
 a
, a denotes quantized directional angle, Hdirctionality denotes the histogram of quantized direction values and a is constructed by counting the number of the edge pixels with the corresponding directional angles.
4.   Line-likeness: only refers to the shape of the texture primitives. A line-like texture has straight or wave-like primitives whose orientation may not be fixed. Frequently, the line-like texture is simultaneously directional. Eq. (14) can be used to calculate Line-likeness ().


flin=∑in⁡∑jn⁡pDd(i,j)cos⁡[(i−j)2πn]/∑in⁡∑jn⁡pDd(i,j),
(14)

where:

pDd(i,j)
is the 
nxn
local direction co-occurrence matrix of points at a distance d.

5.   Roughness: refers to the physical surface’s tactile differences. Roughness can be computed as follows in Eq. (15):


Roughness=coarseness+contrast
(15)

–   Color Histogram Features

The color histogram is the most commonly used technique for obtaining an image’s color characteristics. It is used as a global color descriptor that analyses every statistical color frequency in an image. The provided iris color image’s color histogram is generated by discretizing the image colors and counting the number of times each discrete color appears in the image array [64–66]. In this study, color histogram-based features were extracted from iris images. The mathematical definitions of the different color histogram features are summarized as follows in Eqs. (16)–(18) [67]:


mean=∑i=0255⁡i∗h(i)/∑i=0255⁡h(i)
(16)


variance=∑i=0255⁡h(i)∗(i−mean)2∑i=o255⁡h(i)
(17)

where: h is the histogram of the image.


Entropy=∑kn⁡(−Pk∗log2⁡(Pk))
(18)

where Pk denotes the probability of the kth gray level and n indicates the total gray level values [68]. Tab. 1 shows the type and the number of features extracted from the images of right and left ear and right and left iris.
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As shown in Tab. 1, 14 Haralick texture features and 5 shape features were extracted from each right and left ear, while 5 Tamura texture features and 3 color histogram features were extracted from each right and left iris. Thus, 54 fused features were extracted from the four biometrics proposed in this study.

3.3 Feature Fusion of Ear and Iris

Concatenation by a union is a common technique for data fusion at the feature level. So, this technique was used in this phase, where the final fused features vector is obtained by simply concatenating the left-and right-iris features vector and the left-and right-ear features vector into a new fused feature vector. This final vector has higher dimensions and contains more important information, which would improve the reliability of the system’s performance and identify the student more accurately.

Let REj = re1, re2, re3… ren, LEj = le1, le2, le3,… len, RIj = ri1, ri2, ri3,… rin, and LIj = li1, li2, li3,… lin be the feature vectors of both ears and both irises, respectively. The fused vector is represented as follows in Eq. (19):


Fusedvector=[re1, re2, re3…renle1, le2,le3, …lenri1,ri2,ri3, …rinli1, li2,li3, …lin]
(19)

After that, these fused vectors are stored in the database in the training phase.

3.4 Matching

Finally, the CTB algorithm is used for matching. It is commonly known as the Manhattan distance. It is calculated by adding the absolute differences between 2 image feature vectors. Let x and y be n-dimensional representations of the test and training image feature vectors, and xi and yi be the ith components of the vectors. Distances d (x, y) between these two vectors are mathematically expressed as follows in Eq. (20) [69,70]:


d(x,y)=∑i=1n⁡|xi−yi|
(20)

The following MATLAB command is used to calculate the CTB:

D = pdist2(x, y,‘ cityblock’)

The CTB is always larger than or equal to zero. For identical vectors, the measurement would be zero, and for vectors with little similarity, it would be high. According to the difference, two possible decisions can be made: accepting or rejecting the student’s entry to the E-exam. Figs. 4 and 5 present flowcharts for the training and testing stages of the proposed framework.
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Figure 4: The training phase of the proposed framework
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Figure 5: The testing phase of the proposed framework

4  Application and Experimental Results

This section presents the description of the dataset utilized to perform the study’s experiments, the assessment protocol applied for evaluating the proposed multimodal biometric system based on feature level fusion technique, and the obtained results, as well as related discussions.

4.1 Ear and Iris Data Set

The dataset which was used in the current study collected students (male and female) from the faculty of Specific Education at Mansoura University in the academic year 2021–2022 (in the age range of 18–22 years old). The size of the training set is 1800 images for 150 students (for each student, 3 images for the right eye and 3 images for the left eye, 3 images for the right ear, and 3 for the left ear). The size of the testing set is 200 images for 50 students (for each student, an image of the right eye and an image of the left eye, an image of the right ear, and an image of the left ear).

4.2 Performance Evaluation Measures

Performance evaluation of the proposed multimodal system has been carried out through the performance measures; FAR, FRR, CRR, GAR, and accuracy. These measures are calculated as follows in Eqs. (21)–(25) [19,29,71]:


FAR=NumberoffalselyacceptancesstudentsTotalnumerofidentificationattemps∗100
(21)


FRR=NumberoffalselyrejectedstudentsTotalnumberofidentificationattemps∗100
(22)


CRR=NumberofcorrectlyacceptedstudentsTotalnumberofidentificationattemps
(23)


GAR=100−FRRinpercentage
(24)


Accuracy=100−FAR+FRR2
(25)

4.3 Application and Discussion of Results

In this study, the students’ captured ear images were preprocessed as shown in Fig. 6c and the captured iris images were preprocessed as shown in Fig. 6e. Haralick’s texture and shape methods were used to extract the features from both ears. Also, Tamura texture and color histogram methods were used to extract iris features, as shown in Fig. 6g. Then, the obtained features were combined at the feature fusion level with the use of the serial rule to get a single fused vector. For matching, the CTB was used to calculate the differences and similarities, and accordingly, the final decision was made to determine whether the student’s identity is authentic (in this case, the student will be granted access to the E-exam) or an imposter (in this case, the student will be denied access to the E-exam), as shown in Fig. 6i. Tab. 2 indicates the values of the identification accuracy (with corresponding FAR, FRR, CRR, and GAR) of the proposed feature-level fusion system.
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Figure 6: (a) The home page (b) The main menu when entering for the first time (c) The ear processing GUI (d) The main menu after segmenting ear region (e) The iris processing GUI (f) The main menu after segmenting ear and iris regions (g) Features extracted from the segmented ear and iris regions (h) The main menu after extracted features (i) The decision of the recognition
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As shown in Tab. 2, the proposed system achieved 97% of accuracy with 2%, 4%, 94%, and 96% for (FAR), (FRR), (CRR), and (GAR), respectively. In light of these findings, it can be concluded that the fusion of the four biometric features (left ear, right ear, left iris, and right iris at feature level) can make many automatic identification systems in various environments (especially E-exam systems) more reliable.

On the other hand, to prove the efficiency of the proposed multimodal system, it was compared with other related multimodal recognition systems as shown in Tab. 3.
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The results shown in Tab. 3 demonstrate that the proposed system achieved an identification accuracy of 97%, which was higher than the accuracy of the system in [72] (93%) and the system in [73] (92.24%). Also, it can be noticed that the proposed multimodal system achieved better results in terms of FAR, FRR, GAR, and CRR compared with the results in [72,73].

5  Conclusion

Biometric systems are used on a wide scale by educational institutions in various security applications in general, in authentication and human identification applications in particular. In this study, a multimodal biometric system was suggested to identify the identities of students in E-exams during the COVID-19 pandemic. The proposed recognition system fuses four biometrics: the right and left ears; the right and left irises at the feature level to form a single-fused feature vector. Moreover, this is the first study of its kind to use the CTB for a multimodal biometric model using these four modalities to identify students. The proposed multimodal biometric system achieved a recognition accuracy of 97%. The main limitation of this study is the increase in the recognition time. The future work will try to address this limitation using feature selection techniques, thus reducing recognition time, and improving system performance. The researchers seek to embed the proposed multi-biometric system into the e-learning platform so that students can be identified, not only for electronic exams but also for the rest of the e-learning activities. As for further research, the researchers intend to apply deep learning algorithms to identify humans with the use of different biometric modalities. In addition, the authors also intend to implement the system on smartphones.
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Table 1: The type and the number of the features extracted from the images of right and left ear and right and
left 1ris

Biometric name Feature name

Haralick Shape Tamura Color histogram

Right ear 14 5 - -
Left ear 14 5 - -
Right 1ris - - 5
Left 1r1s - - 5

Total number of fused features 54
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Table 3: A comparison results between the proposed system and other similar systems

Authors Biometrics used Fusion approach Performance metric

Accuracy FAR FRR GAR CRR

Nadheen et al. [72]  Ear and 1ir1s Feature level fusion 93% 5%  %7.5 90% -
Darwish et al. [73] Face and ear Score level fusion  92.24%  10% 6.1% - -
The proposed system Ear and iris Feature level fusion 97% 2% 4%  96% 94%
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Table 2: Accuracy, FAR, FRR, CRR, and GAR results for the proposed fusion system

Metric The proposed fusion system
Accuracy 97%

FAR 2%

FRR 4%

CRR 94%

GAR 96%
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