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Abstract: Protecting the privacy of data in the multi-cloud is a crucial task. Data
mining is a technique that protects the privacy of individual data while mining
those data. The most significant task entails obtaining data from numerous remote
databases. Mining algorithms can obtain sensitive information once the data is in
the data warehouse. Many traditional algorithms/techniques promise to provide
safe data transfer, storing, and retrieving over the cloud platform. These strategies
are primarily concerned with protecting the privacy of user data. This study aims
to present data mining with privacy protection (DMPP) using precise elliptic
curve cryptography (PECC), which builds upon that algebraic elliptic curve in
finite fields. This approach enables safe data exchange by utilizing a reliable data
consolidation approach entirely reliant on rewritable data concealing techniques.
Also, it outperforms data mining in terms of solid privacy procedures while main-
taining the quality of the data. Average approximation error, computational cost,
anonymizing time, and data loss are considered performance measures. The sug-
gested approach is practical and applicable in real-world situations according to
the experimental findings.

Keywords: Data mining; cryptography; privacy preserving; elliptic curve;
information security

1 Introduction

Data extraction or mining is a technique for extracting knowledge from existing databases. Those
datasets are currently spreading around the globe. Because dispersed data must be obtained from many
places and stored in the central repository, secure communication and secrecy are required. The
transferred dataset includes personal or business secrets that must be protected. Data mining technology
includes tools for instantly and effectively transforming massive amounts of data into wisdom appropriate
to user’s needs. Unfortunately, using data mining skills to obtain sensitive personal data jeopardizes their
privacy rights.
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Furthermore, data mining tools might provide crucial details about company activities. As a result, there is
a strong demand to avoid the exposure of personal private details and the transmission of essential data in a
particular environment. The focus of a current study project is on data mining privacy. As a result, the
academic community has created a novel class of data extraction methodologies called privacy-preserving
data mining (PPDM). These strategies aim to obtain information from a central repository while
maintaining secrecy. As described in [1], several PPDM strategies have evolved over the centuries;
however, there is no uniformity in these strategies. Data mining that preserves privacy often uses various
approaches to alter the actual data or information created (measured, extracted) by data mining
technologies. Five characteristics or dimensions must consider getting optimal outcomes while preserving
the confidentiality of personal information. These aspects include (1) simple data dispersion, (2) how
general information altering, (3) which extraction technique utilizing, (4) if basic information or principles
conceal, and (5) whether different privacy protection mechanisms are employed. This review demonstrates
how various approaches and strategies employs in the framework of PPDM from a technological standpoint.

Cloud technology has resulted in a significant shift in asset use by treating resources as a service that a
cloud consumer may acquire out of any location at any time [2]. End usage of cloud technology takes
advantage of the latest cloud services without recognizing their specific location, allowing for better data
processing and storing [3–5]. This cloud infrastructure also opens up the possibility of establishing and
maintaining cloud resources without spending extra funds, emphasizing the need for high-capacity network
access [6–8]. The cloud technology also requires exchanging that information regularly, regardless of where
it is kept in the multi-cloud architecture [9]. The bulk of the published idea in the research for assuring
security has shown that anonymity is an excellent strategy for maintaining security and eliminating the
significant burden in cloud data distribution [10–12]. In contrast, they found the cost of identity production
and confirmation to be higher during the integrity assurance anonymous procedure implementation.

Nowadays, most businesses have various data feeds spread across various places that must examine to
produce intriguing patterns and regularities. Instead of sending information to be extracted, that is probable to
be quite large, mining the frequent patterns at various sources and forwarding the standards to a central
authority. It is appropriate to combat various databases (where information is just to be extracted and
dispersed between many relations on the different database management systems). Text mining claims to
uncover previously undisclosed information. If the data is personalized or business, it can divulge
information that others consider confidential. In the current scenario, Devise k-anonymity categorization,
grouping, and association rules to ensure PPDM. Privacy issues are growing as text mining becomes
more widespread in today’s world. Companies gain personal data for their purposes. It may be necessary
for various divisions inside an institution to transmit messages. Each company should not breach personal
liberty and divulge confidential business data.

We offer a cryptographic technique for ensuring the privacy of private information in this work. We
employed PECC based on elliptic curves. At an acceptable computational and communication cost, our
technique ensures security and privacy at a given degree against parties concerned and the attacker. The
remaining article layout is as follows: Chapter 2 covers some background information. Then, chapter
3 describes several essential principles utilized in our suggested strategy, while chapter 4 provides a
complete discussion of the suggested framework. Next, we discuss the analysis of the suggested method
in Section 5. Finally, in last chapter 6, we conclude and set a few goals for the future.

2 Related Works

The author of [13] uses Elliptical Curve Cryptography (ECC) to provide layered security controls for a
Defense messaging service. The system uses intrinsic qualities of Elliptic encryption. The system built is
safe, multi-site, and enables worldwide communication. It also shows that ECC has a higher level of
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security while using fewer bits and is faster than other techniques. By analyzing the energy usage of ECC
processors on Field Programmable Gate Arrays (FPGA), the researcher in [14] conducted tests on side-
channel threats and ECC systems that employ bitwise techniques. A side-channel threat uses to estimate
the private key for encrypting and decrypting by observing physical variations in device adverse effects.
The side-channel exploitation test in this paper was 100 percent effective in obtaining the key by
measuring the power requirements of the ECC processing unit. According to the ever-increasing need for
gadget compression and task scheduling for situations in ECC with storage, throughput, and computing
constraints, the researcher in [15], has identified a massive opportunity for future study.

The Ciphertext Policy-Based Encryption (CPBE) approach [16] used a dependable reputation supervisor
to control the credentials and their qualities, assuring the device’s potential security. This CPBE system also
included considerable authority to make revoking and encrypting more efficient. The ciphertext policy’s
intricacy shows to be outstanding in assuring proper privacy protection in file storage clouds. Then, a
privacy protection strategy related to information quality and security affords for using the intrinsic
properties of congestion mending and high availability. Syam Kumar et al. [17] suggested an effective
and convenient privacy-preserving solution for cloud services in multi-cloud technology. In the cloud, the
probabilistic cryptosystem approach can retrieve the documents, encrypt data, and prioritize text search
on that encrypted data. This strategy’s primary goal is to encrypt information in the cloud while
maintaining data confidentiality effectively. Unfortunately, this method fails to provide effective and
robust data processing and prioritizes text search over encrypted information.

Aldeen et al. [18] introduced a new anonymizing approach for periodic and dispersed information on cloud
technology to achieve greater confidentiality with enormous data usefulness. It discovered that high-value
information on cloud technology provided more excellent privacy protection. They use the gradual anonymizing
approach to strengthen the safety of cloud storage. The anonymized information was merged into the cloud
systems using the privacy protection metric and other metrics such as storage and computational. Huang et al.
[19] presented a safe and confidential digital management method to make content trade and distribution easier.
This approach used homomorphic and enabled content providers to send encrypted files to a centralized content
server. It also lets the user acquire material using the license server’s licenses.

Furthermore, a safe contents key exchange strategy develops using proxy re-encryption and
homomorphic encryption probability encryption keys. This system also ensured privacy by keeping
people secret about the service supplier and critical servers. However, the method’s main downside is its
high level of intricacy. In [20] suggested a technique for privacy-preserving spectrum calculation in a
two-party fully decentralized manner dependent on an elliptic curve analog of EIGamal cryptography.
They conducted various experiments to investigate the novel solution’s efficiency. Their approach has
lower computational costs than the previous protocol. The findings of the experiments reveal that their
approach is practical.

Furthermore, their suggested technique created PPDM solutions that were both private and efficient
while maintaining excellent accuracy. In [21], there is a trade-off among these two aspects, with one
sacrificing usefulness favoring another. As a result, data unloaded or accessible over cloud applications
must preserve both usefulness and confidentiality. They created a utility privacy paradigm that used Deep
Adaptive Clustering (DAC) to create utility and the Elliptic Curve Digital Signature Algorithm (ECDSA)
to accomplish privacy. The application works by grouping the input information with DAC and keeping
the data private with ECDSA. The model performs on introducing precise to assess the model’s
effectiveness, and the findings show increased clustering accuracy and effective confidentiality metrics
compared to previous approaches.

The records evaluate to gather techniques to create the transitioning datasets in [22] this proposed
strategy. These records collect information to select response data for encrypting and decrypting. The
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input value determines the response data chosen technique. The data growth includes arriving at the threshold
limit for the cumulative sustaining discharge. Data are sensitive to an ECC system that encrypts the data for
isolation. For securing cloud data, Data encryption storage technology regulations they use. Encoding all
transitory data sets is neither efficient nor capable. According to the testing results, the isolation defense
cost of transitioning datasets may be significantly compressed by our approach over available ones when
the complete datasets are encoded. In light of this, this research [23] developed a practical privacy-
preserving data gathering approach with high availability in the smart grid. The suggested approach is
lightweight, symmetrical homomorphic encryption and elliptic cryptography. The suggested approach can
still receive information even if certain smart meters are damaged. Furthermore, the suggested data
aggregation approach has been proven secure, and it meets all security standards. Finally, the suggested
scheme’s performance assessment demonstrates its minimal computing expense and transmission delay
compared to other relevant systems [24–27].

3 Proposed Work

3.1 Design Goals

The PECC privacy-preserving should fulfill the minimum security and privacy issues in an unprotected
transmission medium among collaborating sites:

1) No network must be capable of learning something about other encompassing channels;
2) Opponents should never be capable of affecting the security and privacy of the communicating

entities or even the worldwide mining outcome by tracking the line of communication among
engaging channels, and

3) It must have low computing power and cost.
4) To protect individual private details, it must have precise information with minimum noise.

3.2 System Model

Fig. 1 depicts the innovative structure. This integrated architecture slices into three parts. Before data send
to the Central Repository, the initial process involves identifying precise data providers and encrypting them
with PECC. The next step is to decryption sent from multiple data sources to transform. The process of
transforming data into acceptable content for Central Repository is conversion. It also entails data cleansing
and consolidation. Then, the processed data putting into the next stage. The last stage is the DMPP
technique [28], which employs data warping to safeguard the confidentiality of personal data.

3.3 Data Preparation (Phase I)

Before the privacy protection, there are processes to preparing the data. Data Preparation is ready
directly after receiving the data from the various data source in this situation. Data cleaning or any
consolidation of information conducted during the early operations. For example, we have data with
dependent dimensions in one property, and we need to transform them into three characteristics while
removing the asterisks. Data Preparation is a notion used before implementing any iterative approach
and is only used once during the operation [29–31].

Above Fig. 2 depicts accuracy and precision about data, must categorize data from various sources
before moving on to the cloud storage. Precision refers to how fast, measurable values about one another
and how many decimal digits are present in the entire measuring. Precise is crucial. The accuracy of a
test value refers to how near it is to the genuine value. Precision is essential, but it is even better when
precise and accurate observations. Once we obtain the precise data set from phase 1 after cleaning and
consolidation, we move on to the phase 2, the PECC phase.

842 IASC, 2023, vol.35, no.1



3.4 PECC (Phase II)

PECC suggests reducing the number of bits required for cipher-text creation while simultaneously
lowering the computational burden. In addition, PECC is a public key cryptographic algorithm that is
efficient and secure. Using PECC, this research aims to keep data secure while retaining privacy.

Figure 1: Framework embedding data mining with privacy protection using PECC architecture

(D) Accurate
and precise   

(A) Accurate, 
not precise 

(B) Precise, 
not accurate 

(C) Not precise 
and accurate 

Figure 2: Data categorization
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A precise elliptic curve (PEC) has the following expression:

C :y2þe xð Þy ¼ m xð Þ (1)

e;m 2 F x½ �; de mð Þ¼ 2gþ 1; de eð Þ � c;m is single� variable (2)

where collection c ¼ de mð Þ�1ð Þ=2: (3)

On PEC, the edges need not constitute a collection. Instead, the Jacobian version of Vacross a field F, a
finite algebraic expression, is used to establish a collective rule.

PEC over Finite Field Fp is defined as:

C :y2þe xð Þy ¼ m xð Þ modpð Þ; e;m 2 F x½ �; de mð Þ¼ 2cþ 1; de eð Þ � c;m is single� variable; (4)

where collection cð Þ¼ de mð Þ�1ð Þ=2 (5)

The Discrete Logarithm Problem is the foundation for the PECC, which is defined as follows: “Assume
Fn is a fixed field with size n. Calculate mZ such that in the Jacobian, d2 = md1 taken two prime factors,
d1 and d2.” P1 and P2 are precise data sources spread globally. A three-level structure can be like to wide
angles. The sources of data and Online Transaction Processing (OLTP) locates on the lower standard. The
design of the database system is at the intermediate tier. The DMPP framework is at a superior stage. The
benefit of this technique is that every tier is separate from the others in the implementation stage. PECC
is often used to move data from various sources to the databases for the first time. The database systems
entries are encoded as m and delivered as an x-y point Pm in the first stage of this approach. Transmitter
Sr1 and Sr2 are supposed to have sent the databases P1 and P2. Dt1, who manages the database system, is
the recipient. The associated phenomena will use by both Sr1 or Sr2. PM will be encoded and then
decoded as a cipher [32]. We cannot just encrypt the information as a point’s u or v coordinate since not
all position coordinates are in Ep (x, y). Like a key exchange, an encoding system needs a point G and
an elliptic groups Ep(x, y) as inputs. Sr1 or Sr2 produces a public key and picks a private key PrK.

3.5 Public as well as Private Key Generation

Feed: PEC Pc, (p-prime, d-divisor)

Outcome: Public Key- PcA and Secure Private Key- PrK.

PrK∈R Z [In N, pick a prime factor (PrK) randomly].

PcA [PrK] d [Using the Mumford representation to depict the PcA, it has the format (x(a), x(b))].

return PcA and PrK.

3.5.1 Encrypting Algorithm
The text “M” express as a succession of dots (x(a),x(b)). eM stands for cipher-text. Sr follows these

procedures to encode and send out a message to Dt:

1. q∈R N (In Z, pick a positive prime factor q at randomly).

2. Q [q]d (d - divisor & Q format is (x(a),x(b))).

3. PrK [q]PcB (PcB:(x(a),x(b)) is receiver’s(Dt’s)public key)

4. return PcA and PrK.

5. CM{ Q, PM + PrK } (The encrypted message to be transmitted is CM:(x(a),x(b))).
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3.5.2 Decrypting Algorithm
To obtain the encoded message’s initial condition “Q” and multiplies it with its Private Key (PrK), then

deducts the output from the secondary Position to decode the encrypted CM.

1. EM+ kPcB - PrK(Q) = E

2. = EM + kPcB - k(PrK di)

3. = EM + kPcB - PrK(kdi)

4. = EM + kPcB - kPB
5. = EM

“Sr” has added kPcB to the packet EM to conceal it. Though PcB is a public key, no one can eliminate the
disguise kPcB since only “Sr” knows the value of k. To delete a message, an intruder must calculate k out
from provided di and [k]di, i.e., Q, which is problematic. It is worth noting that Sr utilizes PcB, Dt’s
public key. Therefore, Dt multiplies the first position in the combination by Dt’s private key and deducts
the output from the second part to decrypt the ciphertext:

PMþxPcB�nB xGrð Þ¼PMþx nBGrð Þ�nB xGrð Þ¼PM (6)

Sr has added xPcB to the text PM to conceal it. Because only Sr recognizes the value of x, no one can
eliminate the disguise xPcB, even if PcB is a public key. Nevertheless, Sr contains a “hint,”which is sufficient
to eliminate the disguise if the secret key nB is known. To retrieve the information, an intruder had to
calculate x from Gr and xGr, which is problematic. Similarly, Sr will safely send P1’s information base to Dt.

3.6 Storing and Accessing Data (Phase III)

3.6.1 Authenticity of Clients
Step 1: Clients enroll with the data center by giving the required information. The Internet address of the
system in which the client/user registration is one of the required data.

Step 2: For enrolled customers, the distributed storage center offers a unique id as well as a set of
credentials, either public or private, for PECC cryptography.

This id is treated separately for both users and clients. It saves the information in a secure database.
Whenever the client/user logs in with his legitimate identity the next time, the distributed storage center
examines the registry to see whether the customer has previously enrolled. Beyond approval, the user
nodes permit to access the distributed storage center’s functions.

3.6.2 Encryption/Decryption of Data
Throughout this operation, information encodes and decodes were conducted on the customer side to

avoid identity leaking with key. In addition, it preserves system resources, allowing computational
resources [33,34] to use more efficiently. The preceding are some of the steps:

Step 1: Before saving information in the data station, the authorized customer encodes the information
using the data agency’s public key utilizing elliptic curve encryption.

Step 2:When a receiving device requires data, the data is encoded and decoded using a secret key issued
by the datacentre to the customer. Customers might use the information.

4 Performance Analysis

In this part, we use the Framework to evaluate the results of our approach and the original standards in
the Java platform environment [35]. It is worth noting that in our approach, all public key activities specify on
the 25519 secure curvatures. The present protocol employs 256-bit secret keys and 3072-bit cryptographic
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keys with the same degree of security as the 25519 curvatures. Furthermore, our tests demonstrate that the
Intel Core i3 CPU has 2.60 GHz and 6 GB of RAM.

4.1 Computational Cost

In Tab. 1, the prevalence of PECC, ECC, and Triple DES algorithms is examined in this study using
units ranging from 100 to 10,000. In contrast to ECC and Triple DES, the PECC method gives a greater
ceiling in the implementation and validation phases. The PECC method’s run duration spans from
0.0525s to 0.547s. PECC method has a cheap computing cost due to the short time required for formation
and validation. The estimated cost of PECC, when analyzed with a truthfulness measurement of 0.4, is
found to be 40 percent and 45 percent higher than when analyzed with an authenticity parameter of 0.4.
Furthermore, the estimation cost of PECC when analyzed with a truthfulness parameter of 0.4 is
28 percent and 32 percent higher than when evaluated with an authenticity parameter of 0.4. Fig. 3
depicts the simulation results.

Table 1: Computational cost

Packet
size (MB)

Computational cost (ms)

PECC ECC Triple DES

100 0.38 0.45 0.63

200 0.45 0.6 0.72

300 1.25 1.48 1.75

400 1.38 1.59 1.83

500 2.12 2.51 2.73

600 2.34 2.75 3.05

700 3.51 3.67 4.03

800 3.72 3.86 4.52

900 4.32 4.57 5.3

1000 4.51 4.72 5.5

Figure 3: Computational cost
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4.2 Average Approximation Error

The relative error measurements determined the likelihood of error during the entire procedure. The
simulations carry files ranging from 128 MB to 1 GB. The findings show that the suggested PECC
strategy has meager error rates than conventional methods. Tab. 2 presents the findings, whereas Fig. 4
depicts the simulation results.

4.3 Time Consumption

This measure calculates the total time required to generate the keys, encryption, and decode keys. The
computations perform on files ranging from 128 MB to 1 GB. The analysis shows that, in comparison to
conventional approaches, the suggested PECC technique takes much less time. Tab. 3 presents the
findings, whereas Fig. 5 depicts the simulation results.

Table 2: Average approximation error

Packet
size (MB)

Avg approximation error (mb/sec)

Triple DES ECC PECC

128 0.0017 0.0052 0.0004

256 0.0052 0.0149 0.00069

512 0.0105 0.0195 0.00121

1024 0.0213 0.0357 0.00139

Figure 4: Average approximation error

Table 3: Time consumption

Packet size (MB) Time consumption (sec)

Triple DES ECC PECC

128 16.79 11.52 5.987

256 37.92 22.83 14.515

512 62.78 43.24 32.933

1024 131.75 73.86 57.986
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4.4 Anonymizing Time

The computations carrying for files range from 128 MB to 1 GB; Anonymizing time is a statistic that
measures how long it takes to anonymize data. The findings demonstrated that the new PECC approach takes
less time to anonymize when compared to previous approaches. Tab. 4 summarizes the findings, whereas
Fig. 6 depicts the simulation model.

4.5 Data/Information Loss

The volumes of data lost and the delay incurred during the cryptographic procedure [36,37] refer to data
loss—the computations carrying files ranging from 128 MB to 1 GB. The findings show that the suggested

Figure 5: Time consumption

Table 4: Anonymizing time

Packet size (MB) Anonymizing time (sec)

Triple DES ECC PECC

128 109.75 57.69 47.51

256 200.45 85.98 68.72

512 499.01 112.21 79.83

1024 891.85 137.43 90.12

Figure 6: Anonymizing time
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PECC technique causes less risk of data loss when compared to previous approaches. Tab. 5 presents the
findings, whereas Fig. 7 depicts the simulations.

5 Conclusion and Future Scope

The work aims to offer a multi cloud-based privacy-preserving technique based on PECC. The PECC’s
goal is to minimize computation time while simultaneously reducing mistake incidence and privacy
breaches. PECC operates faster than the previous research methods due to its flexible character.
Furthermore, precise keys in data protection in PECC could lower overhead in data exchange and
guarantee dependable data protection through concealed data approach readily accessible to users.
PECC’s empirical analysis demonstrates that it outperforms existing approaches safeguarding privacy
during split and grouped processing. We can apply PECC for online messaging, secure transmission,
pseudo-random generation, and other operations. PECC successfully implements message encryption,
cryptographic certificates, and authentication. Also, we have an idea to research advanced ways by

Table 5: Information loss

Packet size (MB) Information loss (KB)

Triple DES ECC PECC

128 735.57 212.78 95.17

256 1098.32 297.45 193.328

512 2104.06 455.76 372.07

1024 3900.49 899.91 640.98

735.57

1098.32

2104.06

3900.49

212.78

297.453

455.76

899.91

95.17

193.328

372.07

640.98

128 256 512 1024

Figure 7: Data/Information loss
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adding quantum techniques into our algorithm in the future. We plan to use the quantum technique, the key
sharing mechanism.
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