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Abstract: Mobile Ad hoc Network (MANET) is decentralized wireless network
and can communicate without existing infrastructure in many areas. MANET is
vulnerable to various attacks that affect its performance such as blackhole attack.
Blackhole attacker, inject fault routing information to persuade the source node to
select the path with malicious node as the shortest path. To eliminate malicious
nodes from launching any collaborative attack. A cooperative Trapping Approach
(CTA) was proposed based on modifying Ad-hoc On-demand Distance Vector
(AODV) routing protocol and trapping the malicious nodes by responding to
the trap request message. The approach aims to eliminate and rule out both single
and collaborative malicious blackhole nodes from any attack. The approach realizes
a backward tracking mechanism to perform the elimination process. The proposed
algorithm (CTA) was executed using NS-2 network simulator. The performance
metrics that has been considered to evaluate the performance of the proposed algo-
rithm such as throughput, end to end delay, packet delivery ratio, and consuming
energy. The experimental results have shown the performance metrics of the pro-
posed approach outperformed other state of at algorithms.
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1 Introduction

Nowadays, mobile ad hoc networks (MANETs) are very common and employed due to many important
characteristics such as ease of implementation in regions where geographical limitations [1]. Mobile Ad-hoc
network is infrastructure less network where communication takes place between collections of mobile hosts.
MANET is a dynamic network and open medium as well, where the mobile node can join to the network or
leave without any restriction. This leads to changing network topology overtime [2]. The mobile nodes will
operate as hosts and routers whenever participating in forwarding data packets and cooperating to form a
local area network [3,4]. MANET is vulnerable to different types of attacks that affect its functionality
and connectivity [5,6]. One of the nodes attacks is the black-hole attack is seriously declining the
performance of the network, due to the malicious node activity of dropping all incoming packets [7–9].
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There are two types of black-hole attacks, single and collaborative attack [10]. Whenever all the network
traffic is changed to a single node, then it is considered a single black-hole attack where the malicious node
will drop all the transmitted packets. While in collaborative black-hole attack, there will be more than one
malicious node collaborate with each other to route required information [11,12].

In black-hole attack, the malicious node will prevent the network traffic to route the packet to the
destination node and drop it. To specify the malicious node, this node will check its routing table and
directly send a forged route reply (RREP) with the smallest number of hops counts and largest sequence
number to indicate that it has the shortest path to the destination node [13–15]. Source node will receive
many replies request (RREP) from different nodes, but it will respond to the one with largest sequence
number that is generated by the malicious node. Consequently, the malicious node will drop all the
received packets rather than forwarding them to the intended destination [16]. Then the malicious node
will take all the routes towards itself and attack all the RREQ packets and accordingly will generate the
forged RREP, which will be transmitted to the source node, which has the route for the destination node.
In response to the RREP, the source node will send the packets to the malicious node that will drop all
the packets received from the source node [17].

The malicious node will try to deceive the source node as it is a legitimate node by sending a fake reply
message. Then, the malicious node may respond a high sequence number to the sending node which will be
considered as the target node. Fig. 1 shows that the source node denoted as S is willing to communicate with
destination node denoted as D, and to do this it will broadcast a RREQ packet to all the active nodes in the
network.

If node 3 is a malicious node, since all nodes receive the RREQ, check whether a route is available in the
routing table. It will generate RREP packet and forward it to the source node, otherwise, it will forward it to
other nodes in the network. The malicious node 3 whenever it receives RREQ packet from the source node
1 will send a forged RREP to the source node, which will accept the first reply from the malicious node since
it will not check its routing table. Moreover, the malicious node will intercept the transmitted packets and
drop them. In addition, the malicious node will intercept the RREQ packets and will not allow the
establishment of any route in the network and use the whole power energy for sending its own packets
[18]. Ad hoc On Demand Distance Vector (AODV) routing is very popular routing protocol for Mobile
Ad hoc Network (MANET). The AODV suffers from many serious security problems and vulnerable to
single and cooperative black-hole attacks. The malicious nodes in black-hole attack will attract the nodes
to send data packets and later drop them rather than forwarding them [19,20]. Many algorithms were
developed for detecting and preventing black-hole attacks based on AODV routing protocol. In this

Figure 1: Blackhole attack node [18]
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paper, an elimination approach was developed based on modifying the AODV and then trapping the
malicious nodes to send RREP. The proposed approach can be applied for elimination and ruling out of
both single and collaborative black-hole attacks. The remaining of this paper is organized as follows.
Section 1 provides the introduction. Section 2 related works. Section 3 overview of AODV. Section
4 Attack Model in MANET. Section 5 Blackhole elimination method. Section 6 Performance evaluation.
Finally, section 7, the conclusion.

2 Related Work

Many approaches were developed for detecting malicious nodes in ad hoc networks (MANET). Most
the proposed approaches were based for detecting black-hole attacks for single malicious node or
detecting cooperative black-hole attacks. An approach for Detecting Collaborative blackhole Attacks (so-
called DCBA) for detecting collaborative blackhole attacks in MANETs is introduced which about
merges the advantage of proactive detection in the initial stage and reactive mechanism at later stages if
the proactive detection approach fails to identify the malicious blackhole nodes. Malicious nodes are
identified by means of our so-called suspicious values of nodes. [21]. A modified algorithm for a
dynamic source routing (DSR) protocol (so-called detecting blackhole attack based on DSR (DBA-DSR))
is proposed to fight blackhole attacks in MANET networks. In this approach the blackhole nodes are
identified whenever the attack occurred in the network. The DBADSR approach detects and isolates the
blackhole nodes before any routing process. This is manipulated by implementing fake route request
packets [22].

However, another scheme was developed based on AODV protocol. The scheme will be able to find a
set of single malicious nodes for blackhole attack. Whenever a source node receives the RREQ_ACK
message, it carries out a comparison between the destination sequence number (DSN) and the source
sequence number (SSN) values. If SSN value is less than DSN value, then remove that node from
quarantine list [23]. However, a new scheme is proposed to reduce the storage, routing overhead, and
computational time for both single and cooperative blackhole attacks. The scheme includes forged route
request, next hop information, and destination sequence to minimize the limitations of available schemes.
The solution for these limitations was developing a fabricated RREQ and information of the next hop to
mitigate both single blackhole attacks and collaborative blackhole attacks [24]. A smart blackhole
detection and isolation scheme was introduced. The Timer Based Baited Technique (TBBT) integrated
both baiting and timers’ methods to detect the blackhole attack while keeping the performance
measurements close to the original AODV [25]. A new approach was introduced for detection and
prevention of both single and collaborative blackhole and grey hole attacks. The Enhanced Modified
AODV (EMAODV) is preventing a full utilization of MANET network resources which is better than the
original AODV, but it is increasing the routing overhead whenever the MANETs size is increasing [26].

Overview of AODV

There are several types of Routing protocols. One of the popular reactive routing protocols is Ad-hoc
On-demand Distance Vector (AODV) that is intended for use in wireless and mobile ad-hoc networks.
AODV uses low energy and memory overhead during transmission processes. AODV support both
unicast and multicast routing, which employ when there is no valid route to the destination in the routing
table. Therefore, the source node will initiate route request (RREQ) and then transmit a packet through
various network nodes to the appropriate destination. AODV employs four various types of messages,
Route Request (RREQ), Route Reply (RREP), Route Error (RERR), and hello (HELLO), to discover the
shortest path to the destination [27].
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3 Attack Model in MANET

In blackhole attack, the node that has suspicious behaviors and include themselves in the route replies to
the route requests it receives, and then it creates illusion thought announce that have shortest path to a
destination with minimum hop count. These fake replies can be fabricated to divert network traffic
through the malicious node to attract all traffic to perform its attack by dropping the packet that has been
received [28] blackhole attack consist of two types which are, single and cooperative blackhole.

Single blackhole, as showed in Fig. 2, only one malicious node exists in the network that incorrectly
sends the RREP that has a latest route with minimum hop count to destination and then it drops all the
receiving packets [29].

Cooperative black hole, as showed in Fig. 3 there are when multiple malicious nodes cooperate with
each other to captures packets and not forwards them in the network, then it will advertise themselves as
having the shortest path to the destination [29].

Figure 2: Single black-hole [28]

Figure 3: Cooperative black-hole [29]
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4 Blackhole Elimination Algorithm

The cooperative trapping approach is developed for eliminating and ruling out malicious nodes that
perform collaborative black hole attacks in MANETs. The source node (SCN) will select one of the
neighboring nodes for cooperation, where the address of this node will be used as an address of the
trapping destination node to trap malicious nodes to respond to RREQ message by sending RREP
message. Thus, the malicious nodes will be eliminated and ruled out from taking part in the routing
process by backward tracking technique. The approach can provide elimination for both single and
collaborative blackhole attacks. It is based on AODV protocol by modifying this protocol to operate for
elimination and ruling out attacks in cooperative blackhole which we called CB-AODV. Moreover, the
collaborative trapping elimination technique also has the capability to act as a proactive response as well
as for reactive response to minimize the MANET’s resources as shown in Fig. 4. The proposed approach
consists of the following main steps which is given in the below flowchart.
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Figure 4: Flowchart of the proposed approach
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4.1 Collaborative Blackhole-AODV

In this step collaborative Blackhole Ad hoc On-demand Distance Vector (CB-AODV) was developed
which is based on AODV routing protocol, where four types of messages will be generated as follows:
MRREQ “Modified Route REQuest”, MRREPLY “Modified Route REPly”, HLO “HELLO”, and
RCONF “RCONfirm”. The CB-AODV modified the RREQ and RREP while adopted the HELLO
message developed in [30].

4.1.1 Modified Route Request (MRREQ)
The source node (SCN) will send the MRREQ message to all neighboring nodes and then to the

destination node (DSN). wo field are introduced to the original message RREQ of the AODV which are
referred as Check Random Number (CRN) that used in sender node. The source node will generate
MRREQ that is including the required parameters such as check random number (crn) which is generated
by the source node randomly, hop count (hc) where each node increments the number of hops by one
count, broadcasting ID (bid) is generated by the source node to enable neighboring nodes to respond
whenever the data is obtained, and time stamp (ts).

4.1.2 Modified Route Reply (MRREP)
The destination node (DSN) upon receiving the MRREQ will start calculating the responsive (V) value

and send this value on the route paths to the nodes and backward routes that are generated by the DSN.

The value (V) can be calculated using Eq. (1).

V ¼ X hð Þ � 1014� �
(1)

where x(η) is the Logistic chaotic map that is used to employ the many useful features such as randomness,
ergodicity, and sensitivity, and can be calculated using Eq. (2)

X hð Þ ¼ lx h� 1ð Þ 1� x h� 1ð Þ½ � (2)

where X (0) Î (0,1) and η Î (0,4]

where η is a randomly generated value by the DSN and is considered as a secret value to display the number
of iterations of the chaotic map. To find out the best value for calculating the chaotic behavior of the map, the
value µ should be kept within the range µÎ [3.5699456,4] [28]. To calculate X(0) as well as µ, Eqs. (3) and
(4), can be applied respectively

X 0ð Þ ¼ crn=N1ð Þ mod 1 (3)

l ¼ 3:5699456þ 0:43 crn=N2ð Þ mod 1ð Þ (4)

To modify the timer by the destination node (DSN), the timer t can be calculated by applying Eq. (5).

t ¼
Xn

i¼1
ðtri � tsÞ=2n (5)

where ts is the stamp time that calculated by the destination node at the time of MRREQ message generation
in millisecond.

4.1.3 Route Confirmation (Rcon)
The RCON message will be generated by the destination node (DSN) whenever the timer’s value will

reach the zero value. The DSN will send the RCON message to all neighboring nodes which involve the
confidential values of η, N1, and N2 that stored at the DSN node to other nodes. Moreover, it detects the
malicious nodes that were intended to act as blackhole attacking nodes and deleting these routes that
include malicious nodes. Moreover, when any intermediate node will receive many “RCON” messages
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from various nodes that is not in route paths in each interval of time. This intermediate node should compare
N1, N2, and η values. If most of the messages of RCON have the same value, then, the intermediate node will
broadcast only one of these messages. Otherwise, if the intermediate node receivedmany RCONmessages with
same value, then the intermediate node should neglect this message. In the other side, when intermediate nodes
will receive many messages from various nodes in the given time, it can do one of the following actions.

� The node computes the value (n) using Eq. (1) for all “RCON” messages that are received and that
depend on the obtained values for R1, R2, and η associated with the value of cnr that is available in the
routing table of the node.

� The node will make a comparison of each value of (n) to find out the best-matched value designated
by nm.

� The intermediate node will make a comparison of the value of nm with every value ni related to the ith
position in its routing table.

� Whenever the nm and ni have the same values, then the intermediate node puts the ith route into a
working status. Else, the node declares that the forwarded node relative to the ith position in
routing table is a node that has suspicious behavior. Accordingly, it will delete this node from the
routing table.

� Whenever the intermediate node is not the source (SCN) node, it sends the mostly matched value with
nm to its neighboring nodes. Else, the SCN node forwards the data packets to the DSN.

4.1.4 Hello Message (HLO)
The task of HELLO message is realized in the approach to assist every node to indicate which nodes are

their neighboring nodes within one hop. This message will help in broadcasting the trapping address to attract
the malicious nodes to use the back-tracking procedure to determine the exact the addresses of the malicious
node. The message includes (destination node IP address, destination node sequence number, current hop
count, which is zero, and lifetime).

4.2 Step 2: Trapping Node Initialization

The trapping RREQ′message is like the original RREQ message, except the destination addresses is the
trapping address. The aim of this procedure is to attract the malicious node to respond to RREQ′ by sending a
reply message RREP. Once the source node (SCN) selects any neighboring node nr that is within its one-hop
neighboring nodes and collaborates with this node by making its address as the destination address of
the Trapping RREQ′. This neighboring node will be changed whenever the node will be moved. So, the
trapping node will also be changing as well. The trapping procedure will be switched whenever
the trapping RREQ′ will be sent earlier before requesting for the initial routing path. The trapping
procedures can be described as follows:

� Whenever a node Ni is not performing any a blackhole attack then after the SCN node sending a
RREQ´ message there may be other nodes will send RREP besides to the Ni node. This means
that the malicious node is available in in the routing reply to nodes. Thus, the backward tracking
approach will be executed. In case only Ni node has sent reply, this means there is no other
malicious node in the routing paths.

� Whenever Ni node is a malicious node and performed a blackhole attack. And after SCN node sent the
RREQ´ message and beside this node other nodes had sent a RREP message. This means that there is
a malicious node available in the reply route and backward tracking procedure will be executed.

� Whenever Ni node intentionally will not send RREP message, then this node will be placed in the
blackhole list.
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� Whenever only Ni node sent a RREP reply, it means that there are no more nodes that are malicious
except that routing table distributed by Ni node.

4.3 Step 3: Backward Tracking Initialization

The backward tracking procedure is employed to detect the malicious nodes through the route reply to
the RREQ′ message. Whenever a malicious node receives RREQ′ then it will send a fake RREP. Then the
backward tracking procedure will be carried out for the nodes that receive RREPs messages to find the
information for suspicious path, and for not suspicious paths in the route. The approach has the capability
to discover many malicious nodes simultaneously. If a malicious node send a fake RREP message, then a
n address list will be formed L= {N1, ..Nj, …Nk,… Nl} and these addresses are included in the RREP
message. When for example Nj node receives RREP message, then this node will place in the list all the
nodes based on the destination address of N1 of the RREP, L′ = {N1, …Nj}. Next, the Nj node will find
the difference between the address list L and L′ and thus to obtain:

L00 ¼ L� L0 ¼ Njþ1; . . . ;Nk ; . . . :;Nl

� �
(6)

where L″ list contains the information stored in Nj to the destination node. This information will be included
in RREPs “backward field” then backward to the source node. The source node will receive RREP and the L″
list addresses of the nodes that obtained RREP. Once the node Nj will carry out a comparison for:

a) The address part in the IP fields of the source node in RREP

b) Compare the next hop of Nj in the L′.

c) Next hop of Nj

Whenever I is different from II, and III, then the received L″ can backtrack. Otherwise, Nj has to
backtrack the L″ that was generated by itself.

4.4 Step 4: Reactive Defense Procedure

Whenever the route is generated, and it was shown the packet delivery ratio (PDR) at the destination
node reaching to the threshold value. This will activate the detection procedure to follow up the
maintenance and checking the efficiency. It was assumed that the threshold value is between 85% and
95% and this value can be adjusted based on the network efficiency. A procedure for controlling the
packet delivery ration reduction with the time will be employed. In case of any reduction then it indicates
that there are malicious nodes available at the network, which requires changing in the threshold value
according to the PDR value.

5 Performance Evaluation

To evaluate the performance of the proposed approach, a simulator NS-2 was used with different number
of nodes in the network [29]. During the testing scenario, several malicious nodes are collaborating to carry
out this attack. The performance is tested and measured form different networks metrics such as packet
delivery ration (PDR), throughput, end to end delay, and consumed energy. The obtained results are
compared with the performance of two other approaches Modified AODV (M-AODV) [30], and IDS-
AODV (intrusion detection system) [31]. The simulation parameters are shown in Tab. 1.
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5.1 Throughput

The obtained result for the throughput is shown in Fig. 5 for different number of nodes in the network.
The results for throughput show that the proposed approach (CTA) outperforms other compared approach
such as AODV, M-AODV and IDS-AODV for different number of nodes (e.g., 25, 50, 100), with values
(198.336, 289.158, and 331.402) respectively. While it is (40,25, and 40) for AODV while (38.162,
25.644, and 41.051) for M-AODV, and (90, 88, 79) for IDS-AODV. The result of AODV whenever there
is blackhole node in the network is the minimum due to the drop in the packets which is performed by
blackhole node. While the proposed approach was the highest and has shown an improvement, which is
due to capability of dropping any reply from any malicious node.

5.2 Delivery Ratio

The obtained results of packet delivery ratio (PDR) are shown in Fig. 6. The comparison results show
that the packet delivery ratio for the proposed approach (CTA) and other three approaches AODV, M-ADOV
and IDS-AODV. The packet delivery ratio results are (88.895, 89.695, and 87.104) respectively. While it is

Table 1: List of simulation parameters

Parameter Value

Simulator NS-2.3/Ubuntu 16.04 LTS

Topological area 800 m × 800 m

Simulation time 100 s

Node locations Randomly

Radio propagation model Two-ray ground reflection

Antenna type Omni antenna

Mobility model Way point

Traffic type CBR

Packet size 512 bytes

Number of nodes 25,50,75,100 nodes

Protocol AODV

Channel type Wireless channel 802-11

Mobility Dynamic

Figure 5: Results of throughput for CTA compared with AODV, MAODV and IDS-AODV
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(35, 25, and 40) for AODV, M-ADOV is (36.15, 32.19 and 38.48), and IDS-AODV is (80, 78, and 76)
respectively. The reason behind that, because of CTA forward large amount of packet to the destination
and less packet drop compared with other approaches. Thus, the proposed approach outperformed the
other three approaches under black hole attack. The AODV approach has shown the lowest value of PDR
whenever there is a blackhole node in the network because it will try to cut any connection between the
nodes whenever they try to communicate with each other. The proposed approach (CTA) has shown the
highest PDR among the compared approaches. The improvement of the PDR while employing CTA is
due to the drop of any replay that is from a malicious node which may minimizes the PDR value.

5.3 End to End Delay

End to end delay is the measured time for the packet takes from the source node to the destination. The
obtained result for the end-to-end delay is shown in Fig. 7 for different number of nodes in the network (25,
50, 100). The obtained result of the proposed approach (CTA) is (0.2353, 0.1476, 0.10269) respectively, due
to a smaller number of hops across the network where the packet does not require long time to reach the
destination. The result of end-to-end delay shows that the MAODV is the highest whenever there is
blackhole nodes, while the proposed approach CTA is less than the AODV, MAODV, and IDS-AODV.

5.4 Consumed Energy

The proposed approach is tested against the energy consumption and compared with two approaches
AODV and S-AODV developed for blackhole attack with different numbers of nodes [32,33]. The

Figure 6: Results of PDR for CTA compared with AODV, MAODV and IDS-AODV

Figure 7: Results of end-to-end delay for CTA compared with AODV, MAODV and IDS-AODV
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obtained results have shown that, the proposed algorithm is consuming less energy than AODVand S-AODV
approaches when the network under attack as shown in Fig. 8.

5.5 Routing Overhead

The Fig. 9 below shows the performance of a network in terms of routing overhead in the proposed
approach CTA compared with other approaches over different network density. There is increase in
routing overhead in CTA approach compared with IDS-AODV, and less overhead compared with AODV
and M-AODV. The reason behind that, due to more control messages transmitted or forwarded to
discover the routes. Thus, CTA has high routing overhead among some other approaches, due to more
control packets has been transmitted while simulation processing [34].

5.6 Detection Rate

The use of CTA proposed approach can increase the probability of detection of malicious nodes as
shown in Fig. 10 compared with DSCL approach. The detection rate used to evaluate the efficiency of
any proposed detection mechanism, which is the number of malicious nodes that have been detected by
the system. It shows that the CTA significantly increase this probability of detection along with various
number of nodes up to 2% compared with DSCL approach. This is justified by the fact that CTA
disregards the untrustworthy evidence upon building the final decisions [35]. Moreover, the neighboring
nodes will be used as trapping for detection process, which will lead to increase detection rate. On the
other hand. DSCL approach based on watchdog architecture, which increase the possibility of ambiguous

Figure 8: Energy consumption for CTA compared with AODV and SOVAD

Figure 9: Routing Overhead for CTA compared with AODV, M-AODV and IDS-AODV
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collision and delay. CTA approach provide more accurate detection on each node and enhancing hence the
probability of detection.

5.7 False Negative Rate

False negative rate (FNR) occurs when an actual attack cannot be detected. Fig. 11 reveals that using
CTA approach can minimize considerably the percentage of false negatives compared with DSCL
approach. This is since the source node in CTA may not receive RREP from the malicious node.
Increasing number of nodes will increase the connectivity between them, which will make the malicious
node discovered by its neighbors. However, the FNR rate was not relatively high compared with DSCL
approach, where it reaches the maximum 0.29 in CTA approach, because the malicious node refuses to
unicast the RREP message and the trap will not be able to detect them [36].

5.8 False Positive Rate

Fig. 12 shows the CTA proposed approach minimizes the false positive rate (FPR) with increasing
number of nodes, and the reason behind that due to the fast recognition of malicious nodes and
eliminating them with the cooperation of neighboring legitimate nodes will increase the FPR. In fact, the
false positive rate is included between zero and reach maximum 2.1 percent, which lower value of FPR
compared with DSCL approach [36].

Figure 10: Detection rate between CTA compared with DSCL

d…

Figure 11: False negative rate between CTA compared with DSCL
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6 Conclusion

A Cooperative Trapping Approach (CTA) was proposed for eliminating malicious nodes in MANET
networks under blackhole attacks. The collaborative blackhole (CB-AODV) was introduced based on the
original AODV routing protocol for ruling out any blackhole attack from any malicious nodes that act
maliciously during forwarding process. While a collaborative trapping part was employed for backward
backtring to trap the malicious nodes by sending RREP. The CTA was implemented using network
simulator NS-2 and the obtained results were compared with other protocols and approaches for different
metrics and the experimental results outperformed of the proposed approach by others.
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