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Abstract: This study introduces a new continuous time differential sys-
tem, which contains ten terms with three quadratic nonlinearities. The new
system can demonstrate hyperchaotic, chaotic, quasi-periodic, and periodic
behaviors for its different parameter values. All theoretical and numerical
analysis are investigated to confirm the complex hyperchaotic behavior of
our proposed model using many tools that include Kaplan-Yorke dimension,
equilibrium points stability, bifurcation diagrams, and Lyapunov exponents.
By means of Multisim software, the authors also designed an electronic
circuit to confirm our proposed systems’ physical feasibility,. MATLAB and
Multisim simulation results excellently agree with each other, which validate
the feasibility of our new ten terms hyperchaotic system and make it very
desirable to use in different domains especially in chaotic-based communi-
cation. Furthermore, by employing the drive response synchronisation, we
developed a secure communication strategy for the proposed system. Findings
from the proposed scheme show that the proposed approach was successful in
completing the encryption and decryption procedure.

Keywords: Hyperchaotic system; synchronization; circuit design; secure
communication system

1 Introduction

The high usage of chaotic systems in numerous areas of engineering, such as secure transmission
[1-3] prompted the need for the construction of new systems. The researchers in chaos theory have
focused their researches to develop more and more systems with complex chaotic behaviors in order
to cover the very growing demand of dynamical systems of this kind. The Massachusettsian scientist
Edward Lorenz introduced the initial chaotic system [4] in 1963; and proved that we could get chaotic
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behavior with only three variables. This was the starting point for scientists’ community to develop
and construct many chaotic systems in the last few decades [5-7].

Recently, the great development of communication technology and cryptography are leading the
researchers to develop new systems with more complex behaviors than the ordinary chaotic systems.
As we know, Lyapunov exponents are the famous tool to characterize the complexity of dynamical
systems. One positive exponent implies chaos, more than one implies more complexity, which bring us
to hyper chaos. The first hyperchaotic model was introduced by the German scientist Otto Rossler [§]
in 1979. After that, many of hyperchaotic systems were constructed [9—12].

Recently, several studies are utilizing the hyperchaotic systems for designing different secure
communication system methods. For instance, the hyper-chaotic secure asynchronous communication
system was investigated by Liu et al. [13]. The stability of the system against noise was very have
high, while applying dynamic delay in addition to state variable switching to guarantee the high-
pitched security. Wu et al. [14] presented a novel modified generalized projective synchronisation and
their applications to secure communication system. Yu et al. [15] studied a new hyperchaotic system
of seven-dimension. This system also exhibits quasi-periodic, periodic, hyperchaotic, dynamic, and
chaotic behaviors. The electronic circuit of the designed scheme was implemented using confidential
communication. The efficiency of the approach was demonstrated via the obtained simulation
outcomes. The secure communication system of parameter modulation was investigated by He et
al. [16]. The authors obtained the desired results by the synchronization of hyperchaotic systems.
A 6th-order cellular neural network (CNN) hyperchaotic system was investigated by Wang et al.
[17]. The authors observe that the synchronization of the system is based on a multi-ary number
and state observer and communication system. Vaidyanathan et al. [18] constructed of a temperature
fluctuations hyperchaotic model, FPGA and electronic circuit execution, and their image encryption
application. Peng et al [19] investigated a new hyperchaotic system based on microcontroller unit
and its application in decryption and encryption of signal for square wave. Vafamand et al. [20]
studied the non-ideal communication channels and present a new method for the hyperchaotic
secure communication channels. The authors further investigated the linear matrix inequality (LMI)
technique and Takagi—Sugeno (TS) fuzzy model for designing a controller capable of synchronizing
the receiver systems and the hyperchaotic transmitter.

This paper presents a novel ten-terms continuous time hyperchaotic system. This system is capable
of exhibiting a complex behavior using two positive Lyapunov exponents which make it very desirable
to use in cryptography and secure transmission. Also, to prove the new system’s physical feasibility, an
electronic circuit was implemented in the system. Lastly, the four signals produced by the defined
scheme and the drive response synchronisation are extended to develop an encryption/decryption
secure system. Results from the experiment illustrates the robustness of the anticipated scheme for
completing the encryption/decryption process.

The main contribution of this paper is

e The system consists of a total eleven terms and three quadratic nonlinearities.

e The findings of the bifurcation diagram and Lyapunov spectrum reveal that the system has
periodic behavior, quasi-periodic behavior, chaotic behavior and hyperchaotic behavior.

e The proposed secure communication based on the hyperchaotic system was shown to be
successful in completing the secure transmission/reception procedure.

The remaining part of the study is structured in the following way: Section 2 present the proposed
hyperchaotic system. The dynamical analysis, bifurcation diagrams and Lyapunov exponents spectrum
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are investigated in Section 3 and Section 4 present the implementation of the equivalent electronic
circuit via Multisim software. In Section 5, we extended the proposed scheme to develop a novel
communication secured scheme and present a concluding remark about the study in Section 6.

2 New Hyperchaotic System
2.1 Algebraic Structure

The proposed hyperchaotic system has three positive parameters and three quadratic nonlineari-
ties; it is described using the following algebraic structure:

X =a(x; — X)) + XX

).Cz = (b - a) Xl + be - XIX3 + .X4 (1)
.5(3 == x1X2 - X3
.>.C4 == _Cx2

where the positive parameters a, b and c represent the constant and the state variables are defined by
X1, Xp, X; and x,.

By choosing the parameter values as:

a=17,b=11and ¢ =0.8 2)
and for the initial criteria:
(0.1,0.1,0.1,0.1), 3)

the proposed ten terms dynamical system generates a complex hyperchaotic behaviour. Phase portraits
and hyperchaotic attractor of our new system are depicted in Fig. 1.

Figure 1: Phase portraits of the announced system (1)
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2.2 Lyapunov Exponents and Kaplan-Yorke Dimension

For the previous parameter values, the Lyapunov exponents can be calculated via Wolf’s algorithm
[21], the outcome of the experiment is depicted in Fig. 2 as:

L, =0.121,L, = 0.057, L, = 0.000, L, = —0.698 4)
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Figure 2: Lyapunov exponent of the proposed complex system (1)

From Fig. 2, it obvious there exist two Lyapunov positive exponents. Thus, the proposed scheme
(1) is hyperchaotic. The calculations for the given hyperchaotic system (1) of Kaplan-Yorke dimension
can be done as follows:
Dy =342t 55 5)
| L4
From Eq. (5), It is obvious the dimension of Kaplan-Yorke is fractional. Therefore, it can be
concluded the proposed system shows a complex hyperchaotic behaviour.

3 Dynamical Analyses
3.1 Equilibrium Points Stability
To obtain the point of equilibrium for the proposed scheme (1), the given algebraic equations are
considered:
a(x;, —x)+xx;=0
b—a)x,+bx, —x;x;+x,=0

XX, —x;=0 ©)
—cx, =0
It is obvious see that (4) has one point of equilibrium S, that is:
o
5= Q)
0
Next is calculating the corresponding system (1) Jacobian matrix which is as follows
[ —a a+x; x, 0
Jsy=|" jg o fl s @®)
i 0 —c 0 0
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By linearizing the proposed system (1) at S, its stability would be investigated by employing the
characteristic equation:

IJ(S)) — Al =0 )
Considering the equilibrium point S, and parameters values as: a = 17, b = 11 and ¢ = 0.8,

characteristic equation is calculated as follows:
A HTA =790 — 851 =0 (10)

Then, the roots of (10) are:
)\,1 = O, )\,2 = _1269, )\,3 = 669, A,4 = _1 (11)

Here, A,, < 0,A; = 0 and A; > 0, thus, the point of equilibrium S, is unstable, implying that the
dissipative systems possess some chaos.

3.2 Dissipativity
To examine the divergence of dynamical system (1), we have:
ax 9y 9z 0
vr= g L b —1=-7<0 (12)
ax Jdy 0dz Ow

which is negative, and thus, produce a decrease in volume (V) at a degree:

dl;[(t ) gy (13)
Therefore:
dV (1) = V (0) e (14)

which affirm the dissipativity of the announced system (1).

3.3 Bifurcation Analysis and Lyapunov Spectrum

The two most important ways of analyzing the main dynamic properties of dynamical systems are
the bifurcation diagram and Lyapunov exponents spectrum (LE). As we know, a 4D autonomous
system exhibits:

Periodic behavior if: LE, =0, LE,;, <0
Quasi-Periodic behavior if: LE,, =0, LE;, < 0
Chaotic behavior if: LE, > 0,LE, =0, LE;, <0
Hyperchaotic behavior if: LE,, > 0, LE; =0,LE, <0

3.3.1 Fixb=11,c=0.8 and vary a

The diagram of the bifurcation is depicted by Fig. 3, while Fig. 4 show the Lyapunov exponents
spectrum of our proposed ten terms model (1) with respect to parameter a. The two figures show
clearly that the diagram of the bifurcation and the Lyapunov spectrum are fully harmonious.

From Figs. 3 and 4, it is obvious that (1) is capable of generating hyperchaotic, chaotic, and
periodic behaviours, while parameter a varies between 12 and 22 as it is clarified in Tab. 1.
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Figure 4: Lyapunov exponents of the announced system (1) vs. parameter a

Table 1: Lyapunov exponents and dynamics of (1) vs. a

a LE, LE, LE; LE, Dynamic Figure
[12,13.4] 0--- Periodic _
[20.5,22] Fig. 5a
[13.5,13.9] +0-- Chaotic

[14.6,15.2] Fig. 5b
[20,20.4]

[14,14.5] ++0- Hyperchaotic .
[15.3,19.9] Fig. 5¢

332 Fixa=17, b= 11 andvary ¢

Fig. 6 depict the bifurcation diagram while Fig. 7 represent the Lyapunov exponents spectrum of
(1) with respect to parameter c. Also, the dynamics of system (1) vs. parameter ¢ can be seen in Fig. 8.

The two figures show that the bifurcation diagram and the Lyapunov spectrum are fully consistent.
Figs. 6 and 7 show that our system (1) is capable of exhibiting hyperchaotic, chaotic, quasi-periodic,
and periodic behaviours, while the parameter ¢ varies between 0.1 and 17 as it is clarified in Tab. 2.
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Figure 6: Bifurcation diagram of the announced system (1) fourth state vs. parameter ¢
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Figure 7: Lyapunov exponents of the announced system (1) vs. parameter ¢

Table 2: Lyapunov exponents and dynamics of (1) vs. ¢

c LE, LE, LE; LE, Dynamic Figure
[2.7,3.6] 0--- Periodic
[4.5,6.8] Fig. 8a
[6.9,9.3]
[13.7,17]
[9.4,13.6] 00-- Quasi-periodic
Fig. 8b
[3.7,4.4] +0-- chaotic
Fig. 8¢
[0.1,2.7] ++0- Hyperchaotic
Fig. &d
8 8
6 4 6
4 | 4
Py J 2
ol 1 5o
2L 1 2
4t g 4
6 b 6
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Figure 8: (Continued)
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()

Figure 8: Dynamics of system (1) vs. parameter ¢

4 Circuit Design of the New System

An electronic circuit is designed in this section. The authors employ Multisim program as depicted
in Fig. 9 to illustrate the physical feasibility of our announced Hyperchaotic complex system (1). Based
on the dynamical equations of the proposed hyperchaotic scheme (1) and by using Kirchhoff’s theorem
to the route in Fig. 9, the equation of the circuit equations for system (1) are defined as:

. | 1 1
Y= R TR TR

_ Lo 1 L1

X,y = X X, — X1 X X,

" RGTTRGT ORGTTTRGT 15)
. 1 1

CTRGTETRGT

, 1

Y= _R10C4x2

Now, we choose the values of the components for the electronic circuit using the following process:
Ry, = 23.5k, Rygr50 = 400kR2, R, = 66.5kQ2

J R = 200kS2 (Hyperchaotic) (16)
R,y = 100kQ2 (Chaotic)

Ry, = 33.5kQ2 (Quasi — periodic)

| R = 26.5kQ2 (Periodic)

The chaotic attractor, hyperchaotic attractor, periodic orbit, and the quasi-periodic orbit are
shown in Fig. 10. It is obvious the outcomes from the Matlab simulation correspond with the Multisim
outcomes. This proved the physical feasibility of proposed ten terms continuous time hyperchaotic
system (1).
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Figure 9: The schematic of the circuit
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Figure 10: Multisim result of: (a) The periodic orbit (b) The quasi-periodic orbit (c) The chaotic
attractor (d) The hyperchaotic attractor

5 Secure Transmission Schemes for the New Complex Hyperchaotic System

This part presents a new secure transmission scheme. This system follows from the new (1) and
use a drive response synchronisation, which possess a strong self-synchronization advantage over other
systems. Also, the scheme achieve synchronization by employing only one coordinate [22-25]. Fig. 11
shows a Matlab/Simulink block diagram of the proposed secure transmission/reception technique.
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Figure 11: The secure communication scheme Matlab/Simulink bloc diagram

5.1 Drive-response Synchronization
Considering the proposed hyperchaotic system (1) as master system:
xlm =da (x2m - xlm) + XomX3m
Xom = (b - a) Xim + bem — X1mX3m + Xam
X3m = XimXom — Xam
Xgm = —CXop

(17)

By considering the second state variable of the master system x,, as constraining variable so as
to achieve synchronization from the slave system (18) with master system (17), as describe from the
following the slave system:

Xy = a (X, — Xi5) + X X3,
X3 = X1gXom — X3 (18)
Xy, = —CXyy
The errors from the synchronisation between slave systems and the master states are shown in
Figs. 12—-14. It is obvious that after four seconds, the errors from all the synchronisation converges to
zero. These results affirm the efficiency of process of the synchronisation to synchronize the two slave
and master hyperchaotic system beginning from varying starting values.
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Figure 12: The first state synchronization error
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Figure 13: The third state synchronization error

Figure 14: The fourth state synchronization error

5.2 EncryptionlDecryption Process

In this subsection, we design a new encryption/decryption approach for the proposed hyperchaotic
system based on the drive response synchronization [26—32], as shown in Fig. 11.

By substituting among two different encryption modes, we obtain the encrypted message EM to
be transmitted which is based on fourth state master system value x,,, as the follows:

If x,,, < 0: then, the equation given below would be used to obtain the encrypted:

{EM =F(m, x;)

EM = pm+ p,x, 19)

with p, and p, representing the constant parameters chosen as secret key so as to improve the
confidentiality and complexity of process of encryption process and m denoting the clear message
to be encrypted.

If x,, > 0: then, the equation below will be used to obtain the encrypted message:

EM = Q(ma x3)

where k, and k; are constant parameters.

After attaining synchronisation in the receiver, amongst the slave system and master system, then,
switching between two decrypted modes, we obtain the decrypted message DM. This is based on fourth
state slave system values x,, as describe in the algorithm that follows:

If x,, < O:then, the following equation would be used in obtaining the decrypted message:
DM = F/ (ma xl,\')
{DM = L(EM —pox,) @l

where p, and p, represent the constant parameters similar to those in the transmitter and the encrypted
message to be decrypted is denoted as EM.
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If x,, > 0: we use the following equation to obtain the decrypted message:

{DM = Q (EM, xs,)

DM = - (EM — kxxs) (22)

where k, and k, represent similar constant parameters as in the transmitter.

o Simulation Results:

Fig. 15 shows the time evolution of given master system fourth state x,,,, which is considered as the
switching variable. It can be seen that x,, evolves chaotically around zero, which generates a random
switch between the two encryption modes. The clear message to be transmitted is the sine wave as
shown in Fig. 16. Fig. 17 depict the complex chaotic behaviour of the EM, confirming the robustness
of our proposed encryption scheme for hiding the clear message. Fig. 18 depict the decrypted message,
it is obvious that after four second (after attaining synchronisation amongst slave and master systems)
the original message corresponds to the obtain message, which confirms the decryption process success
to reconstruct the clear message. All simulation outcomes have verified the efficiency of the new
Hyperchaotic system for completing the process of decryption/ encryption of the proposed secure
communication method.

x4m

Figure 15: x,,, time evolution
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Figure 16: Clear message
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Figure 18: Decrypted message

6 Conclusions

This study proposed a new ten terms continuous time hyperchaotic system. Using two positive
Lyapunov exponents, the proposed scheme can exhibit complex hyperchaotic behaviour. Also, using
different parameters value, the proposed system is capable of generating chaotic, quasi-periodic and
periodic behaviours. Dynamical analysis of the proposed complex system including the points of
equilibrium stability, dimension of Kaplan-Yorke, bifurcation and Lyapunov spectrum are studied.
Additionally, the Multisim software was employed to implement an electronic circuit schematic, the
obtained outcomes are similar to the results from MATLAB and thus, confirming the new system
physical feasibility. A new secure communication technique was further tested based on changing
between two encryption/decryption modes, to ascertain robustness of our new system when completing
the process of encryption/decryption of a clear message. Finally, we believe our proposed hyperchaotic
system having a very rich and complex dynamics and its secure communication scheme are desirable
to use in real applications in the near future.
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