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Abstract: Quantum key agreement is a promising key establishing protocol
that can play a significant role in securing 5G/6G communication networks.
Recently, Liu et al. (Quantum Information Processing 18(8):1-10, 2019) pro-
posed a multi-party quantum key agreement protocol based on four-qubit
cluster states was proposed. The aim of their protocol is to agree on a shared
secret key among multiple remote participants. Liu et al. employed four-qubit
cluster states to be the quantum resources and the X operation to securely
share a secret key. In addition, Liu et al.’s protocol guarantees that each
participant makes an equal contribution to the final key. The authors also
claimed that the proposed protocol is secure against participant attack and
dishonest participants cannot generate the final shared key alone. However,
we show here that Liu et al. protocol is insecure against a collusive attack,
where dishonest participants can retrieve the private inputs of a trustworthy
participant without being caught. Additionally, the corresponding modifica-
tions are presented to address these security flaws in Liu et al.’s protocol.

Keywords: Quantum key agreement; 5G/6G communication networks; collu-
sive attacks; quantum cryptography

1 Introduction

The recent advancement of quantum technology threatens the ability of classical cryptosystems,
including 5G/6G communication networks to secure data and communications against growing
security attacks [1,2]. In this context, the concept of quantum cryptography or quantum key dis-
tribution (QKD) was introduced by Bennet and Brassard [3]. Thanks to the principle of quantum
physics, quantum cryptography can provide unconditional security solutions whose security has been
proven by [4]. These solutions may be adopted to secure 5G/6G communication networks [5–7].
Subsequently, scholars focused their attention and passion on quantum communication and quantum
cryptography, and various quantum protocols were investigated, including quantum secure direct
communication [8,9], quantum secret sharing [10–13], quantum teleportation [14], quantum private
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computation [15–17], quantum signature [18], quantum key agreement (QKA) [19–23], and so on.
Currently, QKA is one of the most significant aspects that may be used to generate a secured shared
key between two or more distance users using a public quantum channel. It differs from the QKD
protocol, which predetermines the key and then distributes it to the users in that no user or subgroup
can independently identify the shared key.

In 2004, Zhou et al. [19] presented the pioneering work of the QKA protocol. Several QKA
schemes have also been introduced throughout time [20–23]. In the same year, another QKA protocol
was proposed based on entangled quantum states. Unfortunately, as Chong et al. [24] pointed out, it
was not a true QKA protocol since malicious users may derive the final shared key independently and
entirely. In 2010, a QKA protocol based on the BB84 protocol was suggested, which is proved to be
secure against inside and outside attacks [24]. In 2014, the authors in [25] developed an efficient two-
user QKA protocol using four-qubit cluster quantum states. However, the authors could not extend
their protocol to the multi-party case. The multi-party case of the QKA protocol is more complicated,
but it is more suitable for real applications. As a result, the multi-party case of the QKA protocol has
gotten a lot of interest [26–33].

Recently, Liu et al. [34] (Liu-QKA protocol) presented an interesting multi-party QKA protocol
with four-qubit quantum cluster states. Their protocol adopted the four-qubit quantum cluster state
as a quantum resource and a unitary operation to generate and share a secure key. Liu-QKA protocol
generated and shared quantum key with high efficiency. The authors claimed that their protocol is
secure against the outsider and participant attacks. However, our work shows that Liu-QKA protocol
cannot resist the collusive attack. Two or more malicious participants can drive the private inputs of the
honest ones and execute the protocol without being caught. The rest of this manuscript is organized as
follows. A review of Liu-QKA protocol is presented in Section 2. Sections 3 introduces the suggested
attack strategy on Liu=-QKA protocol and the suggested improvement. Finally, Section 4 concludes
this work.

2 Review of Liu-QKA Protocol

This subsection introduces a brief background of Liu-QKA protocol.

2.1 Preliminaries

Liu-QKA protocol used the X operation to flip qubits, where X |0〉 = |1〉 and X |1〉 = |0. Here,

the X operation represents the matrix

∣∣∣∣
0 1
1 0

∣∣∣∣. Liu-QKA protocol also used 4-qubit cluster states as

quantum resources, that is

|q〉1234 = ((|0000〉 + |0011〉 + |1100〉 − |1111〉)1234)/2, (1)

Assume that two parties Alice and Bob have two random secret keys Ka = (K1
a , K2

a , . . . , KN
a ) and

Kb = (K1
b , K2

b , . . . , KN
a ), respectively. Here, Kj

a, Kj
b ∈ {00, 01, 10, 11} and j = 1, 2, 3, . . . , N.

According to Ka, Alice applies the X operation to qubits 1 and 2 to the 4-qubit cluster state |q〉1234

based on the following rule: When the first classical bit of Ka is 0 (1) Alice does not apply any operation
to qubit 1 (Alice flips qubit 1). When the second classical bit of Ka is 0 (1) Alice does not apply any
operation to qubit 2 (Alice flips qubit 2). Similarly, according to Kb, Bob applies the X operation to
qubits 3 and 4 to the 4-qubit cluster state |q〉1234 based on the following rule: When the third classical
bit of Kb is 0 (1) Bob does not apply any operation to qubit 3 (Bob flips qubit 3). When the fourth
classical bit of Kb is 0 (1) Bob does not apply any operation to qubit 4 (Bob flips qubit 4). Finally, one
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cluster state from the below 16 cluster states will be obtained:

|q1〉1234 = ((|0000〉 + |0011〉 + |1100〉 − |1111〉)1234)/2,
|q2〉1234 = ((|0001〉 + |0010〉 + |1101〉 − |1110〉)1234)/2,
|q3〉1234 = ((|0010〉 + |0001〉 + |1110〉 − |1101〉)1234)/2,
|q4〉1234 = ((|0011〉 + |0000〉 + |1111〉 − |1100〉)1234)/2,
|q5〉1234 = ((|0100〉 + |0111〉 + |1000〉 − |1011〉)1234)/2,
|q6〉1234 = ((|0101〉 + |0110〉 + |1001〉 − |1010〉)1234)/2,
|q7〉1234 = ((|0110〉 + |0101〉 + |1010〉 − |1001〉)1234)/2,
|q8〉1234 = ((|0111〉 + |0100〉 + |1011〉 − |1000〉)1234)/2,
|q9〉1234 = ((|1000〉 + |1011〉 + |0100〉 − |0111〉)1234)/2,
|q10〉1234 = ((|1001〉 + |1010〉 + |0101〉 − |0110〉)1234)/2,
|q11〉1234 = ((|1010〉 + |1001〉 + |0110〉 − |0101〉)1234)/2,
|q12〉1234 = ((|1011〉 + |1000〉 + |0111〉 − |0100〉)1234)/2,
|q13〉1234 = ((|1100〉 + |1111〉 + |0000〉 − |0011〉)1234)/2,
|q14〉1234 = ((|1101〉 + |1110〉 + |0001〉 − |0010〉)1234)/2,
|q15〉1234 = ((|1110〉 + |1101〉 + |0010〉 − |0001〉)1234)/2,
|q16〉1234 = ((|1111〉 + |1100〉 + |0011〉 − |0000〉)1234)/2,

(2)

The relationship between secret key of parties and the evolved 4-qubit cluster is indicated in Tab. 1.

Table 1: The relationship between the secret key of parties and the evolved 4-qubit cluster

The obtained cluster state The two classical bits of

Ka Kb

|q1〉1234 00 00
|q2〉1234 00 01
|q3〉1234 00 10
|q4〉1234 00 11
|q5〉1234 01 00
|q6〉1234 01 01
|q7〉1234 01 10
|q8〉1234 01 11
|q9〉1234 10 00
|q10〉1234 10 01
|q11〉1234 10 10
|q12〉1234 10 11
|q13〉1234 11 00
|q14〉1234 11 01
|q15〉1234 11 10
|q16〉1234 11 11
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2.2 Liu-QKA Protocol

The steps of Liu-QKA’s protocol can be described as follows:

(1) Each party (Pi) generates m 4-qubit cluster states (|q〉1234) and forms subsequence Si
k,i by picking

up the k − th qubits from every cluster state, where k = 1, 2, 3, and 4, i = 0, 1, . . . , (n − 1).
For detecting eavesdropping, Pi randomly generates enough number of decoy-qubits from the
states {|0〉, |1〉, |±〉 = 1√

2
(|0〉 ± |1〉)} and randomly puts them in the subsequence Si

k,i getting
Si∗

k,i. Subsequently, Pi sends the two subsequences {Si∗
i,1, Si∗

i,2}∗ to P(i−1) and sends the other two
subsequences {Si∗

i,3, Si∗
i,4} to P(i+1), respectively, where (i ± 1)= (i ± 1)modn.

(2) Upon P(i−1) (P(i+1)) receiving the subsequences {Si∗
i,1, Si∗

i,2}({Si∗
i,3, Si∗

i,4}), Pi and P(i−1) (P(i+1)) check the
security of communication. First, Pi publicly announces the position of the decoy-qubits and
their measurement bases {Z − basis or X − basis}. Second, P(i−1) (P(i+1)) measures the decoy-
qubits by the corresponding measurement bases and sends Pi the measurement results. Finally,
they end therotocol if the error rate exceeds a pre-determined value. Otherwise, they perform
the next process.

(3) P(i−1) (P(i+1)) discard the decoy-qubits and recovers the subsequence {Si
i,1, Si

i,2}({Si
i,3, Si

i,4}). P(i−1)

(P(i+1)) then applies the X operation to the j-th of the Si
i,1 and the j-th of Si

i,2 (the j-th of the Si
i,3

and the j-th of Si
i,4) according to Kj

(i−1)(K
j
(i+1)) to obtain the subsequences {S(i−1)

i,1 , S(i−2)

i,2 }({S(i+1)

i,3 ,
S(i+2)

i,4 }), where j = 1, 2, . . . , N. The governing rule is as follows: When the first classical bit of
Kj

(i−1) is 0 (1) the participant does not apply any operation to the j-th of S(i−1)

i,1 (the participant
flips the j-th of S(i−1)

i,1 ). When the second classical bit of Kj
(i−1) is 0 (1) the participant does not

apply any operation to the j-th of S(i−1)

i,1 (the participant flips the j-th of S(i−1)

i,1 ). When the first
classical bit of Kj

(i+1) is 0 (1) the participant does not apply any operation to the j-th of S(i+1)

i,3 (the
participant flips the j-th of S(i+1)

i,3 ). When the second classical bit of Kj
(i+1) is 0 (1) the participant

does not apply any operation to the j-th of S(i+1)

i,4 (the participant flips the j-th of S(i+1)

i,4 ).
(4) P(i−1) (P(i+1)) inserts enough number of decoy-qubits into the subsequences S(i−1)

i,1 and S(i−1)

i,2 (S(i+1)

i,3

and S(i+1)

i,4 ), at random positions, obtaining S(i−1)∗
i,1 and S(i−1)∗

i,2 (S(i+1)∗
i,3 and S(i+1)∗

i,4 ). P(i−1) (P(i+1)),
respectively. Then sends the subsequences S(i−1)∗

i,1 and S(i−1)∗
i,2 (S(i+1)∗

i,3 and S(i+1)∗
i,4 ) to P(i−2)P(i+2)).

(5) P(i−2), P(i+2), . . . , P(i− n−3
2 ) and P(i+ n−3

2 ) check the security of communications and then perform
the X operation as in steps 3 and 4. The participants continue the process until P(i− n−1

2 ) and

P(i+ n−1
2 ) send S(i− n−1

2 )
i,1 and S(i− n−1

2 )
i,2 (S(i+ n−1

2 )
i,3 and S(i+ n−1

2 )
i,4 ) to Pi.

(6) Pi and P(i− n−1
2 )(P(i+ n−1

2 )) check the security of communications by computing the error rate of
the measurement results. They end the protocol of the error rate exceeds a threshold value.
Otherwise, they head to the upcoming step.

(7) After each Pi recovers S(i− n−1
2 )

i,1 and S(i− n−1
2 )

i,2 (S(i+ n−1
2 )

i,3 and S(i+ n−1
2 )

i,4 ) she/he first combines S(i− n−1
2 )

i,1

and S(i− n−1
2 )

i,2 (S(i+ n−1
2 )

i,3 and S(i+ n−1
2 )

i,4 ) and then measures them based on the corresponding cluster
bases. Finally, the final shared key (K) can be computed using the following expression: K =
Ki ⊕ Ki−1 ⊕ . . . ⊕ K(i− n−1

2 ) ⊕ K(i+ n−1
2 ) ⊕ . . . ⊕ Ki+1, where i = 1, 2, . . . , (n − 1).

3 Collusive Attack on Liu-QKA Protocol and Improvement

We show in this section that Liu-QKA Protocol is vulnerable to a collusive attack, in which two
dishonest players can obtain the secret information of an honest participant. Then, to address this
flaw, an improvement is provided.
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3.1 The Collusive Attack on Liu-QKA Protocol

The collusive attack on Liu-QKA scheme can be described as follows. Assume that we have
three participants P0, P1, and P2. Figs. 1a–1c represent the process of the first cycle that enables P0

from legally obtaining the final shred key, while Fig. 1d represent the collusive attack strategy of the
dishonest participants. In this assumption, assume P0. and P2 are two dishonest participants try to
reveal the private data of the honest participant (P1). In step (1), P0 generates four subsequences. P0

sends two subsequences to P1 and the other two subsequences two P2. In step (2), P1 and P2 check
the security of the quantum channels with P0. If the communications are secure, they continue the
protocol. In step (3), P1 and P2 discard the decoy qubits and encode their private data. In step (4), P1

and P2 insert enough number of decoy-qubits to their evolved subsequences and check the security of
communication in steps (5) and (6). In step (7), P0 compares the evolved subsequences with original
ones, then computes the final key. These processes are sufficient for sharing the final key if performed
honestly. However, the dishonest participants (P0 and P2) are able to steal the private information of
P1 and can generate the final key alone without being noticed. As indicated in Fig. 1d, P0 sends the
two subsequences S0

3,0 and S0
4,0 to P1, and may also sends them to if she/he decides to collude with P2.

In this case, P2 will be able to extract the private information of P1 by comparing the original S0
3,0 and

S0
4,0 (that were received from P0) by the evolved S0∗

3,0 and S0∗
4,0 that were received from P1. Of course, P2

will ask P0 to send the required information for measuring the S0
3,0 and S0

4,0. Based on this strategy, the
dishonest participants can easily extract the private information of the honest participants (P1) and
generate the final key alone without being detected.

Figure 1: (a), (b), and (c) represent an example of the three-party Liu-QKA protocol, while (d)
represents the collusive attack on Liu-QKA’s protocol of three participants
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3.2 Improvement on Liu-QKA Protocol

A third party is adopted in many exists circular multi-party QKA protocol, such as in Ref. [35] to
provide participants random sequences of single-particle quantum states to cover their private keys,
and in Ref. [36] to detect dishonest participants. In this work, we adopt a semi-honest third party (TP)
with a certain task to address the security pitfall in Liu-QKA’s protocol. Semi-honest means here that
the TP executes the protocol honestly but not allowed to collude with other dishonest participants.
The TP will collaborate with participants to detect internal attacks including the collusive attack. TP
generates n random secret keys (Kj

iTP = (K1
iTP, K2

iTP, . . . , KN
iTP), where i = 1, 2, . . . n, j = 1, 2, . . . , N, and

Kj
iTP ∈ {00, 01, 10, 11}. TP then sends Kj

iTP to Pi through QKD [3]. Pi encrypts her/his private key with
TP’s key obtaining a new encrypted key (EKj

i ), i.e., EKj
i = Kj

iTP ⊕ Kj
i , where Kj

i is the private key of Pi.
The purpose of this process is to protect the private key of Pi form leakage during use in the encoding
process. To circumvent the above-mentioned attack, Liu-QKA Protocol should be modified:

Steps (1∗), (2∗), (4∗), (5∗), and (6∗) are the same as steps (1), (2), (4), (5), and (6), in Sub section 2.2,
respectively.

The remaining steps should be modified as follows:

(3∗) P(i−1)(P(i+1)) discard the decoy-qubits and recovers the subsequence {Si
i,1, Si

i,2}({Si
i,3, Si

i,4}). P(i−1)

(P(i+1)) then applies the X operation to the j-th of the Si
i,1 and the j-th of Si

i,2 (the j-th of the Si
i,3 and the

j-th of Si
i,4) according to EKj

(i−1)(EKj
(i+1)) to obtain the subsequences {S(i−1)

i,1 , S(i−2)

i,2 }({S(i+1)

i,3 , S(i+2)

i,4 }), where
j = 1, 2, . . . , N. The governing rule is as follows: When the first classical bit of EKj

(i−1) is 0 (1) the
participant does not apply any operation to the j-th of S(i−1)

i,1 (the paicipant flips the j-th of S(i−1)

i,1 ). When
the second classical bit of EKj

(i−1) is 0 (1) the participant does not apply any operation to the j-th of
S(i−1)

i,1 (the participant flips the j-th of S(i−1)

i,1 ). When the first classical bit of EKj
(i+1) is 0 (1) the participant

does not apply any operation to the j-th of S(i+1)

i,3 (the participant flips the j-th of S(i+1)

i,3 ). When the
second classical bit of EKj

(i+1) is 0 (1) the parcipant does not apply any operation to the j-th of S(i+1)

i,4

(the participant flips the j-th of S(i+1)

i,4 ).

(7∗) After each Pi recovers S(i− n−1
2 )

i,1 and S(i− n−1
2 )

i,2 (S(i+ n−1
2 )

i,3 and S(i+ n−1
2 )

i,4 ) she/he first combines

S(i− n−1
2 )

i,1 and S(i− n−1
2 )

i,2 (S(i+ n−1
2 )

i,3 and S(i+ n−1
2 )

i,4 ) and then measures them based on the corresponding
cluster bases. Finally, the final shared key (K) can be computed using the following expression: K =
Kj

iTP ⊕
(

EKj
i ⊕ EKj

(i−1) ⊕ . . . ⊕ EKj

(i− n−1
2 )

⊕ EKj

(i+ n−1
2 )

⊕ . . . ⊕ EKj
(i+1)

)
, where i = 1, 2, . . . , (n − 1).

4 Conclusion

Liu et al. presented an interesting quantum key agreement protocol with four-qubit cluster
quantum states, which could be used as an unconditional security solution for enhancing the security
of 5G/6G networks against the increasing cyber-attacks. However, this work shows that Liu et al.’s
protocol is vulnerable to collusive attacks, where dishonest participants can conspire together to obtain
the private information of a trustworthy participant without being caught. With the help of a third
party, we suggested an additional process to protect participants’ private data from leakage. Finally,
an improvement is suggested to address the security loopholes in Liu et al.’s protocol.
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