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Abstract: Digital signature schemes are often built based on the difficulty
of the discrete logarithm problems, of the problem of factor analysis, of the
problem of finding the roots modulo of large primes or a combination of the
difficult problems mentioned above. In this paper, we use the new difficult
problem, which is to find the wth root in the finite ground field GF(p) to
build representative collective signature schemes, but the chosen modulo p has
a special structure distinct p = Nt0t1t2 + 1, where N is an even number
and t0, t1, t2 are prime numbers of equal magnitude, about 80 bits. The
characteristics of the proposed scheme are: i) The private key of each signer
consists of 2 components (K1, K2), randomly selected, but the public key has
only one component (Y ) calculated by the formula Y = Kw1

1 Kw2
2 ; w1 = t0t1

and w2 = t0t2; and ii) The generated signature consists of a set of 3 components
(e, S1, S2). We use the technique of hiding the signer’s public key Y, which is
the coefficient λ generated by the group nanager, in the process of forming the
group signature and representative collective signature to enhance the privacy
of all members of the signing collective.

Keywords: Computing roots; finding roots modulo; collective
signature; signing collective; signing group

1 Introduction

Digital signatures [1] play an important role in authentication systems in today’s cyberspace. Other
network security services such as ensuring the integrity of information transmitted on the network,
preventing the disclaimer of responsibility of a communication partner, etc also need the support of
digital signatures [2]. It can be said that digital signatures contribute to making cyberspace safer and
more reliable. Therefore, digital signatures and digital signature schemes are increasingly interested in
research by cryptographic scientists.

Digital signatures is not only used to authenticate a single signer, but it can also support
authentication for a collective, or a group, consisting of many different members. These people work
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together to create a single signature that represents an entire signing group or a group of signatures.
Currently, there are many forms of digital signatures and digital signature schemes, in order to meet
many different authentication models, which have been researched, published and applied in practice
such as: Single digital signatures, group digital signatures [3–6], collective digital signatures [7–9], blind
digital signatures [10,11], blind collective digital signatures [12], representative collective signatures
[13]. The types of signatures generated by a set of signers are often referred to as multi-signatures
[14,15].

The group signature is a signature representing a signing group, the signature formation is
controlled by the group manager, the group manager’s public key is used to verify the validity of the
group signature of the signing group. The collective signature is a signature that represents a signing
collective, signature formation is done by all members of the collective, the public key is used to check
the validity of the collective signature is formed the public key of all members who participated in
creating the signature. A collective signature on document M is considered valid when it is formed by
the participation of all members of that signing collective. Representative collective signatures is a new
form of collective signature, we rely on the advantages of the group signature scheme and the collective
signature scheme to develop the representative collective signature scheme.

A representative collective signature [8,9] is formed from a signing collective consisting of: i) Many
groups of members, called signing groups, each group is represented by a group manager; and ii) A
number of single individuals, known as individual signers, who do not belong to any group, but are
functionally equivalent to the group leaders in this collective. Thus, a single representative collective
signature can authenticate all members of a multi-level functional collective who are the creators of this
representative collective signature. There are three difficult problems commonly used to build digital
signature schemes, which are: i) The problem of parsing a composite number into prime factors [16]; ii)
Discrete logarithm problem on prime finite field [17]; and iii) Discrete logarithm problem on Elliptic
curves [18,19].

The problem of finding modulo roots in finite fields is a new difficult problem, introduced by
Nikolay A. Moldovyan in [17]. According to the author, the problem of finding the kth prime modulo
root (with a prime modulo being a large prime p, has the special structure p = Nk2 + 1, |p| ≥ 1024, N

being an even number and k is prime, |k| ≥ 160) is a hard problem, the estimated difficulty is O
(√

k
)

.

Digital signature schemes built on this difficult problem can achieve security level 280, however, the
time cost of signature generation and signature checking is an issue that needs to be considered for
improvement. According to Nikolay A. Moldovyan, this time cost limitation can be overcome if the
difficult problem of finding prime modulo roots is considered in a finite field, with p having the
following structure p = Nt0t1t2 + 1, where N is an even number; t0, t1, t2 are prime numbers of the
same magnitude as 80 bits.

The key pair of the signer in the case of p = NK2 + 1 is (x, y), the private key x is chosen at
random, the public key y is calculated by the formula y = xk mod p. But in case p = Nt0t1t2 + 1 is (K1,
K2) and Y ). That is, the private key consists of two components K1 and K2, the public key is still one
component Y. This is the difference of the signature schemes described in this paper.

In this paper, we use the difficult problem of finding roots modulo in a finite ground field, with a
prime modulo p with the structure p = Nt0t1t2 + 1 and a single signature scheme described by Nikolay
A. Moldovyan in [20] to build the collective signature scheme and the group signature scheme. From
these two basic schemes, we propose and build two types of representative collective signature scheme,
proposed by us: i) The collective signature scheme for many signing groups (the RCS.01-3 scheme);
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and ii) The collective signature scheme for many signing groups and many individual signers (the
RCS.02-3 scheme). These schemes fully inherit the security advantages of the newly created difficult
problem and the attack resistance of the basic signature scheme built by Nikolay A. Moldovyan.

2 Constructing the Related Basis Digital Signature Schemes

In this part, we use the problem of finding roots modulo in the finite ground field, with modulo
p with the structure p = Nt0t1t2 + 1 [20], to build a collective digital signature scheme and a group
digital signature scheme. These are the two basic signature schemes that we use to build the proposed
collective digital signature schemes.

2.1 The Collective Signature Scheme Based on Problem of Finding Roots Modulo (The CDS-2
Scheme)

Assume there is a collective of m members who sign the document M. The private keys and public
keys of each signer in this signing collective are (K1i , K2i ), K1i < p, K2i < p, and Yi = Kw1

1i
Kw2

2i
, with

w1 = t0t1, w2 = t0t2, t0 ≈ t1 ≈ t2 ≈ 80 bits and i = 1, 2, . . . , m. Note that the signer’s private key is a
tuple of two components.

The collective public key used in the verification of the collective signature is calculated by the
formula Y = ∏m

i=1 Yi mod p. FH is a pre-specified one-way secure hash function.

The process of checking the validity of a collective signature is the same as that of an individual
signature [20]. The following are the procedures of the scheme:

• The procedure for generating the collective digital signature on the document M

Includes the following stages:

1. Each i-th signer performs the following steps:

– Generate pairs of random numbers T1i and T2i (act as a pseudo-secret key)
– Calculate the value of Ri according to the formula:

Ri= Tw1
1i

Tw2
2i

mod p (1)

– Send Ri to all other signers in the signing collective

2. A certain signer, or all, in the signing collective does:

– Calculate the value R according to the formula:

R =
∏m

i=1
Ri mod p (2)

R acts as the general random component of the signing collective with the contribution of the
random components Ri of each member of this collective.

– Calculate the value e according to the formula:

e =FH(M||R||Y) (3)

– Send e to all other signers in the signing collective

e is the first element of the collective signature.

3. Each i-th signer goes on to:
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– Calculate their share signature component S1i and S2i according to the formulas:

S1i
=T1i

K−e
1i

mod p (4a)

S2i
=T2i

K−e
2i

mod p (4b)

– Send S1i and S2i to all other signers in the signing collective

4. A certain signer, or all, in the signing collective does the final job: Calculate the second
component S1 and the third component S2 of the collective signature according to the formulas:

S1=
m∏

i=1

S1i
mod p (5a)

S2 =
m∏

i=1

S2i
mod p (5b)

So the triple value (e, S1, S2) is the collective signature of the signing collective consisting of m
signers on document M.

• The procedure for verification the collective digital signature on the document M

To check the validity of the signature received with the document M, the verifier performs the
following steps:

1. Calculate the value of the collective public key Y according to the formula:

Y =
m∏

i=1

Yi mod p (6)

2. Calculate the value of R′ according to the formula:

R′ = YeS1
w1S2

w2 mod p (7)

3. Calculate the value of e′ according to the formula:

e′ =FH(M||R′ ||Y) (8)

4. Compare e′ with e. If e′ = e : The received signature is valid; Otherwise, it is invalid and will
be rejected.

• Proof of the correctness of the CDS-2 scheme:

To prove the correctness of this scheme, we need to prove the existence of the test expression e′ = e in
the signature checking procedure.

Conspicuously, the test expression e′ = e always exists.

Indeed:

R′ = YeS1
w1S2

W2 mod p

=
m∏

i=1

(K1i

w1K2i

w2 )e
m∏

i=1

(T1i
K1i

−e
)w1

m∏
i=1

(T2i
K2i

−e
)w2 mod p

=
m∏

i=1

Tw1
1i

Tw2
2i

mod p =
m∏

i=1

Rimod p = R

as R′ = R so e′ = FH(M||R′||Y) = FH(M||R||Y) = e
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Thus, the test expression e′ = e always exists: This proves that the correctness of the signature
check procedure, or the correctness of the CDS-2 scheme, is always guaranteed.

2.2 The Group Signature Scheme Based on Problem of Finding Roots Modulo (The GDS-2 Scheme)

Assume there is a group of m members who sign the document M. The private keys and the public
key of each signer in this signing group are (K1i , K2i ), K1i < p, K2i < p, and Yi = Kw1

1i
Kw2

2i
, with

w1 = t0t1, w2 = t0t2, t0 ≈ t1 ≈ t2 ≈ 80 bits and i = 1, 2, . . . , m. The private keys and the public key
of the group manager (GM) are K ′

1, K ′
2, K ′

1 < p, K ′
2 < p, w1 = t0t1, w2 = t0t2 and Y ′ = K ′w1

1 K ′w2
2 .

The group public key used in the verification of the group signature is calculated by the formula
Y = ∏m

i=1 Yi mod p. FH is a pre-specified one-way secure hash function.

The process of checking the validity of a group signature is the same as that of an individual
signature [20]. The following are the procedures of the scheme:

• The procedure for generating the group digital signature on the document M

Includes the following steps:

1. The GM does the following:

– Calculate the hash value of the document M using the formula:

H =FH(M) (9)

– Calculate mask coefficients λi for each signer in the group sign according to the formula:

λi=FH(H || Yi|| FH(H ||Yi||K′
1||K

′
2)) (10)

– Send λi to each corresponding signer i
– Calculate the first component of the group signature

U =
m∏

i=1

Yλi
i mod p (11)

2. Each i-th signer in the signing group does:

– Randomly generate pairs of numbers T1i and T2i and then calculate Ri according to the formula:

Ri = Tw1
1i

Tw2
2i

mod p (12)

– Send the Ri value to the group manager

3. The GM continues to make:

– Generates a random value pair T ′
1 and T ′

2 and calculate the values R′, R and e according to
the formulas:

R′ = T′w1
1 T′w2

2 mod p (13)

R =R
′

m∏
i=1

RI mod p (14)

e =FH(M||R||U) mod δ (15)

where δ is a prime number of length |δ| = 160 bits.
– e is the second component of the group signature.
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– Send the value of e to all signers in the signing group

4. Each signer i continues to do the following:

– Calculate the shared signature component of S1i , S2i according to the formula:

S1i
=T1i

K−λie
1i

mod p (16a)

S2i
=T2i

K−λie
2i

mod p (16b)

– Send the value S1i , S2i to other signers in the signing group

5. The GM does the final work:

– Check the correctness of the shared signature S1i , S2i of all signers in the signing group using
the formula:

Ri= Sw1
1i

Sw2
2i

Yei
i mod p (17)

– If all pairs of numbers S1i , S2i are satisfied: Calculate the signature component of a personal
share according to the following formulas:

S1
′ = T1

′K′−e
1 mod p (18a)

S2
′ = T2

′K′−e
2 mod p (18b)

– Calculate the third component S1 and the fourth S2 of the group signature according to the
following formulas:

S1= S
′
1

m∏
i=1

S1i
mod p (19a)

S2= S
′
2

m∏
i=1

S2i
mod p (19b)

So the set of values (U , e, S1, S2) is the group signature of the signing group on the document M.

• The procedure for verification the group digital signature on the document M

To check the validity of the signature received with the document M, the verifier performs the
following steps:

1. Calculate the value of the group public key Y according to the formula:

Y
′ =

m∏
i=1

Yi mod p (20)

2. Calculate the value of R∗ according to the formula:

R∗ = (UY′)eS1
w1S2

w2mod p (21)

3. Calculate the value of e∗ according to the formula:

e∗=FH(M||R∗||U) (22)

4. Compare the value of e∗ with e. If e∗ = e: The received signature is valid; Otherwise, the received
signature is invalid, it is rejected.
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• Proof of the correctness of the GDS-2 scheme:

To prove the correctness of this scheme, we only need to prove the existence of the check expression
e∗ = e in the signature check procedure.

Conspicuously, the test expression e∗ = e always exists.

We have:

R∗ = (
UY

′)e
S1

w1S2
w2mod p

=
[(

K′w1
1 K′w2

2

)e ∏m

i=1

(
K1i

w1K2i

w2
)λie

]
[(

T
′
1K

′−e
1

)w1
∏m

i=1

(
T1i

K1i

−λie
)w1

]
[(

T
′
2K

′−e
2

)w2
∏m

i=1

(
T2i

K2i

−λie
)w2 mod p

]
= T

′w1
1 T

′w2
2

∏m

i=1
Tw1

1i
Tw2

2i
mod p

= R
′ ∏m

i=1
Rimod p = R

Because of R∗ = R so e∗ = FH(M||R∗||U) = FH(M||R||U) = e.

So the expression e∗ = e always exists: This proves that the correctness of the signature check
procedure, or the correctness of the GDS-2 scheme, is always guaranteed.

3 Constructing the Proposed Collective Digital Signature Schemes Based on Problem of Finding Roots
Modulo in the Finite Ground Field

In this section, we use the collective digital signature scheme and the group signature scheme
described in Section 2 as the basis schemes to build two types of the proposed collective signature
scheme: i) The collective digital signature scheme for many signing groups; and ii) The collective digital
signature scheme for many signing groups and many individual signers.

3.1 Constructing the Collective Digital Signature Scheme for Signing Groups (The RCS.01-3 Scheme)

This section uses the two schemes just described above as the basis to build a representative
collective signature scheme, the first type: The collective signature for many (g) signing groups.

This scheme allows the creation of a collective signature on the document M which represents a
signing collective with g signing groups, each of which consists of m members, which is controlled by
the group manager (GM). The signature formation process is run by the group managers.

The input parameters, public keys, and private keys are selected, calculated as the base schemes
above. The following are the procedures of the scheme:

• The procedure for generating the collective digital signature for g signing groups on the
document M

1. Each GM in the signing collective does the following:

– Calculate mask coefficients λji for the signers in the j-th signing group according to the formula:

λji =FH(H ||Yi|| FH(H|| Yi|| K
′
1||K

′
2)) (23)
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(λji is the mask coefficient of the i-th signer in the j-th signing group)
– Calculate the value of the component Uj of the j-th signing group according to the formula:

Uj=
∏mj

i=1
Y

λji
ji mod p (24)

Uj is considered as the shared value of the j-th signing group in the first component of the collective
signature for the signing groups.

– Calculate the random component Rj using the formula:

Rj= R′
j

mj∏
i=1

Rji mod p (25)

– Send Uj and Rj values to all other GMs in the signing collective

2. A certain GM in the singing collective, or all, computes the values of the U , R and e
components of the collective signature according to the following formulas:

U =
g∏

j=1

Uj mod p (26)

R =
g∏

j=1

Rj mod p (27)

and

e =FH(M||R||U) mod δ (28)

where δ is a large prime |δ| = 160 bits.

U and e are the first and second components of the collective signature.

3. Each GM in the signing collective continues to do:

– Calculate the shared signature S1 j, S2 j of the j-th signing group according to the formula:

S1j = S′
1j

mj∏
i=1

S1ji mod p (29a)

S2j= S′
2j

mj∏
i=1

S2ji mod p (29b)

with Sji is the shared signature of the i-th individual in the j-th group.

– Send S1 j, S2 j to other GMs in the signing collective

4. A certain GM in the signing collective, or all, does the following:

– Check the correctness of the shared signature S1i , S2i of all signing groups in the signing
collective using the formula:

Rj =(UjY
′
j)

eS1j

w1S2j

w2 mod p (30)
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– If all S1i , S2i are satisfied: Calculate the third and fourth components S1i , S2i of the collective
signature according to the formulas:

S1=
g∏

j=1

S1j
mod p (31a)

S2=
g∏

j=1

S2j
mod p (31b)

So set of values (U , e, S1, S2) is the collective signature of g signing groups on the
document M.

• The procedure for verification the collective digital signature for g signing groups on the document
M

To check the validity of the signature received with the document M, the verifier performs the
following steps:

1. Calculate the collective public key of the signing collective Ycol according to the formula:

Ycol=
g∏

j=1

Y
′
j mod p (32)

2. Calculate the value of the random component R∗ according to the formula:

R∗= (UYcol)
eS1

w1S2
w2 mod p (33)

3. Calculate the value of e∗ according to the formula:

e∗ =FH(M||R∗|| U) (34)

4. Compare e∗ with e. If e∗ = e: The received signature is valid; Otherwise, the received signature
is invalid, it is rejected.

• Proof of the correctness of the RCS.01-3 scheme:

The precision of this representative collective signature scheme is shown through: i) The existence of
a shared signature verification formula Sji shared by the signing team leaders Rj; and ii) Existence of
the test expression e∗ = e in the signature check procedure. Specifically as follows:

a) Prove the correctness of the shared signature check formula:

It is easy to see that the formula for checking shared signature Sji shared by team leaders signing
Rj always exists. Indeed:
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Rj = (
UjY′

j

)e
S1j

w1S2j

w2mod p

=
[(

K′w1
1j

K′w2
2j

)e
mj∏
i=1

(
K1ji

w1K2ji

w2

)λjie
]

[(
T′

1j
K′−e

1j

)w1
mj∏
i=1

(
T1ji

K1ji

−λjie
)w1

]
[(

T′
2j

K′−e
2j

)w2
mj∏
i=1

(
T2ji

K2ji

−λjie
)w2

mod p

]

= T′ w1
1j

T′w2
2j

mj∏
i=1

Tw1
1ji

Tw2
2ji

mod p

= R′
j

mj∏
i=1

Rji mod p = Rj

b) Proof of correctness of the signature check procedure:

Conspicuously, the signature check expression e∗ = e always exists.

We have:

R∗= (UYcol)
eS1

w1S2
w2 mod p

R∗= (
g∏

j=1

Uj

g∏
j=1

Y′
j)

−e

(
g∏

j=1

S1j

)w1
(

g∏
j=1

S2j

)w2

mod p

=
g∏

j=1

(UjY
′
j)

eS1j

w1S2j

w2mod p

=
g∏

j=1

Rjmod p = R

Because of R∗ = R so e∗ = FH(M||R∗||U) = FH(M||R||U) = e.

So the expression e∗ = e always exists: This proves that the correctness of the signature check
procedure is always guaranteed.

From (a) and (b): The correctness of the RCS.01-3 scheme is guaranteed.

3.2 Constructing the Collective Digital Signature Scheme for Signing Groups and Individual Signers
(The RCS.02-3 Scheme)

This section uses the two schemes just described above as a basis to build a representative collective
signature scheme, the second type: The collective signatures for many (g) signing groups and many (m)

individual signers.

This scheme allows the creation of a collective signature on document M that represents a signing
collective with m individual signers and g signing groups, each of which consists of m members which is
controlled by the group manager (GM). The signature formation process is run by the group managers
and individual signers.
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The input parameters, public keys, and private keys are selected, calculated as the base schemes
above. The following are the procedures of the scheme:

• The procedure for generating the collective digital signature for g signing groups and m individual
signers on the document M

Includes the following steps:

1a. Each GM in the signing collective does the following:

– Generate mask coefficient λji for the signers in the j-th signing group according to the
formula (23).

(λji is the mask coefficient of the i-th signer in the j-th signing group)

– Calculate the value of the component Uj of the j-th sign group according to the formula:

Uj=
mj∏
i=1

Yji
ji mod p (35)

Uj is the shared member of the j-th signing group to form the first part of the collective signature.

– Calculate the random parameter Rj of the j-th signed group according to the formula:

Rj= R
′
j

mj∏
i=1

Rji mod p (36)

Rj is a shared member of the j-th signing group to generate a random parameter of the collective
signature..

– Send Uj and Rj values to all other managers and individual signers in the signing collective.

1b. Each individual who signs the j-th performs the following tasks:

– Choose 2 random numbers T1j and T2j and calculate the random value Rj according to the
formula:

Rj=T1j

w1T2j

w2 mod p (37)

– Send the value Rj to all signers GMs and other individual signers in the signing collective.

2. A GM or a certain individual signing in the collective calculates the values of U , R and e
according to the following formulas:

U =
g+m∏
j=1

Uj (38)

R =
g+m∏
j=1

Rj (39)

e =FH(M||R||U) mod δ (40)

where δ is a large prime (|δ| = 160 bits); Uj = 1 when j = g + 1, g + 2, . . . , g + m).

U and e are the first and second components of the group signature.

3a. Each GM in the signing collective continues to do:
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– Calculate the shared component S1j , S2j of group j according to the formula:

S1j
= S

′
1j

mj∏
i=1

S1ji
mod p (41a)

S2j
= S

′
2j

mj∏
i=1

S2ji
mod p (41b)

with S1ji
, S2ji

is the shared component of the i-th signer in the j-th group.

– Send S1j , S2j for GMs and other individual signers in the signing collective.

3b. Each individual signer in the signing collective continues to do:

(the j-th ; j = g + 1, g + 2, . . . , g + m)

– Calculate the share component S1j , S2j according to the formula:

S1j
=T1j

K−e
1j

mod p (42a)

S2j
=T2j

K−e
2j

mod p (42b)

– Send S1j , S2j to other GMs and individual signers in the signing collective.

4. A GM or an individual in the signing collective doing:

– Check the validity of each S1j , S2j according to the formulas:

Rj= (UjY
′
j)

eS1j

w1S2j

w2 mod p (43a)

with j = 1, 2, . . . , g

and

Rj= Sw1
1j

Sw2
2j

Y−e
j mod p (43b)

with j = g + 1, g + 2, . . . , g + m

– If all are satisfied: The third component of the group signature will be calculated according to
the formulas:

S1=
g+m∏
j=1

S1j
mod p (44a)

S2=
g+m∏
j=1

S2j
mod p (44b)

So the set of values (U, e, S1, S2) is the representative collective signature of a collective consisting
of g signing groups and m individual signers on the document M. This type of signature is also known
as collective signature shared by multiple groups and signed by many individuals. It represents this
collective signing.

• The procedure for verification the collective digital signature for g signing groups and m individual
signers on the document M
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To check the validity of the signature received with the document M, the verifier performs the
following steps:

1. Calculate the collective public key of the signing collective according to the formula:

Ycol=
g∏

j=1

Y
′
j

g+m∏
j=g+1

Yj mod p (45)

2. Calculate the value of the random parameter R∗ according to the formula:

R∗= (UYcol)
eS1

w1S2
w2 mod p (46)

3. Calculate e∗ using to the formula:

e∗ =FH(M ‖ R∗ ‖ U) (47)

4. Compare e∗ with e. If e∗ = e : The signature received is valid; Otherwise, the received signature
is invalid, it is rejected.

• Proof of the correctness of the RCS.02-3 scheme:

The precision of this representative collective signature scheme is shown through: i) The existence of
a formula to check the shared signature Sj of each signing group R∗

j ; ii) The existence of the signature
test formula shared Sj by each individual signer R and iii) The existence of the test expression e∗ = e.
Specifically as follows:

a) The correctness of the formula to check the shared signature of each group leader:

It is easy to see that the formula for checking shared signature Sji shared by team leaders signing
Rj always exists. Indeed:

Rj = (
UjY

′
j

)e
S1j

w1S2j

w2mod p

=
[(

K
′w1
1j

K
′w2
2j

)e
mj∏
i=1

(
K1ji

w1K2ji

w2

)λjie
]

[(
T

′
1j

K
′−e
1j

)w1
mj∏
i=1

(
T1ji

K1ji

−λjie
)w1

]
[(

T
′
2j

K
′−e
2j

)w2
mj∏
i=1

(
T2ji

K2ji

−λjie
)w2

mod p

]

= T
′w1
1j

T
′
2j

w2

mj∏
i=1

Tw1
1ji

Tw2
2ji

mod p

= R
′
j

mj∏
i=1

Rjimod p = Rj

b) The correctness of the formula to check the shared signature per signer:
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It is easy to see that the formula for checking the shared signature Si shared by the R signing team
leaders always exists. Indeed:

R = Ye
j S1j

w1S2j

w2 mod p
=(K1j

w1K2j

w2 )e(T1j
K1j

−e
)w1(T2j

K2j

−e
)w2 mod p

=T1j

w1T2j

w2 mod p = R

c) The correctness of the representative collective signature check procedure:

Conspicuously, the signature check expression e∗ = e always exists.

We see:

R∗=(UYcol)
eS1

w1S2
w2 mod p

= (
g+m∏
j=1

Uj

g∏
j=1

Y′
j

g+m∏
j=g+1

Yj)
−e

(
g+m∏
j=1

S1j

)w1
(

g+m∏
j=1

S2j

)w2

mod p

=
g∏

j=1

(UjY
′
j)

eS1j

w1S2j

w2
g+m∏

j=g+1

Ye
j S1j

w1S2j

w2mod p

=
g+m∏
j=1

Rjmod p = R

and calculate:

e∗=FH(M ‖ R∗ ‖ U) mod δ

=FH(M ‖ R ‖ U) mod δ

= e
So the expression e∗ = e always exists. This proves that the correctness of the signature check

procedure, or the correctness of the RCS.02-3 scheme, is always guaranteed.

4 Security Analysis and Performance Evaluation
4.1 Security Advantages of the Proposed Collective Signature Schemes

The group signature scheme we described in Section 2.2 has the following security advantages:

• As the scheme is based on the properties of the prime modulo root problem in a finite field, it
inherits the safety level of this difficult problem. The attack resistance of the GDS-2 scheme
is completely similar to the basic scheme described by Nikolay A. Moldovyan in [20]. To
circumvent this scheme, the attacker must find the prime modulo roots to simultaneously
determine the two secret values K1 and K2.

• The public key of all signers, including the group manager, is “masked” by the mask parameter
λ. The attacker will not be able to determine who in the signing group participated in the signing
to form the group signature.

• The U component of the group signature contains information about all members of a signing
group who took part in forming the group signature for this signing group. Consequently, when
there is a dispute about the group signature, the group leader will be able to identify the signer
easily later and resist the “disclaimer”.

• There is no need to exchange or share security values, private keys, or secret keys between
members of a signing group or between members of a signing group with the manager.
Therefore, the Internet environment is sufficient to implement this scheme. In addition, the
scheme is also easy to deploy on top of existing PKI (Public Key Infrastructure) systems [21].
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• As shown in the 5th step of the signature generation procedure, a group manager only proceeds
when he or she believes or has verified that all signatures participating in creating the collective
signature are valid. The operation generates the final component (S1, S2) of the group signature,
by adding the shared signature of the group leader to the product of the shared signatures of
all members. This makes it very hard to simulate member signings, or members signing each
other’s signatures and also shows the representativeness as well as high responsibility of the
team manager.

The representative collective signature schemes built in this paper use the CDS-2 collective
signature scheme and the GDS-2 group signature scheme as the basic scheme, so it also has the
advantages of security and resistance to attacks like these schemes.

4.2 Performance of the Proposed Collective Signature Schemes

We evaluate the computational performance of the proposed representative collective signature
schemes by calculating the time cost that the scheme takes for the signature generation process
(Signature generation procedure) and the need for the signature verification process (Signature
verification procedure). The time costs of representative collective signature schemes proposed in this
paper are shown in Tab. 1.

Table 1: Time cost of the proposed collective signature scheme: RCS.01-3 and RCS.02-3

The scheme Time for the signature generation Time for the signature verification

U =
g∑

j=1

(243mj+1)Tm

RCS.01-3 e = [
g∑

j=1

(481mj+481)+1]Tm (724 + g)Tm

S1 + S2 =
g∑

j=1

(1209mj+484)Tm

Sum = [
g∑

j=1

(1934mj+966)+1]Tm

U =
g∑

j=1

(243mj+1)Tm

RCS.02-3 e = [
g∑

j=1

(481mj+481)+481m + 1]Tm (724 + g + m)Tm

S1 + S2 = [
g∑

j=1

(1209mj+484)+1206m]Tm

Sum = [
g∑

j=1

(1934mj+966)+1687m + 1]Tm

Notations: Th : Time cost of a hash operation in Zp; Ts : Time cost of a scalar multiplication in
Zp; Tinv : Time cost of a inverse operation in Zp; Te : Time cost of an exponent operation in Zp; Tm :
Time cost of a modular multiplication in Zp.

According to [22]: Th ≈ Tm, Ts ≈ 29Tm, Tinv ≈ 240Tm, Te ≈ 240Tm,Tsqrt ≈ 290Tm.
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Information from Tab. 1 shows that the time cost for signature generation and signature checking
of a proposed representative signature scheme is not much larger when compared to the new collective
digital signature schemes in [8].

5 Disscusion

• The representative collective signature is a new form of collective digital signature, it was
proposed by us in 2019 and has been built on many difficult problems and/or different digital
signature standards. The research results of this paper show that the proposed scheme can be
built on a customized form of a new difficult problem, the problem of finding roots modulo in
a finite ground field, with a two-component private key. This proves that the availability of a
representative collective signature scheme is very high.

• The signature generation procedure in the proposed representative collective signature scheme
shows that it has all the security advantages of the collective signature generation procedure and
the group signature generation procedure. This is one of the advantages of the representative
collective signature schemes proposed by us.

• The basic requirement for multi-signature schemes is to record the information of everyone
who participated in creating the signature of the group or the collective. This information is
needed for the identification of the signer and against the signer’s “disclaimer of responsibility”
in the future. The group signature schemes and the representative collective signature schemes
built here have met this requirement, the signer information is contained in the first component
of the signature, the U component. The algorithm to identify the signer from the information
contained in the U has been described in [6].

• The use of the U-component of the representative collective signature is necessary, but this
increases the signature size. This is considered a limitation of the proposed scheme. We have
proposed and built a two-component representative collective signature scheme, but we can
only implement the scheme based on discrete logarithm problems. We are working to build this
improved scheme based on the problem of finding roots modulo large primes.

6 Conclusion

Thus, in this paper, we build a collective signature scheme and a group signature scheme using the
single digital signature protocol described in [20] via a two-component private key (K1, K2). Based on
their computational difficulty, all three schemes are formed in order to find the modulo root of a large
prime, with a prime modulo p = Nt0t1t2 + 1, in a finite ground field.

The two signature schemes described above can then be used as the basis for building two different
types of collective signature schemes: i) The collective digital signature scheme for many signing
groups; and ii) The collective digital signature scheme for many signing groups and many individual
signers. These two schemes fully inherit the attack resistance of the single signature scheme in [20] and
the difficulty of finding the modulo root in a finite prime field, so the security of the scheme is always
guaranteed. For all schemes built in this study, if the chosen modulo is 1024 bits, their security level
will be 80 bits.

In this paper, we analyze and evaluate the proposed schemes based on their security benefits and
computational performance. In the future, the design of a collective signature scheme will be based on
the computational difficulty of finding roots modulo on the elliptic curve.
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