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Abstract: Malicious software (malware) is one of the main cyber threats that
organizations and Internet users are currently facing. Malware is a software
code developed by cybercriminals for damage purposes, such as corrupting
the system and data as well as stealing sensitive data. The damage caused by
malware is substantially increasing every day. There is a need to detect malware
efficiently and automatically and remove threats quickly from the systems.
Although there are various approaches to tackle malware problems, their
prevalence and stealthiness necessitate an effective method for the detection
and prevention of malware attacks. The deep learning-based approach is
recently gaining attention as a suitable method that effectively detects mal-
ware. In this paper, a novel approach based on deep learning for detecting
malware proposed. Furthermore, the proposed approach deploys novel fea-
ture selection, feature co-relation, and feature representations to significantly
reduce the feature space. The proposed approach has been evaluated using a
Microsoft prediction dataset with samples of 21,736 malware composed of 9
malware families. It achieved 96.01% accuracy and outperformed the existing
techniques of malware detection.

Keywords: Malware detection; malware analysis; deep learning; feature
extraction; feature selection; cyber security

1 Introduction

As cybercriminals continue to refine their tactics and adopt ingenious attack methods, cyberat-
tacks are increasing drastically and have remained a serious issue to organizations and Internet users.
The annual loss to world economy due to cybercrime is predicted to be more than $6 trillion by 2021
[1]. Moreover, cyberattacks are taking longer to resolve and cost organizations much more than before,
with malware attacks being the most expensive costing businesses, about $2.6 million per attack [2].
Malware is any code that purposely executes malicious payloads on victim machines. It is a popular
and prime attack vector as it is simple to deploy automatically and remotely. Malwares have been
steadily evolving in terms of diversity, stealthiness and complexity over the past decades, making them
undetectable by the conventional antimalware approaches. Kaspersky identified 24,610,126 unique
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malwares in 2019, which represents an increase of 14 percent over the previous year [3]. With the
enormous profit that malware could yield to cybercriminals, cybercriminals have resorted to crafting
malware that can cripple organization’s entire network. The sustained evolution and diversity of
malware make an efficient malware detection approach critical to protect organizations.

A wide variety of malware detection approaches have been developed over the years with
increasingly deploying machine learning (ML) techniques. These malware detection studies have
resulted in signature-based approach [4], behavioral approach [5], heuristic approach [6], and model-
based approach [7]. These malware detection methods can be classified as static analysis based [§] or as
dynamic analysis-based solutions [9]. In static analysis methods, malicious files are analyzed without
executing them, whereas the files are required to execute in dynamic analyses methods. The execution
of the malicious files must be done in a controlled (e.g., virtual machine or sandbox) environment.
The static analysis can analyze malicious files fast provided that the files are not obscured or packed.
In contrast, packing techniques do not affect much the dynamic analysis since the files are analyzed
while they are being executed. However, newer malwares can detect the runtime environment (e.g.,
virtual environment) and may simply stop executing. Moreover, malware may only execute in certain
circumstances [9] making the collection of malware behavior unattainable.

Malicious software (malware) detection is defined as the process of using some markers (e.g.,
features or signatures) to classify software code as either malware or benign. Malware is a software
code developed by cyber criminals for nefarious purposes such as corrupting the system and data as
well as stealing sensitive data. The malware caused damages are substantially increasing [10], thus,
there is a need to detect malware efficiently and automatically and remove them quickly from the
systems. Malware detection is an NP-complete problem [11] and thus it is a very challenging and
difficult problem to solve. This challenge has sparked research to find effective solutions to the problem
of malware detection. The conventional malware detection solutions are based on signatures extracted
from malware by reverse engineering malware instances. These approaches are no longer effective
as malware writers constantly modify malware signatures. The complexity of malware detection
has also increased substantially with the increase of malware numbers at an alarming rate. Also,
malware writers deploy various techniques to evade detection. While various new malware detection
techniques have been developed using machine learning methods and deep learning [12—14], there are
still improvements to be made in the accuracy of malware detection. Also, the performance of machine
learning technique is affected by various factors including the parameters they use, the malware
analysis process deployed, the type of features used. Therefore, the need to develop an efficient malware
detection continue to be one of the major cyber security research quests.

In this paper, the problem of malware detection using a new sub area of machine learning methods
commonly known as deep learning is addressed. Deep learning is evolving quickly and showing
remarkable performance results in various application domains. It is also receiving increased attention
in malware detection research [15]. The contribution can be summarized as follows:

e A novel approach based on deep learning for detecting malware called TRACE is proposed.
Unlike the existing approaches that regard malware detection as a classification problem, the
proposed approach deploys both regression as well as a classification technique and use various
feature engineering techniques to significantly reduce the feature space.

e The proposed approach evaluated using Microsoft prediction dataset with samples of 21,736
malware composed of 9 malware families.

e The proposed approach achieved 96.01% accuracy, which is an improvement in the detec-
tion rate.
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The rest of the paper is structured in the following manner. First the related work in malware
detection is presented in Section 2. Section 3 presents the proposed malware detection method. Section
4 presents the complexity analysis. The performance evaluation is presented in Section 5. The results
and discussion are highlighted in Section 6, followed by concluding remarks in Section 7.

2 Related Work

Malware detection is an active research area within academic and commercial environments. An
Wadkar et al. [12] proposed an approach for detecting malware evolution using SVM model. Abawajy
et al. [13] proposed an ensemble-based approach referred to as a hybrid consensus pruning (HCP).
HCP uses a consensus function to generate the base classifiers for the final ensemble. HCP is validated
through AUC metric. Manavi et al. [16] developed an approach based on OpCode sequence and
evolutionary algorithm. The OpCodes are extracted from the executables and a weighted graph is
built. An evolutionary algorithm is used to build a graph for each malware family and benign code,
which is used to compare with when performing classification. Li et al. [17] proposed a CNN-based
malware detection approach. In the approach, virtual machine memory snapshot image of running
malware and benign is captured and memory images converted to grayscale images, which is used for
training and testing on the CNN-based model. Zhang et al. [18] present an approach for malware
classification. The approach is based on data flow analysis to extract semantic structure features of
the code and the graph convolutional networks (GCNs) for detection. The approach achieved 95.8%
detection accuracy. In the approach proposed by Han et al. [19], malware is profiled based on its
structure and behavior. It then uses several classifiers, namely Random Forest, Decision Tree, CNN,
and XGBoost to classify the input data.

A method for malware detection based on visualization of the code texture was presented by
Hassan et al. [15]. The approach deploys a version of Faster Region-Convolutional Neural Networks
(RCNN) with transfer learning. The malicious code is mapped through visualization technology
onto matching images with usual texture features to detect malware. The approach produced an
accuracy of 92.8%. Huang et al. [20] developed a deep learning and visualization-based approach
for detection of malware based on Windows API. It uses static features obtained from sample files to
produce static visualization images. It then generates dynamic visualization images by using Cuckoo
Sandbox to perform behavior analysis. Two images are then merged into hybrid images. Evaluation of
a classification model based on static images and a classification model based on hybrid images were
preformed showing that the latter performed better than the static approach alone. Marin et al. [21]
proposed a malware detection and classification model based on network traffic. The model is based
on deep learning and combines a convolutional neural network layer and the recurrent neural network
layer in a different manner to create different models.

Table 1: Summary of sample existing techniques for malware detection

Authors Technique Purpose Dataset Accuracy
Kim et al., [10] Generative Detection of zero-day = Microsoft malware 95.74%
adversarial malware classification
net-work (GAN) challenge

based model

(Continued)
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Table 1: Continued

Authors Technique Purpose Dataset Accuracy
Zhaoetal.,[15] Region- Visualization of Microsoft 92.8%
Convolutional program texture-based corporation
Neural Networks  detection
(RCNN) and
Transfer Learning
Farnoush et al.,  Evolutionary Detection based on Microsoft malware 87.67%
[16] Algorithms (EAs) OpCode sequence

Incorporated features
of Portable Execution

(PE) files
Lietal., [17] Convolutional Memory analysis VirusTotal 90.5%
Neural Net-works  approach to detect
(CNN) based malware
Zhangetal., [18] Graph Use semantic features  VirusShare 95.8%
Convolutional of code for malware
Net-works (GCNs) detection
Deep Learning
Huang et al., [20] Visualization and  To detect malware Virussign.com 82.5%
Learning Deep based on Windows
APIs
Marinetal.,[2]1] Deep learning Detection based Stratosphere IPS 77.6%
(DL) based network traffic project
technique
Al-Dujaili et al.,  Deep VirusShare 91.9%
[22] learning-based
technique

Grosse et al., [23] Neural network for Expand on existing
malware detection Adversarial

Example crafting Drebin 63%

algorithms

Kim et al., [24] Transferred GAN  Clustering pattern of ~ Microsoft malware 89%
(tGAN) malicious software classification

using t-SNE algorithm challenge (BIG 2015)

Huet al., [25] Generative Generate adversarial ~ https://malwr.com/ 90.12%
adversarial malware examples
net-work (GAN)
based algorithm

Wang et al., [26]  Deep learning Adversary resistant MNIST and 94.81%
(DL) based technique CIFAR-10

technique
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Approaches that exploit the generative adversarial network (GAN) have also been proposed
in [10,24,27,28]. GAN uses a generator and a discriminator. The purpose of the discriminator to
differentiate fake data from actual data. The purpose of the generator is to use a known probability
distribution and generate fake data such that the discriminator will not be able to differentiate between
the fake and actual data. An adaptive malware detection that mimics benign network traffic based on
the GAN parameter is presented by Rigaki et al. in [27] . The approach proposed by Kim et al. [10]
combines several deep learning approaches and uses the GAN components to generate fake malware
from a given probability distribution and to learn the features of malware data. A detector is used in the
approach learns different features of the malware from the actual and fake data. The proposed model
achieves 95.74% average classification accuracy. A new adversarial attack that changes the bytes of the
binary to create adversarial examples has also been proposed by Suciu et al. [28]. Tab. | summarizes
some of the recent malware detection approaches based on machine learning techniques. Although
a good effort is being expanded on solving the problem, it is obvious from the results that there
is still some room for improvement. Also, exiting methods mainly approach the malware detection
problem as a classification problem. In contrast, malware detection is viewed as a regression as well
as a classification problem in the proposed work.

3 Proposed Malware Detection Approach

In this section, the proposed approach is discussed in detail. As shown in Fig. 1, the proposed
framework has four different phases: (1) Data Pre-Processing phase; (2) Feature Processing phase; (3)
Ensemble Classification phase, and (4) Malware Detection phase. Each of these phases is described in
subsequent subsections.
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Figure 1: The proposed malware detection framework with different phases and complete procedure
of proposed framework

Algorithm 1 shows the process of generating a set of filtered features. The input to the algorithm
is the raw Microsoft data set. The first set of steps (Line 1 to 6) perform basic data cleaning function
followed by class balancing function (Line 7 to 8). The feature selection (Lines 12 to 14) and feature
co-relations (lines 15 to 17) are performed. The output, which is a set of filtered features, is finally
obtained. Each of these processes is described in the following subsections.
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3.1 Data Preprocessing Phase

The preprocessing phase consists of two sub-phases namely data cleaning and class balancing. In
this paper, the Microsoft prediction dataset with samples of 21,736 malware was used, where each
malware in the dataset belongs to one of the 9 malware families (e.g., virus, worm and trojan). The
dataset is full of not applicable (NAs) and NULL entries. Each cell of every feature should be noise-
free and clean. To achieve this, the data set was cleaned by replacing the NA and the NULL values in
the dataset with a mean value.

After cleaning, class balancing was performed. The data set’s feature space explains its relevance
as each feature has its own importance for contributing to the file. The features should be balanced
with respect to the number of cases in each feature. The optimal ratio of multiple cases in each feature
helps both in data balancing as well as in prediction. Since lower number of cases represents minor
class and greater number of cases represents major class, it is essential to perform class balancing (i.e.,
balancing the minor and major classes). In this paper, SOTU (Split by Oversampling and Train by
Under-fitting) technique was used for class balancing [29]. SOTU works by over-sampling the minor
class with its multiple classes, where training is done in a single set at one time to avoid over-fitting.
The set is created in such a manner that each set contains equal number of major class and minor class.

For the formulation of sample sets, this Eq. (1) is followed.
"X, + X,
thin = 1
> 0

i=1
where F,,, denotes the training file, n is the number of samples features, x, and x, represent the

instances of minor and major classes, respectively. In this work, the number of features is n =83, and
the generated sample sets are 8.

Algorithm 1: Feature Processing Phase

Input: Microsoft prediction dataset
Output: Filtered features
1:  procedure FUNCTION (Feature processing)

2: fori=1tondo
3: ifi==0ori==‘NULL’ then
4. 1 = Mean(n) — Data cleaning removal of O’s or NULL
S end if
6: end for
7.  Compute S — Number of sets according to Eq. (1)
8 SetS=8
9: fori=1tondo
10: V.= PC — PC scores are computed using function PCA
11: end for
12: for V;=1tondo
13:  Gini = > p:*log, (p)) — Gini index computation for FS
i=1
14: end for

15: for V;=1tondo
16:  Different co-relation parameters are computed as shown in Tab. 3

(Continued)
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17:  end for
18: end procedure

3.2 Feature Processing Phase

A clean and balanced data is passed on to this step. The feature processing phase consists of three
steps: (1) feature reduction, feature selection and feature-co-relation.

3.2.1 Feature Reduction

This step is applied to reduce the dimensionality of the data. The Principal Component Analysis
(PCA) was used for feature reduction. PCA is a multivariate process that converts the input data (i.e.,
a series of correlated variables) into an uncorrelated set of variables.

A principal component (PC) score is produced by multiplying each row with the uniform score
of each column. The estimated component scores are the individual values that state the information
regarding the variability of the data. Fig. 2 represents the first four PCs. The parameters computed
using the PCA function are presented in Tab. 2.
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Figure 2: Transformations of PCs
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Table 2: Parameters evaluated using PCA

Feature Na Eigenvalue % of variance Cumulative % of  Standard deviation
variance

1 1.38492 3.3777 33.77877 1.92446e + 05

2 7.78003 1.9009 52.775 4.1522e+ 04

3 2.073502 5.05733 56.83654 3.5089%¢ + 04

4 2.79372 4.3793 62.228 1.4395e 4 04

5 1.60216 4.1712 66.3823 1.0373e 404

6 1.68986 4.12745 70.531 1.0148e + 04

7 1.57801 3.8468 74.3488 7.5528e 403

8 1.32483 3.23764 77.58734 3.925633e 403

9 1.25568 3.06309 80.65043 3.69199

10 1.047788 2.554806 81.2067 3.7334e 403

3.2.2 Feature Selection

Feature selection is the process of identifying and selecting a subset of input variables that are most
relevant to the target variable. A filter method based on random forest was used to rank the features.
To rank the features, the method computes ‘Gini index’ score, which stands for data homogeneity.
With the assistance of features, data is partitioned into the nodes. The value of the Gini is determined
for both the root and the leaves. The mean value of Gini decrease is created after the analysis of the
difference between the different Gini values. For the most critical function, this value is the highest.
After selecting 41 features based on random forest, the features are further analyzed. This process is
repeated until a feature is judged.

3.2.3 Feature Correlation

After selecting the 41 features, it is very important to find the relation among all the selected
features. For this, we need to measure variance to determine how far observed values differ from the
average of predicted values based on methods such as Root Mean Square Error (RMSE) (Eq. (2)), R?
score (Eq. (3), Mean Absolute Error (RAE) (Eq. (4)) and Mean Squared Error (RSE) (Eq. (5)). Tab. 3
shows the computed value of RMSE, R* score, MAE, and RAE.

1 - ~02
RMSE=JZ Z V=) 2
oo 20V 3)
> -7

1 n e
MAE = - v,V 4
n%ﬂ | 4)
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Table 3: Feature co-relation parameters

Features MAE MSE RMSE R Features MAE MSE RMSE R

1 2962  1.2996  2.262 1.6277 22 2212 1.7672  2.666 1.9226
2 2272 17712 2.926 1.6262 23 2272 1.7622  2.727 1.9621
3 2226  1.6167 2.676 1.6229 24 2276  1.7777  2.721 1.9772
4 2,662  1.6197 2.222 1.7677 25 2266  1.7772  2.697 1.9271
5 2,622 1.6122  2.299 1.9222 26 2716 1.7727  2.721 1.9226
6 2,721  1.6721  2.262 1.6792 27 2776 1.7272  2.767 1.9276
7 2966  1.6767 2.269 1.6722 28 2792 1.7222  2.792 1.9922
8 2,127  1.6272  2.266 1.6226 29 2622 1.7272  2.926 1.9767
9 2,172 1.6272  2.262 1.6262 30 2,622 1.7222  2.927 1.9692
10 2227  1.6271  2.722 1.6226 31 2,626 1.7227  2.926 1.9277
11 2192 1.6222  2.772 1.6622 32 2.626  1.7221  2.927 1.9222
12 2261  1.6216  2.617 1.6626 33 2,626  1.7299 2971 1.9269
13 2,197  1.6272  2.777 1.7277 34 2,676  1.7296  2.977 1.9292
14 2269  1.6191 2.611 1.7626 35 2,666  1.7271  2.977 1.9267
15 2227  1.6216 2.612 1.7722 36 2.666  1.7262  2.961 1.9796
16 2276  1.6216  2.622 1.9117 37 2676  1.7227  2.962 1.9621
17 2212 1.6217  2.627 1.9227 38 2676  1.7222  2.966 1.9621
18 2222 1.6192  2.627 1.7672 39 2,697 1.7221  2.962 1.9667
19 2227 1.6116 2.629 1.7267 40 2.696  1.7222  2.967 1.9629
20 2292 1.7966  2.676 1.9122 41 2611  1.7227  2.966 1.9666
21 2272 1.7726  2.622 1.9117

1 < ~
MSE = — V,— V) 5
. Z Vi= V) (5)
In the above equations, V, refers to the predicted values and V; refers to the actual values.

3.3 Ensemble Learning Phase

To minimize bias and variance, ensemble learning (i.e., a collection of models) using four base
classifiers: Light Gradient Boosting Machine (Light GBM), eXtreme Gradient Boosting (XGBoost),
Convolutional Neural Network (CNN) and Long-Short Term Memory (LSTM) was deployed.
LightGBM [30] is a gradient boosting platform which uses algorithms based on tree learning. It allows
complete and effective use of the gradient boosting system by first processing the dataset and making it
lighter. Light GBM is suitable for this study since it is able to process big datasets, runs fast and requires
less memory. XGBoost [31], commonly used in machine learning technique, is also from a family
of a gradient boosting. It is originated from Gradient Boosting Decision Tree (GBDT). It provides
good accuracy and relatively fast speed compared to traditional machine learning algorithms. For
performance, XGBoost chooses an algorithm based on histograms. The histogram-based algorithm
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uses bins that are separated by data point characteristics into discrete types. It is, therefore, more
accurate than the pre-sorted process, but all the potential split points must be enumerated as well.

CNN [32] extracts the raw data directly and outputs the outcome of classification or regression
in an end-to-end structure. CNN’s neuron weights are trained via backpropagation algorithm. A
collection of feature maps is generated by each convolution layer, while each feature map represents
a high-level feature extracted through a specific convolution filter. The pooling layer primarily uses
the local correlation theory to complete the down sampling, so features can be extracted from a
more global perspective by the subsequent convolution layer. These substantially lower the weight
parameters number as well as the estimation of a deep network’s preparation. The LSTM [32], a
commonly used deep neural network approach, is an enhanced Recurrent Neural Networks (RNNs)
based model. RNN uses an internal state to represent previous input values, allowing temporal
background to be captured. For long input sequence, it is not easy to train LSTM. However, compared
to RNN, LSTM can capture the background of longer time series. In this problem, the census
parameters are lengthy in nature, so to minimize the length, LSTM was used. This phase divided
into two sub parts; firstly, opcode sequence and metadata feature of the low carnality features are
extracted using de-compilation tools (i.e., CNN and LSTM). In the second part, the numerical features
are extracted and trained by two different models, Light GBM and XGBoost. The features were treated
separately because both feature sets reflect different patterns of information. Each classifier generates
anormalized predicted score (NPS), NPS =81, S2, ..., Sn. The NPS indicates the likeliness of a given
file to be malware infected or not and produced as illustrated in Algorithm 2.

Algorithm 2: Vulcanization

Input: Filtered Features

Output: normalized predicted score (NPS)

1: procedure FUNCTION (Vulcanization Phase)

2: A [m,n] <V, — Matrix computation
] 1if (i,)) e E . . . .
3: create D; = . — Spare matrix creation using LGBM Baseline
: 0 otherwise
4. fori=1tondo
5: Create jump probability matrix: x; = (Q — pAD (D — (D == 1)) 0))/IN
6: Seti<«i+1
7 end for
8: fori=1tondo — Compute the scores by all the four models
9: for j=11t04do
10: S, =i
11: end for
12: end for

13: end procedure

Note that each classifier is an independent method and produces the classification decision as
well as the class probability estimation. The estimator produced by all the classifiers are combined in
. In this equation, /4, is the classifier, which results in true prediction for k at a data point x.

1 L
P(fx)=k) =7 > PU() = k/h) (6)



CMC, 2022, vol.72, no.1 471

3.4 Decision Phase

This is the last phase of the TRACE framework where the decision is made about a given file. In
this phase, the decision tree algorithm was deployed. This phase uses the normalized predicted score
S1 to S4 generated in Algorithm 2 by each classifier. Based on this, the machine’s reliability is derived
using Eq. (7).

2
Z:l=1 (Si - ai)

n

dli] = ()

where d/[i] is the rate of difference measured using the NPS vector and the real arrays. Using attribute

importance score and error rate support, an NPS (i.e., S) is computed as follows:

S < RMSEJ[i]* V; 8)
A threshold value is fixed by alpha probability to determine the decision. The complete procedure

for the computation of the NPS and decision making is defined in the Algorithm 3. NPSs of all the
models are used to train the decision tree.

Algorithm 3: Malware Detection Phase

Input: Normalized Predicted Score (NPS)
Output: Detection of malware
1: procedure FUNCTION (Malware Detection Phase)

2: Compute S; — With the support of decision tree and S1,
S2, S3, 54

3: if S5 <z, then — by « probability

4 Set x; <1 — Malware

5 else

6: Set x; < 0 — Benign

7: end if

8 Seti<«i+1

9: end procedure

4 Complexity Analysis

It is essential to compute the complexity of the algorithm to ensure its validation. The Algorithms
1,2, 3illustrates each step followed in the proposed framework. Complexity is calculated by evaluating
each step of the algorithm. Here, two different types of complexity are evaluated.

4.1 Time Complexity

The number of iterations and the procedure of each iteration decide the time complexity. In
Algorithm 1, steps 2 to 6 are comparison statements with n being the number of comparisons.
Therefore, these steps take O(n) time. The loop in steps 9-11, the loop in 12-14, and steps 15-17 take
O(n) time in the worst case. Therefore, the overall Algorithm 1 time complexity is O(n). In Algorithm
2, steps 2 and 3 perform assignments, thus they take O(1) time each. O(n) time is needed for steps
4-12 for the linear matrix formulation. The overall time complexity for Algorithm 2 is O(1) + O(n).
Therefore, the worst time complexity is O(n) time. In Algorithm 3, the computation step like step 2
would take only O(1) time. The comparison steps 3 to 8 take O(n) time. In total, this algorithm requires
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O(n) time. The overall time complexity for all algorithms is
TC = O(n) + O(n) + O(n) ©)

Therefore, the upper bound time complexity of the proposed algorithm is O(n).

4.2 Space Complexity

The input data to each algorithm required n space. Each loop requires at most O(n) spaces whereas
the arithmetic operations need O(1) space. The overall space complexity (SC) of the algorithm is given
by:

SC = O(n) + O(n) + O(1) (10)

Therefore, the upper bound space complexity of the proposed algorithm is O(n).

5 Performance Evaluation

In this section, the performance evaluation of the proposed approach and compare the different
algorithms (CNN, LSTM, LightGBM, XGBoost) was presented. In the first subsection, the experi-
mental setup followed by the dataset used were discussed. Then, the impact and comparison of used
approaches are discussed. Finally, the analysis of the proposed framework TRACE is discussed in the
following subsection.

The CNN is designed with 64 layers: the input layers, convolution layers, fully connected layers,
sequence layer, activation layer, pooling layers, combination layers, and output layers. The input to
the CNN is 27 low cardinality features. The convolution layer is experimented to accept the input.
At the activation layer, the ReLLU activation function is considered with the same parameters as in
convolution layer so that the accurate deep information is not lost. The key benefit of using the ReLU
feature over other kernel function is that it does not simultaneously stimulate all the neurons. This
implies that the neurons are only deactivated if the linear transformation output is less than 0. The
effect of negative input values is zero, which means that the neuron is not triggered. As only a certain
number of hidden neurons are activated, when contrasted to the sigmoid or tanh function, the ReLU
function is much more computationally effective. Sigmoid activation function was used at the last layer
as only spamicity score is expected from the model. Maximum pooling method is adopted as pooling
layer. The parameters for the same are 28%28+«32, keeping the filter size also the same. The highest
proportion is taken and placed in a new grid for each filtered element. This is simply taking the most
significant features and compressing them into one vector.

The LSTM network starts with two key layers, namely an input sequence layer and an LSTM layer.
In sequence or time series, a sequence input layer enters information into the network. The LSTM layer
is used to learn the long-lasting dependency among the time periods of the sequence information. For
class labels predictions, the LSTM network will have a fully connected layer, a SoftMax layer, and an
output classification layer. The sources size was set to be 41 sequences (the size of the input data).
The network architecture consists of bidirectional LSTM layer of 100 concealed units and yields the
last part of the series. The final network has 41 classes by including a completely connected layer of
size 9 followed by a layer of softmax and a classification layer. For training the device using LSTN,
data is loaded in the same manner as in CNN. For padding, the LSTM network partitions the training
sample dataset into dinky-batches. To ensure that the segments have the same length, the network
applies padding. For training and testing, the train Network use feature is used to train the LSTM
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network. The testing is done in the same way as the training, except for the data being the difference.
The NPS rating is generated following testing.

5.1 Experimental Setup

Windows 64bit operating system was used with the support of 8GB RAM. Also, Python
programming language was used with Python libraries, for example, TensorFlow, Docker Server,
Anaconda. The hyper-parameters considered in all the models are shown in Tab. 4.

Table 4: Various hyper parameters during the experimentation of different models

Model Epochs Learning  Batch Dimension Activation Loss Optimizer

CNN 100 0.001 128 41 ReLu Cross Adam
entropy

LSTM 100 0.001 128 41 Softmax  Cross Adam
entropy

Model Epochs Objective  # of splits  Stopping  Learning  Child Leaves
sample

LightGBM 2000 "Binary 5 50 0.01 300 150

Model Estimators Depth Depth Folds Node’s Loss

nodes leaves shuffling
XGBoost 300 6 8 3 True Logloss
5.2 Dataset

To perform the experiments, publicly available Microsoft Malware Prediction dataset was used.
This data set is created for Research Prediction Competition at Kaggle [33]. This dataset contains
83 features in total and contains noise and imbalanced data. The dataset consists of three files, i.e.,
sample submission, test, and train. The proposed scheme focused on balancing the data and making
the data ready for experiments. Around 21,736 malwares were used that come from 9 different malware
families.

5.3 Performance Metric

As a performance metric to validate the efficiency of proposed framework TRACE, the following
parameters were used to compare the results of all the deep learning algorithms. In the equations,
the term TP denotes the true positive, FP is the false positive, TN denotes the true negative, and FN
denotes the false negative. The accuracy metric (Eq. (11)) quantifies the ratio of correctly judged results
by the model.

TP+ TN
Accuracy = (11)
TP+ TN + FP+ FN

Also AUC (Area Under the Curve) was used to determine which of the used models predicts the
classes best. AUC is based on the false positive rate (FPR) and the true positive rate (TPR). The true
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positive rate, also known as recall, quantifies the number of valid classifications made by the classifier
out of all observations that are true.

TP
TPR = Recall = ———— (12)
TP+ FN
The false positive rate (FPR) measures the ratio of false positives within the negative samples and
computed as follows:

FP
FPR= ——— (13)
TN + FP
The Precision quantifies the number of positive class predictions that belong to the positive class

and computed as follows:

TP
Precision = ——— (14)
TP+ FP

F1 score (Eq. (15) is defined as weighted average of recall (Eq. (12)) and precision (Eq. (14)), thus
balances any concerns associated with the recall and precision results.
1 + B2 % Recall  Precision

F — Score = —
B? * (Recall + Precision)

(15)

where B reflects recall vs. precision.

6 Results and Discussions

It is important to look at the performance of the deep learning models when working with a large
dataset like the Microsoft Malware Prediction Competition dataset. As noted early, the dataset was
transformed into a sparse matrix (SM) so that it can be used by the deep learning models as well as
the decision tree model. The SM with an LGBM baseline model were paired in this experiment. For
memory management purposes, the information was partitioned into smaller chunks of 120000 rows
(sample set produced by SOTU). Tab. 5 shows some of the performance data for LSTM and CNN.
The confusion matrix was used to measure the performance of the LSTM, LightGBM, XGBoost and
CNN models. The results of all the models are shown in Tab. 6 in terms of (TPR), (FPR), true negative
rate (TNR) and false negative rate (FNR). In terms of TPR, LSTM performs better than the other
models.

Table 5: Various evaluation parameters during training and testing of CNN and LSTM

Model CNN LSTM

Epoch Execute time Train loss Validity loss Execute time Train loss Validity loss
1 1765 0.6211 0.6776 171s 0.6142 0.7521

2 172s 0.6177 0.7834 170s 0.6141 0.7520

3 171s 0.6169 0.8457 171s 0.6139 0.7039

4 171s 0.6162 0.7881 171s 0.6138 0.7016

5 170s 0.6157 0.7912 172s 0.6137 0.6936

6 170s 0.6154 0.7669 174s 0.6136 0.6820

(Continued)
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Model CNN LSTM

Epoch Execute time Train loss Validity loss Execute time Train loss Validity loss

7 169s 0.6150 0.8036 174s 0.6135 0.6604

8 169s 0.6148 0.7071 173s 0.6133 0.6623

9 168s 0.6146 0.7413 174s 0.6133 0.6723

10 173s 0.6144 0.7566 173s 0.6134 0.6666
Table 6: Confusion matrix of all the models

Cycle Training Testing

Results LightGBM  XGBoost CNN LSTM LightGBM XGBoost CNN LSTM

TPR 0.61 0.60 0.63 0.51 0.72 0.70 0.83 0.84

FPR 0.39 0.40 0.37 0.49 0.28 0.30 0.17 0.16

TNR 0.36 0.35 0.33 0.34 0.21 0.25 0.13 0.12

FNR 0.64 0.65 0.67 0.66 0.79 0.75 0.87 0.88

Tab. 7 shows the performance of LSTM, LightGBM, XGBoost and CNN models in terms of
precision, recall and F1-score computed during the training and testing of the models. To evaluate the
efficiency and effectiveness of the proposed framework TRACE, a discrimination probability which
is computed in the last phase of the framework was used. This probability is computed by combining
the results of all the four models (CNN, LSTM, LightGBM, XGBoost), i.e., S1, S2, S3, and S4. This
probability indicates the likelihood of malware injected into the machine. Our framework TRACE
took 220 s, and the estimation of malware significantly outperformed the other methods.

Table 7: Resulting parameters during training and testing of models

Cycle Training Testing
Model Train Precn Recall Fl-score  Precn Recall F1-score
CNN 0 0.651 0.633 0.642 0.51 0.97 0.67

1 0.662 0.674 0.665 0.79 0.11 0.20
LSTM 0 0.601 0.513 0.552 0.60 0.51 0.55

1 0.587 0.664 0.621 0.58 0.66 0.62
LightGBM 0 0.631 0.602 0.612 0.61 0.58 0.60

1 0.621 0.653 0.632 0.60 0.63 0.61
XGBoost 0 0.630 0.612 0.621 0.63 0.58 0.60

1 0.622 0.641 0.631 0.58 0.64 0.61
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Next, results were presented when TRACE is compared against other models with respect to True
Positive Rate (TPR) (Fig. 4), F-score (Fig. 3), and AUC (Area Under Curve) (Fig. 5). Fig. 3 shows the
malware detection performance of TRACE (i.e., Decision) as compared to others in terms of F-score
metrics. From the diagram, it can be observed that TRACE (i.e., Decision in the graph) outperforms
the other approaches substantially. This is because all the other models significantly contributed to
the results of malware detection of TRACE model. Fig. 4 shows the malware detection performance
of TRACE (i.e., Decision) with respect to TPR as compared to other models. TRACE (i.e., Decision
in the graph) performs best in terms of TPR as it efficiently combines the results of other models.
Fig. 5 shows the malware detection performance of TRACE (i.e., Decision) with respect to AUC as
compared to other models. TRACE (i.e., Decision in the graph) performs best in terms of AUC as it
efficiently combines the results of other models. From this graph, it can be observed that TRACE (i.e.,
Decision) achieves a precision of 96.01% whereas LSTM and CNN achieve slightly under 80%, and
LightGBM and XGBoost achieve about 80%.

100 +

LSTM CNN LightGBM XGBoost Decision

Figure 3: Malware detection performance of TRACE (i.e., decision) with respect to F-score

100 +

60 T

40 T

20 T

LSTM CNN LightGBM XGBoost Decision

Figure 4: Malware detection performance of TRACE (i.e., decision) with respect to TPR
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Figure 5: Malware detection performance of TRACE (i.e., decision) with respect to AUC

7 Conclusion

Malware is at the root of many cyber-security threats, including national security threats. It is
estimated that cyber-attacks are the most dangerous security issue in the world today. Sometimes a
single cyber-security breach may cost more than the cost of many natural disasters. The race between
cyber-attackers and anti-malware tool developers is never ending. Therefore, researchers must put
sustained pressure on cyber criminals to ensure that malware is detected as early as possible. To this
end, a malware detection algorithm called TRACE was proposed, which combines malware analysis,
feature extraction and deep learning architectures. Unlike the existing approaches that regard malware
detection as a classification problem, the proposed approach deploys both regression as well as a
classification technique and use various feature engineering techniques to significantly reduce the
feature space. Extensive performance evaluation indicates that the proposed mechanism maintains
outstanding classification capability. The proposed method achieved 96.01% precision, outperforming
other models. In addition, the efficiency of the proposed model was measured to validate the efficacy
and sustainability of various deep learning approaches. On average, it only took 0.76 s for TRACE to
identify a fresh file.
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