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Abstract: Social distancing and self-isolation management are crucial preven-
tive measures that can save millions of lives during challenging pandemics
of diseases such as the Spanish flu, swine flu, and coronavirus disease 2019
(COVID-19). This study describes the comprehensive and effective imple-
mentation of the Industrial Internet of Things and machine-to-machine
technologies for social distancing and smart self-isolation management. These
technologies can help prevent outbreaks of any disease that can disperse
widely and develop into a pandemic. Initially, a smart wristband is proposed
that incorporates Bluetooth beacon technology to facilitate the tracing and
tracking of Bluetooth Low Energy beacon packets for smart contact tracing.
Second, the connectivity of the device with Android or iOS applications
using long-term evolution technology is realized to achieve mobility. Finally,
mathematical formulations are proposed to measure the distance between
coordinates in order to detect geo-fencing violations. These formulations are
specifically designed for the virtual circular and polygonal boundaries used
to restrict suspected or infected persons from trespassing in predetermined
areas, e.g., at home, in a hospital, or in an isolation ward. The proposed
framework outperforms existing solutions, since it is implemented on a wider
scale, provides a range of functionalities, and is cost-effective.

Keywords: Coronavirus disease 2019; pandemic; machine-to-machine;
industrial internet of things; social distance; geo-fencing

1 Introduction

A pandemic is an outbreak of a disease that rapidly spreads over a wide geographic area, a
country, or around the world, and affects a large proportion of the population with a high rate
of virulent infections and fatalities. In the 20th century, influenza was declared a global pandemic
three times, in 1918, 1957, and 1968. Pandemics have exerted widespread and deadly impacts on
Hong Kong, Spain, and Asia [1,2]. In the 21st century, severe acute respiratory syndrome (SARS)
emerged, resembling the ongoing coronavirus disease 2019 (COVID-19). SARS is considered the
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first pandemic of the 2Ist century and was followed by a second pandemic in 2009, the so-
called “swine flu,” which afflicted 11%-21% of the global population. Several other epidemics
have occurred in the 21st century, such as the Middle East respiratory syndrome (MERS), Ebola,
and the avian flu, among others. While these epidemics were lethal and caused many fatalities,
they did not develop into pandemics [3]. In December 2019, however, a precipitous outbreak of
an unknown disease originating in Wuhan City, China began to expand rapidly and was given
the name CoV-2 or COVID-19 [4]. The outbreak of COVID-19 has to date affected more than
213 countries. Over 12.1 million confirmed cases have been reported, including 550,000 casualties
(statistics as of July 9, 2020).

The first known pandemic occurred in 1918. The outbreak of the Spanish flu was one of the
deadliest events of that era, resulting in more than 100 million casualties in less than 16 weeks. In
addition, two more pandemics occurred in the same era. The Asian and Hong Kong flu outbreaks
took place in 1957 and 1968, respectively. In 1957, four million fatalities were reported worldwide
due to the proliferation of influenza. Similarly, the H3N2 virus was declared a pandemic in 1968.
The H3N2 virus originated in Hong Kong and took more than two million lives around the world.
In November 2002, SARS emerged and led to 774 fatalities. It was followed by the swine flu,
which was more lethal, claiming approximately 575,000 lives [5].

The outbreak of COVID-19 was declared a pandemic by the World Health Organization
(WHO) on March 11, 2020. Since then, hundreds of millions of people have been in a state
of lockdown that is affecting local and global economies, and severely hampering their growth
prospects. Most countries are striving to keep their economies afloat, and seeking external aid
to support their healthcare systems. Mitigation measures for the current pandemic would benefit
from the implementation of state-of-the-art technologies, to help improve the global economy.
The ultimate objective of this study was to present and provide such solutions. The impact of
the shortcomings of many existing technologies to cope with the extent of COVID-19’s effects is
being widely felt. Supply chain operations have been severely affected and forced into a partial
shutdown, mainly due to the lack of implementation of the necessary technological advancements
during this pandemic [0]. The region-wide statistics of COVID-19 cases as of July 9, 2020, as
reported by WHO, are presented in Fig. 1.
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Figure 1: Regional comparison of COVID-19 cases
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Moreover, the vulnerabilities of healthcare systems have been exposed due to their lack of
preparation for managing such a situation. In the financial arena, the impact of COVID-19 on
the stock markets has been ruinous, as highlighted by the charts in Fig. 2. The percent changes
of the global market indices (on the y-axis) demonstrate how the stock exchanges of Shanghai,
Hang Seng, Nikkei, Dow Jones, and the FTSE 100, respectively of China, Hong Kong, Tokyo, the
United States, and London, have all been severely impacted since the declaration of emergency by
the WHO. The world economy has been drastically affected in tandem by COVID-19. Meanwhile,
the development of a vaccine is still in process and may not be completed soon. In the meantime,
the WHO is continually issuing safety recommendations to the general public, including guidelines
covering preventive measures in order to inform people of ways to mitigate the spread of the
disease. Social distancing, for example, has been one of the strongly recommended preventive
measures by the WHO for reducing the spread of COVID-19.
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Figure 2: COVID-19 impact on stock markets [7]

Social distancing emphasizes sustaining defined distances between individuals in order to
restrict the proliferation of virulent disease and manage pandemics. People are advised to keep at
least one meter (about two arm’s lengths) apart and avoid close contact with individuals to adhere
to the social distancing standard operating procedures of the WHO. When an infected person
coughs, sneezes, or speaks, small liquid droplets containing fragments of a virus are released from
the nose or mouth of the infected individual, disperse in the air, and land on the surrounding
entities, thus spreading the virus and driving the pandemic. The WHO recommendations are
intended to curb such situations.

In the era of influenza, when technology was not as advanced and knowledge was more
limited, disease claimed many lives as a result of people not following social distancing. Social
distancing was the sole intervention available. It was imposed by traditional lockdown, had a
drastic impact on the economy of developing countries, and resulted in worldwide economic crises.
The COVID-19 pandemic is occurring in the current era. The solution, an imposed lockdown that
drastically impacts economies, is similar despite the advancement of technology.
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In this study, several state-of-the-art technologies are described that can be adopted as effec-
tive and smart solutions for maintaining social distance. This research provides a comprehensive
methodology for achieving smart social distancing and self-isolation management with the help of
the Industrial Internet of Things (IIoT) and machine-to-machine (M2M) technologies. A wearable
wristband that incorporates Bluetooth beacon technology for smart contact tracing and social
distancing is proposed as an IoT device. This provides a smart mechanism for detecting the range
and position of workers in offices, factories, and other sectors where employees interact and work
together. Wearable device connectivity with the Android/iOS application is maintained in order
to achieve mobility using long-term evolution (LTE). Finally, a few mathematical formulations
are proposed to determine accurate measurements of the distances between the coordinates that
indicate virtual boundaries in the form of circular and polygonal shapes. This helps to restrict
suspected or infected people in a specified area, e.g., hospitals, quarantine centers, isolation wards,
and other locations. The proposed solution not only reduces the spread of the disease but also
acts as a catalyst to improve the economic conditions of any country.

The remaining sections of this manuscript are organized as follows. Section 2 presents a
literature review and a brief overview of the technologies that are used to develop an advanced
system to achieve social distancing and isolation management techniques. Section 3 describes the
proposed system, including the implementation details for preventing the pandemic using advanced
technologies. Analysis and discussion are presented in Section 4. Section 5 concludes the article
and describes future work.

2 Literature Review and Related Technologies

Recently, various approaches have been taken by the research community to address COVID-
19. Several researchers have targeted diagnosis and tracking strategies for the disease [8—12]. Most
of the diagnosis-related research has been based on artificial intelligence (AI) techniques that use
radiology images for early prediction of the disease. The disease-tracking domain exploits pattern
matching and modeling techniques to estimate infected individuals and predict outbreak trajec-
tories. Drug discovery is another prominent area of research for COVID-19. In this area, novel
drug compounds are generated with the help of multiple Al techniques [13,14]. Several researchers
have highlighted the necessity of awareness and social control by focusing on the detection of
the cough types and temperatures of the suspected person through smart devices [15,16]. Social
distancing is another critical area that requires attention since there are few published studies on
this topic.

The following subsections provide a brief overview of the available technologies that are being
used to develop a social distancing and isolation management system.

2.1 Social Distancing

In early research on social distancing, researchers proposed targeted social distancing to mit-
igate influenza that emerged as a pandemic in the form of a respiratory disorder. These scientists
simulated the spread of influenza within closed social contacts. Subsequently, they recommended
the design for social distancing in a conventional community representing a small town in the
United States [17].

The procedure for preventing the spread of influenza was to govern the social distancing
through the identification of critically ill teenagers, their transmission routes of the virus to the
target, and isolation of these individuals for prevention purposes [!7]. The number of cases was
reduced by safeguarding teenagers at home. The goal was to narrow the social circle by suspending
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schools, colleges, and universities, which ultimately proved to be a defense against the virulent
disease in the absence of a vaccine.

2.2 Industrial Internet of Things

The IIoT refers to industrial devices or sensors that are connected to wireless networks and
which gather and share data. The IloT is significantly utilized in different sectors and indus-
tries [18]. IIoT devices can be in the form of actuators, sensors, and electronic chips. Objects
gather data from their surroundings, after which they communicate and transmit the data over
the Internet for the extraction of meaningful and necessary information [19]. There are hundreds
of applications of the Internet of Things (IoT), e.g., home automation, fleet management, fuel
telematics, weather broadcasting, and others. [20]. Industrial implementation of the IoT assists the
automation and reinforcement of manufacturing, production, and industrial operations [21]. An
overview of the applications of the IoT, IIoT, and Industry 4.0 is illustrated in Fig. 3.
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Figure 3: Schematic overview of applications of the IoT, IIoT, and Industry 4.0

2.3 M2M Communication

M2M is a broad term encompassing any technology that permits devices to interact and
share data autonomously. M2M communication is a key sanctioning technology for long-running
industrial IoT applications, since no human intervention is required. It plays a vital role in
the efficient connectivity and integration of computerized processing machines such as sensors,
actuators, controllers, and robots. M2M communication comprises Al and machine learning that
facilitates IoT devices to communicate automatically and provides an ultra-modern architecture
for the smart communication of IoT devices [22]. The M2M architecture is shown in Fig. 4.

2.4 Geo-Fencing

Geo-fencing can be described as a virtual boundary of coordinates around a desired geo-
graphical location. It is used as a service that helps to detect the entry and exit points upon
receiving real-time GPS coordinates [23-25]. The different types of geo-fencing are shown in
Fig. 5. The movement of subjects is determined for defined global positioning system (GPS) coor-
dinates of specified areas, e.g., hospitals, quarantine centers, isolation areas, and other locations.
The usage of geo-fencing is discussed later in the methodology section of this manuscript.
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2.5 Bluetooth Beacon

Bluetooth technology was launched in 1999 with the core objective of providing short-range
communication for data sharing. It has a short range of up to 100 m. Virtually every smartphone
is equipped with this technology for data sharing, although a few disadvantages exist for short-
range connections, e.g., a large number of devices are required to deploy coverage of large area
networks. The problem that was identified in research on 802.11-based localization is the accuracy
of judging the gap from a beacon due to complex signal propagation issues. This problem is
mitigated by Bluetooth beacon technology [26].



CMC, 2021, vol.67, no.3 3551

Unlike other technologies, Bluetooth beacons are very economical and simple to deploy, and
are therefore feasible for indoor localization. Solutions based on Bluetooth beacon technology
can be implemented for the indoor environment along with the establishment of connectivity to
a long-range wide-area network (LoRaWAN) router. This permits smart transmission of beacon
packets to servers in order to provide contact tracing. Fig. 6 shows the way a Bluetooth-based
mobile or any device transmits data to the server or over the Internet using a Bluetooth-based
network. A similar model was adopted in this research, along with the addition of a LoRaWAN
router that enables Bluetooth-based networks to route data from local devices to servers for smart
utilization at the application layer.
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Figure 6: Bluetooth-based transmission of data to the server

Bluetooth beacons can act as an advertiser and continue to transmit signals after a specified
interval of approximately 0.1 s. Similarly, at the other end, other devices or access points act as
scanners, receive the signal, and perform appropriate actions accordingly.

Various procedures exist to attain localization using Bluetooth beacons, including cell-based
methods, triangulation, and trilateration [26]. The triangulation method is inefficient for indoor
localization, as it depends upon the line of sight of each beacon. Therefore, the cell-based
method is used to determine the region of intersection of visible beacon ranges, since it deter-
mines the location of the traveler based on the visibility of beacons. Cell-based methods are
not only popular for Bluetooth but also for radiofrequency identification (RFID) and infrared
(IR) techniques.

2.6 Ultra-Wideband Technology

Ultra-wideband (UWB) is one of the advanced wireless technologies, but it is extremely costly
due to its high power consumption. UWB can be used to calculate distance in centimeters by
measuring the signal time between receiver and transmitter and can be utilized to transmit data
over short distances.
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3 Proposed System and Implementation

The world is witnessing a crisis due to the persistence of COVID-19, and there is a huge need
for social distancing solutions to increase the effectiveness of mitigation measures. Therefore, a
wide range of low-energy Bluetooth-based M2M devices have been tested in order to manage the
effective implementation of IoT devices that work on a low-power wide-area network and support
bi-directional communication. Under these conditions, a single gateway can accommodate up to
thousands of devices or nodes.

This section briefly elaborates on techniques and methodologies for the prevention of out-
breaks through social distancing using IloT and M2M technologies followed by smart isolation
management based on geo-fencing. This section comprises four subsections. Hardware components
to support the proposed technique for social distancing are briefly discussed in Subsection 3.1.
Subsection 3.2 emphasizes the establishment of network connectivity between the sensors, router,
and server. The step-by-step implementation of the social distancing technique is discussed in Sub-
section 3.3. The implementation of smart isolation management is demonstrated in Subsection 3.4.

3.1 Hardware Components
The following components were utilized to develop the social distancing solution:

e M2M device (wearable wristband)
e LoRaWAN router

3.1.1 M2M Device ( Wearable Wristband)

The proposed wearable wristband based on Bluetooth Low Energy (BLE) technology (used
as an IoT device) is a sophisticated technology that has a low-power-consumption chipset with
a rechargeable battery. The specific usage of this device is for contact tracing and personal
positioning with continuous transmission capability, although a user application is also available
for the configuration of the device, which makes it more convenient for implementation on a very
large scale. For example, the user can set the connection type and interval of data transmission for
the device. Moreover, it also supports BLES.0, a three-axis accelerometer, and contains advanced
security options such as encryption of credentials and data that are being advertised. The M2M
wristband based on BLE beacons is shown in Fig. 7.

The specifications of the device make it more rigorous for contact tracing, social distancing,
and isolation management. The specifications are listed in Tab. 1.

Contact tracing may be supported by providing wristbands to encourage end users to main-
tain social distancing. This helps to decrease the impact of the pandemic and to avoid the spread
of virulent disease. Localization is managed using a cell-based method that depicts the intersection
point based on visible beacon ranges [20]. These methods are prevalent in the implementation of
short-range connectivity, e.g., RFID, Bluetooth, and infrared.

3.1.2 LoRaWAN Router

A LoRaWAN 8-channel gateway is proposed to operate in indoor locations. The gateway has
a compact appearance and is easy to install on a roof, wall, or in an indoor environment [27,28].
A LoRaWAN router can be widely used in smart factories, smart buildings, smart offices, and
other 1oT systems. A LoRaWAN router is presented in Fig. 8, and its specifications are described
in Tab. 2.



CMC, 2021, vol.67, no.3

3553

Figure 7: M2M wristband based on BLE beacons

Table 1: Specifications of M2M wristband for social distancing

Item

Description

Battery model
Battery lifetime
Operation voltage
Waterproof level
Static current
Average current
Transmission range
Antenna

Body size

Wearable range

Net weight
Operating temperature
Storage temperature
NFC

Lithium polymer battery
Approximately two months
33V

1P67

14.7 uA

50 uA

<55 m

50 ohm

40.89 mm x 20.18 mm x 12 mm
13-21 cm

248 g

—20 to 60°C

20 to 30°C

NFC tag

3.2 Network Connectivity

A small network comprised of IoT devices (wristbands), a LoRaWAN router, and a server
was established to validate the technique of social distancing and depict the implementation of
social distancing through technology (Fig. 9). IoT devices work both as transmitters and receivers.
Multiple wristbands equipped with BLE beacons are connected to the LoRaWAN router and are
utilized as a connecting medium between the IoT devices and the server. The wristbands support
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two-way communication and facilitate routing packets (generated by the wristbands) to the server.
Subsequently, the data are utilized by the application layer to detect and respond with accurate
distance violation alerts.

Figure 8: LoRaWAN router

Table 2: Specifications of LoRaWAN router

Item Description
Frequency bands 433/470, 868/915 MHZ
LoRaWAN®-based protocol ~ V1.0.2

WiFi standard

Input voltage
Working mode
Channels

Max Tx power

Max Rx sensitivity
Backhaul connectivity
Dimensions

IEEE 802.11b/g/n

12VDC/POE 48 V

Half-duplex

8

30 dBm

—141 dBm

Ethernet/WiFi

120 mm x 120 mm x 22.5 mm (not including antenna)

3.3 Implementation of Social Distancing Strategy

The implementation of a social distancing solution using M2M technology based on BLE
beacons consists of the following steps.

Step 1: The LoRaWAN router is installed on the premises of the implementation area in
order to capture signals from beacons and transmit the signals to the server or application layer
for the detection of violations.

Step 2: Location is also preserved by restricting connectivity to a specific location for the
range of the LoORaWAN router. Subsequently, wearable devices are configured to transmit packets
to the servers. The following are the two essential functions that are considered as significant
parameters for testing.
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Figure 9: Data flow diagram for contact tracing

e Advertiser: The advertiser configuration settings are essential for setting the transmission
interval of beacon packets, which can be configured through a user application. These set-
tings also help to modify data content for the receiving medium. We enabled the broadcast
trigger function for testing purposes and set its duration to one second, which served as the
interval to obtain packets for the detection of distance violations. The transmission interval
of the proposed device can be set from 1 to 65,535 s, as required.

e Scanner: The configuration of the scanner helps to scan and track the other violating
device. We enabled this functionality to detect the violations of distancing such that upon
violation, packets are transmitted to the server immediately through the network using the
LoRaWAN router. The distance between the two bands is configured in meters to obtain
instant notifications in the form of vibrations or a beep sound to alert users.

Step 3: After configuration, wristbands are turned in to the end-users for the exercise of social
distancing and to keep track of contact tracing violations (Fig. 10).

Step 4: Contact tracing logs generated by the IoT devices (wristbands) are helpful in moni-
toring and controlling the activities of users. The system-generated logs of successful testing are
described in Tab. 3 as a proof of concept. The details in Tab. 3 reveal that the intruding incident
information comprises the following attributes.

Date and Time—Incident timestamp

Alert Name—Incident name (i.e., distance violation/fence violation)

Distance—Calculated distance between the beacons when a violation occurred

Employee ID—Which employee or user wristband generated the violation alert

Contacting Employee ID—Which employee or user ID made contact with the wristband of
the person who generated the alert.
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Table 3: Intruding incident information

Date & time Alert name Distance (m) Employee ID  Contacting employee 1D
5/1/2020 14:00  Distance violation 2 6383 6406
5/2/2020 14:30  Distance violation 1.5 6401 6385
5/3/2020 17:00  Distance violation 0.1 6383 6401

3.4 Implementation of Smart Self-Isolation Management

Another effective precautionary measure to overcome the pandemic is self-isolation manage-
ment. This subsection comprises the extended implementation of a wearable device for isolation
management. The proposed device has the proficiency to communicate with Android- and 1OS-
based applications (Fig. 11). This communication helps to transmit GPS and Beacon data to
the server using the Global System for Mobile Communications/General Packet Radio Service
(GSM/GPRS) or LTE, regardless of the dependence on any router to achieve mobility. LTE is
defined as an Enhanced Data Rates for GSM Evolution (GSM/EDGE) and Universal Mobile
Telecommunications Service/High-Speed Packet Access (UMTS/HSPA) technology-based standard
for accurate and efficient transformation, which also enhances the speed and capacity of wireless
data media. The mobility is achieved regardless of the range restriction of the router at a
particular location using wristband and smartphone application connectivity (Fig. 11).

Raw data are transmitted to the phone from the device (Fig. 12); the details are
as follows.

e The broadcasted data of the wristband are in standard iBeacon format.

e The response packet contains 0OxFF02 non-BLE broadcast-type device service data (includ-
ing signal strength, Tx power, connection, scan status, battery voltage, media access control,
or MAC address) and complete local name (default: Tracker001).
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Raw data:

0x0201061AFF4C000215E2C56DBSDFFB48D2 [—D
BO60DOFSA71096E0000000008F121602FF00
000000BFO0110CFBE6FA4A76FSDEOBO95472
6163686572303031

Detaul;:

LEN. [TYPE VALUE
2 0x01 0x06

26  OxFF 0x4C000215E2CS6DBSDFFB48D2B060D
OF5A71096E0000000008F

18 0x16 Ox02FFO0000000BFO0110CFSEGFA4ATE |
FSDE

11 0x09 0x54726163686572303031

+

Figure 12: Broadcast data (wristband to a smartphone)
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3.4.1 Geo-Fencing Creation for Isolation Management

Geo-fencing helps users to define the virtual boundary or desired fence for patients in
hospitals, quarantine centers, and healthcare locations in order to confine them within speci-
fied boundaries through the proposed system. Real-time location based on GPS coordinates is
obtained through the proposed device to determine the presence of a person inside or outside the
fence. In this context, circular and polygonal fences are used to validate the proposed solution.
The following steps are applied to achieve the objectives of smart isolation management.

Step I: Polygonal and circular fences are created over Google Maps for the validation of the
proposed techniques. The fences show the location of the quarantine center in order to refrain the
mobility of users to a specified area. It was found that proper violation alerts are achieved through
the implementation of proposed mathematical equations for distance calculation (discussed in the
following section). Similarly, it was discovered that the proposed system can restrict patients to
quarantine centers, hospitals, or isolation wards.

Step 2: Once fences are defined, wristbands are provided to users to permit device communi-
cation with smart applications. LTE technology is used to transmit coordinates to the server. If a
contravention of the policies of the fence occurs, an alert from the smartphone application is sent
to the concerned authorities, notifying them of the violation of a certain location and advising
them to take necessary actions.

3.4.2 Proposed Mathematical Formulation for Self-Isolation Management

Traditional distance formulae have accuracy issues in detecting fence violations while imple-
menting geo-fencing. Consequently, the following two mathematical equations were analyzed for
the detection of distant violations and found to be 100% accurate. Initially, the Pythagorean
theorem, as expressed in Eq. (1), is applied for both circular and polygonal fences in order to
compute the distance for violation detection:

DZ\/(Xp_xc)2+(Vp_yc)za (1

where (x,, yp) and (x., y.) indicate patient and quarantine center coordinates, respectively, and
D is the distance between the patient and the quarantine center coordinates.

Let R be the radius of the quarantine center. The patient is in the quarantine center if D < R,
on its boundary if D= R, and outside the quarantine center if D > R. Implementation of Eq. (1)
resulted in less accurate outcomes when assuming polygonal fences, since the radius applies only to
circular areas. This deficiency eventually necessitated a smart approach to check polygonal fences.
Therefore, to resolve this accuracy issue for polygonal fences, the Haversian formula was utilized
and found to be ideal for spherical trigonometry. The Haversian formula is expressed as Eq. (2):

D= A Cos (Sm (W) % Sin (Wa) + Cos (¥7) * Cos (W) * Cos (61 _ 62)) 6371000, )

where (W, 61) and (s, 62) indicate the GPS coordinates of patient and quarantine center,
respectively.

Eq. (2) achieved satisfactory results for polygonal fences, although it is not recommended for
circular fences due to its computational complexity. The distance calculation in Eq. (1) is easy
and accurate for circular fences. Hence, it is suggested that in the case of a circular fence Eq. (1)
is more appropriate, while Eq. (2) is preferred for polygonal fences.
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3.4.3 Work Flow
The following are the working steps.

e The device transmits GPS and iBeacon format data to a smartphone.

e The application in the smartphone receives the data and transmits them to the server.

e The server processes the GPS and iBeacon format data, calculates violations based on the
geo-fencing policy, and maintains logs accordingly. Furthermore, the server also keeps track
of devices that come into close proximity. The implementation details of geo-fencing are
discussed in the following section.

4 Analysis and Discussion

Social distancing is one of the fundamental behaviors to be supervised in circumstances such
as the COVID-19 outbreak in order to prevent pandemics. It has been noted that users will
practice social distancing in public places to maintain a safe distance with each other using
technology, which results in a lower number of positive cases and thus helps control outbreaks
of the disease. Hence, technology plays a vital role in helping users maintain social distance,
while also providing visibility and transparency for authorities who are attempting to monitor
their activities and observe their interactions with one another. For instance, if an employee
becomes a victim of a virulent disease, the system will help those concerned to identify his or
her contacts using contact tracing logs rather than forcing a complete lockdown of the entire
premises, which would ultimately affect production and negatively impact the economy. Therefore,
the implementation of technology for contact tracing will not only prevent pandemics but also
help to boost the economy even in pandemic-like situations.

Self-isolation management is also described in this study, which can be applied in quarantine
centers or hospitals to restrict patients from leaving or violating the fencing policy. More advanced
approaches for supervising heterogeneous fences can be considered with the implementation of
smart isolation that may apply to diverse sectors. Contact tracing is imperative for practicing social
distancing among individuals in order to reduce the impact of COVID-19. The preferred device
imparts a contact-tracing mechanism followed by geo-fencing for self-isolation management.

In response to COVID-19, IoT-based organizations are working on different technologies for
smart contact tracing. Proximity and UWB technologies are being tested to serve this purpose.
Teltonika [29] is one of the organizations that has been providing IoT-based solutions over the
past 20 years, and its products and solutions are popular and utilized globally. Recently, Teltonika
has launched an autonomous tracking device, which they call “GHS5200,” as a proximity solution
in response to COVID-19. This device works as an ID card holder and provides instant alerts
upon violation of proximity rules for social distancing. It has been reported [30] that this IoT
company has deployed over 1200 IoT-based systems worldwide and is also providing contact-
tracing solutions based on UWB technology. UWB technology is significantly more expensive than
BLE beacons, however. A comparison of the cost of devices using BLE, UWB, and proximity
technology is presented in Tab. 4 to validate the possible economical implementation of our pro-
posed solution on a large scale. In addition, Accent Systems is also an IoT-based organization that
has launched BLE-based wristbands for contact tracing without a central authority mechanism.
In contrast with our solution, their proposed devices store data internally for contacts and do not
transmit to servers for centralized monitoring.

Cost is one of the significant factors to be considered when implementing solutions in a
pandemic. UWB Tags, which are being proposed by some organizations, have an initial cost
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of $ 45. This is expensive compared with our proposed solution based on BLE beacons. Each
embedded BLE beacon costs around $12, which is 26% less than the UWB tags.

A comparison of contact-tracing solutions from these organizations with our proposed solu-
tion is presented in Tab. 4. Proximity-and UWB-based solutions are much more expensive than
beacons. In recent years, it has been observed that Bluetooth beacons are preferred for indoor
localization services since they are economical and convenient. Similarly, our proposed solution
is based exclusively on BLE beacons, which are embedded in wristbands, and available at an
affordable price. These devices are portable, have a long battery life, and eliminate the need
for an external power source. Moreover, we provide a single-desk operational structure for both
contact tracing and geo-fencing functionalities, which differentiates our solution from the existing
commercial products. Implementation of the proposed solution is simple and economical for wide
ranges compared with other available solutions. Our solution is beneficial for users in public places
such as hospitals, isolation units, and facility centers.

Table 4: Technology and cost-wise comparison of available solutions with the proposed solution

Organization Technology Cost (USD)  Accuracy Contract Isolation
level tracing management
Teltonika [29] Proximity §72 Low v X
Tsingoal [30] Ultra-wideband $45 High v X
Accent systems [31]  Bluetooth $15 Moderate v X
Proposed solution BLE Beacons, §12 High v v
LoRaWAN, and
LTE

5 Conclusions and Future Directions

Research has substantiated that smart social distancing can be achieved using M2M tech-
nology based on IloT devices. Bluetooth beacons play a significant role in contact tracing using
two-way communication through the transmitter and receiver. In addition to social distancing,
self-isolation management can also be achieved with smart devices using LTE technology. Hence,
the effective implementation of M2M technology in wristbands based on BLE beacons is a revolu-
tionary approach for stopping the spread of a disease that may result in a pandemic. Furthermore,
industrial implementations of these IoT devices can assist countries in ways that allow businesses
to function and simultaneously practice smart preventive measures that eventually stabilize and
elevate the economy. Several organizations have financed low-cost devices based on proximity,
BLE, and UWB that allow users to comfortably wear the devices and maintain a safe social
distance. These technologies may be converted into Narrowband Internet of Things devices after
refinements for other computational factors such as processing capability, power consumption,
and battery life. In the future, advanced leading-edge technologies such as artificial intelligence,
big data, and human-augmented machine learning-based social distancing frameworks may be
introduced. Smart cameras may also be employed to monitor personal positioning, which will help
to detect violations, corroborate the maintained distance, and fight pandemics. Improvements to
the design of the wristband will allow it to have an active connection that will enhance the range
of connected devices and help to achieve mobility with embedded GSM/GPRS connectivity.
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