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ABSTRACT: Social bots are automated programs designed to spread rumors and misinformation, posing significant
threats to online security. Existing research shows that the structure of a social network significantly affects the
behavioral patterns of social bots: a higher number of connected components weakens their collaborative capabilities,
thereby reducing their proportion within the overall network. However, current social bot detection methods still make
limited use of topological features. Furthermore, both graph neural network (GNN)-based methods that rely on local
features and those that leverage global features suffer from their own limitations, and existing studies lack an effective
fusion of multi-scale information. To address these issues, this paper proposes a topology-aware multi-scale social
bot detection method, which jointly learns local and global representations through a co-training mechanism. At the
local level, topological features are effectively embedded into node representations, enhancing expressiveness while
alleviating the over-smoothing problem in GNNs. At the global level, a clustering attention mechanism is introduced
to learn global node representations, mitigating the over-globalization problem. Experimental results demonstrate that
our method effectively overcomes the limitations of single-scale approaches. Our code is publicly available at https://
anonymous.4open.science/r/TopoMSG-2C41/ (accessed on 27 October 2025).
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1 Introduction
Social bots are automated programs operating on social media platforms, where malicious bots

pose significant threats to network security through large-scale retweeting, rumor dissemination, election
interference, and extremist propaganda [1,2]. Social bot detection therefore serves as a crucial safeguard for
maintaining cyberspace security and enhancing platform credibility.

Existing social bot detection datasets are typically constructed on graph structures; however, the under-
lying sampling strategies differ substantially, leading to pronounced topological variations across datasets.
As illustrated in Fig. 1, MGTAB [3] constructs a scale-free graph by retaining only edges that are semantically
relevant to a given topic, resulting in a highly clustered local structure. TwiBot-20 [4], collected using a
breadth-first search strategy, exhibits a hierarchical and tree-like topology characterized by relatively sparse
connectivity. TwiBot-22 [5], which also employs breadth-first sampling but incorporates heterogeneous
relationships, further weakens inter-user connectivity and produces an even looser graph structure.
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Figure 1: Topological structure features across datasets. Relationships between entities include followers, friends,
comments, retweets, and other interactions

Cummings [6] argue that structural diversity in social networks fosters broader knowledge sharing
and enables users to verify information more rapidly, thereby impeding bot-driven misinformation. Zhou
et al. [7] further demonstrate that as the number of connected components among neighboring nodes
increases, the proportion of bots decreases. On the one hand, additional connectivity paths allow users to
cross-check the authenticity of message sources more swiftly; on the other hand, the intricate structure dilutes
coordination among bots and their accomplices. Consequently, we argue that the network topology, and in
particular the structure of connected components, provides a salient signal for social bot detection.

Existing graph-neural-network (GNN) approaches to social-bot detection are largely confined to single-
scale feature extraction, relying either on local neighborhoods or on global graph structures, while the
efficacy of multi-scale modeling remains under-explored. Moreover, each paradigm suffers from intrinsic
limitations. Message-passing models aggregate features from immediate neighbors and achieve strong
empirical performance; however, they are prone to over-smoothing and over-squashing [8]: as the number
of GNN layers increases, node representations become indistinguishable, yielding a sharp drop in accuracy.
Graph Transformers (GT) equipped with global attention can capture long-range dependencies and global
topology, yet they confront the local-global chaos problem [9]. These models frequently overlook informative
neighbors, leading to overfitting and excessive globalization [10].

Therefore, social bot detection faces two key challenges: (a) How to effectively leverage topological
features, in particular connected components that have been proven to correlate closely with the proportion
of social bots. (b) How to decouple message-passing and global attention mechanisms so that local and global
features can be learned independently and more effectively.

To address these issues, we propose a topology-aware, multi-scale social-bot detection framework.
Locally, we encode per-relation connected-component features via Persistent Homology, a topological-
data-analysis tool that has recently advanced deep learning [11] and delivered state-of-the-art results on
graph classification. By summarizing rich topological signatures for each edge type, persistent homology
enables our model to achieve competitive accuracy with fewer GNN layers, mitigating over-smoothing.
Globally, we introduce a cluster-wise attention mechanism that partitions the graph into structural clusters
and restricts attention to within-cluster nodes, alleviating the excessive globalization inherent in vanilla
Graph Transformers. Finally, a local-global co-training strategy adaptively balances the contributions of
local message-passing and global attention. Our unified model jointly exploits multi-scale topological
information, yielding significant gains in both accuracy and robustness.
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Our contributions are summarized as follows:

• We are the first to apply Persistent Homology to social bot detection, enhancing node representations
by capturing multi-scale topological structures under heterogeneous node relationships, while also
mitigating over-smoothing and over-squashing caused by deep GNN stacks.

• To mitigate over-globalization in Graph Transformers, we propose a clustered global attention mech-
anism that partitions the graph into non-overlapping clusters, effectively reducing the over-reliance of
Graph Transformers on global attention and alleviating local-global chaos caused by over-globalizing.

• We employ a collaborative training framework that jointly optimizes the local and global feature modules
through a shared objective, with learnable weights to automatically balance their contributions and
prevent one from dominating the learning process.

2 Related Work
Social bot detection approaches can be broadly divided into three categories: feature-based, text-based,

and graph-based methods, as summarized in Table 1. Feature-based methods rely on handcrafted user
features such as profile, content, timing, and social behavior [12,13]. Text-based methods leverage sequential
models like LSTM [14] or pre-trained language models such as T5 [15] and RoBERTa [16] to capture linguistic
patterns. However, advanced bots now mimic genuine users by stealing real content and behaviors, evading
detection based on textual and behavioral cues. As a result, methods exploiting social network structure—
particularly graph neural networks (GNNs)—have become dominant, as bots still struggle to replicate
authentic topological interaction patterns.

Table 1: Classification of social bot detection approaches

Category Feature-
based Text-based

Graph-based

Message passing Graph transformer

Local
aggregation

Relational
modeling

Message
passing

Global
attention

Method SGBot,
BotHunter

LSTM, T5,
RoBERTa

GCN,
RGCN

Hetero-
GCN

GAT, RGT,
HGT

NodeFormer,
SGFormer

Limitations

Reliance
on hand-
crafted
features

Difficult to
capture

evolving bot
behaviors

Over-
smoothing

or squeezing

Complex
relational

dependen-
cies

Over-
smoothing

or squeezing

Over-
globalization

Social networks are essentially complex graph structures constituted by massive user interactions,
excelling in capturing collective behaviors and propagation patterns compared to text analysis methods.
Existing graph-based methods can be broadly categorized into two main types: message-passing-based
methods, including GCN [17] and RGCN [18], and graph-transformer-based methods. While message-
passing-based methods have been effective in modeling local graph structures, recent advancements have
shown that graph-transformer-based methods, leveraging the powerful capabilities of transformers, are
particularly suited for capturing global dependencies and complex interaction patterns in social networks.
As a result, we focus primarily on graph-transformer-based approaches, which have demonstrated state-of-
the-art performance in social bot detection tasks. Existing graph transformer approaches can be categorized
into two main types: message-passing-based and global-attention-based.
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2.1 Message-Passing-Based
Graph Attention Networks (GATs) [19] demonstrate unique advantages in social bot detection. The

classic GAT adaptively assigns inter-node weights through attention mechanisms to capture the most
relevant interaction patterns. Inspired by this, the Relational Graph Transformer (RGT) [20] introduces
multi-relational attention mechanisms that dynamically adjust weights across semantically distinct relation-
ships, enhancing modeling capacity for complex social networks. The Heterogeneous Graph Transformer
(HGT) [21] further designs specialized attention mechanisms for diverse user types and interaction patterns
in social networks through explicit modeling of the heterogeneity of nodes and edges. These message-
passing-based GNNs not only enable flexible node aggregation but also capture diverse structural features,
achieving state-of-the-art performance in bot detection tasks.

2.2 Global-Attention-Based
Transformers provide theoretical foundations for GNNs to capture global features through learnable

fully-connected attention graphs [22]. NodeFormer [23] proposes an all-pair message passing paradigm
that reduces computational complexity to linear scale via kernelized Gumbel-Softmax operators, enabling
efficient signal propagation on large graphs. SGFormer [24] introduces a simplified graph transformer archi-
tecture that resolves quadratic overhead through single-layer attention modeling. Despite their demonstrated
potential in capturing long-range dependencies, global attention mechanisms remain underexplored in
social bot detection.

3 Preliminaries
This section formally introduces key concepts employed in our work.
Persistent Homology: Topological structures are defined as features invariant under continuous

deformations [11]. Persistent homology identifies multi-scale topological signatures by tracking homology
group evolution across filtration scales. Different homology orders represent dimensional features: 0-order
(connected components), 1-order (cycles), and 2-order (cavities).

For a k-dimensional simplicial complex C (composed of simplices: 0-simplices as vertices, 1-simplices
as edges, 2-simplices as triangles) with filtration values a0 ≤ a1 ≤ ⋅ ⋅ ⋅ ≤ an , we define a filtration process via
a filtration function f that generates nested complexes:

∅ ⊂ C1 ⊂ C2 ⊂ ⋅ ⋅ ⋅ ⊂ Cn (1)

This filtration induces birth/death events of topological structures (connected components, cycles,
voids). Each structure is associated with a birth-death pair (ai , a j), visualized in persistence diagrams where
x- and y-axes represent birth/death times. Diagonal points denote short-lived local features or noise, while
off-diagonal points correspond to persistent global structures.

4 Methodology
We propose a topology-aware multi-scale detection model. As shown in Fig. 2, the TopoMSG frame-

work integrates persistent homology-based topological learning with multi-head global attention through
a co-training strategy to jointly learn local and global representations. Specifically, the TopoLayer captures
local multi-scale topological patterns from relation-based subgraphs and incorporates these topological
features into node embeddings. In parallel, the Global Cluster Attention module captures high-level
structural dependencies by modeling interactions among node clusters through inner- and inter-cluster
attention. Finally, these heterogeneous features are fused through a co-training mechanism that jointly
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optimizes both branches under a shared loss function LCo , enhancing the discriminative power of node
representations for bot detection.

Figure 2: TopoMSG is a graph learning framework that integrates local and global topological features. It first extracts
multi-scale local topological patterns via persistent homology, then captures global structural information through a
cluster-based attention mechanism, and finally fuses features from heterogeneous modules using a co-training strategy
to enhance the discriminative power of node representations

4.1 Local Topo Relational Graph Transformer
To address the limited utilization of topological features and mitigate over-smoothing and over-

squashing caused by stacking multiple GNN layers, we propose the Local Topo Relational Graph
Transformer module. This module builds on the architecture of RGT [20] and utilizes the attention
mechanism to learn diverse node representations under each relation. Given user feature vectors xi and
feature matrix X, we first apply a linear transformation:

x(0) = LeakyReLU(W ⋅ x + b) (2)

where W ∈ Rd×d and b are learnable parameters, d is the hidden representation dimension.
The message-passing mechanism and multi-head self-attention mechanisms have demonstrated out-

standing performance in the field of graph neural networks. Consequently, we employ Graph Transformer
layers (GTLayer) to extract shallow topological representations of nodes. The hidden representations x(l−1)

j
are fed into Graph Transformer:

qr(l)
c , i = x(l−1)

i W r(l)
c ,q + br(l)

c ,q kr(l)
c , j = x(l−1)

j W r(l)
c ,k + br(l)

c ,k vr(l)
c , j = x(l−1)

j W r(l)
c ,v + br(l)

c ,v (3)

where qr(l)
c , i , kr(l)

c , j , vr(l)
c , j denote query, key, value vectors under relation r and head c, respectively; Here, r is the

index of a relation in the graph (with r = 1, . . . , R), and c is the index of an attention head (with c = 1, . . . , C).
W r(l)

c ,(q ,k ,v) and br(l)
c ,(q ,k ,v) are learnable parameters with regard to relation r and head c; i is the target node and

j ∈ N r(i) is one of its neighbors under relation r, with N r(i) denoting the neighborhood of i for relation r.
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l denotes the l-th layer of Graph Transformer. Then, we leverage the message-passing mechanism to learn
the neighborhood unit structure for each node and capture the graph structural information.

ur(l)
i = 1

C

C
∑
c=1
∑

j∈N r(i)
αr(l)

c , i , jv
r(l)
c , j (4)

where α represents the attention scores under different relations and attention heads:

αr(l)
c , i , j =

⟨qr(l)
c , i , kr(l)

c , j ⟩

∑u∈N r(i)⟨q
r(l)
c , i , kr(l)

c ,u ⟩
(5)

where ⟨⋅, ⋅⟩ denotes exponential-scaled dot-product. We employ persistent homology to extract topological
features under different relationship types and design a TopoLayer [25] to integrate these multi-relational
topological features into node representations (see Fig. 3). Further details are provided in Section 4.2:

ur(l)
To po , i = TopoLayer(ur(l)

i ) (6)

Figure 3: TopoLayer framework: We employ persistent homology to filter nodes, capturing their birth and death times
during the topological evolution of the network. These times are used as topological features. Features with short
persistence—i.e., those whose birth and death times are close and lie near the diagonal in the persistence diagram—are
regarded as noise in the network

At last, using semantic aggregation networks [20] to aggregate node representations across relations
while preserving the relation heterogeneity entailed in the social networks:

wr(l)
cs = 1

∣V ∣ ∑i∈V
qr(l)

cs

T
⋅ tanh(W r(l)

cs ⋅ ur(l)
To po , i + br(l)

cs ) (7)

where Wcs denotes the weight matrix of the cs-th attention head in the semantic-aware attention module, and
cs indexes the head responsible for capturing semantic-level relationships. V is the set of nodes. qr(l)

i denotes
the semantic attention vector. Then apply the softmax function to normalize the weights across different
relations:

βr(l)
cs =

exp(wr(l)
cs )

∑k∈R exp(wr(l)
cs )

(8)
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Finally, fuse the node representations by aggregating the outputs from all attention heads according to
their normalized weights:

xL , i =
1

Cs

Cs

∑
cs=1
[∑

r∈R
βr(l)

cs ⋅ u
r(l)
To po , i] (9)

where xL , i denotes the local topology-aware node embedding. Cs represents the number of attention heads
in the semantic network. This fusion step combines the contributions from all attention heads to produce a
comprehensive representation of node i.

4.2 TopoLayer
In this subsection, we describe the architecture of TopoLayer in detail. The TopoLayer shown in Fig. 3

corresponds to the same module depicted in Fig. 2, where Fig. 2 illustrates the overall architecture. We
employ persistent homology from topological data analysis to reveal multi-scale hidden shape features (e.g.,
0-dimensional connected components, 1-dimensional cycles, 2-dimensional voids). Specifically, we input a
graph G = (V , E), where V is the set of node vectors x(v) ∈ Rd for v ∈ V , and E is the edge set. The output
layer dimension matches that of the input layer, allowing our topological layer to be integrated into any GNN
layer seamlessly. Initially, we use k MLPs as filtering functions for persistent homology. For each function fi ,
we obtain an ordered set of node values a(1)i < a(2)i < ⋅ ⋅ ⋅ < a(n)i , which filters the graph as follows:

∅ = G(0)i ⊆ G(1)i ⊆ ⋅ ⋅ ⋅ ⊆ G(n)i = G ,

where G( j)
i = (V

( j)
i , E( j)

i ) with

V ( j)
i ∶= {v ∈ V ∣ fi(x(v)) ≤ a( j)

i },
E( j)

i ∶= {{v , w} ∈ E ∣ max{ fi(x(v)), fi(x(w))} ≤ a( j)
i }.

This process yields a collection of persistence diagrams:

ph(G j , MLP j) = {D0
j , D1

j , . . . , Dm
j },

where ph(G j , MLP j) denotes the set of persistence diagrams obtained via the mapping function MLP j, and
Dm

j represents diagrams at different filtration levels (e.g., connected components, cycles, and voids). A linear
layer is then applied to project these diagrams into d-dimensional node embeddings, enabling an end-to-end
vector representation.

tr(l)
i , j =

m
∑
p=0

Linear(Dp
j ),

where tr(l)
i , j denotes the d-dimensional topological feature representation at the j-th scale. Aggregating

k-scale features with residual connections yields:

ur(l)
Topo, i = ur(l)

i , j +
k
∑
j=1

tr(l)
i , j (10)

where ur(l)
Topo, i denotes topology-enhanced neighborhood features. We set m = 1, indicating the extraction

of features corresponding to connected components; higher-order structural information remains to be
further explored.
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4.3 Global Cluster Attention
Global-Attention-Based Graph Transformers are effective at capturing long-range dependencies, out-

performing traditional message-passing mechanisms. However, they can suffer from over-globalization,
where attention weights overly favor higher-order neighbors and neglect important information from lower-
hop neighbors. To mitigate this, we introduce Global Cluster Attention, which restricts the model’s focus
within clusters, preserving both local and global structural information. Using Metis [26], we partition the
graph into M non-overlapping clusters and remove edges enabling the nodes to focus more on intra-cluster
information. To obtain the attention for nodes within each cluster, for the k-th cluster, we have:

Hk
m =Muti-head Attention (Xk

m) (11)

where Xk
m represents the k-th cluster node embeddings, and Hk

m is the node features in cluster m. Then we
apply mean pooling to Hk

m to obtain cluster representation M. Next, we apply mean pooling to Hk
P in order

to obtain a unified representation for clusters:

M = [Mean(H1
m), Mean(H2

m), . . . , Mean(Hk
m)] (12)

And then, we feed the cluster representations M into MHA:

M̂ =Muti-head Attention (M) (13)

Then, we concat intra-cluster and inter-cluster node representation:

XG = concat((Ĥk
m , 1

N
M ⋅ M̂T)Wf ) (14)

where Wf ∈ R2d×d are learnable parameters and 1 N
M denotes all-ones vector with a dimensional of N

M .

4.4 Co-Training
We implement co-training to dynamically balance local-global feature importance. Sequentially, we feed

the output of Local Topo Graph Transformer xL , i and the Global Cluster Attention xg , i into the classifier to
obtain soft labels:

ŷ l , i = softmax (Linear(xL , i)) ŷg , i = softmax (Linear(xG , i)) (15)

Finally, by utilizing the collaborative training loss function, we not only enhance the model’s ability to
fit the ground-truth labels but also strengthen the collaborative consistency between the two modules:

Lco = α(Ll +Lg) + (1 − α)(Ll g +Lg l) (16)

where Ll and Lg denote the losses of the Local Topo module and the Global Cluster Attention module,
respectively. Ll g and Lg l are losses between soft labels, used for mutual supervision learning between the
two models. All loss functions are implemented using the cross-entropy loss formulation. α is the balance
factor that controls the relative weights of the individual loss components.

5 Experiments

5.1 Datasets
We used three publicly available datasets for social bot detection: MGTAB, TwiBot-20, and a subgraph

of TwiBot-22. The TwiBot-22 subgraph was constructed by extracting user-to-user relations from the full
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dataset and removing isolated nodes to ensure connectivity. Table A1 summarizes the structural statistics of
these datasets. The datasets vary in size and connectivity. TwiBot-22 (subgraph) is the largest, MGTAB is
densely connected, and TwiBot-20 is relatively sparse, presenting different challenges for bot detection.

5.2 Baselines
We compared our model with some classical and state-of-the-art models on graph neural networks to

verify the effectiveness of our optimizations and improvements for graph neural networks.

• Message Passing: Message Passing Aggregate messages from neighboring nodes to update each node’s
feature representation. Such as: GCN, RGCN

• Local Attention: Local Attention employ self-attention to compute message or aggregation weight. Such
as RGT

• Global Attention: Global attention mechanisms allow each node to compute its attention weights with
respect to all other nodes in the graph. Such as Nodeformer

• Data Augmentation: Data Augmentation improves generalization by generating diverse training
samples or graph views through node, edge, or feature perturbations. Such as: SHI, SStackGNN

5.3 Experimental Setups
All experiments were conducted on a single RTX 3090 GPU. Each model was trained for 200 epochs

and optimized using the Adam optimizer with a learning rate of 0.02, α = 0.8, a dropout rate of 0.3, a weight
decay of 5e–4, and 128 hidden units. We employed a two-layer RGT and extracted 0-dimensional topological
features. For the Global Cluster Attention, we set the number of clusters to 200 for MGTAB, 100 for TwiBot-
20, and 300 for TwiBot-22 (subgraph). The MGTAB and TwiBot-22 (subgraph) datasets were randomly
divided into training, validation, and test sets with a ratio of 7:2:1 following the original paper, while the
TwiBot-20 dataset used the author-provided split. The MGTAB and TwiBot-20 datasets were trained on
the whole graph without mini-batching, whereas the TwiBot-22 (subgraph) dataset was trained with mini-
batches of 100,000 nodes. All models were evaluated on the same test set, and each experiment was repeated
five times with the average results reported. Cross-validation was not used.

5.4 Main Result
In our experiments, we compared different baseline models by categorizing them based on local

attention and global attention mechanisms. The results reported in Table 2 are averaged over five independent
runs. From the results, we can draw the following conclusions:

• For graph datasets with complex structures, local information plays a crucial role; in contrast, graphs
with simpler structures rely more on global information to capture bot characteristics. Specifically, on
the MGTAB dataset, the RGCN model which is based on message-passing mechanisms and effectively
exploits local neighborhood information achieves an accuracy of 88.16%, outperforming the Node-
Former model that employs global attention mechanisms. However, on the TwiBot series of datasets,
where edges are sparsely sampled, message-passing-based models perform suboptimally.

• In imbalanced dataset MGTAB, global features significantly improve recall performance. The Node-
Former model achieves the highest F1-score of 83.51% on the MGTAB dataset, which contains 7451
genuine users and 2748 bot accounts. This demonstrates the effectiveness of global feature modeling in
handling class imbalance.

• Compared to methods focusing on single-scale information processing, our model effectively integrates
both local and global information, achieving the best classification accuracy across three different
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datasets with an average improvement of approximately 0.5 percentage points. This result highlights the
strong generalization capability of our model across datasets with varying sampling strategies.

Table 2: Comparison of ACC and F1 scores across different models on multiple datasets. Bold values indicate the best
results, “–” denotes out-of-memory failures

Method Global Attention Local Attention MGTAB Twibot-20 Twibot-22 (subgraph)

ACC F1 ACC F1 ACC F1

GCN [17] ✗ ✗ 81.59 ± 0.39 60.79 ± 2.98 73.61 ± 0.63 75.16 ± 0.92 90.68 ± 0.08 52.79 ± 1.34
RGCN [18] ✗ ✗ 88.16 ± 0.61 78.24 ± 1.13 85.48 ± 1.31 86.94 ± 1.92 92.52 ± 0.17 64.32 ± 1.60
GAT [19] ✗ ✓ 78.63 ± 0.85 43.12 ± 4.03 77.21 ± 0.47 79.46 ± 0.51 91.09 ± 0.10 55.99 ± 0.70
RGT [20] ✗ ✓ 86.80 ± 0.48 76.02 ± 1.77 85.53 ± 1.14 86.81 ± 1.48 90.05 ± 0.08 52.27 ± 2.54

Nodeformer [23] ✓ ✗ 87.69 ±0.20 83.51 ± 0.50 86.66 ± 0.15 88.25 ± 0.13 – –
SStackRGCN [27] ✗ ✗ 88.16 ± 0.73 84.96 ± 1.02 85.14 ± 0.84 84.98 ± 0.85 – –

Shi [28] ✗ ✗ 86.75 ± 0.74 85.39 ± 0.71 82.49 ± 0.42 82.30 ± 0.37 – –

Ours ✓ ✓ 88.70 ± 0.27 79.85 ± 0.37 87.15 ± 0.08 88.64 ± 0.10 92.70 ± 0.09 66.67 ± 1.01

5.5 Analysis
In this section, we analyze our model to address the following questions:

• RQ1: Does each component of our model contribute significantly to the overall performance?
• RQ2: Does the use of heterogeneous graphs help the model capture more topological structural

information?
• RQ3: Does TopoLayer help alleviate the problems of over-smoothing and over-squeezing?
• RQ4: Can our model learn more discriminative node representations?

Ablation Study (RQ1): We design and conduct a series of ablation experiments to evaluate the contribu-
tion of each component in our model. Table 3 summarizes the role of key modules in the overall architecture.
Experimental results show that the Local Topo module significantly outperforms its baseline RGT across
all three datasets, with an improvement of 1.08% on the TwiBot-20 dataset. The Global Cluster Attention
module also surpasses Vanilla MHA by 2.57% on the MGTAB dataset, which has complex local structures,
indicating that the clustering mechanism effectively alleviates the over-globalizing issue caused by standard
global attention. Removing the co-training mechanism and replacing it with direct feature concatenation
leads to a substantial performance drop—even falling below the performance of either individual module (as
observed on TwiBot-20 and TwiBot-22). This demonstrates that local and global features cannot be effectively
fused through simple concatenation, and the proposed co-training strategy enables complementary learning
between the two, thereby improving the overall model performance.

Relational Topology Analysis (RQ2): To assess how different relation types in heterogeneous graphs
affect the Local Topo module, we evaluate various relation combinations. As shown in Table 4, leveraging
relational heterogeneity improves accuracy by an average of 0.42 percentage points (86.90%, 86.61%, 90.39%
across datasets) over homogeneous graph-based methods, demonstrating its effectiveness in capturing
diverse bot behaviors. Using only a single relation type significantly degrades performance. Ablation studies
on MGTAB show that content-based topological structures boost both accuracy and F1-score by over 1%,
indicating that real users exhibit more complex interaction patterns than bots can mimic. Thus, relational
topology provides valuable discriminative signals for detection.
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Table 3: Ablation study. w/o Global Cluster Attention refers to a Local Topo Relational Graph Transformer module;
w/o Local Topo denotes the standalone Global Cluster Attention module; and w/o Co-training represents the variant
where global and local features are directly concatenated instead of being trained through the proposed co-training
mechanism. Additionally, RGT and Vanilla MHA serve as the backbone architectures for the Local Topo and Global
Cluster Attention modules, respectively

Method MGTAB Twibot-20 Twibot-22 (subgraph)

ACC F1 ACC F1 ACC F1

Ours 88.70 ± 0.27 79.85 ± 0.37 87.15 ± 0.08 88.64 ± 0.10 92.70 ± 0.09 66.67 ± 1.01
w/o Global Cluster

Attention 86.90 ± 0.69 76.86 ± 1.40 86.61 ± 0.17 88.12 ± 0.23 90.39 ± 0.09 51.83 ± 1.83

w/o Local Topo 88.41 ± 0.27 78.73 ± 0.56 86.45 ± 0.35 87.98 ± 0.36 89.84 ± 0.07 50.20 ± 0.67
w/o co-training 87.71 ± 0.25 78.33 ± 0.54 85.47 ± 0.12 86.74 ± 0.12 89.59 ± 0.64 37.91 ± 13.15

RGT 86.80 ± 0.48 76.02 ± 1.77 85.53 ± 1.14 86.81 ± 1.48 90.05 ± 0.08 52.27 ± 2.54
Vanilla MHA 85.84 ± 0.98 73.32 ± 2.60 86.12 ± 0.76 87.53 ± 0.84 91.00 ± 0.25 21.89 ± 6.07

Table 4: Performance metrics for different datasets and relation types. Heterogeneous refers to the extraction of
topological features based on distinct relationship types, whereas Homogeneous denotes the extraction of topological
features without differentiating among relationship types

Datasets Relation type Acc (%) F1-score (%)
MGTAB 1: followers 85.06 ± 0.57 74.09 ± 1.3

2: friends 85.47 ± 1.52 74.75 ± 3.07
3: mention 85.12 ± 0.71 72.69 ± 1.17

4: reply 84.73 ± 1.04 72.33 ± 2.01
5: quoted 85.92 ± 1.00 73.86 ± 1.94
6: hashtag 85.00 ± 1.39 72.47 ± 2.18

7: url 85.76 ± 0.80 74.14 ± 1.67
Metadata (1+2) 85.08 ± 0.64 73.66 ± 1.31

Content
(3+4+5) 86.13 ± 0.66 75.38 ± 0.94

Heterogeneous 86.90 ± 0.69 76.86 ± 1.40
Homogeneous 86.31 ± 0.33 74.74 ± 1.14

TwiBot-20 1: followers 86.56 ± 0.26 87.96 ± 0.31
2: friends 86.38 ± 0.14 87.84 ± 0.16

Heterogeneous 86.61 ± 0.17 88.12 ± 0.23
Homogeneous 86.38 ± 0.23 87.87 ± 0.28

TwiBot-22 (subgraph) 1: followers 89.31 ± 0.17 44.67 ± 3.28
2: friends 89.65 ± 0.10 49.34 ± 2.50

Heterogeneous 90.39 ± 0.09 51.83 ± 1.83
Homogeneous 89.96 ± 0.70 50.63 ± 2.49

Over-Smoothing & Over-Squeezing Analysis (RQ3): To address RQ3, we conducted experiments on
model performance and the number of GNN layers using the TwiBot-20 dataset. The purpose is to verify
whether stacking too many layers causes node features to converge to indistinguishable representations and
to demonstrate that our model effectively mitigates this risk. As shown in the Table 5, the RGT model exhibits
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a decline in performance as the number of layers increases from 1 to 2, achieving optimal performance (F1
score of 87.96) only when stacked up to 4 layers. This indicates that increasing the number of layers can cause
performance degradation due to node representations becoming too similar, leading to over-smoothing
and over-squeezing. However, with the addition of the TopoLayer, performance improves as the number
of layers increases from 1 to 2. Our TopoLayer allows the model to reach excellent performance earlier,
reducing the number of GNN layers needed and thus avoiding the risks associated with over-smoothing and
over-squeezing.

Table 5: Performance comparison of RGT and RGT with TopoLayer across different numbers of layers

Model Layers ACC F1
RGT 1 86.31 87.87

2 85.88 87.32
3 86.05 87.41
4 86.31 87.96
5 85.63 87.28

RGT with TopoLayer 1 86.22 87.77
2 86.64 88.21
3 84.19 86.01
4 OOM OOM

Representation Study (RQ4): To address RQ4, we conducted a two-dimensional visualization of the
generated node representations using t-SNE on the TwiBot-20 dataset, as shown in Fig. 4. The results
reveal that traditional methods such as GCN and GAT exhibit significant overlap between bot and genuine
accounts, indicating limited discriminative capability in the learned embeddings. Although RGCN achieves
relatively better separation, it produces two distinct cluster centers for bot accounts, suggesting potential
inconsistency in its representation learning. NodeFormer, while capturing some global structure, yields
scattered embeddings for bot nodes, which may contribute to its suboptimal classification performance.
In contrast, both RGT and our model generate more compact and well-separated clusters. Notably, our
model produces the tightest and most cohesive grouping of bot nodes, with genuine users clearly separated,
indicating stronger intra-class consistency and reduced ambiguity in classification—consistent with its
superior performance in downstream evaluation.

Figure 4: TwiBot-20 dataset account node representation visualization. Blue denotes Bot accounts and red denotes
Human accounts
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6 Limitations
We use the Metis toolkit for node clustering to enable subgraph partitioning and feature extraction. On

large-scale graphs, this step incurs notable initialization overhead during training, motivating the exploration
of more efficient and scalable partitioning methods to improve overall training efficiency.

7 Conclusion
In this paper, we propose a topology-aware multi-scale graph network for social bot detection, aiming

to address two key challenges: the underutilization of topological features and the issue of local-global
chaos. Specifically, we design both global and local modules to separately model node representations at
different scales, thereby mitigating the interference caused by local-global chaos. Meanwhile, we incorporate
Persistent Homology, a technique from topological data analysis, into node embeddings to explicitly capture
topological information. Extensive experimental results demonstrate that our method significantly improves
the accuracy of bot detection across multiple datasets, highlighting the importance of topological features
and opening up new possibilities for incorporating topological information into graph-based detection
models. As future work, we aim to adapt high-order topological features from graph to node classification by
mapping global structural features to individual nodes, enhancing their representational power and ability
to capture higher-order dependencies.
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Appendix A Datasets
In this section, we analyze key structural properties of social bot detection datasets, including node and

edge counts, degree distribution, and graph density. Graph density measures the overall connectivity of a
graph, with higher values indicating denser structures.

Appendix B Layer Placement Study
As noted in [29], strong node features can weaken structural effects. To study topological layer

placement, we insert it before or after GNN layers. Table A2 shows that placing it after GNN layers improves
performance, while placing it before GNN layers degrades it.
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Table A1: Graph structural statistics of bot detection datasets

Feature Cresci-15 TwiBot-20 MGTAB TwiBot-22
(subgraph)

Real users 1950 5237 7451 612,328
Bot accounts 3351 6589 2748 81,431
Total nodes 5301 229,580 10,199 693,759

Maximum degree 416 20 8383 2229
Average degree 2.68 0.99 166.69 10.79

Number of edges 14,220 227,979 1,700,108 3,743,633
Graph density 0.001012 0.000009 0.032691 0.000008

Table A2: Position analysis of TOGL: Performance comparison under different insertion positions across datasets

TOGL position MGTAB TwiBot-20 TwiBot-22 (subgraph)

ACC (%) F1 (%) ACC (%) F1 (%) ACC (%) F1 (%)

Without TOGL 86.80 ± 0.48 76.02 ± 1.77 85.53 ± 1.14 86.81 ± 1.48 90.05 ± 0.08 52.27 ± 2.54
Before GNN 85.51 ± 0.70 75.15 ± 1.39 86.15 ± 0.14 87.66 ± 0.16 90.02 ± 0.23 51.31 ± 2.72
After GNN 86.90 ± 0.69 76.86 ± 1.40 86.61 ± 0.17 88.12 ± 0.23 90.39 ± 0.09 51.83 ± 1.83
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