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Abstract: This study explored the connection between childhood psychological maltreatment and online trolling, as
well as the influence of moral disengagement and mindfulness in that relationship. A total of 984 college students
(54% females, Mean age = 20.9 years, SD = 1.57 years) took part in the current research. The students responded
to standardized measures of childhood psychological maltreatment, online trolling, moral disengagement, mindfulness.
Results following the regression and the mediation analyses showed that childhood psychological maltreatment was
associated with higher online trolling among college students. Moral disengagement played a mediating role in the link
between childhood psychological maltreatment and online trolling, predicting to increased trolling behavior. Furthermore,
mindfulness moderated the direct connection between moral disengagement and online trolling. Specifically, compared to
those with high mindfulness, individuals with high moral disengagement were more inclined to engage in online trolling
when they had low mindfulness. These findings add to our understanding of how and when childhood psychological
maltreatment relates to online trolling of which moral engagement and mindfulness would be protective.
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Introduction
Young adults spend an enormous amount of time online,
risking online antisocial behavior known as online trolling.
Online trolling, which is a typical online aggressive
behavior, is characterized as the intentional posting of
inflammatory, offensive, and harmful statements to start
a quarrel with multiple people on the internet (Li et al.,
2024). Online trolling and cyberbullying are both forms of
online aggression, but online trolling differs from cyber-
bullying in that the former is not targeted at a specific
person and appears to have no apparent purpose (Wu et al.,
2023). Approximately 74% of a sample of college students
had experienced online trolling in the past week (Hong &
Cheng, 2018). Online trolling is currently increasing due
to the popularity of online social media (Buckels et al.,
2014; March & Marrington, 2019), and its victims fre-
quently experience significant distress (Craker & March,
2016) and can even exhibit suicidal ideation as well as
self-harming behaviors (Coles & West, 2016). Therefore,
to find ways to decrease online trolling, it is vital to
investigate the factors that contribute to online trolling and
the mechanisms underlying the impacts of these factors.
The propensity for online trolling may stem from
adverse childhood experiences or psychological maltreat-
ment within the family context. Related studies have
reported that childhood psychological maltreatment is a
substantial risk factor for cyberbullying (Wang et al.,
2023). The General Aggression Model suggests that input
variables (personal and situational factors) have an impact
on an individual’s internal states (cognitive states), which
influence an individual’s judgment and decision-making,

and then affect the individual’s aggression (Allen et al.,
2018). According to this model, childhood psychological
maltreatment may trigger moral disengagement (internal
cognitive states), which in turn affects an individual’s ten-
dency to engage in online trolling (aggressive behavior).

Therefore, in this study, we explored the relation-
ship between childhood psychological maltreatment and
online trolling as well as the mechanism underlying this
relationship.

Childhood psychological maltreatment and online
trolling

Childhood psychological maltreatment refers the adverse
caregiving practices or behaviors exhibited by caregivers
during a child’s normal developmental process, such as
neglect, derogation, and even intimidation of the child
(Pan et al., 2010). Parental psychological maltreatment
is a typical manifestation of a negative family environ-
ment. The General Aggression Model (Allen et al., 2018)
posits that the interaction of individual and situational
factors can influence an individual’s internal appraisal and
decision-making processes, thereby leading to aggressive
behavior. Consequently, childhood psychological maltreat-
ment, as a familial situational factor, may be a key
risk factor in increasing the likelihood of engaging in
cyberbullying behavior. Many empirical studies have also
demonstrated that childhood psychological maltreatment
is closely related to multiple types of aggressive behavior
(Li et al, 2023; Zhang et al., 2023). Online trolling
shares certain characteristics with cyberbullying, including
bullying (March & Marrington, 2019) and aggression
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(Hardaker, 2010). Based on this reasoning, we propose
the hypothesis that there is a positive correlation between
childhood psychological maltreatment and online trolling.

The mediating role of moral disengagement
Moral disengagement denotes an individual’s cognitive
inclination to evade guilt by negating moral self-regulation
and self-reproach when partaking in unethical conduct
(Bandura et al., 1996). Moral disengagement has a high
risk of causing cyber harm (Yang et al., 2010), which may
be due to less attention to aggressive behavior (Allen et al.,
2018). For instance, moral disengagement could serve as
a mediator between family parenting styles and higher
cyberbullying (Li et al., 2023). This observation aligns
with the “external environment-moral disengagement-
aggressive behavior” model (Yang et al., 2010). However,
no study has investigated the role of moral disengagement
in the relationship between childhood psychological mal-
treatment and online trolling. Quantitative research has
revealed a robust positive association between childhood
psychological maltreatment and moral disengagement
(Wang et al., 2017). Wang et al. (2023) demonstrated
that childhood psychological maltreatment significantly
predicts moral disengagement (Yin & Yao, 2021). Many
cross-sectional studies have demonstrated that moral dis-
engagement is positively correlated with several forms
of online antisocial behavior, such as cyberbullying and
cyberattacks (Jeong et al., 2022; Wang et al., 2022).
Consequently, we proposed the hypothesis that moral
disengagement could serve as a mediator in the association
between childhood psychological maltreatment and online
trolling behaviors among university students.

The moderating role of mindfulness

Mindfulness is an awareness that results from conscious
and nonjudgmental attention to the present moment that
helps enhance an individual’s awareness of the present
state and monitor his or her behavior (Brown & Ryan,
2003). People exhibiting elevated mindfulness are less
prone to concentrate intensely or ruminate on the adverse
elements of an incident after experiencing psychological
maltreatment (Shapiro et al., 20006), instead they tend to
view the experience flexibly, thus reducing their likeli-
hood of engaging in online trolling. Cross-sectional and
longitudinal studies have also shown that mindfulness is
negatively related to a variety of antisocial behaviors, such
as cyberbullying and online trolling (Liu et al., 2024; Wu
et al., 2023). Accordingly, it is suggested that mindfulness
could potentially act as a moderating factor in the associ-
ations between childhood psychological maltreatment and
online trolling, as well as between moral disengagement
and online trolling.

Goal of the Study

Previous research has extensively investigated online
trolling through the lens of individual personality char-
acteristics, without examining it from the perspective of
an individual’s early family environment. In this study,
we bridged the research gap by examining the associa-
tion between the early family environment, specifically
childhood psychological maltreatment, and online trolling,

Moral disengagement Mindfulness

Childhood psychological online trolling

maltreatment

Figure 1. Moderated mediation model

along with the mechanisms that underlie this relation-
ship. In addition, based on the general aggression model
(GAM), we investigated the mediating role of moral dis-
engagement and the moderating role of mindfulness in the
relationship between childhood psychological maltreat-
ment and online trolling for the first time. Therefore, we
proposed the following hypotheses (see Figure 1):

HI1: Childhood psychological maltreatment is associ-
ated with higher levels of online trolling.

H2: Moral disengagement serves as a mediator in the
link between childhood psychological maltreatment and
online trolling, leading to increased trolling behavior.

H3: Mindfulness moderates the relationship between
childhood psychological maltreatment and online trolling,
attenuating online trolling when the level of mindfulness
is high.

H4: Mindfulness moderates the relationship between
moral disengagement and online trolling. when the level of
mindfulness is high.

Methods

Participants and setting

The sample comprised 984 college students (46% were
male and 54% were female). Their ages ranged from 17
to 25 with an average age of 20.90 (SD = 1.57 years).
By college enrollment, the sample comprised freshmen
(18.3%), sophomores (18.8%), juniors (19.2%), seniors
(437%) (Nfreshmen =180, Nsophomores =185, I\Ijuniors =189,
Nseniors = 430)

Measures

Childhood psychological maltreatment

The Chinese version of the Childhood Psychological Mal-
treatment Scale (CPM, Pan et al., 2010) was used to
measure the degree of psychological maltreatment. The
survey consists of 23 items that are scored on a 5-point
Likert scale ranging from 0 (never) to 4 (always). Higher
scores indicating higher levels of perceived psychological
maltreatment. Example items include: “When my parents
teach me a lesson, they compare me with others and
say that I am worthless”; and “My parents listed my
shortcomings in front of others”. The confirmatory factor
analysis (CFA) produced the following fit indices: TLI =
0.924; CFI = 0.935; SRMR = 0.043; RMSEA = 0.056.
Additionally, the Cronbach’s alpha for the CPM scores in
this research was 0.865.

Online trolling

The short form of the Revised Global Assessment of Inter-
net Trolling Scale (GAIT-Revised: Sest & March, 2017)
comprises 8 items, each rated on a 5-point Likert scale



PSYCHOLOGICAL MALTREATMENT ONLINE TROLLING 217

from 1 (strongly disagree) to 5 (strongly agree). Scores
that are higher reflect a greater likelihood of engaging in
online trolling. Example items include: “Although some
people think my posts/comments are offensive, I think
they are funny”; and “I say what I like, and if people
can’t handle it’s just because they can’t handle the truth”.
The results from the confirmatory factor analysis (CFA)
indicated good model fit, with the following indices: TLI
= 0.947; CF1 = 0.964; SRMR = 0.034; RMSEA = 0.065.
Additionally, the Cronbach’s alpha for the GAIT scores in
this research was 0.757.

Moral disengagement

The Moral Disengagement Scale (MDS; Wang & Yang,
2010) in its Chinese adaptation comprises 26 items
that are evaluated using a 5-point Likert scale from
1 (completely disagree) to 5 (completely agree). This
scale encompasses eight dimensions: moral justifica-
tion, euphemistic labeling, advantageous comparison,
displacement of responsibility, diffusion of responsibil-
ity, disregard of consequences, dehumanization, power
of humanization, and attribution of blame. Sample items
include: “Damaging something isn’t a big deal compared
to hitting someone”; and “When everyone swears, children
should not be chastised for swearing again”. The results
from the confirmatory factor analysis (CFA) indicated
good model fit, with the following indices: TLI = 0.902;
CFI = 0.929; SRMR = 0.068; RMSEA = 0.055. Addi-
tionally, the Cronbach’s alpha for the MDS scores in this
research was 0.885.

Mindfulness

Mindfulness was evaluated using the 15-item Mindfulness
Attention Awareness Scale (MAAS, Brown & Ryan, 2003;
adapted for the Chinese context by Chen et al., 2012).
Items are rated on a 6-point Likert scale from 1 (almost
always) to 6 (almost never), with higher scores represent-
ing greater mindfulness. Sample items include: “I could be
experiencing some emotion and not be conscious of it until
some time later”; and “I find myself doing things without
paying attention”. The results from the confirmatory factor
analysis (CFA) indicated good model fit, with the follow-
ing indices: TLI = 0.938; CFI = 0.951; SRMR = 0.039;
RMSEA = 0.056. Additionally, the Cronbach’s alpha for
the MAAS scores in this research was 0.869.

Procedure

The study received clearance from the Institutional Review
Board (IRB) of the principal investigator’s university. Par-
ticipants contented to the study and were made aware
that they could cease completing the questionnaire at
any point. It took approximately 10 min for the students
to complete all the questions, which included questions
on demographic information, online trolling, childhood
psychological maltreatment, moral disengagement, and
mindfulness. The surveys were completed by the students
on their cell phones.

Data analysis
In this research, we initially computed descriptive statistics
and correlations among the variables of interest using

SPSS version 26.0. Second, the PROCESS Macro Model
4 was used to examine the mediating effect of moral
disengagement (Hayes, 2018). Third, the PROCESS Macro
Model 15 was used to examine the moderating effect of
mindfulness (Hayes, 2018). In addition, we used boot-
strapped 95% confidence intervals to assess the statistical
significance of the pathways depicted in Models 4 and
15 based on 5000 random samples. The mediating and
moderating effects were considered statistically significant
when the confidence interval excluded zero.

Results

Descriptive analysis and correlations

Table 1 displays the means, standard deviations, and
correlation coefficients for the study variables. The find-
ings indicated that childhood psychological maltreatment
was significantly associated with online trolling (» =
0.527, p < 0.001), thus supporting Hypothesis 1. Moral
disengagement also showed a positive association with
online trolling (» = 0.408, p < 0.001) but was negatively
correlated with mindfulness (» = —0.170, p < 0.001).
Mindfulness was negatively linked to online trolling (r
= —0.299, p < 0.001). In addition, gender was found
to be positively associated with mindfulness (» = 0.092,
p < 0.01), yet negatively associated with childhood psy-
chological maltreatment (r = —0.095, p < 0.01), moral
disengagement (r = —0.088, p < 0.01) and online trolling
(r = —0.129, p < 0.001). Therefore, gender was incorpo-
rated as a covariate in the subsequent analysis.

Mediation analyses

To test for Hypothesis 2, we initially conducted a regres-
sion analysis to explore the association between childhood
psychological maltreatment and online trolling, after
which we employed Hayes’s PROCESS macro (Model 4)
to assess the mediating role of moral disengagement. As
shown in Table 2, childhood psychological maltreatment
was positively associated with moral disengagement and
positively associated with online trolling (95% confidence
interval did not include 0). The bootstrap results also
revealed the significance of the mediating role of moral
disengagement in the link between childhood psychologi-
cal maltreatment and online trolling, the mediating effect
was 0.087 (the 95% confidence interval did not contain
zero), accounting for 17% of the overall effect. Thus,
Hypothesis 2 was validated.

Moderated mediation analyses

To test Hypotheses 3 and 4, we employed the PROCESS
macro Model 15 (Hayes, 2018) to assess the moderat-
ing effect of mindfulness. As indicated in Table 3, the
interaction between moral disengagement and mindfulness
significantly predicted online trolling, with a total effect
of —0.091 (the 95% confidence interval did not contain
zero). Therefore, Hypothesis 4 was supported. To further
elucidate the nature of the interaction between moral dis-
engagement and mindfulness, we divided the sample into
high and low mindfulness groups based on one standard
deviation above or below the mean. We then conducted a
simple slopes analysis and plotted the results. As shown
in Figure 2, when the level of mindfulness was low, moral
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Table 1. Means, standard deviations,
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and correlations of the variables

Variables M (SD) 1 2 3 4 5
1. Gender - -
2. Childhood psychological maltreatment 2.012 (0.553) —0.095** -
3. Moral disengagement 2.047 (0.523) —0.088**  (0.391%** —
4. Mindfulness 3.717 (0.785)  0.092%* —0.272*** —(.170%**
5. Online trolling 1.713 (0.534) —0.129%** 0.527***  (.408%** -0.220%%* _

Note. ** p < 0.01, *** p < 0.001; Male = “1”, Female = “2”.

Table 2. The mediation effect of moral disengagement on online trolling

Online trolling

Moral disengagement Online trolling

b t b t b t
Gender —0.085** —2.992 —0.054*  —1.748 —0.072*%  —2.555
Childhood psychological maltreatment ~ 0.502*** 19.166 0.365*** 13.097 0.414*** 15.095
Moral disengagement 0.239%**  8.248
)ig 0.284 0.155 0.331
F 195.013%%* 90.278%*%* 161.569%**

Note. * p < 0.05, ** p < 0.01, *** p < 0.001.

Table 3. The moderated mediation effect of mindfulness on online trolling

Moral disengagement  Online trolling

b t b t
Gender —0.054***  —1.748 —0.067*** —2.393
Childhood psychological maltreatment 0.365***  13.097 0.396%**  13.955
Moral disengagement 0.228*** 7839
Mindfulness —0.058**  —2.977
Childhood psychological maltreatment x mindfulness 0.033 1.004
Moral disengagement x mindfulness —0.091**  —2.597
R 0.155 0.340
F 90.278%** 83.953%**

Note. ** p < 0.01, *** p < 0.001.

disengagement significantly positively predicted online
trolling, & smple = 0.299, p < 0.001; when the level
of mindfulness was high, moral disengagement signifi-
cantly positively predicted online trolling, b gmple = 0.157,
p < 0.001. The findings suggest that as mindfulness
increases, the predictive effect of moral disengagement on
online trolling decreased.

In contrast to our initial hypothesis, mindfulness did
not significantly moderate the relationship between child-
hood psychological maltreatment and online trolling (b =
0.033, p > 0.05).

Discussion

Consistent with our hypothesis, childhood psychological
maltreatment was associated with higher risk for online
trolling. This finding is consistent with previous findings
on childhood psychological maltreatment being a predictor
of online antisocial behaviors such as cyberbullying (Li
et al., 2023). Our study also found that children who suf-
fered more psychological maltreatment were more prone to
participate in online trolling in adulthood, consistent with
the general aggression model (GAM) that environmen-
tal factors (childhood psychological maltreatment) would

influence aggressive behavior (online trolling) (Allen et al.,
2018).

On the one hand, experiences of psychological mal-
treatment may cause individuals to observe and learn
the behaviors to which they are subjected, thus leading
to a “cycle of violence” (Wang et al., 2019). Relevant
studies have shown that adverse experiences such as child-
hood psychological maltreatment often leads individuals
to exhibit more hostility as well as physical and verbal
aggression (Xiang et al., 2020), and these psychological
traits may affect individuals’ behavioral performance in
social interactions, making them more likely to engage in
aggressive and impulsive behaviors. On the other hand, due
to the rise of social media, the fact that interactions via
such media are not conducted face-to-face and the high
accessibility of such media have made it easier and more
common to engage in trolling online (Wang et al., 2023).
Exposure to psychological maltreatment during childhood
can contribute to the emergence of negative psychological
conditions, such as anxiety, depression, and low self-
esteem, while college students may attack the crowd on
social media as a way to alleviate their negative emotions
and seek some degree of recognition and satisfaction,
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Figure 2. The relationship between moral disengagement and online trolling at different levels of mindfulness

ultimately increasing the likelihood of such individuals
engaging in online trolling (Geng et al., 2022).

This research identified moral disengagement as a
mediator in the link between childhood psychological
maltreatment and online trolling. This can be attributed to
the early family environment being with moral disengage-
ment. This is in line with previous studies demonstrating
that harsh family child-rearing environments can elevate
moral disengagement (Wang et al., 2019). Moral disen-
gagement results from social learning, college students
who have suffered from high levels of psychological abuse
are more likely to exhibit negative attitudes toward moral
development, and moral cognition is susceptible to shifts
and distortions such as minimization or disengagement
of responsibility, thus leading to moral disengagement
(Hodgdon, 2009).

This study’s findings suggest that morally disengaged
individuals are more inclined to participate in online
trolling (Wu et al., 2023). Morally disengaged individuals
are prone to reconstruct or rationalize their aggressive
behavior and are more likely to create cognitive frame-
works that rationalize their antisocial behavior (Hodgdon,
2009), thereby promoting online trolling. That is, highly
morally disengaged individuals are more inclined to justify
online trolling behavior; therefore, they are also more
inclined to participate in such unethical behaviors. In
addition, due to the rapid development of information
technology, college students are more likely to socialize via
the internet, which is relatively anonymous, lacks adequate
regulation, and is prone to the diffusion and transfer of
responsibility. In such an environment, the process of
moral disengagement is more likely to be triggered, thus
raising the likelihood of involvement in online trolling.

Finally, this research found that mindfulness to mod-
erate the relationship between moral disengagement and
online trolling. Specifically, the impact of moral disen-
gagement on online trolling is weaker when individuals
possess greater mindfulness, whereas this impact is ampli-
fied when individuals display lesser mindfulness. This
result aligns with existing literature, which suggests that
mindfulness, as a protective factor, reduces moral dis-
engagement and unethical behaviors and significantly
negatively predicts online trolling (Liu et al., 2022). This

outcome might be attributed to the fact that mindfulness, as
a positive psychological resource, increases people’s self-
control and enables them to adhere to their own moral
standards, perceive the present moment uncritically, and
act more in line with their moral standards, thus leading
them to engage in less aggressive behavior (Zhang &
Zhang, 2023).

However, contrary to our expectations, mindfulness
did not moderate the relationship between childhood psy-
chological maltreatment and online trolling. A plausible
explanation for this connection is that childhood psycho-
logical maltreatment has long-lasting and profound effects
on an individual’s psychological functioning (Mwakanya-
male & Yizhen, 2019), which in turn can lead to a
cycle of violence in adulthood, such as online trolling.
Although mindfulness can help individuals strengthen
self-control and emotional regulation, it is difficult to
eliminate the impact of the root problem of childhood
psychological maltreatment. This finding emphasizes the
strong impact of childhood psychological maltreatment on
online trolling.

Implication for practice
This research offers a number of practical insights. This
study contributes to our understanding of how exposure
to psychological maltreatment in early childhood predicts
an increased risk of engaging in online trolling in adult-
hood. Specifically, the substantial link between childhood
psychological maltreatment and online trolling suggests
that parents or other caregivers should recognize that poor
parenting as a risk for online trolling in adulthood. As
preventive is positive parenting styles, that show more care
and concern for children for healthy development.
Children with adverse childhood events should be pro-
vided with timely psychological support and assistance to
restore their psychological health. Moral engagement edu-
cation would also be helpful to mindfulness and emotional
regulation of individuals who have endured psychological
maltreatment, decreasing their risk for online trolling.

Limitations
Several limitations of the current study should be noted.
First, this study employed a cross-sectional design that
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did not allow causal inferences. In the future, longi-
tudinal studies are needed to test our model. Second,
the individuals involved in this study were university
students and future to should implement in the general
population. Finally, future research could examine other
possible mediators of this link (e.g., anger rumination
and hostile attributions) with the goal of providing more
theoretical guidance on potential interventions targeting
online trolling.

Conclusion

Most of the existing studies have explored online trolling
from a personality perspective. This research thoroughly
explored the link between childhood psychological mal-
treatment and online trolling, as well as its underlying
mechanism. This somewhat extends current research ideas
from the perspective of environmental factors. Childhood
psychological maltreatment could be a substantial risk
factor against college students’ online trolling. Negative
childhood events were linked to higher online trolling
among university students. Childhood psychological mal-
treatment may not only directly increase online trolling but
also indirectly through increased moral disengagement.
Mindfulness moderated the direct connection between
moral disengagement and online trolling. Specifically,
when compared with individuals with high levels of mind-
fulness, those with high levels of moral disengagement
were more inclined to engage in online trolling when
their mindfulness was low. Mindfulness may serve as
protective factors against online trolling for students who
have experienced childhood maltreatment.
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