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ABSTRACT: Artificial intelligence (AI) is an integral part of vital domains such as health care, financial services,
logistics, manufacturing industries, national defense, and smart infrastructure. AI technologies deliver tangible advan-
tages for tasks such as automation, predictive analysis, and decision-making; however, at the same time, they pose
new challenges related to the potential exploitation of emerging vulnerabilities by malicious actors. The emergence
of various types of AI-driven cyberattacks, ranging from automated phishing attacks to adversarial machine learning
(AML) and deepfake social engineering, has shown that current cybersecurity approaches cannot ensure effective
defense against threats associated with AI technologies. Current security approaches primarily focus on protecting
conventional software and do not necessarily address the security needs that arise specifically from AI development,
implementation, and management. We propose adopting the Secure AI Development Lifecycle (SAIDL) approach, a
multi-layered framework for incorporating adequate security controls at all phases of the AI development lifecycle. The
proposed SAIDL framework comprises six interrelated layers that should be addressed in AI cybersecurity efforts: Data
Security, Model Security, Training Security, Deployment Security, Runtime Monitoring, and Incident Response and
Recovery. Each layer has its own security mechanisms designed to counteract AI-driven attacks without compromising
the performance, integrity, and robustness of the models. Moreover, the paper describes an AI Security Risk Model
along with an AI Resilience Score to estimate the readiness of organizations toward AI-driven threats. In general, the
SAIDL architecture presents a secure-by-design solution for AI technologies through the integration of cybersecurity
best practices, AML measures, continuous monitoring, and governance strategies. Therefore, the framework provides
a conceptual and analytical approach for coordinating security controls across the AI lifecycle and assessing their
potential contribution to the resilience of intelligent systems.

KEYWORDS: Artificial intelligence security; adversarial machine learning; AI-enabled cyberattacks; secure AI
development lifecycle; cybersecurity framework; trustworthy AI; threat intelligence; intelligent systems

1 Introduction
AI is one of the central technologies used in modern digital ecosystems, helping organizations automate

processes, analyse data, make predictions, and conduct decision-making activities in domains such as
healthcare, finance, logistics, manufacturing, defense, and smart infrastructure. While AI-based technologies
increase the effectiveness and efficiency of operations and service delivery, their broad use in organizations
results in an expansion of the threat landscape associated with cyber threats that conventional security
models cannot mitigate [1,2].

The development of new machine learning, deep learning, and generative AI techniques has revolution-
ized both cybersecurity and cyberattacks. AI is used for various aspects of cybersecurity, including threat
Copyright © 2026 The Authors. Published by Tech Science Press. This work is licensed under a Creative Commons Attribution 4.0 International
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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detection, malware detection, and incident handling; yet, cybercriminals use AI-based techniques to conduct
advanced cyberattacks, such as phishing campaigns, impersonation using deepfakes, intelligent malware
creation, and vulnerability discovery [3–6].

Unlike traditional software systems, the security of AI systems is dependent on factors such as data
quality, model architecture, training processes, and inference processes. This has resulted in attack vectors
that target all stages of the AI lifecycle. AML attack vectors, which include but are not limited to data
poisoning, adversarial evasion, model extraction, membership inference, model inversion, and backdoor
insertion, may impact the confidentiality, integrity, and availability of AI systems [7,8]. Moreover, the
increasing prevalence of LLMs has introduced threats such as prompt injection, jailbreak attacks, prompt
leakage, and agent manipulation [9–12].

Several organizations have published frameworks and guidelines addressing AI security and cybersecu-
rity. Notable examples include the National Institute of Standards and Technology Artificial Intelligence Risk
Management Framework (NIST AI RMF), MITRE Adversarial Threat Landscape for Artificial-Intelligence
Systems (MITRE ATLAS), and Open Worldwide Application Security Project Large Language Model
(OWASP LLM) Security. Although these frameworks provide valuable guidance, existing AI security
approaches tend to focus on specific attack vectors, governance requirements, or individual security controls
rather than providing comprehensive security orchestration across the entire AI lifecycle.

With the increasing reliance on AI in critical applications, it is necessary to develop security frameworks
that ensure security across all stages of the AI lifecycle. This paper proposes a security architecture to address
this need. The proposed SAIDL is a multi-layer security framework for AI systems designed to ensure
cybersecurity throughout the creation, training, deployment, and operation of AI models and intelligent
algorithms. There are six major layers in this architecture: the Data Security Layer, Model Security Layer,
Training Security Layer, Deployment Security Layer, Runtime Monitoring Layer, and Incident Response &
Recovery Layer.

The contributions of this study can be summarized as follows:

• Formulation of SAIDL, a security framework for mitigating AI-enabled attacks with a focus on the
AI lifecycle.

• Formulation of a multi-layered, defense-in-depth security approach to protect AI systems throughout
their lifecycle.

• Formulation of a mathematical model to measure threat mitigation, residual risk, and resilience
throughout the AI lifecycle.

• Formulation of a Secure AI Security Index (SSI) that measures AI security performance and resilience.
• Provision of a structured roadmap for implementing secure-by-design AI systems in security-

critical environments.

Novelty and Research Contributions
What makes the SAIDL framework novel is the incorporation of security controls, adaptive threat

intelligence, resilience evaluation, and quantitative security assessment into a single framework. Unlike
current approaches, which are more focused on governance or security control management, SAIDL is
designed to incorporate security considerations throughout all stages of the AI system lifecycle. The novelty
of SAIDL is mainly architectural, integrative, and quantitative in nature rather than algorithmic. This
methodology establishes connections between various security measures at different stages of the AI system
lifecycle in a systematic manner with the help of adaptive threat intelligence feedback. Moreover, the
proposed mathematical formulation helps establish how threats evolve across different security layers and
provides quantifiable measurements of mitigation, threat, resilience, and security for an AI system using
the SSI.
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The main innovations of this framework include:

• Six layers of security architecture designed to counter specific threats against AI throughout all phases
of the lifecycle.

• An Adaptive Threat Intelligence Feedback Engine to update security controls based on encoun-
tered threats.

• A quantitative mathematical model describing the concepts of threat reduction, resilience creation, and
security improvement adaptively.

• A single metric, called SSI, for measuring AI security performance and resilience.

Overall, this combination creates a solid foundation for the implementation of AI security by design
and distinguishes SAIDL from existing AI security frameworks.

Despite the absence of a novel machine learning or cybersecurity algorithm within SAIDL, its inno-
vation lies in providing an integrated security architecture for the entire AI lifecycle, allowing AI security
techniques to be incorporated into a coherent security operation. Unlike other existing AI security guidelines,
SAIDL brings together six security layers, an adaptive threat intelligence feedback mechanism, mathematical
security modeling techniques, and the SSI. These elements provide an overall perspective on how AI can be
secured throughout its lifecycle, unlike existing AI security guidelines, which are mostly prescriptive.

Theoretical and Practical Progression: In terms of theoretical progression, the advancement of this
study can be stated as the conceptualization of AI security as a lifecycle-oriented security transformation, in
which the threat state is progressively reduced through the integration of security layers. The mathematical
model proposed in this research provides a framework for representing mitigation capability, residual threat
state, security value, security lifecycle resilience, and threat intelligence adaptation. The SSI allows the overall
level of AI security to be assessed in a unified manner. Practically, SAIDL provides a framework for coor-
dinating and aligning security controls across all aspects, including data preparation, model development,
training, deployment, execution time, incident management, and recovery. The Inter-Layer Threat Intelli-
gence Feedback mechanism enables security information received during runtime and incident response to
inform future security decision-making. Hence, the particular contribution of this research is the creation
of an integrated approach that combines architectural security orchestration with quantitative security
assessment. This creates a foundation for shifting from fragmented and standards-oriented approaches to AI
security toward a comprehensive secure-by-design architecture.

The rest of this paper is structured as follows. Section 2 reviews relevant works on adversarial
machine learning, AI-driven attacks, security of large language models, and frameworks for secure AI
development. Section 3 introduces the proposed SAIDL framework, including its structure, security lay-
ers, mathematical formulation, and security orchestration mechanism. Section 4 describes the evaluation
methodology, datasets, attack strategies, baseline models, and metrics. Section 5 presents the practical
evaluations and analyzes the results. Section 6 discusses practical applications, limitations, and potential
directions for future research related to the proposed framework. Section 7 presents the conclusion.

2 Literature Review
The broad use of AI technology in critical infrastructures has brought about significant changes in the

field of cybersecurity while also posing various security risks to these systems. Issues related to AML, AI-
based attacks, LLM security, and secure AI engineering have become focal points of recent research. Despite
substantial progress in these areas, ensuring the security of AI systems throughout their lifecycle remains a
challenging problem.
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2.1 AML and AI Security Threats
The field of AI security is characterized by the increasing prevalence of AML attacks [13]. Poisoning,

adversarial examples, model extraction and inversion, and backdoor attacks against ML systems can violate
the principles of confidentiality, integrity, and availability [14–16]. Recent studies have shown that many
existing AI solutions lack sufficient security validation and cannot be adequately protected using tradi-
tional cybersecurity techniques. Several studies have investigated the continuous evolution of AML attacks
and defense mechanisms. Recent survey studies have examined adversarial attacks, defense mechanisms,
applications, and future research directions in this field. Other recent studies have investigated adversarial
machine learning from an industrial perspective, focusing on how research-based attacks and defenses can
be implemented in industrial settings. Although these studies provide a solid foundation for understanding
individual attacks and defenses in adversarial machine learning, they alone cannot provide the basis for a
complete lifecycle-oriented security architecture.

2.2 AI-Enabled Cyberattacks
Generative AI has led to advances in cyberattacks through the automation of phishing, intelligent mal-

ware generation, adaptive reconnaissance, and automated vulnerability detection [17,18]. With advancements
in generative AI, it is now being applied not only for cyber defense but also as a tool for conducting cyber-
attacks. This highlights the importance of incorporating security measures at each stage of AI technology
development and deployment.

2.3 Security Challenges in Large Language Models
Prompt injection, jailbreak attacks, prompt leakage, prompt manipulation, and backdoor attacks are

among the emerging security issues associated with large language models [19–23]. Recent studies have
confirmed that many leading LLMs remain vulnerable to malicious prompts that can override safety
measures and steer model operations toward unintended outputs. In addition, recent studies have broadened
the scope of LLM security from traditional applications to tool-using and autonomous AI agents. For agentic
AI, the consequences of prompt injection can be greater because agents may have access to tools, external
data, and system resources beyond the prompt input. In light of these concerns, recent security studies have
sought to identify design patterns and multiple layers of security for defending agentic LLMs against prompt
injection and similar attacks. This indicates that AI security now encompasses not only monitoring but
also the coordination of control processes beyond the model interface. Nevertheless, security technologies
designed for LLMs still primarily address specific threat vectors.

2.4 Secure AI Development and Lifecycle Protection
To address emerging security threats in AI systems, researchers have proposed approaches based

on secure design principles that incorporate aspects such as adversarial testing, governance, deployment
security, monitoring, and AI/MLSecOps [24,25]. Nevertheless, most existing approaches concentrate on
implementing specific security measures without offering a holistic approach to ensuring cybersecurity
across the entire AI lifecycle, including data collection, model training, deployment, runtime monitoring,
and incident recovery. Emerging secure AI development practices highlight the necessity of integrat-
ing security considerations throughout the entire AI lifecycle rather than treating security solely as
a deployment-stage task. Existing methodologies offer useful techniques for secure development, risk
assessment, testing, validation, and deployment. However, these approaches differ significantly in terms of
scope and level of involvement in the AI development process. In particular, there is a lack of mechanisms
that connect security information gathered during runtime and incident management with processes such
as data preparation, model development, and training.
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AI governance and risk management frameworks provide an important organizational basis for the
responsible deployment of AI. The NIST AI RMF, for example, provides a voluntary framework that enables
trustworthiness to be considered throughout the process of designing, developing, using, and evaluating AI,
while the Generative AI Profile of the same framework addresses risks specifically associated with generative
AI. Such frameworks are useful for governance and risk management but are not intended to serve as
comprehensive architectures for coordinating security controls across all layers of the AI lifecycle. This need
motivates the usefulness of SAIDL.

Empirical evaluations have become increasingly important for establishing the level of security provided
by proposed AI security techniques under realistic attack conditions. In recent years, many researchers have
performed empirical evaluations of security techniques based on adversarial examples, benchmark datasets,
and attack scenarios. The results show that both security and the effects of defense techniques on system
performance should be evaluated when measuring the level of security. However, differences in evaluation
approaches across attacks and application areas make comparisons of security levels across the entire AI
lifecycle more difficult.

2.5 Research Gap
Despite the extensive research dedicated to AML attacks, AI-based cyberattacks, and LLM security

issues, several challenges remain. First, current approaches focus on individual attack categories and overlook
security considerations across the entire AI lifecycle. Second, existing frameworks prioritize components
such as governance and threat detection but provide limited practical guidance regarding actual deployment.
Third, there is a lack of quantifiable methods for assessing AI security. Fourth, with the emergence of new AI
developments, such as generative AI, autonomous agents, and applications incorporating LLMs, new attack
vectors continue to emerge. Moreover, most existing AI security frameworks tend to focus on governance
principles, risk management, or specific security measures without providing an operational architecture
that includes both security orchestration throughout the lifecycle and quantitative security assessment. To
address this problem, SAIDL provides an architecture that incorporates all these elements.

Although many AI security guidelines and threat-oriented frameworks have already been developed, an
important research gap remains in integrating security controls throughout the entire AI lifecycle. Current
approaches usually cover specific threats, lifecycle stages, security governance aspects, or application-specific
security concerns, but they do not provide a unified architecture that combines these security aspects using
threat intelligence feedback and quantitative security assessment.

The proposed SAIDL framework attempts to fill this gap by combining six security layers related to data
security, model security, training security, deployment security, runtime monitoring, and incident response
and recovery. The framework also includes a Threat Intelligence Feedback component that facilitates
communication among the security layers and a mathematical formulation for estimating threat reduction,
residual threat, security contribution, resilience, and SSI. Therefore, the contribution of SAIDL is not the
development of a new standalone security control or machine learning approach but the unification of these
elements within a unified security architecture.

Consequently, the research gap addressed by the current work can be described as follows: existing
AI security techniques provide several useful controls and recommendations; however, there is a lack of
approaches that orchestrate these controls, propagate threat information from one lifecycle phase to another,
and quantitatively measure the effectiveness of the resulting level of AI security. The SAIDL approach was
developed specifically to address these problems.

Difference from Existing AI Security Approaches: There are several important distinctions between
SAIDL and other AI security approaches. The NIST AI Risk Management Framework (AI RMF) is aimed
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primarily at risk management related to AI technologies by providing governance, mapping, measurement,
and management of AI risks. In contrast, SAIDL focuses more on the orchestration of security measures
throughout the AI lifecycle through interconnected security layers. MITRE ATLAS provides a repository
of knowledge and a threat-informed framework regarding adversarial techniques and tactics against AI-
powered systems, whereas SAIDL uses threat information to develop a protection and mitigation mechanism
across the AI lifecycle. OWASP LLM security guidance focuses on risks and vulnerabilities specifically
associated with large language models, whereas SAIDL addresses all stages of the AI lifecycle, including
data preparation, model creation, training, deployment, monitoring, and incident recovery. Other secure AI
development approaches contribute secure development principles and specific security measures but lack
the combination of lifecycle security orchestration, threat intelligence feedback across layers, quantitative
threat transformation, resilience analysis, and SSI.

The distinction is therefore not that SAIDL replaces NIST AI RMF, MITRE ATLAS, or OWASP guid-
ance, but that it provides an architectural mechanism for coordinating security controls and quantitatively
assessing their combined contribution across the AI lifecycle. NIST AI RMF provides a comprehensive struc-
ture for managing AI risks through functions such as governance, mapping, measurement, and management.
The merit of this framework is that it creates a common language for risk management and establishes an
organizational process. However, it is a risk management framework rather than a technical architecture that
defines how security controls should operate at each stage of the AI lifecycle. Specifically, it does not provide
a mechanism for propagating runtime threats through the data, model, training, deployment, and recovery
layers or a single index for measuring the cumulative effect of security layers.

Limitations of Existing AI Security Lifecycle Models: Current AI security lifecycle models offer
valuable guidance regarding risk management, governance, threat detection, and security-control selec-
tion; however, several shortcomings remain. First, security controls are usually presented as advice or
recommendations rather than as an integrated approach that connects different phases of the AI lifecycle.
Second, current approaches lack mechanisms for propagating information about detected threats from
runtime monitoring and incident handling back to data preparation, model creation, and training. Third,
the quantitative assessment of the influence of different security layers on reducing threat presence is not
adequately considered. Fourth, many current approaches focus on specific types of attacks, application
domains, or phases of the AI lifecycle. Fifth, adaptive security measures that can use newly discovered threats
at runtime are not adequately covered. These limitations have motivated the development of the SAIDL
framework, which encompasses security controls throughout the lifecycle by incorporating inter-layer threat
intelligence feedback and providing a mathematical model for measuring threat reduction, residual threats,
security contributions, and resilience using the SSI.

For additional positioning of the suggested framework, Table 1 presents SAIDL vs. representative state-
of-the-art approaches based on the following criteria: security objective, life cycle span, threat intelligence
feedback between layers, inter-layer cooperation, quantitative evaluation of security measures, and adaptive
security features. From the comparison, it can be seen that existing approaches possess relevant capabilities,
although each one addresses certain security aspects in AI. SAIDL is considered as an integrative approach
that integrates life-cycle security measures along with inter-layer feedback and quantitative assessment of
security. As a whole, the aforementioned literature indicates considerable advancements made in the field
of adversarial ML, AI governance, LLMs security, and safe AI development. However, there is no unity
in the research strands discussed with regard to lifecycle integration, inter-layer coordination, adaptive
feedback, and quantifiable assessment of security. It is due to this deficiency that the SAIDL approach has
been proposed.
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3 Proposed Methodology
The following section details the proposed SAIDL, a multi-layered security framework designed to

protect AI systems from AI-enabled cyberattacks and adversarial machine learning-based cyber-attacks. In
its operation, the SAIDL uses a secure by design approach through integration of cybersecurity controls into
all stages of the operational lifecycle of an AI system. As compared to conventional security frameworks, the
SAIDL provides end-to-end security from data acquisition all the way to recovery from incidents. Six main
layers of the security framework include: Data Security Layer, Model Security Layer, Training Security Layer,
Deployment Security Layer, Runtime Monitoring Layer, and Incident Response & Recovery Layer.

Collectively, these layers establish a defense-in-depth security architecture that protects AI systems
against adversarial attacks, prompt injection, model theft, data poisoning, backdoor insertion, and AI-
enabled cyberattacks.

3.1 Proposed SAIDL Architecture
The SAIDL approach is developed as a lifecycle-oriented architecture intended to support security across

the AI system lifecycle. While each of the layers serves its own security purposes, they also interact among
themselves in terms of exchanging threat intelligence and security metrics.

The SAIDL approach incorporates a looped security architecture within the framework, whereby threat
intelligence is consistently provided from the runtime monitoring stage back to the preceding stages of
the lifecycle. Fig. 1 shows how the SAIDL security approach is created. SAIDL can be represented by
the operation of four modules: inputs, security operations, outputs, and feedback. The key inputs for
SAIDL include AI training and validation data, model artifacts and parameters, training configurations,
deployment configurations, runtime events, security alerts, and incidents data. Such inputs are sequentially
and collaboratively processed by the six security layers. The Data Security Layer is responsible for validation
and protection of data, the Model Security Layer for protection of model artifacts and parameters, the
Training Security Layer for application of security mechanisms for training and adversarial robustness,
the Deployment Security Layer for the protection of deployed AI service and its interfaces, the Runtime
Monitoring Layer for detection of abnormal behavior and attacks, and the Incident Response & Recovery
Layer for containment, recovery, and restoration actions. The outputs include validated data, protected model
artifacts, security-enhanced models, secure deployment configurations, runtime threat alerts, mitigation
actions, and restored states of the system. Information about security events and metrics produced during
runtime and incident response is fed into the Threat Intelligence Feedback Engine that distributes appropriate
information to the required earlier layers.

3.1.1 Data Security Layer
Data Security Layer represents the fundamental building block of the SAIDL approach. As a result of

the fact that the majority of AML attacks occur at the level of collecting and preprocessing data, the necessity
of providing security guarantees on the level of data prior to AI model training becomes evident. Such a layer
performs data validation and source identification, as well as anomalies and any possible signs of poisoning
attempts introduced by an attacker. In order to filter out any suspicious data, statistics-based tests are used.
Also, encryption technologies may be utilized to maintain data confidentiality. In doing so, the Data Security
Layer provides a basis for further operations on the basis of which other building blocks of the SAIDL
concept may operate, thus preventing potential attacks at the very beginning of the process. Thus, the Data
Security Layer reduces the likelihood that compromised, manipulated, or unauthorized data will propagate
into subsequent model-development and training stages.
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Figure 1: Proposed SAIDL architecture.

3.1.2 Model Security Layer
Model Security Layer is created to ensure the confidentiality, integrity, and ownership of trained AI

models. With the development of modern AI technology, there are more cases of attacks from malicious
actors who want to steal AI models and their parameters and use them for purposes not meant by their cre-
ators, as well as change the parameters to influence decision-making processes in a specific manner. Thus, to
address these challenges, the framework uses differential privacy, model protection based on cryptographic
principles, model watermarking, and integrity verification. First, the former makes membership inference
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or model inversion harder, while digital watermarking allows verifying the ownership of the AI model when
someone tries to copy its code or design. At the same time, cryptographic hashing and integrity verification
help monitor the model parameters’ stability and changes. Thus, the Model Security Layer reduces the
risk of model theft, unauthorized modification, tampering, and compromise of model integrity before and
during deployment.

3.1.3 Training Security Layer
The Training Security Layer is concerned with providing protection for the learning of the model

from any adversarial manipulations and unapproved access. In the training process of machine learning,
attackers may try to manipulate the training behavior of the model using poisoned training data, attacks
against training parameters, or exploiting computing devices used in training. The measures that can be
used to protect machine learning systems during their training phase include adversarial training, secure
training environment, role-based access control, and audit logging. The adversarial training strategy involves
including adversarial samples in the training process to make the trained models resistant to potential
evasions. The secure training environment prevents attacks targeting computing devices, and the access
controls prohibit malicious access to training processes. Thus, the Training Security Layer improves model
robustness against adversarial manipulation and reduces the likelihood that poisoned or malicious training
information will be incorporated into the resulting model.

Adaptive Adversarial Retraining: Adversarial training does not happen continuously but rather is
carried out adaptively in case of multiple adversarial attacks being detected or the threat score exceeding a
pre-set threshold of retraining (τt). New adversarial samples, injection attempts, cases of data poisoning, and
others are all collected by the Threat Intelligence Feedback Engine and added to the training dataset. The
new dataset is used for retraining or fine-tuning of the AI model in order to improve its robustness against
novel attacks without increasing retraining costs unnecessarily.

3.1.4 Deployment Security Layer
After successful development of the model, the Deployment Security Layer ensures that the AI systems

continue to be secured even when in use. The AI models that have been deployed through cloud infrastruc-
ture, application programming interface (API), edge devices, or enterprise applications are regularly subject
to attempts by unauthorized parties to gain access and use. This layer includes several types of security
measures like API gateway security, authentication, authorization, secure containerization, and zero-trust
communication. The secure containers isolate the AI services from any outside applications, and at the
same time, authentication and authorization ensure that the access is allowed only by authorized entities.
In addition, encrypted communication prevents any interference with inference requests and outputs. Thus,
the Deployment Security Layer reduces the exposure of AI services and model interfaces to unauthorized
access, exploitation, and model extraction attempts.

3.1.5 Runtime Monitoring Layer
Runtime Monitoring is a layer that enables real-time monitoring of the AI system behavior while

it is running in practice. Considering that the nature of AI-based cyber-attacks is highly volatile and
unpredictable, static controls are not enough to uncover new security threats. For that reason, anomaly
detection, behavioral analysis, monitoring in real-time, and the integration of threat intelligence sources have
been employed to discover attacks at the point of their occurrence. Machine learning-enabled monitoring
engines continuously compare the existing system behaviors against the baseline one in order to detect any
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abnormalities in system functioning, which can hint at either an adversarial attack, the use case abuse of
the model, or prompt injections. In addition to that, threat intelligence feeds have been added in order to
gain situational awareness regarding emerging attack techniques. The runtime monitoring results are further
utilized to generate adaptive retraining datasets and update security policies through the Threat Intelligence
Feedback Engine, thereby improving resilience against previously unseen AI-enabled cyberattacks. Thus, the
Runtime Monitoring Layer provides continuous detection of abnormal behaviour and emerging attacks and
generates threat information that can be used by the response and feedback mechanisms.

3.1.6 Incident Response and Recovery Layer
Incident Response and Recovery Layer is the last defense component of the SAIDL approach and is

designed to ensure the resilience of the operations after any security breaches. The detection of a threat
activates the mechanisms that automatically initiate the isolation process in order to stop the spreading
of an attack on the system components. After that, a recovery procedure is conducted to restore trusted
copies of the models saved in the storage while keeping the operations up and running. Besides, the digital
forensic analysis is conducted to investigate the sources of the attack and to evaluate its impact on the system
operations. The security reports and incident logs are also provided by this layer. Thus, the Incident Response
& Recovery Layer limits the impact of successful attacks through containment, recovery, and restoration of
trusted AI system states.

Decision Making Criteria for Rollback: The suggested SAIDL scheme triggers the rollback process
whenever the accumulated threat score produced by the Threat Intelligence Feedback Engine surpasses a
certain predetermined threshold (τr). Rollback also takes place when the integrity verification mechanism
identifies any modifications that have been made to the existing model without proper authorization.
Moreover, the decision for rollback also becomes necessary when the Runtime Monitoring Layer detects
sustained attacks with high severity, policy violations, and deterioration in the performance of the model
that crosses a tolerable threshold.

3.1.7 Threat-to-Layer Mapping in SAIDL
In order to provide a clear depiction on how the suggested SAIDL framework prevents AI-driven attacks

in the entire cycle, Table 2 shows the association between each kind of major attack and the relevant security
layer that takes care of detecting, preventing, mitigating, and recovering from such attacks. It is clear from
the table that an approach towards layered security is employed within the framework.

Table 2: Mapping of AI-enabled cyber threats to SAIDL security layers.

AI Security Threat Primary Security Layer Security Mechanism

Data Poisoning Data Security Layer (L1) Data validation, anomaly detection,
provenance verification

Backdoor Injection Data Security Layer (L1),
Training Security Layer (L3) Data inspection, adversarial training

Model Theft Model Security Layer (L2) Model encryption, watermarking,
access protection

Membership Inference Model Security Layer (L2) Differential privacy

(Continued)



716 J Cyber Secur. 2026;8

Table 2 (continued)

AI Security Threat Primary Security Layer Security Mechanism

Model Inversion Model Security Layer (L2) Differential privacy, secure model
access

Adversarial Evasion Training Security Layer (L3) Adversarial training, robustness
enhancement

Unauthorized Model Access Deployment Security Layer (L4) Authentication and authorization

API Exploitation Deployment Security Layer (L4) API gateway protection, secure
communication

Prompt Injection Runtime Monitoring Layer (L5) Prompt monitoring, anomaly
detection

LLM Jailbreak Attacks Runtime Monitoring Layer (L5) Behavioral analytics, policy
enforcement

AI Service Abuse Runtime Monitoring Layer (L5) Continuous monitoring and threat
intelligence

System Compromise Incident Response Layer (L6) Containment and recovery procedures

Persistent Threat Activity Incident Response Layer (L6) Forensic analysis and remediation

The threat-to-layer mapping clearly confirms the fact that several layers of security can be used to reduce
the risk posed by a particular attack type. The above approach helps develop an architecture of defense in
depth, enhances the ability of the AI system to withstand potential cyber-attacks.

3.1.8 Inter-Layer Coordination and Threat Intelligence Feedback
While each layer fulfills a different role during the SAIDL process, the proposed architecture is built to

allow collaboration between the layers through information exchange. Security events produced by the layer
do not act independently; rather, they are transmitted to the next layers by means of the Threat Intelligence
Feedback Engine. As such, collaborative security actions and adaptability are possible at all times for the
entirety of the AI development lifecycle. To illustrate, when the Data Security Layer identifies unusual
distribution in data or data-poisoning attempts, the threat intelligence is sent to the Training Security Layer
to reinforce adversarial training and data validation policy for the training phase. In a similar fashion, should
the Runtime Monitoring Layer identify prompt injection attacks, unusual inference behavior, and model
misuse, the information will be sent to the Incident Response and Recovery Layer for further actions to take
place, including containment, investigation, and recovery operations. At the same time, the threat intelligence
will be sent back to the Data Security, Model Security, and Training Security Layers for future adjustments to
be made accordingly. This ongoing sharing of threat intelligence helps turn the suggested SAIDL into not just
a system of individual security controls but an integrated security architecture that can continually improve
its defense capabilities against constantly evolving AI-powered cyber threats.
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3.2 Mathematical Formulation of the SAIDL
SAIDL as presented in this paper is mathematically defined as a process of security transformation

whereby attacks enabled by AI are reduced through six security layers. Each layer offers a certain level of
reduction in the attack impact, thus contributing to the overall security of the AI environment. A Threat
Intelligence Feedback Engine evaluates the accumulated threat score from the sum of the alerts from all the
security layers. The threat score is then passed on to the specific layer using certain policies for update. If the
accumulated threat score goes beyond a certain threshold value, then certain adaptive mitigation measures
are taken, which include retraining with the newly acquired attacks, updating anomaly detectors, enhancing
access control policies, and securing deployment.

3.2.1 Initial Threat State
Let the initial threat state be defined as:

T0 =
M
∑
j=1

ω jA j

where:

• T0 = aggregate threat level before protection
• A j = severity of attack category j
• ω j = importance weight of attack category j
• M = total number of attack categories

The types of attacks are classified into: data poisoning attacks, model theft attacks, prompt injection
attacks, adversarial evasion attacks, backdoor attacks, membership inference attacks, and model inversion
attacks. Value of T0 is the total cyber threat pressure exerted on the AI system.

3.2.2 Layer Mitigation Function
The mitigation capability of the security layer i is defined as:

μi =
∑Ni

k=1 αkCi k

Ni

where:

• μi =mitigation capability of the layer i
• Ci k = effectiveness of control k in layer i
• αk = importance coefficient
• Ni = number of security controls in layer i

Examples of controls include poisoning detection, differential privacy, adversarial training, API authen-
tication, anomaly detection, and recovery orchestration.

The mitigation capability is normalized as:

0 ≤ μi ≤ 1

where:

μi = 1

indicates complete protection.
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Mitigation Capability Estimation: Mitigation Capability Coefficient for each security layer is based on
how effective the applied security controls are. Eik indicates effectiveness of the security control k for layer i
in percentage terms as the reduction in impact of successful attacks in the experiment.

The mitigation capability of layer i is computed as

μi =
∑Ni

k=1 αk Ei k

∑Ni
k=1 αk

where:

• μi =mitigation capability of security layer i;
• Ei k = estimated effectiveness of control k in layer i;
• αk = weighting coefficient representing the relative importance of control k;
• Ni = total number of security controls deployed within layer i.

The effectiveness values were estimated from representative attack scenarios and published benchmark
studies. For each representative attack scenario, the attack success rate before and after applying the
corresponding security control was used to estimate the control effectiveness, based on simulation-derived
or published quantitative evidence.

The effectiveness of each security control is calculated as

Ei k =
ASRbefore − ASRafter

ASRbefore

where:

• ASRbefore = attack success rate before applying the mitigation mechanism;
• ASRafter = attack success rate after applying the mitigation mechanism.

The resulting effectiveness value Ei k ranges from 0 to 1, where a value closer to 1 indicates stronger attack
mitigation performance. Consequently, the layer mitigation coefficient μi represents the weighted average
protection capability provided by all security controls within the corresponding security layer.

This methodology ensures that mitigation capability values are derived from representative attack
scenarios, published quantitative security evaluations, and the analytical formulation of the proposed SAIDL
framework rather than from subjective or manually assigned estimates.

3.2.3 Security State Transition Model
The residual threat after passing through the layer i is given by:

Ti = Ti−1(1 − μi)

where:

• Ti = residual threat after layer i
• Ti−1 = threat entering layer i
• μi =mitigation capability of layer i

For the six-layer architecture:

T1 = T0(1 − μ1)
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T2 = T1(1 − μ2)

T3 = T2(1 − μ3)

T4 = T3(1 − μ4)

T5 = T4(1 − μ5)

T6 = T5(1 − μ6)

Thus, the final residual threat becomes:

TF inal = T0

6
∏
i=1
(1 − μi)

This formulation demonstrates how threats are progressively reduced throughout the lifecycle.

3.2.4 Layer Contribution Analysis
The security contribution of each layer is:

SCi = Ti−1 − Ti

where:

• SCi = security contribution of layer i

The total threat reduction is:

SCTotal =
6
∑
i=1

SCi

A higher value indicates greater protection effectiveness.

3.2.5 Security Resilience Function
The resilience score generated by layer i is defined as:

Ri = γ1Pi + γ2Di + γ3RSi + γ4RCi

where:

• Ri = resilience score of layer i
• Pi = prevention capability
• Di = detection capability
• RSi = response capability
• RCi = recovery capability
• γ1 , γ2, γ3, γ4 = weighting factors

subject to:

γ1 + γ2 + γ3 + γ4 = 1
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The overall lifecycle resilience becomes:

RS AIDL =
1
6∑

6
i=1 Ri

3.2.6 Adaptive Threat Intelligence Feedback
The Runtime Monitoring Layer and Incident Response Layer continuously generate threat intelligence.
The feedback signal is defined as:

F = λ1DA + λ2DN + λ3DP

where:

• F = threat intelligence feedback score
• DA = detected attack events
• DN = detected anomalies
• DP = detected policy violations
• λ1 , λ2, λ3 = weighting coefficients

The adaptive update rule is:

μnew
i = μi + ηF

where:

• η = learning coefficient

This equation models the adaptive nature of the proposed framework.
Let Q denote the cumulative threat score generated by aggregating threat events across all security layers.

The framework defines two operational thresholds:

• Retraining Threshold (τt): If Q ≥ τt, adaptive adversarial retraining is initiated.
• Rollback Threshold (τr): If Q≥ τr, or if model integrity verification fails, the framework initiates rollback

to the latest trusted model version.

These thresholds provide clear operational rules for adaptive retraining and model rollback within the
SAIDL framework.

3.2.7 Secure AI Security Index
The final security state of the AI system is expressed as:

SSI = SCTotal + RS AIDL + F
1 + TF inal

where:

• SSI = Secure AI Security Index
• SCTotal = cumulative threat reduction
• RS AIDL = lifecycle resilience score
• F = adaptive feedback capability
• TF inal = final residual threat
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The SSI evaluates the security performance of the AI system holistically, taking into consideration the
interplay of three dimensions of evaluation: the security contribution (SCTotal), lifecycle resilience (RSAIDL),
and adaptive threat intelligence capability (F). The security contribution refers to the total threat reduction
achieved in the course of implementing the six-level SAIDL approach. The score assigned for the lifetime
resilience factor refers to the level of protection against cyber-attacks offered throughout the entire lifecycle
of an AI system, including the detection of attacks and recovery from them. The adaptive threat intelligence
factor is associated with the constant learning and security adaptation capabilities in relation to previously
experienced threat incidents. Thus, the inclusion of the final residual threat level (TFinal) in the denominator
correctly assesses the negative effects of having higher residual risk levels. As a result, a higher SSI score
denotes better security performance, higher resilience, and adaptive response capabilities.

Methodological Justification: The chosen security metrics comprise complementary dimensions of
AI security: Attack Detection Rate (ADR), False Positive Rate (FPR), Threat Reduction Rate (TRR),
Security Layer Contribution (SCS), and Adversarial Robustness Score (ARS). The SSI is comprised of these
dimensions together with adaptive threat intelligence and residual threat to produce a general indicator of
security performance over the entire lifecycle. The metric definition is based on the sequential security state
transformation, where each security layer decreases the residual threat.

Parameter Validation: The weights for the parameters are normalized such that they correspond to
the significance of the respective security dimension. In this study, there was no formal validation using an
expert panel. The formulation’s robustness was tested through sensitivity and ablation studies. The sensitivity
test indicated that the value of SSI was 0.94 when the average mitigation capability was 0.95 compared to the
initial values of 0.71 and 0.60, respectively. Changes in resilience weights did not change SSI by more than
5%. The ablation study focused on the contribution of individual layers in the SAIDL framework.

Parameter Normalization and SSI Calculation: The parameters used in the SAIDL mathematical
model were normalized to keep consistency among all the security layers and dimensions of evaluation.
Values of control effectiveness were acquired through representative attacks and relevant research from
cybersecurity and AI security literature based on the relative reduction in attack effectiveness before and
after mitigation. Mitigation coefficients were then utilized to compute residual threat, security contribution,
lifecycle resilience, adaptive threat intelligence, and finally the SSI. Sensitivity analysis was done by varying
the average mitigation capability value from 0.60 to 0.95, with all other parameters kept constant. The
calculated SSI values ranged from 0.71 to 0.94. As SAIDL is assessed in terms of a generic lifecycle security
architecture, not an operational realization of an AI security system, the parameter values should be used
only for analytical and comparative purposes at the framework level. For the framework-level analytical
evaluation, these parameters were treated as normalized model coefficients, while the sensitivity analysis was
used to examine the effect of changes in mitigation capability and resilience weighting on the resulting SSI.
The reported SSI values should therefore be interpreted as analytical indicators of the proposed framework
rather than as experimentally measured values from a specific operational AI system.

4 Experimental Setup and Evaluation Parameters
Public benchmark datasets have been chosen for simulation. This section details the experimental setup

for evaluation of the proposed SAIDL framework. The evaluation is centered on measuring the ability of the
proposed framework to provide protection against AI-enabled cyberattacks, minimize threat propagation,
and increase resilience and security performance in the process. Public cybersecurity and AML benchmark
datasets are used in order to enable reproducibility and transparency. For the purpose of analyzing and
evaluating the effectiveness of the proposed SAIDL framework, public cybersecurity and benchmark datasets
are employed as the source for creating simulations that are based on various threats that the framework
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should guard against. The purpose of the evaluation is not to demonstrate real-world results from an
operational framework implementation but to showcase the expected security performance gains.

Scope of Evaluation: The scope of evaluation of the SAIDL framework is based on assessing its
suitability as a generic lifecycle security architecture and not through its implementation in a particular AI-
based system. To perform this evaluation, different attack scenarios for AI were generated from the publicly
available cybersecurity and AML benchmark datasets like CIC-IDS2017, CIC-DDoS2019, NSL-KDD, ART,
and PromptBench. These benchmark datasets constitute different attack surfaces, such as network intrusion
detection attacks, AML attacks, and LLM prompt injection attacks.

Evaluation Process: For each threat scenario, the following before and after evaluation process was done
to mitigate the scenario. Initially, the attack scenario was evaluated without the SAIDL security controls to
determine the initial state of the attack. After that, the attack scenario was mitigated using the corresponding
SAIDL security mechanisms and then the attack scenario was re-evaluated to determine the decrease in
the threat scenario’s effectiveness. After determining the threat reduction and layer mitigation capabilities
of the SAIDL mechanisms, the values were incorporated into the mathematical formula for SAIDL to find
out the contribution towards security, lifecycle resilience, adaptive threat intelligence capability, and the SSI.
Various cyberattack scenarios were evaluated using publicly available datasets, as illustrated in Table 3.

Table 3: Cyberattack scenarios using publicly available datasets.

Dataset Assessment Purpose
CIC-IDS2017 [26] Threat detection, runtime monitoring, and incident response evaluation

CIC-DDoS2019 [27] Threat propagation and resilience assessment
NSL-KDD [28] Benchmark intrusion detection evaluation

ART Adversarial Datasets [29] Adversarial robustness and AML resilience assessment
PromptBench [30] Prompt injection detection and LLM security evaluation

The different benchmark datasets correspond to each element of the proposed threat model. CIC-
IDS2017, CIC-DDoS2019, and NSL-KDD benchmarks were used for assessing the ability of detecting
network-based threats and runtime monitoring. AML attacks, which include adversarial evasion and data
poisoning, were evaluated using the ART benchmark. For assessing prompt injection attacks on large
language models applications, we used PromptBench. Overall, these benchmark datasets cover representative
attack surfaces within the proposed SAIDL framework. Attack scenarios used for evaluation include five
representative examples: (i) data poisoning attacks that poison training datasets, (ii) adversarial evasion
attacks created by applying FGSM, PGD, and DeepFool methodologies, (iii) model theft attacks to steal
the model deployed, (iv) prompt injection attacks to poison large language model-based systems, and (v)
backdoor attacks through which hidden triggers initiate any malicious activity while making inference.

Reproducibility and Execution Details: The benchmark datasets were used to develop representative
attack scenarios corresponding to the security layers in the proposed SAIDL framework. CIC-IDS2017,
CIC-DDoS2019, and NSL-KDD datasets were used to represent network threats and runtime monitoring,
whereas the ART datasets were used to represent adversarial machine learning attacks, including data
poisoning and adversarial evasion. PromptBench was used to represent LLM prompt-injection attacks.
The evaluation followed a before-and-after approach, in which each representative attack scenario was first
evaluated without the corresponding SAIDL security control to determine the initial threat state and then
evaluated after applying the appropriate security mechanism to determine the resulting reduction in threat.



J Cyber Secur. 2026;8 723

These threat-reduction values were used as inputs to the mathematical model presented in Section 3.2 to
compute the security contribution, resilience, adaptive threat intelligence capability, and SSI.

Dataset and Implementation Scope: The benchmark datasets were used as publicly available sources
for constructing representative framework-level attack scenarios rather than for training and testing a single
AI model. Consequently, the evaluation does not define a model-specific training/test partition or model-
dependent preprocessing pipeline. No software, hardware, or random-seed configuration is treated as a
universal experimental requirement because the evaluation is based on the analytical SAIDL formulation
and representative simulation scenarios rather than an end-to-end implementation of a particular AI system.

Since SAIDL is analyzed as a generic lifecycle security architecture rather than as an implementa-
tion of a particular AI system, no single model architecture, model-specific train/test split, or hardware
configuration is prescribed. The benchmark datasets are used to generate representative simulation cases
rather than to train and evaluate a single machine learning model. Therefore, the reported results should be
interpreted as analytical and simulation-based metrics rather than measurements obtained from a real-world
AI deployment.

4.1 Threat Model and Attack Scenario Configuration
The evaluation of the proposed SAIDL framework was conducted using a representative AI threat model

that includes potential attacks across various stages of the AI lifecycle. The threat model posits various
adversaries with capabilities ranging from external actors seeking to exploit AI services to malicious users
tampering with the training or inference process. The goal of the adversary is to undermine the security of
the AI through attacks on various security layers. Five representative AI threats were used for evaluation:

• Data Poisoning: It was assumed that malicious samples were injected into the training set to influence
model behavior. This threat was evaluated by using representative poisoning attacks from AML
benchmark datasets.

• Adversarial Evasion: Adversarial samples were created using representative evasion attacks such as Fast
Gradient Sign Method (FGSM), Projected Gradient Descent (PGD) and DeepFool attacks.

• Model Theft: The model theft attacks were conducted by considering that multiple API calls would be
made to recreate the behavior of the model and predict the decision boundary.

• Prompt Injection: The prompt injection attack was assessed using PromptBench and publicly available
scenarios of prompt manipulation attacks that try to circumvent the safety mechanism or cause change
in the behavior of the LLM-based model.

• Backdoor Attacks: The backdoor attacks were simulated by creating hidden trigger patterns in the
training phase and then checking if the model generates harmful output while these triggers appear in
the inference phase.

Attack Scenarios and Control Configurations: The five representative attacks have been defined as
simulation scenarios at the framework level rather than as operational attacks on a single AI model. Data poi-
soning has been modeled through malicious sample injection into the training dataset, adversarial evasion
through representative FGSM, PGD, and DeepFool attacks, model theft through repeated API-query-based
attempts to emulate model behavior, prompt injection through representative PromptBench and publicly
available prompt-manipulation scenarios, and backdoor attacks through hidden trigger patterns introduced
during training and evaluated during inference. For each scenario, the corresponding SAIDL security control
was evaluated before and after mitigation, and the resulting change in threat effectiveness was used as
an input to the mathematical model. Since the study considers SAIDL as a generic security architecture
spanning the AI development lifecycle rather than as an implementation for a specific operational AI model,
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attack-specific parameters such as poisoning ratios, perturbation budgets, attack iterations, model-query
budgets, trigger specifications, and model-specific control configurations were not defined as universal
experimental parameters.

Attack-to-Control Traceability: The attack scenarios were evaluated against the corresponding SAIDL
security controls identified in the threat-to-layer mapping in Table 2. Data poisoning was associated primar-
ily with data validation, anomaly detection, and provenance verification; adversarial evasion with adversarial
training and robustness enhancement; model theft with model protection and access controls; prompt
injection with prompt monitoring and anomaly detection; and backdoor attacks with data inspection and
adversarial training. The before-and-after threat-reduction values associated with these control mappings
were used as inputs to the mitigation formulation in Section 3.2. Because the evaluation is framework-level
rather than an operational attack campaign against a specific AI model, attack-specific numerical parameters
were not defined as universal experimental settings.

The SAIDL framework was evaluated based on its capability to detect, mitigate, and recover from the
identified attacks using ADR, FPR, TRR, SCS, ARS, and SSI.
Dataset and Attack Scenario Configuration

For the purposes of this evaluation, publicly available benchmark datasets were used to generate repre-
sentative attack scenarios to evaluate the proposed SAIDL architecture. These benchmark datasets include
CIC-IDS2017, CIC-DDoS2019, NSL-KDD, ART, and PromptBench datasets. CIC-IDS2017, CIC-DDoS2019,
and NSL-KDD datasets are used to represent network-based threats and runtime monitoring, while ART
and PromptBench datasets are used to represent adversarial machine learning and LLM prompt-injection
attacks, respectively.

The five representative attack types considered in the evaluation are data poisoning, adversarial evasion,
model theft, prompt injection, and backdoor attacks. For adversarial evasion scenarios, FGSM, PGD, and
DeepFool attack types are considered. For prompt injection, the PromptBench dataset is used to represent
representative attacks. The representative attack scenarios are evaluated before and after the deployment of
relevant SAIDL security control mechanisms. Threat reduction and mitigation values obtained from these
evaluations were used as inputs to the mathematical formulation outlined in Section 3.2.

Since the current research assesses SAIDL as a generic lifecycle security framework and not as an end-to-
end AI system, the benchmark datasets are employed to create realistic simulation cases and not for making
claims about their performance in real-life deployment situations. Accordingly, numerical results derived
from the SAIDL mathematical formulation are interpreted as analytical or simulation-based indicators
of framework performance. Where specific attack or security-control parameters were not independently
implemented and measured in an operational AI system, the corresponding results are not interpreted as
direct experimental measurements.

4.2 Baseline Architectures for Comparison
The suggested SAIDL framework was evaluated relative to four representative architectures:

• Conventional AI Security Pipeline
• NIST AI Risk Management Framework (AI RMF)
• MITRE ATLAS-Based Security Model
• OWASP LLM Security Framework

The comparison enables assessment of lifecycle-wide security improvements introduced by the pro-
posed architecture.



J Cyber Secur. 2026;8 725

4.3 Evaluation Parameters
To comprehensively evaluate framework performance, multiple security, robustness, and resilience

metrics are considered.

4.3.1 Attack Detection Rate (ADR)
ADR measures the proportion of successfully detected attacks.

ADR = TP
TP + FN

where, TP = True Positives and FN = False Negatives.

4.3.2 False Positive Rate (FPR)
FPR quantifies the proportion of benign events incorrectly classified as attacks.

FPR = FP
FP + TN

where, FP = False Positives and TN = True Negatives.

4.3.3 Threat Reduction Ratio (TRR)
TRR measures the effectiveness of the proposed framework in reducing threat levels across the lifecycle.

TRR = T0 − TF inal

T0
× 100

where, T0 = Initial threat state and TF inal = Residual threat state after mitigation.

4.3.4 Security Contribution Score (SCS)
SCS evaluates the cumulative protection provided by all six security layers.

SCS = ∑
6
i=1 SCi

where SCi = Security contribution of layer i.

4.3.5 AI Resilience Score (ARS)
ARS measures the four resilience dimensions of the proposed framework.

ARS = 1
6

6
∑
i=1

Ri

where Ri = Resilience contribution of layer i.

4.3.6 SAIDL Security Index (SSI)
SSI is the final performance indicator used for evaluating the overall effectiveness of the proposed

framework.
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SSI = SCTotal + RS AIDL + F
1 + TF inal

where, SCTotal = Total security contribution of all layers and RS AIDL =Overall resilience score of the SAIDL
framework F =Framework effectiveness factor and TF inal =Residual threat state. A higher SSI value indicates
stronger protection, greater resilience, and improved trustworthiness of the AI system.

4.3.7 Interpretation of SSI Values
Table 4 presents the interpretation of SSI values used for assessing overall AI security maturity

and resilience.

Table 4: Interpretation of SSI values.

SSI Range Security Level
SSI < 0.40 Vulnerable

0.40 ≤ SSI < 0.60 Moderate
0.60 ≤ SSI < 0.80 Strong

SSI ≥ 0.80 Highly Secure

The SSI categories provide a practical interpretation of overall AI security posture. Lower values indicate
higher residual risk and weaker resilience, whereas higher values reflect stronger lifecycle-wide protection
and adaptive security capability.

4.4 Performance Evaluation Strategy
For testing the capabilities of the framework for performing under unfavorable conditions, the frame-

work was tested under increasing levels of attack intensity. Comparison analysis was carried out against all
baseline frameworks based on the evaluation metrics stated earlier. The resulting analytical and simulation-
based values were used to evaluate the potential contribution of the framework to attack mitigation, threat
reduction, resilience, and overall security.

5 Framework Performance Evaluation and Analysis of Results
The following section presents the performance analysis of the proposed SAIDL framework against a

range of attack scenarios involving AI-assisted cyber threats. The analysis aims to evaluate the capability
of the framework to detect cyber threats, defend against attacks, prevent the spread of threats, enhance
resilience, and improve the security of intelligent systems. For this evaluation, several attack scenarios
were selected from publicly available datasets, including CIC-IDS2017, CIC-DDoS2019, NSL-KDD, the ART
adversarial dataset, and PromptBench. The inclusion of ART and PromptBench extends the evaluation
beyond conventional network-security datasets and provides coverage of modern AI-specific threats,
including AML and LLM prompt-injection vulnerabilities.

5.1 Security Metrics Estimation and Result Provenance
The proposed SAIDL framework is evaluated as an architectural approach to cybersecurity assurance,

and the reported results are based on representative simulation scenarios, published cybersecurity and AI-
security studies, and the mathematical model of the SAIDL framework developed in Section 3.2. To maintain
transparency in reporting, the numerical results are distinguished according to their source. Representative
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attack scenarios constructed using publicly available benchmark datasets serve as the basis for assessing the
considered threats and security controls. Where control-effectiveness values are obtained from published
cybersecurity and AI-security studies, the corresponding references are provided to support these values. The
obtained mitigation factors were used in further calculations within the mathematical framework presented
in Section 3.2 to evaluate residual threats, security contributions, resilience, and the SSI. Thus, all results
should be viewed as indicators of performance evaluation for the considered framework, but not metrics
measured in a real-world scenario.

Accordingly, the results reported in this study should not be interpreted as independently replicated
measurements from an end-to-end operational implementation of SAIDL. Simulation-derived results
represent the outcomes of the considered representative attack scenarios, literature-derived values repre-
sent effectiveness information obtained from published studies, and analytical results represent quantities
calculated using the proposed mathematical model.

5.2 Threat Detection Performance Analysis
Detection of threats becomes an important functionality within the designed framework, since timely

detection of any malicious activities ensures that such threats do not spread to other lifecycle phases.
Runtime Monitoring Layer constantly monitors network traffic, model behavior, prompt communications,
and operation log files for any suspicious activity. The numerical results presented in the Table 5 is interpreted
according to the result provenance described in Section 5.1.

Table 5: Threat detection performance of the proposed SAIDL framework.

Attack Type Precision (%) Recall (%) F1-Score (%) Detection Rate (%)
Data Poisoning 95.8 94.6 95.2 94.8

Adversarial Evasion 96.4 95.7 96.0 95.9
Model Theft 94.9 93.8 94.3 94.1

Prompt Injection 97.3 96.1 96.7 96.4
Backdoor Attack 95.2 94.5 94.8 94.7

Average 95.9 94.9 95.4 95.2

From Fig. 2, it is seen that there is a higher detection rate in the case of injection attacks, which is
96.4%, because of the use of behavioral analysis and prompt monitoring systems incorporated into the
Runtime Monitoring Layer. Likewise, the detection rate in case of poisoning and backdoor attacks is effective
because of the use of anomaly detection and data validation techniques at an early stage in the lifecycle. The
95.2% detection rate indicates the potential effectiveness of the proposed framework under the considered
evaluation scenarios.

5.3 Attack Mitigation Effectiveness Analysis
In addition to identifying attacks, the proposed framework aims to reduce the effectiveness of adver-

sarial attacks through the implementation of multiple security mechanisms. The experiments evaluate the
effectiveness of the framework against different types of attacks by incorporating security measures across
all six security layers.

From Fig. 3 below, it is apparent that there is a marked drop in attack success in all the different attack
categories once the proposed framework is implemented. The adversarial evasion attacks have been highly
affected, with their success dropping from 63.1% to 12.8%. This drop is attributed to the adversarial training
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methods adopted in the Training Security Layer. On the other hand, model theft attacks are minimized using
differential privacy, encryption, and model watermarking within the Model Security Layer.

Figure 2: Performance metric evolution.

Figure 3: Attack success rate before and after SAIDL protection.

5.4 Layer-Wise Security Contribution Analysis
The contribution made by each layer of the security layers is analyzed to measure its significance towards

the overall performance of protection capability. The Security Contribution Score (SCS) is determined by
applying the formula discussed in Section 3.

From Fig. 4, the Runtime Monitoring Layer contributes the most towards security, with its score
standing at 0.93. This illustrates that cybersecurity threat detection through real-time monitoring and



J Cyber Secur. 2026;8 729

behavior analysis is very essential to improving overall security levels. Training Security Layer also makes
a great contribution due to adversarial learning strategies to boost robustness. However, the Deployment
Security Layer contributes the least among others; nevertheless, it is equally important to ensuring security
when deployed.

Figure 4: Security contribution score of individual SAIDL layers.

5.5 Threat Propagation Reduction Analysis
A key aim of this framework involves disrupting the propagation of threats across the entire lifecycle of

AI services. The efficiency of the security layer across the lifecycle has been tested through the probability of
threat propagation across two consecutive layers.

From Table 6, the results show that there is considerable improvement in threat propagation in all
lifecycle stages. The largest reduction in attacks is observed when transitioning from the Data Security Layer
to the Model Security Layer, primarily due to the poisoning detection and data validation processes. This
result demonstrates the effectiveness of the defense-in-depth approach employed in the proposed framework.

Table 6: Threat propagation probability across lifecycle stages.

Lifecycle Transition Without Protection With SAIDL
Data→Model 0.72 0.21

Model→ Training 0.69 0.19
Training→ Deployment 0.64 0.17
Deployment→ Runtime 0.58 0.15

Runtime→ Incident Response 0.49 0.12

5.6 Sensitivity Analysis of SAIDL Parameters
The SAIDL framework has been subjected to sensitivity analysis to investigate the effects of different

levels of security-control effectiveness and resilience on its performance. This analysis aims at assessing the
effects that changes in the mitigation capability and resilience weighting factors have on TFinal and SSI.
Description of Impact of Mitigation Capability on SSI. The SSI calculation process in this study involves
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estimating residual threats using the mitigation-based threat model and integrating the residual threat
with resilience measures in the framework as described in Section 4. To test the sensitivity of the model
parameters, an average mitigation capability coefficient (μi) of six security layers has been varied between
0.60 and 0.95 while keeping other parameters constant, as shown in Table 7.

Table 7: Impact of mitigation capability on SSI.

Average Mitigation Capability (μi ) SSI
0.60 0.71
0.70 0.78
0.80 0.84
0.90 0.91
0.95 0.94

From the analysis of the results above, there is a clear positive correlation between the level of
effectiveness of the mitigation measures and the total performance of the security systems. An increase in
the average value of the mitigation measure from 0.60 to 0.95 results in an improvement of the SSI value
from 0.71 to 0.94, giving a 32.4% increase. In assessing the robustness of the proposed framework, the weight
factors for resilience of (γ1, γ2, γ3, γ4) representing the ability of the system to prevent, detect, respond, and
recover were adjusted separately subject to the normalization condition.

∑
4
i=1 γi = 1

However, the recorded SSI scores showed only slight variation, with differences remaining within 5%
across all configurations. This demonstrates that the presented framework does not overly rely on any one
specific dimension of resilience. In turn, security performance depends on the cumulative impact of all four
resilience dimensions: prevention, detection, reaction, and recovery. To quantify parameter influence, the
normalized sensitivity coefficient was computed as

Sp =
ΔSSI/SSI

Δp/p

where θ represents the investigated parameter. (either μi or γi). From the results of the sensitivity analysis,
we can conclude that the presented SSI score exhibits moderate sensitivity to mitigation capability but is
relatively insensitive to small changes in the resilience weight parameters. In summary, from the presented
sensitivity analysis results, we can conclude that the SAIDL framework proposed in our work is robust
when using different parameter configurations. The increasing tendency of the SSI score with an increase in
mitigation capability and insensitivity to slight perturbations in the resilience weights confirms that.

5.7 Ablation Analysis of SAIDL Layers
In order to examine the impact of individual layers on the overall security, ablation experiments were

carried out with the removal of layers one-by-one while analyzing security metrics performance. According
to the results of this analysis, it can be concluded that all six layers make a positive contribution to the security
posture of the overall framework. Among the considered security layers, Runtime Monitoring (L5) and
Incident Response (L6) have resulted in the most significant performance drop when disabled, which reflects
their important role in the detection of attacks and subsequent mitigation. The Data Security (L1), Model
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Security (L2), and Training Security (L3) layers contribute considerably to the improvement of attack success
rate during the initial phases of the AI lifecycle. An additional layer of Deployment Security (L4) has been
added for protecting the application from attacks using the approach of authentication and authorization.
The above conclusions about the contribution of individual layers can be drawn from Fig. 5, showing the
results of ablation experiments.

Figure 5: Ablation analysis of SAIDL layers.

Resilience refers to the capability of an AI system to safeguard itself against any potential cybersecurity
threats by preventing them, detecting them, responding to them, and then recovering from them successfully.
The developed framework is designed to integrate resilience capabilities across multiple lifecycle stages, with
the objective of supporting operational continuity under security threats.

5.8 AI Resilience Assessment
From Fig. 6, the framework scores a total AI Resilience Score of 0.917. The capability of detection

ranks number one owing to the presence of effective anomaly detection and runtime monitoring systems.
Meanwhile, the capability of recovery ranks second thanks to rollback and recovery processes embedded in
the Incident Response Layer.

Based on this comparison, the unique characteristic of SAIDL is that it encompasses the entire AI life
cycle about security. The NIST AI RMF, the MITRE ATLAS, and the OWASP LLM security framework
offer risk management, threat-driven, and application-level security, respectively. However, the SAIDL model
capitalizes on the above security frameworks by arranging the relevant controls in a layered lifecycle and also
connecting runtime threat monitoring with security updates. Moreover, the suggested mathematical model
and the SSI give a single quantified approach to measure the impact of security. These baseline frameworks
were selected because they represent complementary approaches to AI security, including conventional
lifecycle security, AI risk management, threat-informed security, and LLM-specific security guidance.
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Figure 6: AI resilience assessment.

Statistical Consideration: As the current assessment is both an analysis and a simulation, and the
effectiveness figures in the study are derived from representative benchmark data and literature, the current
SSI and framework-level security measures are viewed as comparative assessments and not independent
replicated experimental results. Therefore, no claims are made about the statistical significance of the current
framework-level results. The sensitivity and ablation studies are utilized in order to analyze the robustness
and impact of the suggested model parameters and security levels.

5.9 Comparative Framework Analysis
To examine the applicability of the proposed framework, the analysis was made between the existing AI

security frameworks. From Table 8, the comparison is done according to the coverage of lifecycle protection,
detection of threats, resilience capabilities, and adaptive security feedback mechanisms provided by the
frameworks. Low, Medium, and High indicate how well the framework supports this category based on the
available literature.

Table 8: Conceptual positioning of SAIDL relative to existing AI security frameworks.

Framework Lifecycle Coverage Threat Detection Resilience Support Adaptive
Feedback

Conventional AI Pipeline Low Medium Low No
NIST AI RMF Medium Medium Medium No

MITRE ATLAS Medium High Low No
OWASP LLM Security Low High Low No

SAIDL (Proposed) High High High Yes
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According to Table 8, the proposed SAIDL framework provides broader explicit coverage across the
selected architectural dimensions than the other approaches. While existing frameworks primarily focus on
governance, risk management, threat knowledge, or application-level security guidance, SAIDL integrates
security controls across the AI lifecycle. In addition, SAIDL incorporates adaptive threat-intelligence
feedback, quantitative security modelling, and security assessment within a unified architectural framework.
The contribution of SAIDL is therefore not the development of a new attack-detection algorithm, but the
integration and orchestration of security controls across the AI lifecycle together with adaptive feedback and
quantitative security assessment.

Because NIST AI RMF, MITRE ATLAS, and OWASP LLM Security serve different purposes and are not
executable end-to-end defense systems, Table 8 is presented as a conceptual positioning analysis rather than
an experimental comparative evaluation of security performance. The qualitative descriptors (Low, Medium,
and High) indicate the extent to which each approach explicitly addresses the architectural dimensions listed
in the table, based on its documented scope, objectives, and security coverage. These descriptors are not
measured performance scores and should not be interpreted as evidence of superiority of one framework over
another. Instead, the comparison illustrates differences in architectural orientation and lifecycle coverage.

5.10 SSI Evaluation
The SSI can be used as an indicator of the efficiency of the overall framework by taking into account

aspects such as threat mitigation, resilience, and feedback.
Fig. 7 shows that the proposed SAIDL configuration achieves the highest calculated SSI value among the

configurations considered in the analytical evaluation. The reason behind such a significant increase in SSI
can be attributed to the inclusion of lifecycle-based protection, threat adaptation, and resilience improvement
within the framework.

Figure 7: SSI evaluation.

6 Discussion, Practical Applications, and Recommendations for Future Research
With the growing use of AI in critical infrastructure, there is an increasing need for security architectures

that can effectively address potential threats in AI environments. Unlike conventional software systems, AI
environments are vulnerable to security threats throughout the entire lifecycle, including data collection,
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model training, deployment, and operation. Consequently, individual security mechanisms may be insuf-
ficient to combat AI-enabled cybersecurity threats. The proposed SAIDL framework addresses this need
through a lifecycle-based security architecture.

6.1 Discussion and Potential Practical Application
Implementation Feasibility: The proposed SAIDL architecture is meant to work like a security layer

around the usual AI development and deployment environments, not as a full replacement for the under-
lying AI models, or infrastructure. The Data Security and Training Security Layers can be hooked into
current data-validation, model-training, and adversarial-testing pipelines. The proposed SAIDL architecture
is designed as a conceptual security layer that could be integrated with existing AI development and
deployment environments. The Data Security and Training Security Layers could be incorporated into
data-validation, model-training, and adversarial-testing pipelines, while Model Security could be integrated
with model repositories and artifact-management processes. Deployment Security could operate alongside
existing API gateways, access-control mechanisms, containerized services, and cloud or edge infrastructure.
Runtime Monitoring could use existing logging and security-monitoring mechanisms, while the Incident
Response and Recovery Layer could be connected with established security-response processes. Runtime
Monitoring can take in application logs, model outputs, API activity, plus the security events that are
already being produced by other monitoring systems. The Incident Response & Recovery Layer can be
attached to what you already have in security operations, and incident-management processes. Meanwhile,
the Threat Intelligence Feedback Engine acts as the coordination mechanism so that security events seen
during operation can be used to revise detection rules, adjust security policies, and even guide retraining
decisions. So overall SAIDL can be rolled out step by step, letting organizations bring in single layers as they
go, while still staying compatible with existing cybersecurity infrastructure.

Based on the analytical and simulation-based evaluation, the proposed SAIDL framework indicates
potential improvements in AI security through the integration of security processes across the AI lifecycle.
The framework is designed to reduce exposure to attacks, limit threat propagation, and strengthen resilience
through coordinated security controls. The Runtime Monitoring Layer and Threat Intelligence Feedback
Engine provide mechanisms for detecting emerging threats and communicating relevant security informa-
tion across lifecycle stages. These observations represent analytical and simulation-based indications of the
potential contribution of SAIDL and require validation through operational implementation.

The proposed architecture could potentially be applied in areas where enhanced AI cybersecurity is
required, such as healthcare, financial services, smart-city applications, automation processes, transport,
and military applications. Furthermore, the flexible architecture could support organizations in considering
the integration of individual security layers with existing cybersecurity systems, subject to domain-specific
validation. Unlike traditional layered approaches in which security measures may operate independently,
the SAIDL architecture provides a mechanism for communication between layers through the exchange of
threat information. Such communication could allow security lessons learned during the execution phase to
inform and refine subsequent stages of the AI lifecycle.

To further clarify the position of SAIDL relative to established AI security and governance
approaches, Table 9 compares SAIDL with NIST AI RMF, MITRE ATLAS, OWASP AI/LLM security
guidance, and ISO/IEC AI standards in terms of scope, methodology, security coverage, and implementa-
tion approach.

Table 9 illustrates the differences between SAIDL and other AI security and governance methods by
considering such aspects as scope, methodology, security coverage, and implementation approach. The
NIST AI RMF framework offers an extensive framework for risk management, MITRE ATLAS is concerned
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with adversarial AI/ML techniques, while OWASP offers application-based guidance on security. ISO/IEC
standards offer a common standardization foundation for AI governance, risk management, and security.
On the other hand, SAIDL is focused on security controls orchestration throughout the full AI lifecycle, with
threat intelligence being passed from one layer to another.

Table 9: Comparison of SAIDL with existing AI security and governance frameworks.

Framework Scope Methodology Security Coverage Implementation
Approach

NIST AI RMF
AI risk

management and
governance

Govern, Map,
Measure, Manage Broad AI risks Risk-management

guidance

MITRE ATLAS AI/ML adversarial
threats

Threats, tactics and
techniques Attack-oriented Threat-informed

security

OWASP AI/LLM
Guidance

AI/LLM
application

security

Vulnerability and
risk guidance

Mainly AI/LLM
application threats

Security
recommendations

ISO/IEC AI
Standards

AI governance,
risk and security

Standardized
management and

governance
practices

Governance, risk,
security and lifecycle

aspects

Organizational
standards and

controls

Proposed SAIDL Lifecycle-wide AI
security

Six security layers
with

threat-intelligence
feedback

Data, model, training,
deployment, runtime

and recovery

Integrated and
adaptive security

architecture

AI-Specific Threats and SAIDL Lifecycle Coverage
Specific threats that emerge for AI systems may target any of the stages in the AI lifecycle and hence

should be protected collectively in SAIDL. Data poisoning threats are mainly covered by Data Security (L1)
through the validation of data, detection of anomalies and provenance of the data. Training security layer (L3)
covers the threat to model training. Threats such as model extraction can be mitigated by Model Security (L2)
through the use of measures such as model encryption, watermarking, and access control measures that are
supported by the Deployment Security (L4). Adversarial attacks can be managed mainly by Training Security
(L3) through adversarial training and robustness improvement. Runtime Monitoring (L5) can monitor
abnormal model inference. Threats of prompt injection attacks can be managed by Runtime Monitoring
(L5) through prompt monitoring, anomaly detection, and behavioral analysis. Model inversion attacks and
privacy attacks may be countered using Model Security (L2), specifically via differential privacy and secure
model access. Dangers related to the supply chain such as datasets, pretrained models, and other AI elements
from third parties can be countered at various layers, namely L1–L4, through provenance validation, integrity
validation of models, controlled access, secure deployment, and auditing. The security information about
any new threats is distributed by the Threat Intelligence Feedback Engine to the appropriate layers.

Table 10 highlights how the new AI-specific threat categories are managed throughout the SAIDL
lifecycle. In contrast to traditional cybersecurity management approaches which handle each type of attack
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separately, SAIDL manages its security controls throughout different phases of its lifecycle. While data
poisoning and supply-chain security threats are largely dealt with prior to and during the training phase
via data and model validation, adversarial attacks are handled via robust training and runtime monitoring.
On the other hand, model extraction attacks and privacy attacks are managed through model protection
and secure access control. Lastly, prompt injection attacks are monitored at the runtime phase along with
incident response.

Table 10: Mapping of emerging AI-specific threats to SAIDL lifecycle security layers.

AI-Specific Threat Primary SAIDL
Layer (s) Key Security Mechanisms

Data poisoning L1–L3 Data validation, anomaly detection, provenance
verification, secure training

Model extraction L2–L4 Model encryption, watermarking, authentication, access
and API protection

Adversarial examples L3–L5 Adversarial training, robustness enhancement, runtime
anomaly detection

Prompt injection L5–L6 Prompt monitoring, anomaly detection, behavioral
analysis, containment

Model inversion and
privacy attacks L2 Differential privacy, secure model access

AI supply-chain risks L1–L4 Data/model provenance, integrity verification, access
control, secure deployment

Practical Applicability
SAIDL can be added to DevSecOps pipelines without changing the AI systems that are already in place.

The Data and Training Security Layers can help with checking data, keeping training safe, and testing for
attacks. The Model and Deployment Security Layers can work with places where models are stored, systems
that control access, APIs with mechanisms to verify users, and cloud or edge setups. The Runtime Monitoring
Layer can use existing logs and security tools. The Incident Response and Recovery Layer can link with the
security teams that are already in place. The main problems when implementing SAIDL are the need for
additional computing power, integration with legacy systems, and ensuring that personnel working with AI,
software, and security collaborate effectively. SAIDL can therefore be implemented step by step based on the
company’s security requirements.

Table 11 shows how SAIDL can be added to DevSecOps processes by using security and AI tools that are
already available. The framework introduces additional monitoring and security tasks; however, its layered
design makes it easier for companies to adopt the components they need, step by step, based on their
operational requirements and security goals.

6.2 Limitations and Future Research Directions
Though advantageous, SAIDL has a number of limitations. First, the scalability of the six-layer structure

might be problematic for large-scale AI systems involving large volumes of data, distributed models, and
runtime monitoring. Second, the reliability and relevance of threat intelligence influence the effectiveness of
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the Threat Intelligence Feedback Engine. Third, the automatic assessment of AI system security is difficult
because the security metrics and threat scores should be adjusted to the particular context. Finally, the
current evaluation is performed under simulated attack conditions and using public benchmark datasets;
thus, the presented results do not yet represent performance under real-life conditions. Further research will
focus on the empirical evaluation of SAIDL through real-world deployment and larger-scale experiments.
The next issues to investigate includes the automatic assessment of AI security, adaptive threat intelligence
mechanisms, and scalability in the context of federated learning, edge AI, IoT networks, agentic AI, and
multi-agent systems. The issues of explainable security decisions and self-defending AI systems will also
be explored.

Table 11: Practical integration of SAIDL into DevSecOps.

SAIDL Layer DevSecOps Integration Main Mechanism
L1–L2 Data/model management Validation, provenance, integrity

L3 Secure ML pipeline Adversarial testing, secure training
L4 Deployment pipeline Authentication, API protection
L5 Security monitoring Anomaly and behavioral detection
L6 Incident response Containment and recovery

Finally, the current evaluation is performed under simulated attack conditions using public benchmark
datasets and does not constitute validation of an operational end-to-end SAIDL implementation. Conse-
quently, the presented results should be interpreted as analytical and simulation-based indicators rather
than evidence of real-world deployment performance. Further research is required to implement SAIDL in
representative AI systems and evaluate its effectiveness under operational conditions.

7 Conclusion
Application of AI technologies in critical infrastructures has resulted in new threats, including AML

attacks, data poisoning, model theft, prompt injection, and backdoor attacks. Existing security measures may
not adequately address the diverse threats associated with these attack types. This research proposes SAIDL
as a multi-layer architecture that integrates security controls across all stages of AI system development.
The framework consists of six layers: Data Security, Model Security, Training Security, Deployment Security,
Runtime Monitoring, and Incident Response & Recovery. This architecture is designed to establish a
defense-in-depth security architecture for mitigating AI-powered cyberattacks. Moreover, the framework
incorporates a Threat Intelligence Feedback Engine to enable adaptive security improvements. A mathe-
matical framework and an SSI are introduced to assess the framework’s potential contribution to threat
mitigation, resilience, and overall security performance. In this way, SAIDL provides a conceptual foundation
for integrating security controls across the AI lifecycle. The framework has potential relevance to critical
domains such as healthcare, finance, smart cities, industrial automation, and autonomous systems. Future
research will focus on the real-world implementation of the framework and its extension to emerging
AI paradigms, including federated learning, edge AI, and autonomous multi-agent systems. The major
contribution of this paper is not the design of a stand-alone machine learning approach but an integrated
architectural approach. This architectural approach is made possible by the combination of lifecycle-
based security orchestration, adaptive threat intelligence, mathematical security modelling, and quantitative
security assessment. Although the proposed framework has been evaluated using multiple benchmark
datasets representing different AI attack scenarios, it has not yet been validated through deployment within
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a single operational AI application. Future work will include implementing SAIDL in domain-specific AI
systems, such as LLM-based conversational agents, medical image classification systems, and intelligent
industrial control systems, to evaluate application-specific security performance and attack surfaces.
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