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ABSTRACT

As businesses develop and expand with a significant volume of data, data protection and privacy become
increasingly important. Research has shown a tremendous increase in phishing activities during and after
COVID-19. This research aimed to improve the existing approaches to detecting phishing activities on the internet.
We designed a multi-layered phish detection algorithm to detect and prevent phishing applications on the internet
using URLs. In the algorithm, we considered technical dimensions of phishing attack prevention and mitigation
on the internet. In our approach, we merge, Phishtank, Blacklist, Blocklist, and Whitelist to form our framework.
A web application system and browser extension were developed to implement the algorithm. The multi-layer
phish detector evaluated ten thousand URLs gathered randomly from the internet (five thousand phishing and five
thousand legitimate URLs). The system was estimated to detect levels of accuracy, true-positive and false-positive
values. The system level accuracy was recorded to be 98.16%. Approximately 49.6% of the websites were detected
as illegitimate, whilst 49.8% were seen as legitimate.
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1 Introduction

As businesses develop and expand with a significant volume of data, data protection and privacy
become increasingly important. Research has shown a tremendous increase in phishing activities
during and after COVID-19; therefore, this research needs to be conducted. Over the years, the number
of phishing sites has grown massively from 138,328 (as of the fourth quarter of 2018) to 1,097,811 (as
of the second quarter of 2022). Perpetrators have developed new methods of utilizing social networks
and mobile devices to gather data on their victims and analyze and use the data on phishing-associated
victims [1,2,3]. Phishing is mentioned severally in the scientific literature, often heard in the media
domain, and widely mentioned among organizations, banks and law enforcement agencies due to the
harmful effects the act brings upon such organizations and individuals [4]. Phishing is classified as
a scalable act of deception whereby an attacker, under the mask of another person, tries to obtain
helpful information from a user within an information system [3,5]. According to research, phishing
is the most pervasive among the leading social engineering techniques aimed at hacking information
from users [6]. Typically, phishing attack approaches are predominant on Android and iOS systems
through social media [7,8].
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A phishing attack aims to manipulate the weakest part of a user of an information system to
reveal valuable information or access a restricted area. Most phishing attacks occur online through
websites and web applications [9]. Fig. 1 depicts an attacker using a phishing technique to reveal
valuable information from a potential victim through the internet. For these reasons, it is critical to
distinguish between genuine and phishing websites to develop measures to limit security hazards to
both individuals and organizations.

Figure 1: The act of phishing

These threats begin when a single breach of concealment is accompanied by a slew of intimida-
tions, resulting in unlawful financial transactions and organizational losses. Therefore, a multi-layered
phish detector system was designed to evaluate the algorithm. Phishing activities on the internet
have caused individuals and organizations financial loss, identity theft, loss of intellectual property,
disruption of business activities and many more. Meanwhile, phishing detection techniques have a low
detection rate and a high proportion of false alarms, mainly when new phishing strategies are used
(site). Furthermore, the most often used technologies, Blacklist-based detection and PhishTank are
ineffective at responding to newly discovered phishing attempts. Moreover, because of the ease with
which new domains can be registered, no comprehensive Blacklist can ensure that its database will
always be up to date [8]. Research has shown how massive the general phishing activities on the internet
have increased since the outbreak of COVID-19 [9,10]. According to APWG, phishing activities on
the internet have increased almost exponentially each year since the beginning of COVID-19 (2019),
represented in Figs. 2 and 3.

Figure 2: Phishing trends from 2018 to the third quarter of 2021



JCS, 2023, vol.5 15

Figure 3: Phishing trends from 2018 to the second quarter of 2022

The number of new phishing emails intruders create each year has also increased (2019–2020) but
has dropped in recent years, as shown in Figs. 4 and 5. The attackers do not border creating new emails
but use existing emails for a successful phishing attack. The attacks are mainly focused on SaaS and
Email.

Figure 4: Number of new phishing emails created from 2018 to the third quarter of 2021

Figure 5: New phishing emails created from 2018 to the second quarter of 2022
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Our contributions for merging Blacklist, Blocklist, and PhishTank to detect phishing involve the
development of a more complete and adequate approach to detecting and stopping phishing attacks.
By combining these strategies, we propose a framework to provide a more robust and accurate means
of recognizing and restricting access to dangerous websites or content that may be exploited to deliver
phishing attacks. Blacklists and Blocklists are databases that contain known unsafe URLs or IP
addresses and can be used to prevent access to potentially harmful websites or material. Phishtank
is a collaborative repository for phishing data and information on the Internet. By combining these
strategies, our proposed framework can detect phishing websites and emails more effectively, lowering
the risk of a successful phishing attack.

2 Related Works

Several research works have been done to increase the effectiveness and quality of phishing
detection approaches to stop phishing activities on the internet. Still, none was able to zero down the
ineffectiveness. Table 1 describes recent works, categorized according to their underlying techniques of
phishing detection on the internet, their accuracy, and limitations. The most popular methodologies
in detecting and preventing phishing attacks techniques have been categorized into social, technical
and socio-technical [10,11].

Table 1: Categorization of related works

Underlying technique Proposed solution Limitations References

Machine learning Using computer
vision/Artificial
intelligence (Machine
Learning: Artificial
neural network, Deep
Learning, Natural
Language Processing,
Convolutional Neural
Network, Random
Forest)

According to the literature, this
approach is the most trending
approach in technically detecting
phishing activities. This is because it
is versatile and relies on a
classification algorithm. Even
though this approach is versatile, it
is still not a 100% solution for
attack mitigation simply because the
attack is human-centred, not
machine-centred—the levels of
accuracy range from 92.0 to 99.68.
The algorithms can only mimic the
behavioural pattern of humans up
to a certain level. Furthermore, the
algorithms often classify the
suspicious websites and replicate
them when the new suspected
website is to be authenticated. Due
to the evolving nature of phishing
attacks, the previous knowledge
learned by the approach is
ineffective.

[1,4,12–18]

(Continued)
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Table 1 (continued)

Underlying technique Proposed solution Limitations References

Blacklist/Whitelist/
Blocklist/Phishtank

Data repository for
reported phishing cases

These domains are noted for
producing information about
reported phishing cases with an
accuracy of 94.8%. The problem is
that the data produced by these
domains are scattered. For example,
one domain can record a website as
a phishing website, and the other
might not have any information.
This will make the user find
detection very difficult.
The suspected website is not
reported to the domain when the
user reports the issue. When a new
suspected website is submitted for
verification, the return time for
feedback is heart-breaking.

[8,19–24]

Web structure/content Matching the content
on web pages to others

Web content and the similarity
approach work well with phishing
attacks that impersonate other
pages. However, the method might
not detect phishing attacks that use
their web content and structure it up
to standard. The approach might
also detect genuine domains with
similar structure and content to
other genuine websites as
illegitimate.

[1,3,25–27]

URL similarity Comparing the URL of
suspicious web pages to
legitimate ones

URL similarity approach works well
with phishing attacks that
impersonate other web addresses by
imitating their uniform resource
name. The method does not detect
phishing attacks using unique,
consistent resource names. The
approach is also likely to report
similar but legitimate websites as
phishing websites.

[25,28]

(Continued)
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Table 1 (continued)

Underlying technique Proposed solution Limitations References

Web access log. Matching the URL of
web pages to the access
log the server provides

This approach is practical to users
on the same server where the access
log has been generated. The process
will record newly registered domains
as phishing domains for the first
time. For the approach to be
practical, the data must be a web
access log collected from all web
servers. Also, the method can
continue to detect illegitimate
websites as legitimate if the domain
is recorded in the access log.

[15,25,29–31]

Multi-layer Authors combined two
or more system
interventions with user
intervention

This approach seems to be the
perfect approach to phish detection.
It combines technical and user
interventions. When combined, the
problem is which strategies will be
the best solution. Even though only
a few works were done using this
approach, the combination does not
produce a more effective solution.
However, it is foreseen that
improving this approach will
eliminate phishing attacks.

[14,24,32–34]

Hybrid Authors combined two
or more approaches

The approach combines two or
more machine learning algorithms
and a phishing mitigation approach
to make the classification more
effective in detecting phishing.
However, the method does not
involve solutions that protect the
human (user interventions).

[15,18,32,35]

2.1 Social Approach to Phishing

The social approach is considered a human-centred intervention. Phishing detection and preven-
tion solutions designed with this concept focus on protection mechanisms against user manipulations
rather than direct system manipulations. The social approach makes available to the user ways to
protect themselves and the consequences if users fail to protect themselves [9,10,36–38]. The social
approach focuses on the following to ensure users are protected from phishing scams:

• Educate and train users during and after recruitment on cybersecurity traits and vulnerabilities.
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• Ensure technical procedures are implemented to restrict users from actions that make them
vulnerable to social engineering attacks.

• Ensure the existence of solid network protection with a Blacklist of suspected websites and a
Whitelist of all website’s users can access.

• Ensure frequent cyber security audits and updates of software and information. This action will
uproot most loopholes intruders might have in the system.

Despite the rigorousness and effectiveness of the social technique, intruders still find their way into
manipulating the users due to the evolving nature of phishing attacks and the state of mind of the user
at the time of the attack [11]. In work done by Wash, 2020 to find expected solutions to phishing attack
detection, the author discovered that even with education and training, users can still fall victim to the
attack. Therefore, he advised improving education and training [11]. It was also found out by Jin-
Hee and Hasan in their work on personality traits and phishing analysis that although openness and
conscientiousness are a eager influence in phishing, agreeableness and neuroticism have a considerably
strong influence on perceived trust and risk, as well as decision performance [39]. Furthermore, users
may develop a habit of clicking and sharing links on their social media pages, like posts, copying
and pasting messages, and uploading and downloading media assets due to the continual updating of
information on social networking sites, leading to information overload. This is because users do not
cognitively evaluate communications with a security lens. As a result of this behavioural priming, they
become more vulnerable to social engineering assaults on social networks [40].

2.2 Technical Approach to Phishing

A handful of work has been done to provide a technical solution to combat phishing attacks [41].
According to the literature, there are currently nine different ways in which mitigation mechanisms
are developed to combat these phishing attacks on the internet. These are Web Content Similarity,
Web Structure Similarity, Web Access Log, Domain Blacklist, Domain Blocklist, Domain Whitelist,
URL Similarity, Phishtank and Machine Learning. Unfortunately, despite their accuracy, some of
these recommended mitigation approaches require complicated calculations, robust configurations
and skills, making them difficult for users’ free use [23,34].

2.2.1 Machine Learning (ML)

According to the literature, the ML approach is the most common of all techniques proposed
for detecting phishing activities on the internet through system intervention because of its versatile
nature and the classification algorithm it utilizes. Moruf and Khin used a convolutional neural network
and long short-term memory machine learning algorithms to build a classification scheme to detect
phishing activities on the internet. The results showed that the model achieved an accuracy of 93% and
an average detection time of 25 s [16]. Adebowale and Hossain also used the same set of algorithms and
got an accuracy rate of 93.28% [14]. Even though this approach is versatile, it is still not a 100% solution
for phishing attack prevention simply because phishing attack techniques are human-centred ways of
intruding systems, individuals, and organizations, not machine-centred. Machine learning algorithms
can only mimic the behavioural patterns of humans up to a certain level. For example, the user can
be affected by personality traits (Greed, Fear, Curiosity and Mesmerise, Sympathy and Empathy, and
Excitement), but the algorithm will not [12,39]. Most often, the algorithms classify the suspicious
websites and replicate the classification pattern when the new suspected website is to be authenticated.
Due to the evolving nature of phishing attacks, the previous knowledge learned by the approach is
ineffective.
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2.2.2 Blacklist/Whitelist/Blocklist/Phishtank

These domains are designed to produce information about reported phishing cases. Phishtank
gives scan results after a rigorous examination by experts in the Phishtank community and on con-
firmed reported phishing cases. Blacklists, Whitelist and Blocklist also provide results on confirmed
detected and reported phishing cases. The problem with these phishing detector domains is that the
information produced by these domains is scattered on different web servers [8]. One domain can
record a suspected website as a phishing website, and the other might not have any information about
it. The scatted nature of information from this domain makes using these systems complicated for users
in preventing and detecting phishing activities on the internet [25]. On the other hand, the return time
for feedback when a new suspected website is submitted for verification is heart-breaking [8,19–23].

2.2.3 Web Structure/Content Similarity

The web content and structure similarity approach works well with phishing attacks that imper-
sonate other web pages [42]. This approach is best for detecting websites constructed with the same
phishing tool [25]. The approach might not detect phishing attacks that use their fraudulent web
content and structure the content on the webpage up to standard. The approach might also see
domains that are genuine but have similarities in their structure and content with other genuine
websites as illegitimate [1,3,25,26,43]. Tanaka et al. used the web structure similarity methodology of
phishing detection and prevention in detecting new websites on the internet [25]. In their search, they
discovered that phishing websites designed by the same phishing tool have the same web structure, so
they compared the web structure of suspected phishing websites to determine illegitimacy. This method
can detect phishing websites that have not been Blacklisted or registered in PhishTank or Blacklist
[25]. Another way to use this phishing-detecting methodology is to test and check the HTML codes to
authenticate the visual similarities. This approach was evaluated by testing with 5500 suspected web
pages collected from compromised websites. The system has proven to detect 99% of the dataset [44].

2.2.4 ULR Similarity

The URL similarity approach works well with phishing attacks impersonating other web addresses
by imitating their uniform resource name. This detection can also detect phishing websites not yet
reported to any domain (Phishtank, Blocklist, Blacklist, Whitelist) [42]. The limitation of this approach
is that the system does not detect phishing websites that use their own unique uniform resource names.
However, the approach is also likely to report legitimate websites with URLs similar to phishing ones
[25,28,45].

2.2.5 Web Access Log

This approach is practical for users on the same server where the access log is generated. The
system will record newly registered domains as phishing domains for the first time. For the approach
to be effective, the data must be a web access log collected from all web servers. Also, the system can
continue to detect illegitimate websites as legitimate if the domain should be once recorded in the
access log [15,25,29–31].

2.2.6 Hybrid

This approach to phishing detection combines machine learning algorithms and two or more
phishing mitigation approaches. This makes the classification more robust and increases the accuracy
of detecting phishing activities. However, the approach does not involve solutions that protect the
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human (user interventions) from the attack since the attack is directed at the user, not the system
[15,18,32,35]. Unfortunately, all the software and advice the writers and developers provide are not
effective enough to stop phishing attacks; they only control their effects and minimize the attack’s
success [11]. Moruf Akin used a convolutional neural network and long short-term memory to create
an intelligent phishing detection algorithm to detect phishing websites using their URL. The algorithm
attains an accuracy of 93.28% at an average detection time of 25 s.

2.3 Socio-Technical

This form of solution to phishing attack prevention and detection is meant to be multi-layer;
that is, it incorporates user interventions (Social) and system interventions (Technical). By visual
inspection, the approach seems to be the perfect approach to phish detection. It protects users from
phishing attacks through social means (for example, educating and training the user) and technical
standards (using software and other technologies). Even though only a few works were done using
this approach, the combination seems not to produce a more effective solution due to human nature
and the evolving nature of the attack. However, it is foreseen that improving the approach will eliminate
phishing attacks in general [14,24,32–34].

3 Methodology

In this research work, we explore the existing approaches and techniques employed to detect
phishing activities on the internet. According to the literature, nine (9) different methods are currently
proposed to detect phishing activities [24,46]. These include Domain Blacklist, Uniform Resource
Locator (URL) Similarity, Web Structure Similarity, Web Access Logs, Domain Block List, Phish-
Tank, Machine Learning, and Screenshot Similarity. If only one of the mentioned approaches were
to be perfect, there would not be a cause for this research. These techniques have limitations because
phishing activities constantly evolve, requiring a study to be conducted. Therefore, the study will focus
on a combination of four existing approaches to detecting phishing activities on the internet in this
research work. The researchers have combined the existing approaches so that the other varieties
will encounter imperfection in one direction. The researcher will have combined Domain Blacklist,
Domain Blocklist, PhishTank and Domain Whitelist as stipulated in the multi-layer phishing detector
architecture in Fig. 6.

Figure 6: Phish detector architecture diagram

After the design of the multi-layer approach and its algorithm, the researchers will test the
effectiveness and efficiency of the new techniques using unified modelling language. The proposed
system will be developed using rapid application development tools, for example, the agile method.
The researcher will investigate the system’s requirements, the hardware and software requirements and
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the level of computer literacy a user needs to gain while operating the system. The solution proposed
would be integrated into browsers and implemented in a web application. The web application because
the researcher assumes that web applications can be accessed using the desktop, mobile phone, and
most PDAs (Personal Digital Assistants), making the application accessible through these platforms
as well. Also, it will make the system accessible everywhere and anytime since it will be in the cloud.
Users do not have to go through any stress in case of a system upgrade.

Our strategy of combining PhishTank, Blacklist, Blocklist, and Whitelists to construct a phishing
detection system may assist in preventing zero-day attacks. Zero-day attacks target vulnerabilities in
software or procedures that the vendor or user is unaware of and for which no patch is available.
Traditional signature-based security methods make detecting and preventing these attacks difficult.
Cybercriminals frequently utilize phishing as an attack vector to deploy zero-day exploits. Our
approach potentially increases the detection of phishing websites and emails by combining PhishTank,
blacklist, Blocklist, and whitelists, reducing the risk of a successful zero-day attack. Our framework
provides a more comprehensive and successful strategy for identifying and stopping phishing attempts
by integrating the techniques. This helps reduce the likelihood of a successful zero-day attack by
blocking access to malicious websites or content that may deliver zero-day exploits. Our approach
targeted more than one domain for detection, making URL authentication more robust and efficient
than just one domain (PhishTank). Our approach relieves users of the stress of looking for other
domains when one domain fails. Our approach authenticates the URLs with all the selected techniques
before the user receives feedback. The approach works independently of any web browser security
features. As evaluated, the approach works well on Google Chrome, Mozilla Firefox, Maxthon, Opera,
Microsoft Edge, and Internet Explorer.

4 Multi-Layer Approach: Algorithm and Design

In this section, a detailed description of the proposed solution is discussed. The multi-layer
approach considers the strengths and weaknesses of existing phish-detecting algorithms (Blockilst,
Blacklist, Phishtank and Whitelist) from different perspectives. These mentioned selected strategies
have the capability of collecting data on phishing activities on the internet. These data are stored in
their respective databases and accessible to users on the internet. The disadvantage of these selected
approaches is that they do not have a unified database. This makes it difficult for users to get a valid and
best solution to determining whether a website or an email is phishing or not phishing. For example,
if a suspected phishing website is registered in the domain blocklist for being a phishing website and
a user who knows nothing about the Blocklist went authenticates the link in the domain Blacklist
where the link is not yet reported as a phishing website for the platform to register. This action will
then mislead the user into believing that the suspected website is authentic. This problem applies to
Domain Blacklist, PhishTank, and Domain Whitelist platforms as well. It is for this reason that in
this work, a combination of the four approaches in conjunction has been designed in a multi-layer
framework to curb phishing activities. This will make URL authentication easy and more effective
for the users. Also, users will not have to move from approach to approach; there will be efficient
utilization of time surfing the internet and authenticating every domain before a page load or reload.

The proposed algorithm designed to implement the multi-layer architecture is presented in Algo-
rithm 1 (Multi-layer Phish Detection). Fig. 7 represents the sequence of activities of the multi-layer
architecture passes through to detect phishing URLs. The algorithm accepts the URL of a suspected
website from the user and presents “Phishing” or “No Phishing” to the user as a response after passing
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through a series of activities. The algorithm designed for implementing the web application is described
in Algorithm 1.

Figure 7: Multi-layer phishing detection framework design

Algorithm 1

Step 1 Fetch the URL from the text field
Step 2 Authenticate URL in databases
Step 3 if (URLsus ! == URLwhitelist) && then URLunknown

Step 4 if (URLsus == URLwhitelist) && then URLlegitimate

Step 5 if (URLsus ! == URLphishtank) && then URLunknown

Step 6 if (URLsus == URLphishtank) then URLillegitimate

Step 7 if (URLsus ! == URLblocklist) then URLunknnown

Step 8 if (URLsus == URLblocklist) then URLillegitimate

Step 9 if (URLsus ! == URLBlacklist) then URLunknown

Step 10 if (URLsus == URLBlacklist) then URLillegitimate

Step 11 else “URLsus is Legitimate”
Step 12 end if

In Algorithm 2, we implemented an automatic browser extension to provide users with immediate
feedback immediately after they open a legitimate or illegitimate website with relevant information
about the site.
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Algorithm 2

Step 1 Fetch the URL from the text field
Step 2 Preload page with suspicious ULR
Step 3 Fetch all Anchor tags <a> on the page
Step 4 for each Anchor tags <a> on the page
Step 5 if (URLsus ! == URLwhitelist &&) then URLunknown

Step 6 if (URLsus ! == URLwhitelist &&) then URLunknown

Step 7 if (URLsus ! == URL phishtank) then URLunknown

Step 8 if (URLsus == URLphishtank) then URLillegitimate

Step 9 if (URLsus ! == URL blocklist) then URLunknown

Step 10 if (URLsus == URL blocklist) then URLillegitimate

Step 11 if (URLsus ! == URL Blacklist) then URLunknown

Step 12 if (URLsus == URL Blacklist) then URLillegitimate

Step 13 else “URLsus is Legitimate”
Step 14 end if
Step 15 end for
Step 17 Stop the page from loading
Step 18 Display an error message or continue to load the site

4.1 Design

A multi-layered phishing detecting system is designed from the multi-layered phishing detection
algorithm. The system gives options (Phishtank, Whitelist, Blacklist and Blocklist) for the user. It also
represents the number of tasks the user is required or allowed to perform with the system. Each layer in
the multi-layer phishing detection system is a step to authenticate a suspected phishing website using
its URL. First, the user must input the URL of the suspected phishing website and an option to select
any of the four provided domains (Phishtank, Whitelist, Blacklist and Blocklist). After our system
starts the authentication process by first checking with the domain Whitelist to check if the website
is registered with them as an authentic website, the system returns a false value and warnings if the
website is not registered with them or an actual value and advises the user to go ahead and trust the
website. It moves on the domain blocklist to authenticate if the URL has been registered with them as
a phishing website; “NO” means the ULR is “clean”, and the algorithm moves to the following domain
for authentication and “YES” means the suspected website contains phishing activity or linked with a
phishing website. These authentication processes continue until the last domain has been checked and
the URL confirmed not to be suspicious with any phishing-related activity before the user is advised
to trust the website.

The application package comes with a browser extension. This extension helps detect and
authenticate the websites automatically without the user’s permission. The extension is made to
preload the suspected webpage, collect all its URLs, and authenticate them. The page can open if
no phishing activities are detected on the page. Still, if phishing activities are detected on any of
the pages the URL contains, the page is denied access, and an error message is sent to the user.
The system permits the user to continue if the user trusts the page (after giving the user caution).
When tested, the extension is compatible with most common browsers (Google Chrome, Firefox,
Maxthon, Microsoft Edge and Opera). Fig. 8 shows the sub-URLs the page to be loaded contains
when “schoolpeoplesmart.chickenkillers.com” was entered.
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Figure 8: The multi-layer phishing detector system interface

Fig. 9 shows the error message posted by the extension after authentication. Finally, the user is
given a choice to go ahead and open the page even if phishing activities are detected on the page.

Figure 9: The web browser extension with an error message

5 Performance Analysis and the Evaluation Matrix

Implementing our algorithm, we tested the accuracy and correctness of each of the layers in
our algorithms employed to detect phishing activities online. Aside from testing the accuracy and
correctness of individual approaches combined in our algorithm, we measured similar parameters
with the multi-layer approach.
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The testing and evaluation of the proposed multi-layered phishing detector system were carried
out with information/data randomly collected from websites over the internet. A total of ten thousand
URLs were collected to verify the effectiveness of the proposed approach. Among the collected URLs
are those detected as phishing and the authentic URL. After the experiment, four thousand nine
hundred and seventy-nine (4979) URLs were confirmed to be phishing websites. In contrast, four
thousand nine hundred and eighty-nine (4989) were detected to be legitimate. Fig. 10 describes the
data and test results. Four thousand nine hundred and seventy-nine (4979) representing 49.7% of the
total URL tested, and 4989 representing 49.8% of the entire URL tested.

Figure 10: The performance of the approach

The performance of the multi-layered phish detector algorithm depends heavily on the domains
the writers selected for the approach. Fig. 11 depicts the result from the test conducted with the same
dataset. It may be observed that the Phishtank domain (with 98%) is the most accurate in detecting
phishing websites according to the dataset used, followed by the domain Blacklist (with 91%) and by
Blocklist (with 81%). Domain Whitelist detected 89% of the legitimate websites it was tested with.

Figure 11: Individual validation of the selected approach
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5.1 Intra-Approach Variations Test

The approaches were further tested again, this time by pairing each approach with one another.
The pairing was done one is to one. Fig. 12 stipulates the results of the test, and it may be observed that
pairing Phishtank with a domain Whitelist yields the best result with 92% of a total of 10,000 URLs
tested, followed by Domain Blacklist and Whitelist, which produced 89.7%. The test showed that
pairing any approaches with a Whitelist increased the detection rate. This is because the Whitelist can
detect and find legitimate websites. For this reason, the legitimate website does not become unknown
to the detection technique.

Figure 12: Inter-approach validation

5.2 Performance Evaluation Matrix

The performance of the multi-layer framework system for phishing detection is evaluated as
follows: Accuracy, True-positive rate (TPR), False-positive rate (FPR), True-negative rate (TNR),
False- negative rate (FNR), Precision, Recall, F-measure, and Matthews Correlation Coefficient
(MCC). To best understand the formula, the following are the explanations for its notations: let Nl
denote the total number of legitimate websites and Np, the total number of phishing websites. Let
Nl→l represents the total number of websites classified as legitimate and Np→p the total number
of phishing websites classified as phishing. Nl→p denotes the total number of legitimate websites
classified as phishing, and Np→l is the total number of phishing sites classified as legitimate. Also, in
this section, we will use all the selected approaches as the variables [47–49]. Fig. 13 provides a graphical
representation of the methods evaluated.

In Table 2, we provide experimental results and evaluate the system with various data, from a high
volume of websites (10,000) to a lower volume (1000), and we recorded different results. It has been
observed that the lower the amount of data tested, the higher the accuracy of the approach.
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Figure 13: The evaluation matrix

Table 2: Performance evaluation of the number of URLs

Number
of URLs

Evaluation parameters

Accuracy
(%)

True-
positive
rate (%)

True-
negative
rate (%)

False-
positive
rate (%)

False-
negative
rate (%)

Precision
(%)

Recall
(%)

F-measure

10000 99.68 99.58 99.78 0.42 0.22 99.77 49.94 66.56
8000 99.75 99.64 99.86 0.36 0.14 99.85 49.94 66.57
6000 99.85 99.80 99.90 0.20 0.1 99.89 99.97 66.61
4000 99.89 99.86 99.92 0.14 0.08 99.87 49.98 66.61
2000 99.94 99.92 99.96 0.08 0.04 99.95 49.98 66.63
1000 99.99 99.98 100 0.02 0 100 49.99 66.65

6 Conclusion

Due to the nature of online activities and the significant number of times users spend online,
phishing attacks have become the most rampant fraudulent activity online today. In this paper, the
authors aimed to design a phishing detector tool with a multi-layer functionality to detect phishing
activities. The four techniques used in creating the multi-layer architecture engine of the system
include Blacklist, Whitelist, Blocklist, and Phishtank. The multi-layer framework works for mobile
applications and is a browser extension in web browsers for automatic detection. The performance
evaluation matrix has proven the efficiency and effectiveness of the multi-layer framework system
designed to detect phishing activities.

The system’s accuracy, as evaluated per the data set used, was 98.16%. This is because the system
did not identify some of the websites recorded in the data set as to whether they are phishing sites
or legitimate websites. The true-positive rate was 99.42%, illustrating the system’s effectiveness in
detecting phishing websites. The false-positive rate was 2.64%, meaning the multi-layer framework
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system could detect illegitimate websites that are phishing users. An actual negative rate of 96.7%
was also recorded. This means that the system could not only identify phishing websites but also
legitimate websites. Based on the outcomes presented in this paper, many possible future research
directions should consider integrating machine learning algorithm(s) with human or user interventions
to increase the detection mechanism. Finally, it will be an exciting experience to combine all the
approaches found in the literature with human or user interventions to detect phishing activities on
the internet.
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