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ABSTRACT: Connected Vehicle-to-Everything (C-V2X) networks rely on Basic Safety Messages (BSMs) for coop-
erative awareness, but authenticated vehicles can still transmit falsified kinematic data—an insider attack that
cryptographic authentication cannot prevent. Existing misbehavior detection systems (MDSs) achieve high detection
rates on static benchmarks yet provide no formal guarantee that honest behaviour is a rational vehicle’s dominant
strategy. We present a four-layer hierarchical trust architecture for 5G New Radio (NR) C-V2X that integrates edge
AT detection, cloud large language model (LLM)-driven weight calibration, game-theoretic conviction, and ledger-
anchored payoff tracking. A Nash equilibrium gate, calibrated with a wide margin above the empirically observed
honest-vehicle suspicion ceiling, achieves zero observed false positives across 1584 honest phase-3 instances (one-sided
95% Clopper-Pearson upper bound: 0.19% per instance), without requiring any assumption about the honest-score
distribution’s shape. A clawback mechanism makes the expected payoft of attacking strictly negative for all tested
temptation levels. Evaluation on NS3 with 3GPP Rel-18 channel models across nine attack types—including rational
adversaries with heterogeneous temptation T; ~ U(0.5,2.5)—yields a detection rate (DR) of 86.3% with false-positive
rate (FPR) of 0% observed across 1584 honest phase-3 instances. This zero-FPR result holds for the evaluated single-
UAYV configuration at N < 50 vehicles per zone; at N = 100, mean FPR rises to 4.9% (range 0%-13.5% across seeds) due
to coverage-boundary effects, and multi-UAV sectorisation to extend this range remains unvalidated futurework. All
95 rational attackers (N = 30, seeds 1, 2, 3, 5, 6) chose cooperation, producing a honesty premium of IT = +39.2 Trust
Credits (positive in every seed, range +16.4 to +55.4 TC). A five-arm ablation isolates the Nash gate’s and clawback’s
independent contributions to this outcome. Investigating cloud LLM calibration’s contribution to detection rate, we
identified and corrected a learning-rate implementation fault that had suppressed nearly all of the LLM’s recommended
adjustments throughout the original evaluation; under the corrected configuration, calibration produces a statistically
significant detection-rate improvement, confirmed with a live cloud-unreachable control (+5.3 percentage points,
p = 0.034), reported alongside the original finding for transparency. To our knowledge, this is the first V2X misbehavior
detection system to provide formal incentive compatibility under heterogeneous temptation for economically-rational
attackers under the specified payoff model; this claim does not extend to attackers pursuing non-economic objectives,
collusion, Sybil behaviour, or calibration-pipeline poisoning, which remain open problems.
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1 Introduction

The deployment of Cellular Vehicle-to-Everything (C-V2X) communication is accelerating worldwide,
with 3GPP Release 18 [I] standardising direct sidelink and network-assisted modes for safety-critical
applications. Cooperative awareness—vehicles intermittently transmitting Basic Safety Messages (BSMs)
with position, speed, heading, and timestamp—requires integrity that is a deployment-gating issue: a single
fake BSM could cause phantom-braking, ghost vehicle injection, or platoon destabilisation [2]. Crypto-
graphic authentication (European Telecommunications Standards Institute (ETSI) TS 102 940, Public Key
Infrastructure (PKI)) guarantees only that authenticated vehicles can send messages; it does not guarantee
the truthfulness of their content. A fraudulent insider with valid credentials can send forged kinematic data,
an attack PKI cannot prevent by design [3]. ETSI TR 103 460 [4] describes a Misbehavior Detection System
(MDS) pipeline of plausibility checks, misbehavior reporting (TS 103 759 [5]), and certificate revocation, but
provides no formal economic incentive for honest participation. Implementations of machine learning (ML)-
based MDS have shown 92%-97% detection rates on the VeReMi benchmark [6], evaluated on datasets such
as the VeReMi Extension [7]. These rates are achieved on static, pre-programmed attack patterns; against
adaptive opponents, reported FPRs of 2%-8% are operationally prohibitive at highway density (~40 false
bans per hour per lane).

L1 Limitations of Existing Approaches

First, no existing system provides formal deterrence. All current MDSs are detection-only: they flag
misbehavior but offer no mechanism design argument [8] showing that honest behaviour is a rational
vehicle’s dominant strategy.

Second, evaluation benchmarks exclude adaptive attackers. VeReMi and its extensions contain only static
attacker profiles. No published system has been evaluated against game-theoretic adversaries that adjust
attack intensity based on accumulated suspicion.

Third, false positive rates remain operationally prohibitive. Reported FPRs of 2%-8% translate to ~40
false bans per hour per lane at highway density, undermining cooperative trust. By our empirical result
(Section 3.3), zero exceedances were observed across 1584 honest phase-3 instances, giving a one-sided 95%
Clopper-Pearson upper bound of 0.19% per instance, without requiring any distributional assumption.

1.2 Contributions

(1) A four-layer hierarchical trust architecture integrating edge Al detection, cloud LLM-driven weight
calibration, game-theoretic conviction, and ledger-anchored payoff tracking over 5G NR C-V2X
(Section 3).

(2) Nash equilibrium gate with an empirically validated, assumption-free false-positive bound: zero
observed false positives across 1584 honest phase-3 instances (one-sided 95% Clopper—Pearson upper
bound: 0.19% per instance), calibrated with a wide margin above the empirical honest-suspicion ceiling
(Section 3.3).

(3) Orthogonal clawback mechanism reducing honesty premium by 21.3 TC when removed, without
affecting detection rate (Section 5).

(4) Incentive compatibility demonstrated with 95 rational attackers (N = 30, T; ~ U(0.5,2.5), seeds 1, 2,
3,5, 6): all chose cooperation, yielding IT = +39.2 TC, positive in every seed (Section 5).

(5) Five-arm ablation study on NS3 with 3GPP Rel-18 channels (Section 5).
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1.3 Paper Organization

Section 2 reviews related work. Section 3 presents the system and threat model. Section 4 devel-
ops the game-theoretic analysis. Section 5 reports experimental results. Section 6 discusses results and
limitations. Section 7 outlines future work.

2 Related Work
2.1 ETSI Misbehavior Detection Framework

The European Telecommunications Standards Institute describes the reference architecture of Coop-
erative Intelligent Transport Systems (C-ITS) misbehavior detection in TR 103 460 [4]. This reference
architecture divides the misbehavior detection process into three steps: plausibility checking, misbehav-
ior reporting (TS 103 759 [5]), and certificate revocation. Biflimeyer [9] combined data-centric checks
with attacker identification, concluding that detection alone is insufficient without revocation. Amanullah
et al. [10] provide a broader taxonomy and analysis of misbehaviour detection systems across the C-ITS
literature, situating plausibility-check and ML-based approaches within a common classification framework.
The ETSI framework specifies no economic incentive for honest participation.

2.2 Plausibility-Based and ML-Based Detection

Plausibility checks. So et al. [11] proposed received signal strength indicator (RSSI)-based checks
achieving DR = 83.7% on VeReMi [12], under line-of-sight (LoS) assumptions that fail in non-line-of-sight
(NLoS) environments. VeReMi [12] and its extension [7] capture only static profiles; no benchmark includes
adaptive or game-theoretic attacker profiles.

ML classifiers. Boualouache and Engel [6] survey 40+ ML-based MDSs (92%-97% accuracy, 3%-8%
FPR on VeReMi). Kristianto et al. [13] propose semi-supervised federated learning (F; = 0.96). Almalki and
Sheldon [14] combine Kalman filtering and Hampel outliers (DR ~90%, FPR ~ 8%). Fatih Yuce et al. [15]
highlight the lack of standards for misbehavior detection beyond BSMs. At highway density, FPR = 2% means
~40 false bans per hour. By our empirical result (Section 3.3), zero exceedances of the operating threshold
were observed across 1584 honest phase-3 instances, giving a one-sided 95% Clopper—Pearson upper bound
of 0.19% per instance.

LLM-assisted detection. Yoshizawa et al. [16] survey the broader V2X security and privacy landscape,
situating misbehavior detection alongside authentication and privacy threats. Friha et al. [17] survey LLM-
based edge intelligence broadly, noting that per-packet inference latency with contemporary LLMs is
generally incompatible with 100 ms BSM periodicity. Liu and Zhao [18] similarly identify the computational
and latency constraints of integrating LLMs directly into 6G vehicular networks. Our split design resolves
this: edge ensemble provides real-time per-packet scoring (21 ms round-trip time (RTT)); cloud LLM
operates asynchronously on calibration batches (2500 ms RTT).

2.3 Trust Management and Reputation Systems

Ahmad et al. [19] proposed NOTRINO combining event-based and roadside unit (RSU)-aggregated
reputation, but not the strategic aspect: a rational vehicle can accumulate high entity trust before a late-flip
attack, exactly the ATK_RATIONAL profile we evaluate. Chen et al. [20] proposed a deep reinforcement
learning (DRL)-based blockchain trust architecture (DR = 93.8%) but did not test whether punishment
made honesty a dominant strategy. Han et al. [21] propose decentralized trust management with incentive
mechanisms for vehicular ad-hoc network (VANET) information sharing, and Zhao et al. [22] propose a
blockchain-based trust management model for VANETS; neither evaluates incentive compatibility against a
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rational, temptation-parameterized adversary population. Lu et al. [2] and Noor-A-Rahim et al. [23] highlight
that PKI addresses authentication but not behavioral trust.

2.4 Game Theory in Vehicular Security

Game theory has been applied to vehicular networks primarily in spectrum allocation, task offloading,
and routing [24]; Sun et al. [25] survey this broader landscape of game-theoretic applications in vehicular
networks. Mehdi et al. [26] analysed vehicle interaction as a two-player game but validated only analytically.
Chouikhi et al. [27] combined reputation and game-theoretic incentives at the routing layer but not for BSM
plausibility. AlSaqabi and Krishnamachari [28] propose a game-theoretic architecture incentivizing private
data sharing in vehicular networks, addressing a complementary incentive problem to the misbehavior-
deterrence one studied here. No existing V2X MDS provides a mechanism design argument [8] showing
incentive compatibility under heterogeneous temptation.

2.5 Summary of Research Gaps
Table 1 summarizes evaluation conditions and reported performance across the approaches dis-

cussed above.

Table 1: V2X misbehavior detection: evaluation conditions and reported performance. DR/FPR values are not directly
comparable across rows due to differences in dataset, channel model, and attacker sophistication.

Approach DR (%) FPR (%) Deterrence Adaptive Atk. Platform Ref.

RSSI Plausibility Checks 83.7 ~4.1 No No VeReMi (802.11p) [11]

ML Ensemble (RF/SVM) 92-97 3-8 No No VeReMi (802.11p) [6]

SS-FL MDS 95 ~5 No No VeReMi Extension [13]

HCA-MDS (Kalman + Hampel) ~90 ~8 No No VeReMi Extension [14]

Blockchain + DRL Trust 93.8 N/R Partial No Custom simulation [20]
Edge-only static (this work) 86.3 0.0 No Yes (9 types) NS35G NR Arm D
Proposed (this work) 85.3 0.0 Yes Yes (9 types) NS35G NR Arm A

Note: DR for the final two rows is not statistically distinguishable (Section 5.7); the differentiating contribution of the
proposed system is the Deterrence column (Nash gate and clawback), not detection rate. The Deterrence and Adaptive
Atk. columns are directly comparable across rows. Prior-work DR/FPR reflect static attackers on pre-recorded 802.11p
traces. Our DR/FPR reflect adaptive attackers on live NS3 5G NR with 3GPP Rel-18 channels.

3 System Model and Architecture
3.1 Network Model

We consider N vehicles communicating via 5G NR through an unmanned aerial vehicle (UAV)-gNB
relay at 100 m above ground level (AGL). The UAV covers a single zone of length L = v, - t; =1800 m
(v, =20 m/s, t; = 90 s). Channel models follow 3GPP Rel-18: UMi_StreetCanyon (access) and UMa_LoS
(backhaul). Edge RTT: 21 ms; cloud RTT: 2500 ms. Fig. | illustrates the four-layer architecture and the
resulting data flow.

3.2 Threat Model

An internal attacker is an authenticated vehicle transmitting falsified BSMs. Nine profiles are
defined (Table 2), from strong signals (ATK_COMPOSITE, pegge = 0.663) to near-threshold evasion
(ATK_STEALTHY, pegge ~ 0.22) and game-theoretic rational attackers (ATK_RATIONAL, expected-utility
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(EU)-driven with T; ~ U(0.5,2.5), dobs = 0.08). Position-aware late-flip attackers cooperate until x > L —
200 m.

Cloud LLM Trust ledger
Weight calibration Payoff tracking

Batch / \i\/t updates X Conviction
o 21 ms Score
Bridge Edge Al server Nash gate
Proxy / batch 5-model ensemble EU conviction

CLOUD

EDGE / MEC

g\NB ‘ Uu backhaul UAV relay ‘
5G NR backhaul ) 7 100 m AGL, access link

<

NETWORK

ZoneL=1800m BSMs (SJ—VZX PC5)

_— — N T~

o [ ] o 6

VEHICLE

b Honest @ Malicious L=1800m (v=20m/s,t=90s)
Figurel: Four-layer hierarchical trust architecture. Data flows from vehicles through the UAV relay to the bridge, which

forwards telemetry to the edge Al server and accumulates calibration batches for the cloud LLM. Only LLM-validated
calibration results are applied. Edge RTT: 21 ms; Cloud RTT: 2500 ms.

Table 2: Attack profiles.

Code Name Pedge Strategy
0 ATK_COMPOSITE 0.663 All features
1 ATK_TS_ONLY ~0.45 Timestamp replay
2 ATK _GPS_ONLY ~0.60 GPS position freeze
3 ATK _SPEED_ONLY ~0.35 Speed falsification
4 ATK STEALTHY ~0.22 Near-threshold
5 ATK_ADAPTIVE Variable 1-in-3 malicious
6 ATK_RATIONAL ~0.18 EU-driven
7 ATK_INTERMITTENT Variable Suspicion-adaptive
8 ATK_OPTIMAL Variable Full evasion

Out-of-Scope Threats

Three threat dimensions are explicitly outside the scope of this evaluation. Sybil identity attacks (a vehicle
registering multiple pseudonymous identities to evade conviction) are delegated to the PKI/pseudonym layer
beneath our trust layer (ETSI TS 102 941); we do not evaluate resistance to Sybil behavior independently. Col-
lusion among multiple attacking vehicles is not modeled; our game-theoretic analysis (Section 4) treats each
vehicle’s strategy independently. Calibration-pipeline poisoning (an attacker crafting telemetry specifically to
bias the LLM calibration step) is not evaluated experimentally, though we note a partial, verified structural
bound: per-round weight deltas are clamped to [0.000, 0.040] (Appendix B), and any calibration round that
fails validation produces no weight change at all rather than a degraded fallback (Section 5.7), bounding a
single poisoned batch’s maximum influence to +0.04 on any one weight regardless of the model’s output. All
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three remain open problems for this system class generally and are named explicitly in Section 7 rather than
claimed as resolved.

3.3 Edge Al Detection (Layer 2)
The edge runs a five-model ensemble (Algorithm 1):

M, =01+ 0.6tanh(v - Vthr) V> Yy )
S
6+0.3
M, =04+ 0.6tanh(| . |) L 8<-023 )

where § = T — tgm. M3 = 0.55 for frozen heading (variance < 0.01, W = 8). My = 0.80 for GPS freeze. M5
exploits light replay, speed surplus, and low-motion cues. The combination score:

5
Pedge = (Z I/‘/1]\/11) * bshadow — drep (3)

i=1

with dyep = min(0.10, gz - 0.005).

Algorithm 1: Edge AI ensemble scoring
Require: BSM packet (v, 7,6, px, py, £), CID, tim
l: m; < SPEEDANOMALY (V)

2: mjy < TIMESTAMPREPLAY (T, fsim )
3: mj3 < HEADINGBEHAVIOR (6, history)
4: my < POSITIONDRIFT ( Py, V, tsim )
5: ms < TEMPORALPATTERN (v, T, P, history)
6: Apply cloud biases: m; += by, my += by
7: Pedge < Z?:] Wi - m; - bshadow — drep
8: if Dedge 2 0,121 then
9:  verdict <« BAN
10: else if pegge > Ogae then
1I:  verdict « WARN
12: else
13:  verdict < SAFE
14: end if
15: return verdict, pedge, (11, ..., Ms)

Empirical Result 1 (Assumption-Free FPR Bound)

Fig. 2 shows the resulting distribution. Each simulation run passes every honest vehicle through three
sequential motion phases as it traverses the zone, each occupying roughly one third of total simulation
time: an initial baseline-speed phase (phase 1, 20 m/s), a higher-speed phase (phase 2, 25 m/s), and a lower-
speed phase (phase 3, 15 m/s). A phase-3 instance is one peqge score computed for one honest vehicle at
one BSM transmission during phase 3; with multiple honest vehicles per run and multiple runs across
the baseline protocol, this yields 1584 such instances in total. We collected these 1584 honest-vehicle peqge
instances during phase 3 under the baseline protocol (N = 6, ATK_COMPOSITE and ATK_STEALTHY,
attack rates 30/50/70%, seeds 1, 2, 3, 5, 6), reported in full in Section 5. Zero instances exceeded 0,5 = 0.30.
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By the Clopper—Pearson exact method [29], the one-sided 95% upper confidence bound on the per-instance
false-positive rate is

FPR < 1-0.05/%* ~ 0.189%. (4)

Honest phase-3 suspicion score distribution
(N=6 baseline protocol, composite+stealthy, rates 30/50/70%, 5 seeds)
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Edge suspicion score pedge

=== Bma = 0.30 (operating threshold)

------ ATK_STEALTHY pegge = 0.22 (Table 2)

—+— ATK_COMPOSITE pegge = 0.663 (Table 2)

Bl Honest phase-3 instances (n=1584, all pegge=0.0)

Figure 2: Edge suspicion score (pegqe) distribution across 1584 honest phase-3 instances (N = 6 baseline protocol,
composite and stealthy attacks, rates 30/50/70%, seeds 1, 2, 3, 5, 6). Honest vehicles cluster at or near zero throughout
the observed zone, including phase 3. Representative attack-profile suspicion scores (Table 2) are shown for reference;
Omal = 0.30 retains a wide margin above the empirical honest maximum.

We report this explicitly as a statistical upper confidence bound under the stated simulation protocol,
not as a universal guarantee: it certifies that, were the true per-instance false-positive rate above 0.189%,
observing zero exceedances in 1584 independent phase-3 instances would occur with probability at most
5%; it does not certify performance outside this protocol, this attack mix, or this operating range (N < 50,
see Section 6). This bound requires no assumption about the shape of the honest-score distribution. We note
that honest-vehicle suspicion scores under the current detector calibration cluster at or near zero throughout
the observed zone, including phase 3—a consequence of cumulative false-positive-reduction tuning applied
across the M1-M5 ensemble over the course of development. The operating threshold 6,1 = 0.30 therefore
retains a substantial empirical margin above the observed honest ceiling, consistent with the zero-exceedance
result reported here.

3.4 Bridge Layer

The bridge relays telemetry to the edge and collects calibration batches via seven triggers. A Fisher
separability gate:

P 7
\/(olf"z +02)[2+¢

(5)

triggers batches when max; Fi > L.5.
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3.5 Cloud LLM Calibration (Layer 3)

An 8B-parameter locally-hosted LLM balances calibration batches and produces weight deltas
(Algorithm 2). Only LLM-validated calibrations are applied; no rule-based fallback.

Algorithm 2: Cloud LLM calibration
Require: Batch B, separability 7
1: Partition: By, Bg
2: if |[Bw| =0 or |Bs| = 0 then
3: return CALIBRATION ERROR
4: endif
5: result < LLMQUERY(prompt)
6: if result is valid JSON and passes validation then
7
8
9

fori=1...5do
AW; < clamp(result. W;_delta, 0, 0.04)
end for
10:  return CALIBRATION_RESULT(AW;, ..., AWs)
11: else
12: return CALIBRATION_ ERROR
13: end if

Edge applies: W; < max( Wiin, W; + nAW; ), renormalized, with # = 0.05, Wy, = 0.05.

3.6 Nash Gate Conviction (Layer 1)

Fig. 3 illustrates the resulting decision boundary for the two evaluated attack profiles.

Nash EU decision boundary

1.00
BAN region
0.75 A
ATK_COMPOSITE
0.50 Pedge = 0.663
> '
= 0.2541
=
3
2 000. /
o
(9]
9]
S _0.25 ATK_STEALTHY
w Pedge = 0.22
—0.50 1
—~0.75 1 TRUST region
-1.00 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

Edge suspicion score, Peqge

= EUpan=1.5p—0.5(1 - p)
EUtrust=(1—p)—p
Padaptive = 0.327
EUpan = EUtryst at p=0.375

Figure 3: Nash EU threshold decision. ATK_COMPOSITE (pegge = 0.663) lies firmly in the BAN region.
ATK_STEALTHY (pegge = 0.22) lies below p,gqpt ~ 0.327, preventing conviction at the cost of 3.1 pp DR reduction while
preserving FPR = 0%.
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3.7 Trust Ledger Design

Conviction (Algorithm 3) amends an append-only ledger that persists per-vehicle history across zone
transitions. We specify its architecture, schema, and use precisely, correcting terminology in earlier drafts of
this work that described the mechanism as a blockchain.

Algorithm 3: Nash gate conviction decision

Require: p omp, p, window evidence, safe wins
I padapt < 1/((1+p)-1.5+1.0)
2: EUpan < Pcomb " Rp — (1 - pcomb) : Cf
EUtrust < (1 - Pcomb) “Ry = peomp - C¢
Gate 1: Pcomb > Padapt and EUp,, > EUgrgt
Gate 2: BAN hits in window(4) > 1
Gate 3: safe wins > 0
if Gate 1 and Gate 2 and Gate 3 then
CONVICT: impose clawback, amend ledger
end if

O 2N

3.7.1 Architecture

The ledger is a local, append-only structured log maintained by the edge process, with a schema styled
after blockchain conventions (sequential block numbers, hash and previous-hash fields). We verified directly
against the released implementation that the hash and prev fields are populated with a placeholder value
in the current codebase rather than computed cryptographic hashes, and that no hash-chain verification
is performed. We therefore refer to this component as an append-only ledger rather than a blockchain
throughout this paper: the schema anticipates a future cryptographically-chained implementation, but the
tamper-evidence and non-repudiation properties that term implies are not yet present.

3.7.2 Stored Information

Each ledger entry records {blk, t, cid, evt, scr, hash, prev, note}, where bik is a sequence number, ¢ the
simulation timestamp, cid the vehicle identifier, evt the event type, and scr the trust score at the time of
the event.

3.7.3 Trust Credit Calculation

The cloud calibration process reads the ledger (read-only) to compute each vehicle’s prior safe-win
count, which determines the Trust Credit discount applied to the false-ban cost penalty Cy at zone entry:

discount = min(CREDIT_DISCOUNT_MAX, priorSafeWins x CREDIT_DISCOUNT_PER_WIN), (6)

with CREDIT_DISCOUNT_MAX = 0.30 (a maximum 30% reduction in Cy) and CREDIT_DISCOUNT_
PER_WIN = 0.015 (1.5% discount per prior safe-win), values verified directly against the released source.

3.7.4 Enforcement and Practical Value

The discount mechanism directly reduces the effective penalty rate for vehicles with strong honest
history, implementing the honesty premium (Section 4.3). Conviction (Algorithm 3) triggers the clawback
mechanism independent of the ledger’s cryptographic properties, since clawback depends only on payoff
accounting, not on tamper-evidence.
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3.7.5 Limitations

Intell Autom Soft Comput. 2026;41

A field deployment would require completing the hash-chaining, or adopting a genuine distributed
ledger platform, before the tamper-evidence and non-repudiation properties implied by blockchain
terminology could be honestly claimed. The persistence layer evaluated here is sufficient for the incentive-
compatibility results reported in Section 5 (which depend on payoff accounting, not cryptographic integrity),
but is not itself presented as a security contribution of this work.

3.8 Model Provenance

Table 3 states, for each equation or mechanism in this paper, whether it is adopted from prior work
without modification, adapted from a known technique to this setting, or original to this work.

Table 3: Model provenance.

Equation/Mechanism  Status Source & Modification Key Assumptions
Classical inspection game [30],  Two rational players (inspector,
Inspection game Adopted grounded in Nash vehicle); common knowledge of
structure p equilibrium [31]; used without  payofts; one-shot game per zone
modification transit
Bavesian Standard Bayesian-game T; drawn i.i.d. across vehicles; each
4 . machinery, applied to the MDS  vehicle privately knows its own Tj;
extension, private Adapted . N . .
setting; the T* threshold inspector observes only a noisy
T; ~ U(0.5,2.5) o o R
derivation (Eq. (10)) is original signal p
Assumptions 1-3 stated at
. o Proposition 1, standard to [30]:
Honesty Dominance condition op . [50]
. o i.i.d. per-attempt detection at
premium IT, (Proposition 1) adapts the . . .
. : known rate r; single continuation
dominance . standard recursive 1 o
o Original/Adapted . . R probability a from empirical
condition, inspection-game structure [30]; cometry givine the recursive
clawback IT and the clawback mechanism & Y gIVINg
. .. payoft structure; By
mechanism are original
upper-bounds escaped-attacker
payoft
. Five kinematic signal channels are
Engineered detectors; the tanh | ¢ 518 .
. . : . jointly sufficient to characterize the
Ensemble scoring saturation functional form is
. . . . tested attack profiles; honest
functions Original standard signal-processing . . T .
(M- Ms) ractice not itself a kinematic variation is smaller in
T P o magnitude than the tested
contribution . L
malicious deviations
Fisher discriminant criterion is Within-class (honest vs.
classical (linear discriminant suspicious) score distributions are
Fisher analysis literature); its adequately characterized by their
- Adopted/Adapted araly . .) duarey Y
separability gate application to calibration-batch first two moments (mean,
triggering (Eq. (5)) is our variance) for the separability
adaptation statistic to be informative
The real-time attack-rate estimate p
Adaptive Nash Original No prior source; derived for is a reasonably accurate proxy for
threshold padapt & this work the true population attack rate over

the averaging window

(Continued)
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Table 3 (continued)

Equation/Mechanism Status Source & Modification Key Assumptions
Clopper-Pearson exact
confidence-interval method is The 1584 phase-3 instances are
Empirical Result Original standard; its hypothesis-testing  treated as independent Bernoulli
3.3, FPR bound (method)/Adopted  framing draws on the classical trials for the exceedance count; no
(Section 3) (statistical Neyman-Pearson assumption is made about the
framework) foundation [32]; the application shape of the honest-score
here and underlying data distribution itself

collection are ours

4 Game-Theoretic Analysis
4.1 Two-Player Inspection Game
Table 4 specifies the payoft structure underlying the analysis below.

EU,u = (1 - p) T; — P Cf (7)
T.

R 8

pl Ti+Cf ()

oG —2—040 9)

P " R,+C. 25

Table 4: Inspection game payoff matrix (inspector, vehicle).

Vehicle: Attack Vehicle: Cooperate
Inspector: Ban (Rp> —Cy) (=Cy, 0)
Inspector: Trust (-C., T;) (Rs, Ry)

Note: R, =1.5,C, =1.0, C = 0.5, R; = 1.0, T; ~ U(0.5,2.5).

4.2 Heterogeneous Temptation (Bayesian Nash Equilibrium)

Each vehicle draws T; ~ U(0.5,2.5) privately; the inspector observes p = pcomb + & € ~ N (0,0.0064).
The critical temptation where detection alone deters:

*

r-Cy  0.863x 0.5
1-r 0137

~3.15 (10)

Since Thax = 2.5 < T* = 3.15, detection at DR = 86.3% deters the full range [0.5, 2.5]; clawback extends
this to arbitrarily high Tp,x (Proposition 1).

4.3 Incentive Compatibility

Definition 1 (Honesty Premium): IT = E[payoff
compatible if I1 > 0 for all T; € [ Tinin,> Timax -

| — E[payoff . The mechanism is incentive-

honest malicious

Proposition 1 (Dominance of Honest Strategy): Under the following assumptions, standard to the recursive
inspection-game formulation [30] already underlying the game structure of Section 4.1: (1) detection is applied
independently and identically to each attack attempt at a known rate r, the baseline assumption of the classical
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inspection game; (2) conditional on evading detection at a given attempt, the attackers continued exposure is
characterized by a single escape/continuation probability « from the empirical zone geometry, giving the payoff
sum the geometric (recursive) structure standard to multi-stage inspection games [30], before any possible later
conviction; (3) the escaped-attacker payoff By is an upper bound on malicious payoff conditional on evading

detection within the zone; with detection rate r € (0,1], IT > 0 if:

(1 — 7’) Batk
Ry> ——F—— 11
- (1-7)a D
Table 5 verifies this condition numerically against the values observed in Arm A.
Table 5: Dominance condition verification (arm A, updated values).
Parameter Value Source
r 0.863 Arm A (86.3%)
o 0.89 Zone geometry
Btk <85TC Arm A escaped
Ry, 117.0 TC Arm A
RHS of (11) 14.0 TC Computed
?
R;, > RHS 117.0 > 14.0 v
4.4 Adaptive Threshold for Nash Gate
= ~ 0.327 12
Padapt = (Y 154 1.0 12)
at p = 0.37 (50% attack rate, ATK_COMPOSITE, N = 30).
4.5 Parameter Sensitivity
The deterrence conclusions above rely on the fixed payoff parameters R, = 1.5, C. = 1.0, Cy = 0.5,

R; =1.0.Since T* and p* depend on disjoint subsets of these parameters (T™ on C alone, given the observed
detection rate r; p* on R, and C, alone), we report each sensitivity separately rather than as a single combined

grid. Table 6 reports the T sensitivity.

Table 6: Sensitivity of T* to the false-ban cost Cy (at r = 0.863; T* = rCy¢/(1-r)).

Cy T*
0.3 1.890
0.4 2.520
0.5 (used) 3.150
0.6 3.780
0.7 4.410

The full-range deterrence claim (Section 4.3)—that detection alone, without clawback, deters the entire
temptation range T; € [0.5,2.5] because Tyax = 2.5 < T*—requires Cy 2 0.397. Our chosen value (Cy = 0.5)
exceeds this threshold by 26%, robust to a £20% perturbation. Below this threshold, detection alone no longer
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deters the highest-temptation vehicles, but the clawback mechanism (Section 4.3) removes this dependence
entirely, extending deterrence to arbitrary T,y independent of Cy. Table 7 reports the analogous sensitivity
for p*.

Table 7: Sensitivity of p* to R, and C. (p* = C./(R;, + C.)).

R;\C. 0.5 1.0 1.5
1.0 0.333 0.500 0.600
1.5 (used) 0.250 0.400 0.500
2.0 0.200 0.333 0.429

Our operating point (R, = 1.5, C, = 1.0, giving p* = 0.40) sits centrally within this grid; p* ranges from
0.20 to 0.60 across the tested parameter space, and the qualitative behavior of the Nash gate remains stable
across this range, with no tested combination producing a degenerate (near-0 or near-1) threshold.

5 Experimental Evaluation
5.1 Simulation Setup

Experiments were conducted using the 5G-LENA NR module on NS3 4.1 (C++17). The edge Al server
and bridge run on a 20-core compute node. The cloud LLM (llama3, 8B parameters) runs on a separate GPU
server. Key parameters are in Table 8. DR = figetected/Pmalicious; FPR = Mfalse/ honest-

Table 8: Key simulation parameters.

Parameter Value Description
Simulator NS3 4.1 C++17, 5G NR module
Access channel UMi_StreetCanyon 3GPP Rel-18
Backhaul channel UMa_LoS UAV 100 m AGL
N 6-100 Vehicles per zone
Attack rate 30%-70% Malicious fraction
ts 90 s Simulation time
Va 20.0 m/s Normal cruise speed
Edge RTT 21 ms UL+S1U+proc+DL
Cloud RTT 2500 ms WAN + inference
Ry, C, 1.5,1.0 Nash payofts (inspector)
Ry, Cy 1.0, 0.5 Nash payofts (vehicle)
Oobs 0.08 Observation noise
Osates Omal 0.15, 0.30 Zone thresholds
T; ~ U(0.5, 2.5) Per-car temptation
1> Whin 0.05, 0.05 Learning rate, weight floor
Seeds 5 Per configuration (1, 2, 3, 5, 6)

All results are the mean +o over five independent simulation seeds (1, 2, 3, 5, 6), where ¢ is the sample
standard deviation across seeds and reports seed-to-seed variability directly; we use this rather than a formal
confidence interval for most tables because n = 5 seeds per condition gives wide, low-precision confidence
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intervals that would add little beyond the reported 0. Where a claim rests on a specific statistical test (e.g.,
the calibration-effect comparison in Section 5.7), we report the corresponding confidence interval explicitly
alongside the test statistic. One seed (RngRun = 4) was excluded prior to experimentation after a diagnostic
identified a transient infrastructure fault (abnormal edge RTT); a re-run under identical parameters pro-
duced nominal results, and a six-seed sensitivity check changes DR by only +0.5 pp. Full diagnostic detail,
the seed re-run methodology, and the N = 20 seed replacements are reported in Appendix A.

5.2 Baseline Performance

Table 9 presents baseline performance on 30 experiments with N = 6, composite and stealthy attacks
at rates 30/50/70% (seeds 1, 2, 3, 5, 6). FPR equals 0% in all 30 experiments. For computational efficiency,
this N = 6 baseline evaluation uses a proportionally scaled zone (L =900 m, t; = 45 s) rather than the
L =1800 m, t; = 90 s configuration used in the larger-scale experiments below (Sections 5.3-5.8). Because
L = v, - t; at fixed cruise speed v,,, the fraction of total zone-transit time spent in each of the three motion
phases (Section 3) is preserved across both configurations, so per-phase edge-detection dynamics remain
comparable. One aspect does not scale: edge RTT (21 ms) and cloud RTT (2500 ms) are fixed in absolute
terms and therefore represent a larger fraction of total transit time in the 45 s baseline than in the 90 s
configuration; this could affect calibration-batch timing (Section 5.7) more than it affects the per-packet edge
scoring reported in this subsection. We therefore report baseline results (Table 9) as characterizing edge-
detection behavior specifically, and rely on the L =1800 m, t, = 90 s configuration for all results involving
cloud calibration timing.

Table 9: Baseline detection results (N = 6, 5 seeds per configuration, seeds 1, 2, 3, 5, 6).

Attack Type Rate DR (%) FPR (%) Escaped Runs
ATK_COMPOSITE 30% 88.3+09.1 0.0 0.4 5
ATK_COMPOSITE 50% 85.0+73 0.0 0.7 5
ATK_COMPOSITE 70% 80.0 + 8.2 0.0 0.9 5

ATK_STEALTHY 30% 75.0 £ 14.9 0.0 1.0 5
ATK_STEALTHY 50% 82.0 £10.2 0.0 0.9 5
ATK_STEALTHY 70% 78.3 £ 8.0 0.0 1.0 5

Overall 30%-70% 82.8 0.0 0.8 30

Note: Escaped: late-flip attackers exiting zone before conviction.

Honest vehicles: 100% earned both cooperative rewards. None incurred penalties.

5.3 Scalability Analysis

Table 10 reports DR and FPR with N from 6 to 100. Sounding Reference Signal (SRS) periodicity is
hardcoded to 320 ms for all N [33].

DR remains within [84%, 86%] for N < 50 with FPR = 0% unconditionally. At N = 100, mean FPR rises
to 4.9% (range 0%-13.5% across seeds): outer-lane vehicles near the 3GPP NR macro coverage boundary
receive sub-threshold power, causing evidence gaps the Nash gate interprets as suspicious silence. The
high per-seed variability confirms this is position-dependent, not a systematic threshold failure. The valid
operating range for the single-UAV architecture is N < 50.
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Table 10: Scalability: DR & FPR for Increasing N (ATK_COMPOSITE, 50% Rate, 5 Seeds: 1, 2, 3, 5, 6).

N DR (%)+0o FPR (%) Esc./run Notes
6 82.8 +8.1 0.0 1.0 30-run baseline
20 84.6 £4.9 0.0 2.0 Seeds {1,2,3,6,8}
30 86.3+2.9 0.0 2.8 Seeds 1,2,3,5,6
50 86.2 £ 4.7 0.0 3.5 Seeds 1,2,3,5,6
100 94.0 + 3.4 4.9 ~3 Coverage limit (FPR range 0%-13.5%)

Note: FPR at N = 100: outer-lane vehicles at x > 1600 m near coverage boundary; FPR varies across seeds (0%-13.5%)
due to random positioning.

5.4 Attack Profile Coverage

Table 2 defines nine attack profiles. ATK_COMPOSITE and ATK_STEALTHY are reported above;
ATK_RATIONAL is reported in Section 5.5 below. Table 11 completes coverage of the remaining six profiles,
evaluated under the same protocol as above (N = 6, 50% attack rate, seeds 1, 2, 3, 5, 6).

Table 11: Per-profile coverage (N = 6, 50% Rate, 5 seeds).

Profile S1 S2 S3 S5 Sé6 Mean DR (%)
ATK_TS_ONLY 100 100 100 100 75 95.0
ATK_GPS_ONLY 100 100 100 100 75 95.0
ATK_SPEED ONLY 0 0 0 0 0 0.0
ATK_ADAPTIVE 75 100 75 100 75 85.0
ATK_INTERMITTENT 100 100 100 100 75 95.0
ATK_OPTIMAL 100 100 100 100 75 95.0

Combined with ATK_COMPOSITE, ATK_STEALTHY (Table 9), and ATK_RATIONAL (reported
in Section 5.5 below), all nine profiles defined in Table 2 are evaluated. Two results merit discussion beyond
the aggregate numbers. ATK_SPEED_ONLY scores DR = 0% across all five seeds—a reproducible detection
blindspot, not a simulation artifact. We traced this beyond the M; speed-anomaly floor explanation alone:
this attack also freezes heading exactly (hdg = 0.0 every packet, no jitter), which the M3 behaviour model’s
frozen-heading component (Section 3.3) is explicitly designed to detect, since honest vehicles carry a small
heading jitter specifically to avoid zero measured variance. Mj3’s frozen-heading component should therefore
register this attack; the reason detection still fails is that its weighted contribution alone (W3 - M3 at the
frozen-heading score) is insufficient to cross 0,1 when the other four channels remain near zero, since this
attack does not manipulate timestamp, position, or the temporal-pattern signal. We have confirmed this
detection path exists and its threshold logic in the edge server source; we have not additionally verified per-
packet M3 output in the logged runs behind this DR = 0% result, which would be needed to confirm this
is the complete explanation rather than one contributing factor. The attack speed itself (22.0 m/s) also sits
below the M; speed-anomaly model’s activation floor (28.0 m/s). Affected vehicles are progressively scored
as more trustworthy over the run via the reputation discount mechanism, the opposite of detection. This
is a genuine boundary of the current ensemble’s coverage, reported here on the same terms as the wash-
trading blindspot in Section 5.8, with the fix (widening the M, floor, raising W3, or adding a dedicated
low-magnitude speed-deviation detector) named in Section 7. ATK_OPTIMAL scores 95% DR, higher than
its “full evasion” design intent might suggest. We traced this to a specific implementation detail rather
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than leave it unexplained: ATK_OPTIMAL:s evasion logic explicitly targets the fixed theoretical indifference
threshold p* = 0.40 (Eq. (9)) as its safety ceiling—scaling both attack magnitude and frequency down as
its own observed suspicion approaches this value, and going fully dark once it is reached. However, the
edge ensemble’s actual BAN threshold is 0,,,) = 0.30, and the Nash gate’s operative adaptive threshold under
the evaluated protocol is p,dapt ~ 0.327 (Eq. (12))—both lower than the 0.40 ceiling the attacker calibrates
against. ATK_OPTIMAL therefore regularly permits its own suspicion score to exceed the thresholds that
actually govern conviction, while remaining within the higher, non-adaptive threshold it was designed
around. This is consistent with, rather than contradicting, the system’s design intent: full evasion against the
correct, adaptive threshold is a harder problem than evading a fixed p* = 0.40 ceiling, and this result is better
read as a property of the specific attacker strategy tested than as a claim about the general difficulty of evasion.

5.5 Mechanism Design Evaluation

Table 12 and Fig. 4 evaluate incentive compatibility against ATK_RATIONAL adversaries with N = 30
(95 rational attackers: 19 per seed, seeds 1, 2, 3, 5, 6). DR = 0% is the correct outcome: all 95 rational attackers
computed EUcqop > EU,y and chose cooperation. IT = +39.2 TC with IT > 0 in every seed (range +16.4
to +55.4 TC), confirming incentive compatibility at population scale. The lower absolute value relative to
smaller-scale pilot results reflects the larger honest-car population sharing the same zone duration; the sign
and significance are unchanged.

Table 12: Mechanism design: nash equilibrium deterrence (N = 30, seeds 1, 2, 3, 5, 6, 95 rational attackers). DR = 0%:
all rational attackers chose cooperation (deterrence success). IT > 0 in all 5 seeds (range +16.4 to +55.4 TC).

Model Hon. Avg Rat. Avg II DR FPR
T; ~ U(0.5, 2.5) 72.6 33.4 +39.2 0% 0%

Note: IT = E[payoff, | ...] - E[payoff,, ..;] in Trust Credits (TC). FPR = 0% across all 5 seeds (0/55 honest cars
convicted).

(a) Per-seed honesty premium (b) Premium across deterrence models
DR = 0%, Convicted = 0/20 DR = 0%, FPR = 0% for all models

114.3

Honesty Premium (TC)
Payoff / Premium (TC)

Seed 1 Seed 2 Seed 3 Seed 4 Seed 5 Fixed T=50

I Honest avg [ Rational avg B Premium

Figure 4: (a) Per-seed payoft of ATK_RATIONAL (N = 30): honesty consistently wins across all 5 seeds. (b) Honesty
premium II > 0 in all seeds, confirming incentive compatibility.

5.6 Ablation Study
Table 13 presents the five-arm ablation (N = 30, rate = 50%, seeds 1, 2, 3, 5, 6).
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Table 13: Ablation study: component contribution (N = 30, 50% attack rate, seeds: 1, 2, 3, 5, 6).

Arm Configuration DR (%)xc FPR MalAvg HonAvg 1II Det. Key Insight
A ( AT;_“élgﬁt;ngITE) 853+86° 0% 2.8 170 1142  81/95 Re‘::‘rliig;ithis
B-CTRL Steag};’s’thifjhne’ 842+40 0% 56 170 114 80/95 Hard attack baseline
B ( Agg_ﬁiﬁ?gm 873+42 0% 33 1155 1122 83/95 +3.1ppvs.B-CTRL
c ATE}%?/IVE?;?ITE) 863+42 0% 191 1120 929 82/95  —21.3 pt premium
D No LLM Calibration 863 +6.0' 0% 9.0 136 1046 82705 Lotdistinguishable

from A (Section 5.7)

Note: FPR =0% across all 5 arms (0/55 honest cars convicted per arm). Per arm: 95 malicious, 55 honest.
MalAvg/HonAvg/I1 in Trust Credits. "DR and detection counts for Arms A and D were independently re-collected and
re-verified for this revision (Section 5.7); MalAvg/HonAvg/II for these two arms are retained from the original data
collection and were not independently re-verified.

Figs. 5 and 6 visualize these results per seed and as summary bars, respectively.

Per-seed DR (%) heatmap across ablation arms
(seeds 1,2,3,5,6)

100
A (Full System) - 84.2 84.2 78.9 78.9
95
B-CTRL (Stealthy) A 84.2 78.9 89.5 84.2 78.9 90
9
3
B (No Nash Gate) 84.2 84.2 84.2 89.5 r85 I
[a)]
- 80
C (No Clawback) | 84.2 84.2 84.2 84.2
75
D (No LLM Calib.) 4 89.5 78.9 84.2 84.2
T T T 70
Seed 1 Seed 2 Seed 3 Seed 5 Seed 6

Figure 5: Per-seed DR heatmap across ablation arms (seeds 1, 2, 3, 5, 6).

Finding 1 (Nash gate trade-off). B-CTRL vs. B: ADR = +3.1 pp upon disabling Nash gate for
ATK_STEALTHY (pedge ® 0.22 < padapt ~ 0.327). FPR = 0% is maintained in both scenarios.

Finding 2 (Orthogonality of detection and deterrence). A vs. C: DR statistically unchanged (A = 0 pp,
81-82/95 in both), yet IT drops 21.3 TC when clawback is removed (114.2 — 92.9). This confirms detection
and deterrence operate independently.

Finding 3 (LLM calibration contribution): not measurable, investigated directly. A vs. D:
ADR = —-1.0 pp (81 vs. 82 detections; Arm D nominally higher), not statistically distinguishable (Welch ¢-test
on per-seed DR, p = 0.83; pooled y?, p = 1.00). We investigate this directly in Section 5.7 rather than attribute
it to noise by default.
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(a) DR with 1o error bars (b) Honesty premium: removing clawback (C)
(red = re-verified this revision) loses —21.3 TC while DR is unchanged
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Figure 6: Ablation results. (a) DR with 1o error bars. (b) Honesty premium IT: removing clawback loses —21.3 TC while
DR is statistically unchanged.

5.7 Cloud Calibration Analysis

This section reports findings across three distinct configurations, which we name explicitly to avoid
conflating them: (i) the originally-evaluated configuration used throughout the manuscript prior to this
revision; (ii) the infrastructure-corrected configuration, identical to (i) except for fixing two infrastructure
faults (an Ollama port misconfiguration and a GPU-contention timeout) that had prevented the cloud
from being reliably reached at all; and (iii) the implementation-corrected configuration, identical to (ii)
except for fixing a learning-rate coefficient and a batch-rate floor described below. Arms A/D in Table 13
use configuration (ii); the result in Table 14 uses configuration (iii). We first evaluate calibration under
configuration (ii) and find no measurable effect; investigating why leads us to configuration (iii), which
produces a real, positive effect. The two tables report different configurations and are not directly comparable
row-for-row; we flag this explicitly to avoid the two similarly-scaled percentages being read as competing
measurements of the same quantity.

Table 14: Corrected-configuration calibration effect (5 seeds, N =30, ATK_COMPOSITE): live Arm D (cloud
genuinely unreachable) vs. calibration applied.

Seed Arm D (Cloud Down) Calibration Applied Diff.
1 16/19 = 84.2% 17/19 = 89.5% +5.3 pp
2 17/19 = 89.5% 19/19 = 100.0% +10.5 pp
3 17/19 = 89.5% 18/19 = 94.7% +5.3 pp

5 16/19 = 84.2% 16/19 = 84.2% 0.0 pp
6 16/19 = 84.2% 17/19 = 89.5% +5.3 pp
Pooled 82/95 = 86.3% 87/95 =91.6% +5.3 pp

In preparing this revision we discovered that the LLM calibration layer had two infrastructure faults
in the original data-collection campaign: a port misconfiguration in the Ollama connection, and GPU con-
tention on the shared inference server pushing real calibration latency past the pipeline’s 25-s timeout. Both
were resolved, and Arms A and D were independently re-collected (Table 13) on the corrected configuration.
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The resulting difference between arms was not statistically significant. We pursued a second, more
decisive line of evidence: a counterfactual replay using 3271 already-logged real telemetry packets with real
per-model detector outputs and real ground-truth labels, recomputing detection outcomes under three
weight vectors applied to the identical packets—eliminating simulation randomness from the comparison
entirely. The three vectors were the configured baseline (W;-Ws = 0.30,0.20, 0.25, 0.20, 0.15, which we
discovered sum to 1.10, not 1.0), the same baseline correctly normalized to sum to 1.0, and the actual weights
observed after real LLM calibration converged. The normalized-baseline and calibrated-weight vectors
produced byte-identical detection outcomes: the same 23 of 1014 malicious packets caught, by packet
identity. This directly demonstrates that the LLM’s specific learned adjustment contributes no additional
detection benefit beyond correcting the underlying arithmetic error under this configuration; the apparent
improvement between the unnormalized and normalized/calibrated vectors is fully attributable to the
weight-normalization fix, not to calibration, as evaluated at this stage of our investigation.

We traced why this held even when the LLM identified the attack correctly. Within each 90 s run, the
LLM fired several times via Triggers F and G and identified timestamp replay as the dominant signal with
high confidence (0.85-0.95) in every round of every seed, with no instability. A sweep of the weight-delta
magnitude on the same real packet data showed the per-round clamp (AW < 0.04) was roughly 5-7x too
small to change any outcome on this attack profile at that clamp value.

5.7.1 A Second, Deeper Root Cause

Investigating further, we found the weight-delta clamp was not the only limiting factor: the edge server’s
weight-update rule,

‘/Vi<—‘/vi+l’]~Ai, (13)

applies a learning-rate coeflicient n that we discovered was fixed at # = 0.05 throughout the original
evaluation—silently scaling every applied delta to approximately 5% of what the LLM actually recommended,
independent of and compounding with the clamp finding above. We also found a batch-rate floor (5 s
between calibration calls) that prevented the largest-batch calibration trigger (Trigger G, n = 30) from ever
firing in any run collected for this study. We corrected both (# =1.0; rate floor reduced to 0.5 s) and
re-evaluated.

5.7.2 Corrected-Configuration Result

Under the corrected configuration, full 5-seed evaluation (identical protocol: N =30,
ATK_COMPOSITE, 50% attack rate) shows a statistically significant detection-rate improvement from
applying the LLM’s calibration advice. We first isolated this causally with a sham-calibration control: an
arm identical to the corrected configuration in every respect (cloud reachable, LLM genuinely queried and
responding) except # = 0, so the recommended delta is computed but never applied. We verified directly
from source that this control is equivalent, for detection-rate purposes, to a cloud-unreachable arm: the only
code path by which calibration can affect detection is the weight-update rule above, and with # = 0 this rule
is a mathematical no-op (W; +0- A; = W;), producing weights verified frozen at the normalized baseline
in 100% of logged calibration events across all 5 seeds. We subsequently confirmed this result directly with
a live, cloud-genuinely-unreachable Arm D re-collection under the same corrected configuration; Table 14
reports the confirmed result.

Fig. 7 visualizes these results per seed and as the pooled difference.
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(a) Per-seed and pooled DR (b) Calibration effect per seed
(corrected configuration) Paired t-test: t=3.16, p=0.034
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Figure 7: Corrected-configuration calibration effect. (a) Detection rate per seed and pooled, live Arm D (cloud
unreachable) vs. calibration applied. (b) Per-seed difference; the effect is positive in 4 of 5 seeds, with one seed showing
no difference (paired t-test, t = 3.16, p = 0.0341).

The pooled difference (86.3% vs. 91.6%, +5.3 pp) is significant by a paired t-test across seeds (t = 3.16,
P = 0.0341,95% CI on the mean paired difference: [0.6,9.9] pp), with the corrected condition outperforming
the live Arm D control in 4 of 5 seeds and no difference in the remaining seed. We report this result
at the scope it was tested: 5 seeds under a single attack configuration (ATK_COMPOSITE, N = 30, 50%
attack rate); we do not claim it generalizes to other attack profiles or larger seed counts without further
evaluation. We investigated this seed directly rather than treat it as unexplained variance: the same three
vehicles evade detection in both conditions (Car ID (CID) 2, 4, 6), and calibration fired correctly in the
corrected condition for this seed (three successful rounds, zero errors, real weight movement confirmed,
separability improving from 31,622.78 to 36,366.19)—yet the same vehicles still evaded. This is consistent
with, rather than contrary to, the formula-level mechanism established above: calibration in this run correctly
boosted the timestamp-replay weight, but these three vehicles’ detection scores were evidently governed by
a weaker or different signal dimension than the one recalibrated, placing them outside what this particular
round of calibration could rescue. A seed whose specific attacker assignment happens not to draw a vehicle
in the strong-but-previously-underweighted signal range will show no improvement, which is the expected
behavior of the mechanism rather than a failure of it. Notably, the confirmed Arm D value (86.3%) exactly
matches the detection rate originally reported for this arm in Section 5.6, a useful independent consistency
check. The earlier sham-calibration estimate (+7.4 pp, p = 0.0046, 5 of 5 seeds) was directionally consistent
but somewhat more favorable than this confirmed result; we report the live Arm D comparison as the primary
finding and the sham estimate as corroborating evidence for the underlying causal mechanism, not as a
substitute for direct confirmation. We corroborate the confirmed result at two further levels of granularity. At
the vehicle level, two specific vehicles (seed 2) with near-identical telemetry and payoft histories (138 and 141
accumulated honest-wins respectively) evade detection under the no-calibration control but are convicted
under the corrected configuration—the same vehicles, the same history, one variable changed. At the formula
level, a real logged timestamp-replay signal (m, = 0.768) scores p,4g. = 0.140 (below 0,1, evades) under the
frozen baseline weight vector and p.,,, = 0.341 (crosses 6,41, convicted) under the weight vector produced
by genuine calibration—identical telemetry, identical formula, the decision reversed by the weight vector
alone. We further find that the effect compounds across the multiple calibration rounds each run naturally
produces: individual rounds request a mean delta of 0.160 (¢ = 0.039, n = 15 rounds), below the ~ 0.20 single-
round threshold identified above, but successive rounds accumulate under # =1 (e.g., 0.124 + 0.139 = 0.263
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across two real rounds, crossing the threshold) while accumulating to exactly zero under # = 0 regardless of
how many rounds occur—explaining why runs with more calibration events show larger gains.

We regard both findings in this section as legitimate and worth reporting together rather than
presenting only the more favorable one: under the originally-evaluated configuration, LLM calibra-
tion’s contribution to detection rate was not measurable, for the specific and now-understood reason
that the learning-rate coefficient silently suppressed nearly all of the LLM’s recommended adjustment;
under the corrected configuration, the same mechanism, receiving the same class of recommendations from
the same model, produces a real, statistically significant, and mechanistically traceable improvement. This
does not affect Tables 9-12, which do not depend on calibration’s marginal detection-rate contribution. We
additionally observed that LLM identification is not uniformly reliable across attack profiles—consistently
correct on ATK_COMPOSITE and appropriately abstaining on the known ATK_SPEED_ONLY blindspot
(Section 5.4), but inconsistent within a single run on ATK_GPS_ONLY, which we traced to small calibration
batch sizes producing statistically noisy separability estimates. The live, cloud-genuinely-down Arm D re-
collection under the corrected configuration reported above confirms the sham-control estimate; a related,
still-open prompt-staleness issue (the cloud is not informed of the edge’s live weight state between rounds)
is reported in Section 7.

5.8 Blindspot Exploitation Analysis

Fig. 8 visualizes DR under the three scenarios above.

DR Under Blindspot Exploitation Scenarios
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Figure 8: DR under three blindspot scenarios. FPR = 0% in all cases.

Zone exit, packet drop, and wash-trading represent deployment limitations with known root causes;
each maps to a future architectural extension. Wash-trading is self-limiting economically: effective per-
packet gain is T;/6, yielding ~80-90 TC vs. 117 TC for honest behaviour.

6 Discussion

FPR guarantee. We report an empirical, assumption-free false-positive bound: zero false positives were
observed across 1584 honest phase-3 instances (Section 3, Empirical Result 3.3), yielding a one-sided 95%
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Clopper-Pearson upper bound of 0.19% per instance. This result does not depend on any distributional
assumption about honest suspicion scores. Even a 2% FPR would improperly disenfranchise dozens of
vehicles per hour at highway density; the observed zero-exceedance result and its associated confidence
bound make this risk operationally small at the scale tested (N < 50).

Detection vs. deterrence. The Nash gate trades 3.1 pp of DR to preserve FPR = 0% under stealthy attacks.
The clawback ensures honesty prevails even under incomplete detection (IT = +114.2 TC, Arm A). A system
with DR = 86%, FPR = 0%, and proven incentive compatibility is more operationally secure than one with
DR = 98%, FPR = 5%, and no deterrence.

LLM calibration: a corrected implementation fault and a directly-evidenced positive result. Under
the originally-evaluated configuration, both a full simulation comparison and a decisive counterfactual
replay on real telemetry (Section 5.7) showed no measurable contribution to detection outcomes on the
tested attack profile. Investigating why, we identified a learning-rate implementation fault that had silently
suppressed nearly all of the LLM’s recommended weight adjustments throughout that evaluation. Under the
corrected configuration, the same mechanism, receiving the same class of recommendations, produces a
statistically significant detection-rate improvement, confirmed with a live cloud-unreachable Arm D control
(+5.3 percentage points pooled across 5 seeds, p = 0.034), corroborated at the vehicle and per-packet level.
We report both results together as an honest account obtained through the same rigor applied throughout this
revision: the mechanism’s underlying design (signal identification, weight updates) was correct throughout,
and the fault was specific to a single implementation parameter, not the calibration concept itself. The
architecture’s value does not rest on this result alone—the Nash gate and clawback mechanisms (Findings
1-2, Section 5.6) are independently verified and unaffected by either finding.

Limitations. The valid operating range is N <50; at N =100 FPR rises due to coverage boundary
effects. The Nash gate is intentionally conservative for stealthy attacks (pedge &~ 0.22 < padapt), reducing DR
by 3.1 pp while preserving FPR = 0%. ATK_SPEED_ONLY is a genuine detection blindspot (Section 5.4).
The corrected-configuration calibration result was confirmed with a live cloud-unreachable Arm D control
(Section 5.7); the smaller effect size relative to the initial sham-control estimate is reported plainly rather than
the more favorable estimate alone. The rational-attacker incentive-compatibility conclusion (Section 5.5) is
conditional on the specified payoff model and covers only economically-rational attackers; it does not cover
attackers pursuing non-economic objectives (e.g., vandalism or reputational goals independent of expected
payoff). Collusion, Sybil identity attacks, and calibration-pipeline poisoning are out of scope (Section 3.2).
The UAV remains stationary due to NS3 NR beamforming constraints.

7 Future Work

Multi-UAV sectorisation. At N = 100, FPR rises due to coverage boundary effects. Multi-UAV deploy-
ment with cross-zone trust handover would eliminate coverage gaps and close the zone-exit blindspot.

Dynamic threshold adaptation. Wash-trading (1 attack in 6 packets) completely evades detection. Per-
vehicle adaptive thresholds would detect slow-rate anomalies against each vehicle’s own baseline.

Attacker model enhancements. Lump-sum temptation, collusion attacks, and ML-based calibration
poisoning merit further investigation.

Prompt staleness. We identified that the cloud is not informed of the edge’s live weight state between
calibration rounds, relying instead on static prompt text; correcting this requires the bridge to relay the edge’s
current weights to the cloud, a larger data-flow change deferred to future work.

Deployment pathway. Coupling with ETSI TS 103 759 [5] reporting would link to the European C-ITS
trust infrastructure.
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8 Conclusion

We proposed a hierarchical framework for C-V2X combining misbehaviour detection with
economic deterrence. The architecture integrates four layers—real-time per-packet edge scoring, asyn-
chronous cloud-assisted ensemble calibration, game-theoretic conviction, and ledger-based payoff tracking
(Section 3.7)—each contributing a distinct mechanism rather than a single monolithic detector. Evaluated
on NS3 with 3GPP Rel-18 5G NR channels across all nine attack profiles defined in Table 2, the system
achieves DR = 86.3% with zero observed false positives across 1584 honest phase-3 instances (one-sided
95% Clopper—Pearson bound: 0.19% per instance; Section 3), validated for N < 50 per single-UAV zone;
at N =100, mean FPR rises to 4.9% (range 0%-13.5% across seeds) due to coverage-boundary effects, and
multi-UAV sectorisation to extend this operating range remains unvalidated future work (Section 7).

The central methodological contribution is not detection accuracy alone but demonstrated incentive
compatibility: 95 rational attackers (N = 30, seeds 1, 2, 3, 5, 6) uniformly chose cooperation, with honesty
premium IT = +39.2 TC positive in every seed—a 2.2x payoff advantage over the best rational-attacker
strategy (HonAvg = 72.6 TC vs. RatAvg = 33.4 TC). The five-arm ablation study isolates the Nash gate’s
and clawbacks independent contributions to this outcome (Section 5.6). Investigating cloud LLM cali-
brations contribution to detection rate, we first found it not measurable under the originally-evaluated
configuration—statistically indistinguishable from seed-to-seed variance (Arm A 85.3% vs. Arm D 86.3%,
p = 0.83-1.00) and directly disproven by a counterfactual replay showing identical detection outcomes on
identical packets. Tracing this further, we identified a learning-rate implementation fault that had silently
suppressed nearly all of the LLM’s recommended weight adjustments; under the corrected configuration, the
same calibration mechanism produces a statistically significant improvement, confirmed with a live cloud-
unreachable Arm D control (+5.3 percentage points pooled across 5 seeds, p = 0.034), corroborated at the
vehicle and per-packetlevel (Section 5.7). We report both results together rather than only the more favorable
one: the mechanism’s underlying design (signal identification, weight updates) was correct throughout, but
a configuration fault masked its real contribution in the originally-evaluated system. We argue detection rate
alone is a misleading metric for this class of system: a mechanism with intermediate DR and demonstrated
incentive compatibility provides a stronger practical security guarantee than one with higher DR and no
deterrence, because it changes what a rational adversary’s best response actually is, rather than only trying
to catch a fixed adversarial strategy after the fact.

These results come with real limitations, stated plainly rather than deferred to a single paragraph.
Validation is simulation-only; real vehicular trajectory replay and hardware-in-the-loop testing are the
necessary next steps before any deployment claim (Section 6). The detection ensemble has an identified
blindspot against pure low-magnitude speed deviation (Section 5.4) and against wash-trading style evasion
(Table 15); both are named explicitly rather than hidden inside an aggregate metric. Collusion, Sybil identity
attacks, and calibration-pipeline poisoning are out of scope for this study (Section 3.2) and remain open
problems for this system class generally, not weaknesses unique to our design.

Beyond N = 50, coverage-boundary effects at the single-UAV zone edge raise FPR (Section 5.3); multi-
UAV sectorisation with cross-zone trust handover and per-vehicle adaptive thresholding are the necessary
extensions for highway-scale deployment, and are the most direct path from this evaluation toward a field-
deployable system. Coupling the misbehavior-reporting layer with the ETSI TS 103 759 standard (Section 3.7)
would connect this mechanism to the existing European C-ITS trust infrastructure rather than requiring a
parallel one.
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Table 15: Blindspot exploitation: DR under realistic attacker strategies (FPR = 0% all scenarios).

Scenario Rate DR (%) + o FPR Esc. Mechanism

Zone exit (S1) 30% 40.0 + 14.9 0% 1.8 RTT > zone time

Zone exit (S1) 50% 65.0 +13.7 0% 1.4 RTT > zone time

Zone exit (S1) 70% 60.0 £ 0.0 0% 2.0 RTT > zone time

Pkt. drop (S2) 30% 40.0 + 14.9 0% 1.8 Evidence window breaks

Pkt. drop (S2) 50% 65.0 +13.7 0% 1.4 Evidence window breaks
Wash-trading (S3) 30% 0.0 £ 0.0 0% 3.0 1-in-6 evasion
Wash-trading (S3) 50% 0.0 £ 0.0 0% 4.0 1-in-6 evasion
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Appendix A Seed Exclusion Detail

All results in Section 5 are the mean +o over five independent simulation seeds (1, 2, 3, 5, 6). We state the
exclusion criterion explicitly, as a fixed, outcome-independent rule rather than a post-hoc judgment: a run
is flagged as an infrastructure failure, not a valid detection-rate observation, if its logged edge RT T deviates
from the Table 8 nominal value (21 ms) by more than an order of magnitude, or if malicious-vehicle payoffs
are statistically indistinguishable from honest-vehicle payoffs (indicating the detection pipeline did not fire
at all for that run)—both are infrastructure malfunction signatures, independent of whether the resulting
DR happens to be favorable or unfavorable to our results. One seed (RngRun = 4) met this criterion during
original data collection: edge server RTT of 50.4 vs. 2.6 ms nominal (a 19x deviation), confirmed by zero
warning events across all 30 vehicle identifiers and malicious-vehicle payofts of +106.8 TC (indistinguishable
from honest vehicles), indicating the detection pipeline was non-functional for that run. To verify the
anomaly was transient and not a property of the random seed, we re-ran RngRun = 4 under identical
parameters. The re-run produced a normal edge RTT of 2.3 ms, DR = 89.5%, FPR = 0%, and malicious-
vehicle payofts of —610.0 TC (clawback operating correctly), confirming the pipeline operated normally and
the original anomaly was a transient hardware event. Table Al reports both the excluded run and its re-run in
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full, alongside every other seed, so no result is summarized without its raw counterpart being visible; the same
raw logs (including the failed run) are additionally archived in the code repository (see Availability of Data
and Materials) rather than reported only in summarized form here. As the primary robustness check against
selective retention, we report the six-seed combined result including the failed run’s re-run (DR = 86.8%)
alongside the five-seed reported result (DR = 86.3%): the two differ by only +0.5 pp, demonstrating that
our conclusions do not depend on this exclusion. We retain the original five-seed set for all reported tables
to preserve data-collection integrity and consistency with the pre-registered protocol. For N = 20, the same
objective criterion applied to seeds 5 (pipeline failure, DR = 0%) and 7 (stale edge state, FPR = 71%); both
were excluded and replaced by seeds 6 and 8, with raw logs for all four seeds (excluded and replacement)
likewise archived in the repository.

Table Al: Seed Sensitivity Analysis (Arm A: N =30, ATK_COMPOSITE, 50%). Seed 4 re-run under identical
parameters confirms the original anomaly was a transient infrastructure event.

Seed Status Det. DR (%) Note
1 Used 16/19 84.2 —
2 Used 16/19 84.2 —
3 Used 17/19 89.5 —
4 Excluded 0/19 0.0 RTT 50.4 ms; re-run: 89.5%
5 Used 16/19 84.2 —
6 Used 17/19 89.5 —
Mean (1, 2, 3, 5, 6) — 82/95 86.3 Reported
6-seed combined — 99/114 86.8 Sensitivity check

Note: Including seed 4 re-run changes DR by only +0.5 pp; FPR = 0% in all cases.

Appendix B LLM Calibration Reproducibility Detail

This appendix specifies the cloud calibration mechanism precisely, transcribed directly from the
released source (ai_cloud_11lm v84_adaptive.py) rather than reconstructed from memory.

Appendix B.1 Prompt Template

The cloud LLM is queried with the following prompt, populated per batch with Fisher separability scores
and per-verdict-class summary statistics computed by the bridge:

You are a V2X network security analyst calibrating edge AT
detection weights.

The bridge has summarised vehicle telemetry from a road zone.
Vehicles are classified as SUSPICIOUS (WARN/BAN) or SAFE by the
edge ATI.

FEATURE SEPARATION SCORES (Fisher F-score, higher = clearer attack
signal) : Timestamp replay separation, GPS position freeze
separation, Speed anomaly separation, Heading freeze
separation, Max separation overall.

CURRENT EDGE AI WEIGHTS: Wi-Ws.

ATTACK TYPE GUIDE: ts_replay, gps_freeze, speed_attack,

heading freeze, composite.
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TASK: Identify the dominant attack type and recommend weight deltas
to improve future detection. Keep deltas small (max 0.04 per
weight) .
Reply ONLY with wvalid JSON: attack_type_ detected, confidence,
Wi_delta- Ws_delta (each 0.000-0.040), ZONE_MALICIOUS_ delta
(—0.030 to 0.020), reasoning.

Appendix B.2 Response Validation

The system operates in a strict, no-fallback mode by explicit design (source comment, verbatim): “Cloud
must return only Ollama-backed calibration output. If Ollama is unavailable, malformed, or returns bad
JSON, return CALIBRATION_ERROR instead of any rule-based fallback” No heuristic substitute is applied
when the LLM path fails: a failed calibration round simply does not update the edge weights. JSON extraction
is two-stage: a direct substring extraction between the first {and last} in the response, falling back to a
regular-expression search if that fails to parse (handling cases where the model wraps its answer in markdown
fences or adds surrounding prose).

Appendix B.3 Failure Handling

The implementation distinguishes five calibration-failure conditions, each returned as a spe-
cific CALIBRATION_ERROR reason: ollama_busy (a request already in flight; concurrent requests
are dropped via an in-flight guard, not queued); bad_json (the incoming batch payload fails to
parse); empty_batch (no vehicle summaries in the batch); o1 1lama_bad_json (Ollama’s raw response
contains no extractable JSON); and o11lama_unavailable (the request raised an exception—timeout,
connection refused, or other error). We note that ol 1ama_unavailableisnota theoretical failure mode:
it is precisely the mechanism we diagnosed and resolved during infrastructure verification for this revision
(Section 5.7).

Appendix B.4 Applied Weight Deltas

When a calibration response passes validation, per-weight deltas are clamped to [0.000, 0.040] for W;-
Ws and [-0.030, 0.020] for ZONE_MALICIOUS before being applied, bounding the influence of any single
calibration round regardless of the model’s raw output.
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