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Abstract: Connected and autonomous vehicles are seeing their dawn at this
moment. They provide numerous benefits to vehicle owners, manufacturers,
vehicle service providers, insurance companies, etc. These vehicles generate a
large amount of data, which makes privacy and security a major challenge
to their success. The complicated machine-led mechanics of connected and
autonomous vehicles increase the risks of privacy invasion and cyber security
violations for their users by making them more susceptible to data exploitation
and vulnerable to cyber-attacks than any of their predecessors. This could have
a negative impact on how well-liked CAVs are with the general public, give
them a poor name at this early stage of their development, put obstacles in
the way of their adoption and expanded use, and complicate the economic
models for their future operations. On the other hand, congestion is still a
bottleneck for traffic management and planning. This research paper presents
a blockchain-based framework that protects the privacy of vehicle owners and
provides data security by storing vehicular data on the blockchain, which will
be used further for congestion detection and mitigation. Numerous devices
placed along the road are used to communicate with passing cars and collect
their data. The collected data will be compiled periodically to find the average
travel time of vehicles and traffic density on a particular road segment.
Furthermore, this data will be stored in the memory pool, where other devices
will also store their data. After a predetermined amount of time, the memory
pool will be mined, and data will be uploaded to the blockchain in the form of
blocks that will be used to store traffic statistics. The information is then used
in two different ways. First, the blockchain’s final block will provide real-time
traffic data, triggering an intelligent traffic signal system to reduce congestion.
Secondly, the data stored on the blockchain will provide historical, statistical
data that can facilitate the analysis of traffic conditions according to past
behavior.
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1 Introduction

Vehicles that are autonomous and connected are linked to other vehicles, the environment, and
the internet. These vehicles are susceptible to security and privacy risks due to their high level of
connectivity and data exchange. Critical information such as location and vehicle trajectories is
included in the data transferred by the vehicle, which can create new privacy concerns. Miller and
Valasek demonstrated a sophisticated attack on a Jeep Cherokee by remotely controlling the vehicle’s
key functions via the infotainment system’s wireless interface [1–3]. More vehicles have recently been
revealed to be vulnerable to an attack against a remote keyless entry, including the majority of
Volkswagen cars after 1995 [2]. The issues listed in Table 1 show that traditional security and privacy
approaches employed in smart vehicles are ineffective. At present, blockchain has emerged as the most
secure method of data sharing. It is a kind of database that uses distributed ledger.

Although the data has traditionally been stored on a central server, Blockchain technology
allows for a decentralized and distributed architecture with backups and redundancy processes [3]. A
blockchain is a chain of blocks that are rendered functional by encryption and then linked. Every block
of blockchain comprises the previous block hash, timestamp value, and transaction data. By its nature,
a blockchain is immutable. Nodes are anonymous members of the system. Blockchain comprises
simple components that, when combined, reflect the system’s power. Decentralization, transparency,
and immutability are three major characteristics of blockchain technology that contribute to its global
popularity [4]. Blockchain stores data in blocks over the network in a decentralized manner. Data in
a blockchain cannot be stolen or altered, hence can’t be changed retrospectively as it stores blocks
of distinct data via the blockchain system [5]. Everything that happens on a blockchain is part of
the system. Fig. 1 illuminates blockchain properties, including privacy, decentralization, immutability,
transparency, time stamping, programmability, security, privacy, and unanimity.

Table 1: Issues in conventional security and privacy approaches employed in smart vehicles

Issues Explanation

Single point of
failure

In modern smart car designs, centralized cloud servers link, identify,
authenticate, and authorize all vehicles. Due to the large number of connected
cars, this concept is unlikely to be scalable. In addition, cloud servers will
continue to be an obstruction; it is a centralized system whose failure is capable
of bringing down the entire network [6].

Lack of privacy The majority of current secure communication architectures either disregard
user privacy for instance, sharing complete vehicle data without authorization
of its owner, or providing noisy or aggregated data. In certain smart car
applications, however, the requester needs to know specific vehicle information
in order to deliver individualized assistance [7].

(Continued)
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Table 1: Continued
Issues Explanation

Safety issues Autonomous driving functions are becoming more popular in smart autos. A
malfunction induced by a security breach (such as the installation of malicious
software) could result in major accidents, putting the safety of commuters at
risk [8].

Figure 1: Lineaments of blockchain

Blockchain allows transparency of data as every node in the network has a copy of the chain, and
each member of the network can access all the transactions at any moment. The use of cryptographic
functions protects the privacy of the members of the network [9]. Transparency has made blockchain
unique and popular as no one can be misled, as the whole network is transparent. One of the most
important features of the blockchain is immutability, which means that once it is set up, no one
can change it. It is defined as a blockchain distributed ledger’s ability to remain unchanged and
permanent, with no single piece of information in the system being modified [10,11]. This approach has
the potential to reclassify the general information verification technique, making it more productive,
financially sound, and reliable.

Ethereum is a public, decentralized blockchain network that enables the execution of any decen-
tralized application programming code [11–13]. It is a global platform for exchanging information
that cannot be edited or controlled. Hyperledger Fabric is a blockchain system that acts as a basis for
distributed ledger solutions built according to a predetermined design that offers high confidentiality,
versatility, and adaptability. For secure data transport, these two methods were employed [14–16]. Nev-
ertheless, these blockchain-based frameworks for traffic data management are not extensively adopted
or utilized. As per the available research, the Ethereum technique has not yet been implemented in
traffic data management systems, and there is limited research on this topic. Fujihara [13] has examined
some of the features of blockchain-based traffic information-gathering systems, detailing the system’s
incentives and the detection of automobile collisions and road conditions. This research examines the
information and collection of traffic data in order to determine the road status (congested/normal)
and mitigate it [14].

Also, this research paper suggests using blockchain to collect and store information about vehicles
so that traffic jams can be found and fixed. The framework uses devices along the road to collect data
from passing cars. This data is then put together on a regular basis to find the average travel time and
traffic density on a particular road segment. The data is then put into a memory pool and mined every
so often to add it to the blockchain as blocks [15–18]. By storing vehicle data on the blockchain, the
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proposed framework gives vehicle owners security and privacy for their data. The data can be used in
two different ways. First, the real-time traffic data stored on the blockchain can trigger an intelligent
traffic signal system to reduce congestion. Second, the historical and statistical data stored on the
blockchain can be used to analyze traffic conditions based on past behavior. Overall, the proposed
blockchain-based framework has the potential to improve traffic conditions by providing real-time
data for intelligent traffic management systems and historical data for analysis and optimization.
However, the implementation of such a system would require significant infrastructure investment and
widespread adoption to be effective. Sequential research contributions by authors are given below:

• In the first section of the paper, the authors introduce the framework’s prerequisites. The
software required to create this framework is included. It also covered the advantages of using
them. In this part, the structure’s two most well-known and significant uses are discussed,
including Interplanetary File System and Ethereum (IPFS).

• In the next section, the authors present an elaborated system used for designing the framework.
The system consists of physical components such as roadside units, connected and autonomous
vehicles, and intelligent traffic signals; it also focuses on how blockchain technology is used for
designing the framework.

• Exaggerates the system architecture, modules, and components. The system architecture con-
sists of four layers: the user layer, infrastructure layer, blockchain layer, and application
layer. Each layer contains distinct components. Blockchain nodes, traffic watchers, emergency
vehicles, and other commuters comprise the user layer. Infrastructure layer components include
Wi-Fi, GPS, RFID, and sensors. The blockchain layer comprises nodes and peers, a consensus
protocol, encryption, and smart contracts, while the application layer comprises signal trigger-
ing, congestion detection, congestion alleviation, and security and privacy. In addition, different
modules and workflows are also explained by the authors.

• At the end, the authors evaluated system performance by comparing the framework with the
central server-based systems.

1.1 Related Work
The primary goal of Nakamoto’s blockchain technology was to develop a decentralized and

cryptographically secure currency that helps in financial transactions. The application of blockchain
technology has grown over time in a variety of industries, including traffic data management systems.
Several researchers have investigated this topic to determine whether the concept of using blockchain
for traffic data security and privacy is feasible [19–21]. In addition, researchers identify the benefits,
risks, concerns, and difficulties associated with employing this technology. A seven-layer conceptual
model aimed at the intelligent transport system (ITS) is presented to address critical research concerns
in the ITS [20,21]. A unique decentralized and secure design architecture for connected car data
security is suggested using Hyperledger fabric. A framework for the application of blockchain
technology to electronic health records in the healthcare sector is offered. This architecture’s main
goal is to use blockchain to store electronic health records. Secure data storage is the second
goal. Additionally, by maintaining documents off-chain, this approach overcomes the scalability
issue that blockchain technology in general faces [22,23]. In contrast to proof-of-work or proof-of-
authority methods, the concept of proof-of-event consensus is relevant to vehicle networks. When
passing vehicles receive an event notification, they will check the correctness of the traffic data
provided by roadside equipment. In order to convey alarm messages at the appropriate times and
locations, a two-phase transaction is implemented on the blockchain [24,25]. The notion of a tradable
mobility permit (TMP) to reduce traffic congestion is devised and statistically tested [19], together
with the principles of cryptocurrencies, Blockchain, and Ethereum. Multiple components make up
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a permissioned blockchain system that is used to manage vehicle-related data. Utilize Vehicular
Public Key Infrastructure (VPKI) to provide sponsorship creation and anonymity for the intended
blockchain. Create a disjointed register next to store data related to a given car, such as maintenance
details and histories, auto diagnosis reports, etc.

The forensic system outlined above offers post-accident investigation that is privacy-aware,
traceable, and trust-less with little storage and processing overhead [26–28]. A synopsis of bitcoin,
Ethereum, and blockchain technology was provided [29]. Bigdata analytics is used to enhance the
design, operations, and technological aspects involved in traffic control by managing the large amount
of data generated by Vehicular Ad hoc Networks (VANET) [30,31]. A novel metaheuristic is designed
with an adaptive neuro-fuzzy inference system for decision-making named MANFIS-DM technique
on autonomous UAV systems [32–34]. A thorough study of the literature is provided in Tables 2 and 3,
with an emphasis on potential assaults on connected and autonomous vehicles and their defenses.

Table 2: List of possible attacks on CAVs

Related work Details Solution

Balanced trustworthiness,
safety, and privacy in
vehicle-to-vehicle
communications [24]

Tracking a user’s location, even in an
anonymous manner, allows for the
surveillance of personal activities for
purposes like shopping. It may be possible
to detect competitors and behavioral
trends, allowing service providers to
enhance their offerings further. A
fast-food restaurant, for instance, would
definitely be interested in knowing the
location of its clients before and after their
visit.

Data should be
adequately anonymized,
thoroughly encrypted,
and securely protected
to prevent exposure in
order to guarantee
individual privacy.

Can blockchain Strengthen
the internet of things? [25,26]

In cloud-based systems, the cloud becomes
a single point of failure, as there are many
factors such as Denial of service, which
may deny the accessibility of data stored
on cloud. Which can crash the whole
system.

In contrast to
centralized systems
where information is
stored centrally,
blockchains are
decentralized systems
where each node in the
network has a copy of
the blockchain.

Security enhancement for IoT
communications exposed to
eavesdroppers with uncertain
locations [26]

To affect network performance through
DoS attacks, eavesdropping, or changing
gathered data, just one malicious node is
required.

When insecurity from a
node is detected, the
system can halt its
updates and distribute
computational
resources among
different nodes.

(Continued)
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Table 2: Continued
Related work Details Solution

Survey on cyber security of
CAV [27]

Eavesdropping and Information
Disclosure. While using connected
automobiles the opponent can eavesdrop
on the vehicle’s condition and the
communication messages exchanged.
These messages may include the
destination, and traveling trajectory.

Encrypt the messages
using cryptography so
that only authorized
people or devices can
decrypt the content.

Survey on cyber security of
CAV [27]

Spoofing attacks include the fabrication of
identities or data. This occurs when an
unauthorized attacker poses as a
legitimate user.

Before storing the
information in the data
center, it must be
validated.

Denial of service (DOS)
attack and its possible
solutions in VANET [28]

Refusal to Provide (DoS). Denial of
service will stop the access of the target
server by exploiting vulnerabilities in the
system or protocol to transmit massive
amounts of data or requests to disrupt the
network of the receivers. Denial of service
will delay and degrade the recipients’
ability to respond.

Decentralization of
data.

Table 3: VANET system compared with the CAVs system

S. No. Topics Explanation Reference

1. Lattice-based
lightweight
quantum resistant
scheme in
5G-enabled
vehicular networks

Connected vehicles and vehicular networks rely on the exchange
of sensitive data, such as location information, to enable
communication and collaboration between vehicles and
infrastructure. However, the security and privacy of this data
can be compromised by malicious actors, that is why
cryptography is used to protect communication and ensure data
integrity. In this study, the lattice-based cryptography scheme is
used to achieve quantum-resistant security in 5G-enabled
vehicular networks. Unlike traditional public-key cryptography,
which relies on the difficulty of certain mathematical problems
to secure communication, lattice-based cryptography is based
on the computational hardness of finding the shortest vector in
a high-dimensional lattice. This makes it resistant to attacks
from both classical and quantum computers.

[29]

(Continued)
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Table 3: Continued
S. No. Topics Explanation Reference

2. Chebyshev
polynomial-based
fog computing
scheme supporting
pseudonym
revocation for
5G-enabled
vehicular networks

Fog computing is a paradigm that allows for the processing of
data closer to the source of the data, which can help to reduce
latency and improve security. By using fog computing in
5G-enabled vehicular networks, it is possible to reduce the risk
of insider attacks and improve the security of the information
exchanged between automobiles. The use of Chebyshev
polynomials in the fog computing strategy for 5G-enabled
automotive networks can help to ensure the revocation of
pseudonyms. Chebyshev polynomials are a type of
mathematical function that can be used to generate a unique
identifier for each vehicle in the network. This identifier can
then be used to authenticate messages and verify the signature,
which helps to improve the security of the system.

[30]

3. COVID-19 vehicle
based an efficient
mutual
authentication
scheme for
5G-enabled
vehicular fog
computing;

The paper proposes a mutual authentication scheme for
5G-enabled vehicular fog computing to enable non-contact
autonomous healthcare monitoring. The scheme utilizes two
different flags, SF = 0 and SF = 1, to denote normal and
COVID-19 vehicles, respectively. The proposed scheme aims to
satisfy privacy and security requirements while providing
COVID-19 and healthcare solutions. Overall, the proposed
scheme aims to improve infection tracking and healthcare
monitoring for high-mobility transportation systems by
utilizing 5G-enabled vehicular fog computing. However, the
effectiveness of the proposed scheme needs to be evaluated
further, and practical implementation issues need to be
considered.

[30]

4. MSR-DoS:
Modular square
root-based scheme
to resist denial of
service (DoS)
attacks in
5G-enabled
Vehicular Networks

This paper proposes a new security scheme called MSR-DoS
for 5G-enabled vehicular networks. The proposed scheme aims
to prevent denial of service (DoS) attacks while satisfying
privacy requirements such as authenticity, message integrity,
pseudonym privacy-preserving, unlinkability, traceability, and
revocability. The paper claims that the security of the proposed
scheme is proved using Burrows-Abadi-Needham (BAN) logic
and that the scheme has lower communication and
computational costs compared to existing schemes.

[27]

(Continued)
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Table 3: Continued
S. No. Topics Explanation Reference

5. Provably secure
with efficient data
sharing scheme for
fifth-generation
(5G)-enabled
vehicular networks
without road-side
unit (RSU)

This paper proposes a new data-sharing scheme for 5G-enabled
vehicular networks that is both secure and efficient, without
requiring an expensive road-side unit (RSU) for authentication.
The proposed scheme involves six phases, including TA
initialization, pseudonym-identity generation, key generation,
message signing, single verification, and batch signatures
verification. The scheme allows vehicles to verify multiple
signatures simultaneously, which helps to ensure privacy and
security while also withstanding various security attacks on the
network. The paper also claims that the proposed scheme is
more cost-effective than existing schemes in terms of both
communication and computation.

[28]

1.2 Observation
The literature review above presents the work where blockchain is used in vehicular networks or

transportation and along with a listing of all possible attacks on CAV. None of the available research
used a blockchain-based system that detects and mitigates congestion. The framework proposed in
this paper uses blockchain technology to store traffic data to enhance the data’s security, privacy,
immutability, transparency, and traceability. Furthermore, the stored data is used to detect and
mitigate congestion making the proposed framework different from the relevant literature found in
this domain.

1.3 Paper Structure
The remaining paper is structured as follows. Section 2 introduces the prerequisites of the

framework. The system proposal is presented in Section 3, while Section 4 exaggerates system
architecture, modules, and components. Section 5 offers an evaluation of the system’s performance,
and Section 6 brings this study to a close with recommendations for the next enhancements.

2 Preliminaries

In this section, the proposed framework’s prerequisites are formally explained. It includes the
software needed to build this framework. It also discussed the benefits of utilizing them. The two most
well-known and important applications of the structure are described in this section: Ethereum and
Interplanetary File System (IPFS).

2.1 Ethereum
It is a decentralized blockchain that builds on the blockchain technology concept pioneered

by Bitcoin [35–38]. Ethereum was introduced in 2015 as an open-source framework for trustless
smart contracts with programmable blockchain capabilities. This technique also employs peer-to-peer
networking to spread. This platform utilizes Ethers, its native coin [39–41]. This coin can be used to
transfer funds between accounts on the Ethereum blockchain [42]. Solidity, a programming language
provided by Ethereum, enables developers to personalize their blockchain. It was intended to facilitate
smart contracts, the core feature of Ethereum.
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2.2 Information Transaction
A transaction is an interaction between an external entity and the Ethereum network. It allows

external users to edit the status of a record or piece of information on the Ethereum blockchain
network. Table 4 shows the components of an Ethereum transaction [25–28,43–46]:

Table 4: Components of an Ethereum transaction

Ethereum components Explanation

From The sender of the message.
To The recipient of a communication.
Value Amount of money transmitted from sender to receiver (Wei).
Gas The fees needed to complete the transaction is called gas. Every transaction

includes gasoline price and limit.
Gas price The cost of gas is paid by the transaction’s sender.
Gas limit The maximum amount of gas used for a transaction.

2.3 Smart Contracts
These make up the blockchain network’s programming section; activities on the blockchain are

carried out using the program’s codes. When users submit transactions, this code is put into effect
[3–6,38]. They work on the blockchain, making them impervious to change. Using the Solidity
programming language, smart contracts may be used to write any form of action on the blockchain.
After coding necessary functions, compilation takes place using EVM bytecode, detailed in the
following section. After compilation, these functions were executed and deployed on the Ethereum
blockchain [4,47,48]. JavaScript and Python are encased in Ethereum’s Solidity programming language
for writing code for smart contracts.

2.4 Ethereum Virtual Machine (EVM)
The Ethereum platform’s programmable blockchain is the most essential feature. It allows users

to create their Ethereum-based applications. Distributed Apps are applications developed using this
platform (DApps). A DApp platform consists of a collection of protocols that have been bundled
together. These DApps have smart contracts containing user-defined code to accomplish a particular
application purpose. Execution and deployment of this code take place by EVM [5,6,49–51]. As a
result, EVM is used to operate smart contract-based applications.

2.5 Interplanetary File System
The interplanetary file system is a distributed file system for storing data. It protects data from

tampering as it uses encrypted identifiers to protect information. If data on IPFS is changed, then
the identifier must be changed, and in IPFS, every data file has a unique hash value [8,9,52–55].
The IPFS protocol is suitable for storing vital and sensitive data due to its safe storage strategy. The
decentralized application may save the created cryptographic hash, thereby decreasing the blockchain’s
computing activities. The IPFS protocol employs a peer-to-peer (P2P) network consisting of an IPFS
object containing data and links. The link is an array, whereas the data is unstructured binary data
[10,11,56–59].
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3 System Proposal

An uninterrupted part of the road network is divided by intersections, as depicted in Fig. 2. Right
to left or left to right are the two main directions in that cars travel down the road section. Although
they periodically stop on a stretch of road, the vast majority of vehicles continue, and none may
suddenly vanish. A sufficient number of roadside units (RSU) are installed along this road segment
by anonymous neighboring residents, similar to how Wi-Fi routers are currently installed [60–62]. In
general, the RSU is held by several citizens who are not necessarily dependable. When an RSU gets
vehicle IDs via Wi-Fi scanning, it stores them as traffic data.

Figure 2: Visualization of the road network

3.1 Physical Components Used
The various physical components that make up the proposed structure are depicted in Fig. 3.

Physical components include roadside units, autonomous and connected vehicles, and intelligent
traffic signals. Below is a detailed explanation of each component. These vehicles are blockchain
network nodes, so they are connected with each other. The roadside units also form the blockchain
network nodes, so they are also connected to vehicles.

Figure 3: Car and road side units
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3.1.1 Road Side Devices (RSD)

Road Side Devices are part of the roadside infrastructure. They facilitate Vehicle-to-infrastructure
(V2I) communications [63,64]. They interact with the OBU (onboard units). This work uses RSDs to
validate the data acquired by automobiles acting as Blockchain nodes.

3.1.2 Connected Vehicles

Vehicles that can communicate both inside and outside are said to be connected. These vehicles
are equipped with communication devices and onboard sensors that enable connectivity with external
devices, networks, applications, and services [65,66]. These cars support Vehicle-with-its sensors (VwS),
Vehicle-with-vehicle (VwV), and Vehicle-with-environment (VwE). In this research study, linked
vehicles collect information about nearby vehicles, which is subsequently confirmed by the RSU and
finally stored on the blockchain [67,68].

3.1.3 Intelligent Traffic Signals

In this article, the activation of the traffic signal will vary based on the Blockchain data. The
congestion level will be inferred from the data on a block formed in real time, and the traffic signal on
the Road Segment will be activated based on the congestion level.

3.2 How to Use Blockchain
Previously proposed Proof-of-work (PoW) by Back [11,69,70] in Hashcash is employed in the

Bitcoin blockchain. PoW is a consensus mechanism for demonstrating to users that a specific amount
of computational power is used for a specific period. The Bitcoin Proof-of-work function is described
by Eq. (1).

Function of difficulty (fxnD):

SHA 2562 (ch + n) < 2256/D ε {T, F} (1)

where D, ch, n, T, and F represent difficulty, challenge, nonce, true and false, respectively. The hash
function is Double SHA256, and the PoW method returns True if the returned hash value is lower
than the target number 2256/D. It is computationally challenging but possible to identify n such that
FxnD (ch, n) = T, for parameters D and ch that are fixed. In Bitcoin, full node users compete in
Proof-of-Work to select golden nonce n, and the winner is granted the ability to mine a new block
and coin base. In the proposed system, roadside units (RSU) will perform PoW to generate a memory
block, including Vehicle Identification number and road status (regular/congested). Proof-of-Work
method in a roadside unit is outlined in Algorithm 1. Each roadside unit automatically connects
the newly formed block to the blockchain after ensuring that PoW is conducted correctly. Below is
described the proposed block and block header structure. This approach allows for the management
of the blockchain for each segment of the road. The system’s blockchains fork from the genesis block
to form RS genesis.

Algorithm 1: Proof-of-Work (PoW) in road side units
1: nonce n = 0
2: while FxnD (ch, n) = = F else do
3: n = n + 1
4: close while loop
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3.3 Ethereum Block Structure
As shown in Fig. 4, the Ethereum block structure includes the block’s size, information on the

traffic, a unique vehicle ID, and the block header. Additionally, Parts of the block header are also
depicted. The block header contains the previous block hash function, the root of the hash found
using the Merkle tree, the date of the block, the difficulty level, the nonce, the gas limit and amount
used, and any other data [71–73].

Figure 4: Structure of block and its header

3.4 Layered Architecture
The suggested framework’s layered architecture is depicted in Fig. 5. It consists of four layers,

namely the user layer, infrastructure layer, blockchain layer, and application layer. Each layer contains
distinct components. Blockchain Nodes, traffic watchers, emergency vehicles, and other commuters
comprise the User Layer. Infrastructure layer components include Wi-Fi, GPS, RFID, and sensors.
The Blockchain layer comprises nodes/peers, consensus protocol, encryption, and smart contracts,
while the application layer comprises signal triggering, congestion detection, congestion alleviation,
and security & privacy. A brief explanation of each component is discussed in Table 5.

Figure 5: Four-layer architecture of the proposed framework
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Table 5: Brief explanation of each component of layered architecture

Layers Components Explanation

Blockchain nodes The vehicles that are willing to become part of the blockchain
will sign in as blockchain nodes and join the blockchain
network.

User
layer

Emergency
vehicles

The vehicles such as ambulances, police cars, and convoys will
sign in as Emergency nodes.

Traffic viewer Some vehicles will log in just to get the status of traffic on a
particular route.

Commuters It will include all the commuters on the road.
On-road sensors The sensors on the road will detect the vehicular speed,

trajectory, and also size of the vehicle.
Infrastructure Wi-Fi Wi-Fi will be used to get the vehicle data.
layer GPS The onboard GPS will help in locating the vehicle and finding

its route.
RFID RFID will also help to get vehicular data.
Nodes/Peers Peers are the vehicles that are part of the blockchain network.

Blockchain
layer

Consensus
protocol

The consent protocol helps the nodes in the network to verify
the transaction.

Encryption Public-key cryptography is hardened to encode the data.
Smart contract Intelligent contracts are the programmable part of blockchain.
Congestion
detection

The road status will be asserted in this layer

Data security Storing traffic data on the blockchain will increase its security.
Application Signal triggering Adaptive signals will get triggered as per the data on blockchain.
layer Congestion

mitigation
Triggering of signals according to blockchain data will mitigate
the congestion.

4 System Design

System design is the most fundamental and essential aspect of any architecture as it is used to
develop the system from its theoretical basis. This section includes the system’s modules, architecture,
and other components. As stated previously, the purpose of this proposed framework is to create a
decentralized, tamper-resistant, secure, and private blockchain-based traffic data management system.

4.1 Real-World Representation of the Framework
The real-world representation of the proposed architecture consisting of connected and

autonomous vehicles is shown in Fig. 6. These vehicles will collect each other’s data based on
proximity. Roadside units will also collect the data of all the vehicles. These data/transactions will
be stored in the data pool. Part of the data from the pool will form a block. In the end, the block
thus formed was added to the blockchain. According to the data on the last block (Current Road
Condition), the intelligent traffic signal will get triggered to remove congestion if it exists.
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Figure 6: Real-world representation of the proposed framework

Fig. 7 demonstrates the system design of the proposed framework, which comprises three levels,
namely the user layer, the blockchain layer, and the system implementation that are discussed. Further,
the suggested framework or system contains three components or modules, depicted in Figs. 8–10,
respectively. When these components are merged, our system will continue to function. These modules
have additional notions that must be grasped, as described below:

Figure 7: System design of the proposed framework

Figure 8: Module 1:-collection of data through road-side devices
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Figure 9: Module 2-verified data from roadside units

Figure 10: Module 3-traffic signal triggering based on blockchain data

4.1.1 User Layer

A structure customer is someone that uses the structure and its assets effectively. On the system,
a user is recognisable by multiple roles and qualities. Potential users of this system include vehicle
owners who wish to exchange information (blockchain nodes), single-traffic viewers, and emergency
vehicles. The primary responsibility of these users would be to interact with the system and do simple
tasks such as creating, reading, updating, and deleting traffic data. To access the system’s capabilities,
users would employ a prospect that we indicate to be the same as a DApp prospect in technical terms
while it incorporates the DApp’s GUI (Graphical User Interface), which is our suggested system
framework. The GUI contains every function to which a particular user has access. Depending on
their employment, the user could utilize this GUI to interface with the system’s other layer, the
blockchain layer. The information of the person registered as a blockchain node will be shared with
the environment and other vehicles. This part will collect and provide data from neighboring vehicles
to the data pool. Blockchain nodes can only be generated by interconnected vehicles. As emergency
vehicles, anybody can register ambulances, police cars, and essential convoys. One who registers as a
traffic viewer will be able to gauge the status (congested/normal) of a particular route.

Roadside Units and Connected Vehicles are shown in Fig. 8. Roadside Devices and Connected
automobiles are the network’s stationary and mobile nodes, respectively. The data of connected
automobiles are exchanged (i.e., vehicular data). Data gathered by connected vehicles will be verified
by roadside devices. The perception devices placed on the road also gather data about vehicles.
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4.1.2 Blockchain Layer

The blockchain layer provides the code or method enabling the user to communicate with the
blockchain-based DApp. There are three elements contained within this layer. They are listed below:

• Cryptocurrency Assets: The transactions on the Ethereum blockchain are known as cryp-
tocurrency assets. These transactions can modify the data stored on the blockchain. These
transactions are referred to as assets since they involve data that one user transfers to another [5].

• Governance Rules: Blockchain technology adheres to particular consensus standards to execute
and calculate transactions. Some consensus procedures are essential to maintain the blockchain
secure and tamper-proof. Proof of Work (PoW) is employed on the Ethereum blockchain to
guarantee that the blockchain’s governance is sustained trustfully, with the agreement of all
nodes on the blockchain network [6].

• Network: The Ethereum blockchain utilizes the peer-to-peer network. Every point in this system
is connected to its peers. There is no central node in the network that controls all network
operations. The purpose was to develop a decentralized platform, not a central one; hence this
system was chosen. Therefore, utilizing a system along with equivalent positions and rights used
for the whole connected nodes was the best option for this technology [7].

• The data collected at the pool will form a block at this layer. As Fig. 9 shows, the block thus
formed is then added to the blockchain, so the Verified data from Roadside Units will be added
to “BLOCK,” and then the block gets added to the blockchain.

4.1.3 System Implementation

As described in earlier sections, Ethereum and its dependencies were used to create the system.
This section examines system implementation in further depth to provide insight into the system’s
many functions.

• Smart Contract: As was already mentioned, smart contracts are a crucial part of decentralized
applications (DApps) and are used to carry out essential functions [8]. They are basically
blockchain-based codes that execute when particular conditions are met. Usually, they are
employed to automate the execution of a contract so that all parties can be informed of the
result instantly, without the need for an intermediary or any time lost. This framework will be
governed by a contract with vehicle records.

• Vehicle Records: Vehicle records will have vehicular data such as vehicle ID, location, speed,
and time stamp. It will also have code to trigger intelligent traffic signals according to the data
on the last block of the blockchain. The adaptive traffic signal reads data from the blockchain
and changes light (green/red) according to real-time traffic density, as shown in Fig. 10.

4.2 Flowchart
The flowchart shown in Fig. 11 presents the workflow of the proposed framework. The vehicle

owner who wants to be part of the blockchain network will login to the Dapp and become the
blockchain node. The vehicular data will be collected by connected and autonomous vehicles and
roadside units. When the information collected by roadside devices and connected automobiles
matches, it gets stored in the memory pool; data extracted from the memory pool then forms a
blockchain block. As per the data on the last block of the blockchain, the intelligent signal system
gets triggered to control congestion.
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Figure 11: Workflow of the proposed framework

5 Performance Evaluation

Table 6 below shows the parameters for which the proposed framework will be expected to
perform more efficiently compared to the centralized systems: reliability, security, privacy, authenticity,
immutability, transparency and traceability. Still, some parameters need to be worked upon to improve
the proposed framework: scalability, efficiency, and speed of action. Parallel research is going on to
improve these parameters in the blockchain paradigm.

Table 6: Comparison of the central server-based traffic system and blockchain-based traffic system

S. No Parameters Central server-based traffic system Blockchain based solution

1. Reliability �
2. Security �
3. Authenticity �
4. Immutability �
5. Efficiency �
6. Scalability �
7. Speed of action �
8. Transparency �
9. Privacy �
10. Encryption �
11. Traceability �
Notes: : Shows reduced the extent of parameters as compared to other & �: shows enhanced the capacity of parameters as
compared to other.
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Table 6 compares two traffic systems, i.e., central server-based and blockchain-based. It shows
that storage of traffic data on central servers will lead to data hacking and tampering and the risk
of single-point failure, making it less reliable. On the other hand, the storage of data on blockchain
makes it immutable, secure, reliable, and transparent due to the inbuilt security features of blockchain
technology. Efficiency and scalability factors still need to be improved for blockchain-based systems
for implementation in real-time scenarios. The blockchain system is still incompatible with the
existing system based on old technologies, making it less interoperable. Fig. 12 shows the graphical
representation of the extent of parameters of central server-based and block-based systems.

Figure 12: Comparison of the central server-based traffic system and blockchain-based traffic system

6 Conclusion

The automobile sector is going through a significant digital change. By 2030, automobiles will
have more connectivity and autonomy. These cars will share a vast amount of data on a daily basis,
which will require confidentiality, openness, and safety. Use of blockchain to store the data created by
these vehicles will safeguard the data from tampering, spoofing, and other threats, as well as improve
its traceability. It also assists commuters in determining the condition of the road. Accidents and traffic
congestion will be identified immediately. This article proposes a blockchain-based infrastructure for
securing traffic data, detecting congestion, and mitigating its effects. Security, privacy, and reliability
of traffic data are the focal points of this research. The storage of traffic data on blockchain will
facilitate future data tracing for accident and traffic case studies. The data will be unchangeable.
Blockchain eliminates the chance of single-point failure by storing data in a decentralized fashion. As
the number of automobiles on the road continues to rise, the appropriate application of the proposed
framework can result in a traffic system that is efficient, intelligent, and transparent, making life easier.
Additionally, it facilitates commuters’ access to road traffic. The activation of an adaptive traffic signal
system based on blockchain data would alleviate congestion on the road. This framework brings a
centralized approach to a decentralized form, which reduces the risk of a single point of failure. It
increases the security, reliability, and authenticity of data stored on it. Additionally, it makes the data
immutable and also enhances privacy.
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The corporate sector, where technology companies and automakers are at the forefront of the
development of actual vehicle networks, and the public sector, which can use this design to advance
the development of smart city roads, can both benefit from this work by lowering implementation
difficulties and showcasing how the primary user concerns are addressed. Using smart contracts
and storing traffic data on the blockchain will simplify driving in a number of ways, including the
payment of auto insurance, vehicle maintenance, and toll costs. Working with various stakeholders
both physically and online is facilitated by the interactions between the vehicle and the infrastructure.
For such practical applications, integrity and dependability are necessary. The architecture on which
the application is built primarily incorporates the security and privacy features of the underlying
blockchain technology. The size issue was not included in the scope of this suggested framework
because it could be the focus of a different research project. This framework may be expanded
to include green lanes for ambulances, police cars, and other emergency vehicles. The roadside
devices of this system, which must identify autos and collect data from them, require a mechanical
component that can manage this type of communication swiftly and flawlessly under real-world
network conditions.
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