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Abstract: Today, securing devices connected to the internet is challenging
as security threats are generated through various sources. The protection of
cyber-physical systems from external attacks is a primary task. The presented
method is planned on the prime motive of detecting cybersecurity attacks
and their impacted parameters. The proposed architecture employs the LYSIS
dataset and formulates Multi Variant Exploratory Data Analysis (MEDA)
through Principle Component Analysis (PCA) and Singular Value Decompo-
sition (SVD) for the extraction of unique parameters. The feature mappings
are analyzed with Recurrent 2 Convolutional Neural Network (R2CNN)
and Gradient Boost Regression (GBR) to identify the maximum correlation.
Novel Late Fusion Aggregation enabled with Cyber-Net (LFAEC) is the
robust derived algorithm. The quantitative analysis uses predicted threat
points with actual threat variables from which mean and difference vectors
are evaluated. The performance of the presented system is assessed against the
parameters such as Accuracy, Precision, Recall, and F1 Score. The proposed
method outperformed by 98% to 100% in all quality measures compared to
existing methods.

Keywords: External attacks; cyber-physical systems; principle component
analysis; singular value decomposition; recurrent 2 convolutional neural
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1 Introduction

The cyber-physical systems control the mechanism monitored by in-built pre-programmed algo-
rithms with the help of the internet. Cyber-physical systems are integrated with robust, authenticated
environments to achieve high safety mechanisms. Autonomous systems, smart grids, and automobile
systems are typical cyber-physical systems. The insertion of external attacks is a common occurrence
of insecure issues. It is essential to evaluate user-related data engendered in the description model, such
as user access duration and quality report. These data records reflect the user gauges regarding user
integrity, inspiration, and specialized quality [1].
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IoT-enabled networks create these cyber-physical systems vulnerable to malicious attacks such
as Denial-of-Service (DoS) attacks and deception attacks. These malicious attackers not only attack
internet-activated network nodes but also directly affect the physical systems [2]. Therefore, it is
essential to model an efficient control approach for assuring cyber-physical system security in the
presence of numerous malicious attacks. The most common attack is the DoS attack which does not
require any system information and will root the most economically expensive security occurrences.
For instance, when a critical industrial control process becomes open-loop unstable, the DoS attack can
result in environmental damage. The most commonly occurring cyber threats are Social Engineered
Trojans, Unpatched Software, Phishing, Network worms, etc. The Cyberattack types such as BOTS
are the more significant part of low-secure conceived IoT gadgets, which are touchy to Botnets [3].

Cybersecurity system needs fundamental principles to hold a set of rules for accessing and
restrictions on a specific type of information entry. The user information stored in the cyber protective
system is encapsulated with an authorized shield process [4]. The integrity of the cloud platform is
determined by assuring the trustworthiness of data and the accuracy of given information. Far away
recording is the most difficult heaps of classified business conversations. Availability is another factor
that cyber-physical systems access reliable information globally with immediate response. Regardless
of device, network, and other factors, the network devices are connected via common communication
nodes. The intrusion can come from any location. Security is demandable at communication devices
and gateways [5].

Man-in-Middle Attacks: IoT gigantic gadgets are ongoing frameworks that generally happen in
modern PCs, savvy gear-independent vehicles, etc. Denial of Services: The popular IoT gadgets are
more inclined to hacking exercises, and DoS assaults center around IoT gadgets appropriately [6]. The
present research is focused on understanding deep patterns of attacks occurring with cyber-physical
systems during dynamic operations.

e The increase in cyber-physical systems, cloud migrations of IT infrastructure, and small enter-
prises rely on data storage, data transfer, and analysis. The digitally connected environment,
with massive devices, increases the global supply chain attains complexity. The number of cyber-
attacks will keep rising because of digitally acceptable activities.

e The research is initiated to learn more about the cyber-attack scenarios, the attack patterns,
and the impacted parameters that directly hit the system. To reduce cyber-attacks, the pattern
of distribution needs to be understood well. The cyber-attacks are external forces that initiate
malicious activity by learning the present process and allowing the system to accept the
malicious data without concerning the originality.

e This is a slow process, where cyber-attacks create multiple routes for entering the system. The
right time is the lack of protection provided by the firewalls. The attack process overrides the
virus shield and defender patterns to hit the system directly.

e The present research is focused on understanding the deep pattern of attack occurrence with
cyber-physical systems and the cloud during dynamic operations. A novel algorithm is formu-
lated based on the existing study made in Section 2. The drawbacks in the existing cybersecurity
systems are propagation delay, attack patterns, and false statements are considered in the
proposed research.

e The key takes away of the proposed work is to detect the cyberattacks as fast as possible and
display the impacted parameter’s reason for the attacks.

The novel algorithm is formulated based on the existing study explained in Section 2. The
drawbacks in existing cybersecurity systems on propagation delay, attack patterns, and false statements
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are considered in the proposed research. The key objective of the proposed work is to detect the
cyber-attacks as fast as possible and display the impacted parameter’s reason for the attacks. The
rest of the paper is organized as follows. Section 2 discusses the performance of related articles
to cyberattack detection, and Section 3 describes the proposed framework in detail. Section 4
describes the experimental setup required for demonstrating the cyberattack detection system using
the proposed framework. Section 5 discusses the results obtained with the presented system, and
finally, Section 6 concludes this paper with necessary results and discussions related to challenges
in the implementation process, etc.

2 Related Works

Sodagudi et al. proposed a Structured Query Language (SQL) injection in applications providing
web services, which is a commonly occurring cyber-attack. The way that cyber-attacks target public
computers is presented through consistent monitoring. Specifically, the attacks against the information
on websites are simulated. Attacks such as SQL injection attacks, DNS attacks, and DoS attacks are
considered for implementation [7]. Mestha et al. mentioned that cyber-attacks could occur in any
operating system in the cyber-physical network. To determine a novel detection technique using a
machine learning algorithm to identify malware is derived here. The resilient estimation of traditional
learning objectives is presented with more precise steps. The presented estimators help identify the SQL
injection problems [8]. Saharkhizan et al. presented an ensemble version of a cyber-attack detection
system in IoT networks. An effective decision can be made using this module with a decision tree
algorithm. The proposed approach uses a transparent deep learning model for detecting cyber-attacks
in [oT systems. The present system achieves an accuracy of 98% with 65% of training [9].

The extreme gradient boosting algorithm detects malicious information attacks in self-driving
vehicles. In the case of false data injection, the self-driven vehicles are more influenced by abnormal
responses. XGB classifier is discussed in this presented system in which pattern classification accuracy
of 92% is achieved [10]. The proposed model uses deep learning neural network to detect the pattern
changes that occur slowly in the regular activities of the system. The resilient change is detected to
identify the misbehaving applications inside the system. The author presented a feature selection
for machine learning based on the early detection of distributed cyber-attacks. Principal component
analysis and support vector machines compare performance with the random forest algorithm [11].
Machine learning algorithms are used to detect the malware present in the network effectively. A
machine learning technique based on cyber threat and intrusion detection systems is enunciated
[12]. Malware is a cyber threat that slows down the normal activity of the system and makes it
vulnerable to applications present in cyber-physical systems [13]. Spam detection in cyber-physical
systems is frequently detected and evaluated using spam classification [14,15]. Saxena et al. presented
an approach for single and strong malicious attacks in the smart grid. The system monitors the
malicious commands effectively. In a planned attack scenario, such as stealing devices, acquiring login
credentials, and Distributed Denial of Services (DDoS) towards the communication node are highly
proactive and cannot be detected by the existing system [16].

Barbeau et al. discussed a case of attack performed on sensors and actuators, which takes
over the control of cyber-physical systems. The presented approach finds out the disruptions and
bounces back from attacks. In this case, the hardware is forced to idle to safeguard the contents [17].
Sui et al. presented a system that detects vulnerable attacks in generating cyber-physical systems. The
scenario makes bouncing changes in the detection of residuals after the attacks. The drawback is the
hardware resilience because of the recurring changes [18]. Keshk et al. presented a comprehensive study
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on security in cyber-physical systems and discussed heterogeneous data sources handling problems
in cyber-physical systems [19]. Heartfield et al. presented a cyber intrusion detection system in
cyber-physical systems. The hyperparameters impact the sole discussion about various cyber-physical
systems. The presented approach used Reinforced Learning techniques and could detect the issues
of a smart home environment. Thus, the system is improved in accuracy, and various attacks evolve
around the cyber-physical systems [20]. Di et al. presented a Deep belief network enabled by cyber-
attack detection in industrial automation. The proposed framework detects malfunctions in the regular
activities of the gas pipeline in an automated environment. The drawback that persists in the current
scenario is the hidden parameters in the analysis unit not providing sufficient knowledge on the
detection pattern of attacks [21]. Mousavinejad et al. discussed various impacts of cyber-physical in dis-
tributed systems. An attack detection mechanism is evaluated to implement the monitoring process in a
timely manner and make adaptive changes to enhance the attacked system. The drawback is the lesser
effectiveness of the proposed method [22]. Dong et al. presented a system that impacts traffic flow
control systems by creating interruptions. The proposed model provides the idea of predicting cyber-
attacks in traffic evaluations and analyzing the perspective of automated systems in network security.
In this case, the drawback is the attacks’ inefficient notability [23]. Joo et al. presented nonlinear signal
integrity attacks over cyber-physical systems, resilience in malicious attacks, and robustness under the
nonlinear environment. The drawback present in the system is the lack of process validation [24]. If
the system is unaware of existing attack probes, the prolonged destruction of attacks corrupts the
internal operations and provides a resilient change in the floor [25-27]. Bhatti et al. discussed various
watermarking techniques in image processing, in which a novel structure using Quaternion Fourier
Transform (QFT) is being implemented. The presented approach incorporates chaotic encryption,
Arnold scrambling to achieve a high signal-to-noise ratio on images, and good Peak Signal to Noise
(PSN) [28]. Various existing works discussed here focus on single parameter consideration, while the
proposed work focuses on multiple parameters from the unbalanced data.

3 The Proposed Framework
3.1 System Design

Motivated by the above observations, this paper enunciates the proposed novel architecture using
deep learning convolutional neural network with Multivariate Exploratory Data Analysis (MEDA) for
effective processing. The data representation is modeled in the first stage using a multivariate analysis
technique with Principal Component Analysis (PCA) and Singular Vector Decomposition (SVD). The
late fusion technique is adapted, keeping multi-modality attributes in the given data. In the second
stage cascaded recurrent convolutional neural network algorithm is evaluated with gradient boosters
to detect the cyber-attacks. The initial raw data collected from the LYSIS data set is processed by
evaluating the covariance matrix and given a vector formation. The multi-variant exploratory data
analysis model (ensemble with PCA and SVD) elaborates the data for attributes highlighting the
cyber-attack probes. The multi-modality issues occur during decision-making, which is considered
an important scenario. Hence, the Late Fusion technique is employed for a recurrent weighted
convolutional neural network, encapsulated with gradient boosters to generate app aggregated results.
The performance of the entire model is evaluated through quantitative measures such as Accuracy,
Precision, Recall, F1-Score, and Error rate.

3.2 LYSIS Dataset

LYSIS is the ultimate common platform for the social internet of things. The platform consists of
cloud-based deployment models designed to provide the service. The social internet of things criteria
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are defined using social objects with visualization through various pre-programmed methodologies
and reusable technology. The LYSIS data set consists of visual things, social things, and applications
relevant to cloud environment services. The data set consists of various public devices, private devices,
application models, and objects users connected with different locations in a certain area. The data
set holds the device ID, name, and type of brand model. The object profile consists of application 1D,
application type, and device private information such as mobility ownership, device type, etc. These
data are prepared before assigning to preprocessing. Using the xIsread command, the dataset in XL file
format is read into the system model. Only integer values are extracted and assigned to separate the
variables say d1, d2,d3...d13, etc.

3.3 Implementation Summary

The summary of the proposed implementation is categorized into two phases. The first phase
deals with multivariate data analysis in which the license data set is segregated with required
attributes such as timestamp, source IP, destination IP, processing delay location, etc. The multivariate
exploratory data analysis is the tangible structure of principal component analysis and singular vector
decomposition, which requires identifying agent space vectors from the raw data. The unified practice
is routed together to form the feature mappings as an array.

Further, the feature data is reshaped into a matrix with two-dimensional scales. This data is applied
to recurrent convolutional neural network architecture tuned to extract unique patterns present in the
given LYSIS dataset. The deep learning convolutional neural network architecture consists of an input
layer of size 100 x 100 x 1 with a stride layer of 1 x 10. This is followed by a fully connected layer
of size 350 x 1, and the repeated fully connected layer is channeled to correlate the input pattern with
the trained pattern. The ReLu layer is used in the initial stage at the input layer and fully connected
layer to obtain exponential growth protection.

The CNN architecture is trained and tested with several iterations. After ‘N’ epochs of the
stochastic gradient training model, the optimized output is mapped using the accuracy plot. The
recurrent convolutional neural network output provides the maximum correlation rate with different
types of attacks and datasets. The present system architecture is developed using the LFAEC fusion
technique in which deep convolutional neural network architecture and gradient regression model are
fused together to make the final decision. The gradient-boosted regression model is developed, and
the max score is evaluated from feature-extracted outputs. On the other hand, deep CNN is evaluated
to produce the match scores. Fig. | represents the System architecture of the proposed LFAEC.
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Figure 1: System architecture of proposed LFAEC
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4 Experimental Setup
4.1 Preprocessing and Mapping

The preprocessing of data using MEDA technique in which the raw data is scaled, normalized, and
formulated as frames of data before applying it into the training algorithm. The principal component
analysis extracts the agent space vectors present in the raw data. The singular vector decomposition
is a unique way of expressing complex patterns of data in which the Smart City data set dynamically
changes its values.

4.2 Multivariate Exploratory Data Analysis

The fusion of APCA and SVD algorithm is formulated to provide the dimensionality reduction
of a raw dataset by altering the values to data frames. APCA is the enhanced version of the PCA
algorithm. The input data contain 42 rows of patterns with columns selected as attributes from
numerical columns from 5 to 32 is considered. The first step in APCA is to estimate each row’s mean
and standard deviation. The covariance matrix is generated by formulating the standardization matrix
z. The resultant matrix K is denoted as the variance. The ensemble process of APCA with SVD is
achieved by the satisfactory determinants of the APCA matrix, which equals ‘0’. Then the matrix
is considered for further processing, and the process is repeated for calculating APCA. This data is
further visualized before mapping. In the MEDA process, the big data is formulated into frames of
analysis data in which each data is trained with the APCA-SVD to extract hidden space vectors.

Fig. 2 shows the proposed work flow with data preparation and classification steps. The novelty
here is the lightweight architecture that combines the deep learning and machine learning model, where
the impacted parameter detection is helpful to make early prediction and prevention in future work.
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Figure 2: Flow of proposed study

4.3 Late Fusion Aggregation (LFA)
Late fusion technique enabled the deep learning network with regression model is evaluated. The
regression model reflects the correlation results with the feature mapping values from the eigenvectors.
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Algorithm: Cascaded R2CNN

Get input data(Lysis_dataset)

Extract Features X=MEDA (data)
Compute pl=Gradient Regression(X-train, X _test);
Compute p2=R2CNN(X-train, X _test)
Compute LFAEC(p1,p2);

p3=match_score, Repeat loops until Err<0;
Call parameters (max (match data))
Display parameters p1,p2,p3

Repeat all steps.

End Loop

The deep recurrent Convolution neural network is adaptively arranged in a cascade way to
improve the weights and evaluate the metric model with tuned parameters. The metric score is matched
with the presented model with appropriate impact factors according to a display of equivalent inputs
for organizing the final decision.

4.4 Late Fusion Aggregation Enabled Cyber Net (LFAEC)

The proposed model is derived from the novel architecture by considering the similarity issues
in decision-making. The Novel Late Fusion Aggregation Enabled Cyber-Net (LFEAC) is formulated.
The deep network is created using R2ZCNN architecture. The input data is tuned in such a way it adapts
the analysis window of R2ZCNN. The novel structure is created through the fusion of feature vectors.
The late fusion normally happens at the decision stage. The decision stage makes a reliable outcome
based on the similarity of the regression result and the R2ZCNN results. In case of no correlation, the
iteration is repeated to make a maximum analysis count.

X Xp... X,
Let’s consider the input dataset matrix to be; input datasetbe =3y, »,... V..
Z| Zz o Zn

The foremost step of the MEDA process is to find the Standard Deviations (SD) of the given
input data. The data is formulated as a matrix that holds the rows of recorded information. Each
ithrow controls the current instant of recorded data of the cyber-physical system.

The standard deviation of I is given by,

o = Z (xi — M)2 (1)

n

The MEDA feature derived from transformed values derived from the APCA (after SVD) satisfies
the ‘0’ equivalents.

The standardization of the I matrix is denoted by Z, and is given by the formula below.

7 I — mean (I) @)

o
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Further, the covariance matrix C,

Cov(ziy) Cov(z,) ... Cov(z,)
e )
Cov(z,) - oo Cov (z,,)
where,
Cov (z1) =s)
. Zxi—x)n
n—1
s" = Sample varience x; = The value of one observations
X = The value of all observations
n = number of observations
where, X, y, z — Attributes selected from MEDA
K=s() “4)
The ensemble operation of APCA and SVD happens,
When SVD satisfies the equation by taking determinants to the variable matrix K,
k| =0
Where SVD (K) = M = uXV'
u — Left singular vector matrix
v\ — Right singular vector matrix
If |k| = 0, then
APCA () =P =K (5)

As discussed in Section 3, the APCA matrix is further divided into the training set and testing set
for regression analysis and R2ZCNN analysis.

P — denotes the Tranformed original inputs

0, — P — atjrows
Further, the regression framework is derived by the formula below,
I S
0, =6, — an—12i=1x (he (x’ — y’)) x;' (6)
where m — Number of Training samples;

n — Number of features
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The Recurrent CNN weights are derived by the formula below, focusing on the fusion of LFAEC.

{xpizi...n}, =2p—K
9k =

+1 )
N

p — Convolution Padding Size, K — Kernel Size,

. .0
s — Stride Size, 0 Output features
k
Late fusion aggregation ends after the j* loop ends, then k™ row of data ends, and the maximum
correlation of the decision given by 6;, 6.

LFAEC (inp,,,) — max Z;,k=1x 6+ 6,) (8)

From the above expressions, it is evident that the proposed LFAEC depends on the regression
result 6, and R2CNN results with 6, obtained for the given training input x;y,z; ...n. These attributes
are considered for analysis till the end of the dataset. Each frame out of 1000 samples has been fetched
at every iteration.

5 Discussion
5.1 Preprocessing MEDA Process

Fig. 3 shows the MEDA process, which contains the Advanced PCS component extract from the
given data. The eigenspace values are the unique points captured from the given raw data. Fig. 4 shows
the result of SVD, which indicates maximum values of ‘0’ in the output when considering 1000 samples.
If the maximum occurrence of SVD is ‘0°, then APCA will send out the eigenvalues for evaluation.
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Figure 3: Application of advanced PCA for preprocess
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Fig. 5 shows the feature mappings of different inputs along with the APCA model, which in turn
shows the status output of each currently connected system. The status is highlighted as running or
closed, which depends on the dataset’s flag.

¢ Status
4 Closed
4 Running

¢  Status
4 Closed
4  Running

,

&
=

-

i

&
-

(=]
-

-]
-
-
£
-

fa

[

Third Principal Component (PC.‘!%
-
Third Principal Component (PC3

(XS
b
-

2 0
m.u e 10.1‘ 14
1014 «10°
4 4 4 4
First Principal Component (PC1) First Principal Component (PC1)
Second Principal Component (PC2) Second Principal Component (PC2)

Figure 5: (Continued)



IASC, 2023, vol.36, no.3 3111

¢ Sews
¢ St ¢ Ciosed
W ¢ 10" + 4 Running
.610 L ® Runing 8 1.
g < N
= . -
Eo . E 0 . .
] + 1 ¢
= *
g v ® § ’
§ 2 L] - 2 *
2] ' g1 * o
E 3 ¢ £ 3
i &
oo .
Ba ¢ Ll E -4 4l
E2 N ¢ s - 2
, IJ\\\ ¢ ,// 2
1wt — (] 10
¥ .3\\\./_2 w™
4 4 4 4
First Principal Component (PC1) First Principal Component (PC1)
Second Principal Component (PC2) Second Principal Component (PC2)

Figure 5: Feature mappings of different inputs

Fig. 6 shows the feature mapping of test input patterns extracted using the MEDA method. The
initial analysis visualization enables the system to show the status of each device connected to the
network. The indication of running application closed application and status indication is given in the
eigen space. The first component, PC1, to the second component, PC2, and the evaluation of the third
component, PC3, are mapped. The Eigen data of APCA space is modeled concerning the given frame
of 1000 samples.
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Figure 6: Training accuracy of R2ZCNN model for various test inputs
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5.2 Training Accuracy of Proposed R2CNN

Fig. 6 shows the training accuracy obtained in the R2ZCNN model with 100 iterations. The
Stochastic Gradient Descent with Momentum (SGDM) is the training optimizer with a learning rate
of 0.1 at every five epochs, a mini-batch size of 64, Gradient Threshold Method is ‘2norm’. Validation
metrics are included as a parameter during training if a network contains batch normalization layers.
The mean and variance statistics used for batch normalization can be different after training completes.
The network finally evaluated is displayed after the last iteration. More training epochs improve the
accuracy in the case of complex combinations.

Fig. 7 shows the testing accuracy of R2ZCNN to the iterative analysis of training data given. The
resultant classifies the input test pattern shown in the Fig. 8 which indicates the gradient-boosted
regression results. This shows the predicted and input feature given, showing the reduced number of
samples. The prediction is validated if the count is more than 50% of the input data. Fig. 9 shows the
comparative results of GRBM to the direct method that uses the regression by calculating the mean
directly and the Inbuilt method that uses the MATLAB fit function to find the separation of given
test data and its associated relativity. The regression analysis considers Mean Square Error (MSE) for
validation. If MSE is founded less than ‘1°, then the system is considered better performing since MSE
needs to be lower in number. If the MSE is ‘0°, then the system is perfect.
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Figure 7: Testing accuracy of proposed model for 1000 epochs



IASC, 2023, vol.36, no.3 3113

_&Figum? == | =

File Edit View Inset Tools Desktop Window Help »
DSEL RRIODEL-(G(0E|nD
Predicted Data vs Feature input (GRBM)

300
250 ¥ EE 3
"4 Warning Dialog I=R=D E|
200
o Aftack
% Meptune
3 150
:
e
2 100
7]
w
50 i
o .
-50 : : : - :
0 100 200 300 400 500 600
Number of Samples
Figure 8: Predicted results vs. equivalent feature
i:Figurefi |E|§|§
File Edit View Insert Tools Desktop Window Help el
DEHS R RAOVDEL- 2|08 aD
Direct Method Inbuilt FunctiorGradient boosted Regression
25 25 25
20
15
10
=g
0
5
-10
-15 -15 4 -15
2 0 2 2 0 2 2 0 2
Xy X, Xy

Figure 9: Comparative results of GRBM with respect to direct method and inbuilt conventional
method



3114 IASC, 2023, vol.36, no.3

5.3 LFAEC Decision Making

LFAEC obtains the decision-making derived from the accumulated decision considerations that
strengthen the attack scenario. From GRBM, the MSE and Regression factor are considered for
decision-making, and the other decision support is gathered from R2CNN. If the prediction is good,
then the accuracy is better. The final decision is made, and the R2ZCNN accuracy is founded to be
more than 75%.

Through the complete training data of 25193x42, the test pattern of 2310x42 with features
23103x1 1is fetched to the network, and the test pattern impacted for the prediction may occur
anywhere. The sample test pattern that impacts the prediction at R2ZCNN is highlighted here in Fig. 10.
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Figure 10: Sample test pattern detected out for attack name Buffer_Over_Flow

5.4 Performance Analysis

The statistical performance of the system is derived from formulating the confusion matrix at the
R2CNN model and prediction with the actual result from the GRB model etc. The utilized formulas
are given in Table 1.

Table 2 Discuss the various attack detected with impacted parameters such as Source Time (Ts),
Destination Time (Td), Source IP (Sip), Destination IP (Dip), Trigger Flag (Trf), and Location data
(Loc), etc.

Fig. 11 compares parameters such as Accuracy, Precision, Recall, Fl1Score, Sensitivity, and
Specificity of existing systems.
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Table 1: Quantitative measures

Accuracy = TP + TN/TP 4+ TN + FP + FN
Precision = TP/TP + FP

Recall = TP/TP + FN

F1Score = 2 x Precision x Recall/(Precision + Recall)
Sensitivity = TP/TP + FN

Specificity = TN/TP + FN

Table 2: Detected attacks and impact parameters

S. No Attack name Impact attributes Accuracy Loss
1 UnknownAPK Ts, Td, Sip, Dip ~ 99.25 0.05
2 Password_Guess Ts, Td, Sip, Dip  99.25 0.02
3 Smurf Ts, Td, Sip, Dip ~ 99.24 0.03
4 TearDrops Sip 99.15 0.04
5 Probes Trf, Loc 99.27 0.02

120

100

B M.Saharkhizan, et al., (2020) LSTM

80 - mK.-Detal, (2021) PEO-DBN

60 - M H. Berry 2021 XGB
D. Lazar 2021 IMDoC-SVM

40 -
mA. Al-Abassi 2020 DNN, DT, RF

20 - M Proposed LFAEC

0,

Accuracy Recall Precision  F1Score Sensitivity Specificity

Figure 11: Comparison of accuracy, recall, precision, F1Score, sensitivity, and specificity of existing
systems

Table 3 Compares various parameters impacted by cyber-attacks. The threat loops disrupt cyber-
security through some of the impact parameters in the pattern of device communication. Table 4 shows
the consideration of Broken Data Fragment (BDF), Open Login Status (OLC), Suspicious Number
of Connected PC (SNC), Weak (Admin) Root Shell (WR), Destination Host Count (DHC), Switch
user attempts (SU) are utilized as impact parameters. Fig. 12 shows the most impacted parameter
when the attack is generated, and the maximum range of certain parameters is depicted. Fig. 12 shows
parameters impacted during normal operations. The LFA elapsed time taken to complete the process
is 3.124 s. The normal operation is held, if another suspicious system connectivity is avoided.
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Table 3: Comparison of existing parameters with the proposed LFAEC model
References Method Accuracy Recall  Precision F1Score Sensitivity Specificity

[12] LSTM 96.45 93.45 94.205 93.812 96.45 33
[24] PEO-DBN 97.75 96.45 97.45 96.45 92 45
[13] XGB 92 98.125 94.25 96.25 94.5 33
[17] IMDoC-SVM 97.2 97.554  99.15 98.12 98.745 83
[18] DNN, DT, RF 95.86 98.47 95.12 97.15 95.148 66
Proposed @ LFAEC 98.45 99 98.45 98.25 98.14 50
Table 4: Comparison of various parameters impacted on cyber attacks
Parameters SMURF  Neptune GuessPw  Buffer IpSweep Nmap Normal
impacted overload
BDF 3 4 5 6 7 0 9
OLS 1 0 1 1 0 1 0
SNC 38 0 0 0 0 884 0
WR 1 0 0 0 0 1 0
DHC 3 4 5 6 7 0 9
SU 0 0 0 0 0 2 0
LFAEC-time 7.8996 8.7752 0.32524 0.019201 4.7903 4.2036 3
Parameters impacted for attack Detection Neptune Parameters impacted for attack Detection GuessPw.
10
g W Count ——  HCount
E WLFAEtime g W LFA Etime

BODF

ol SNC WR DHC

Parameter Names

BDF o SNC WR DHC

Parameter Names

Figure 12: Impact parameters and equivalent values of the maximum range

5.5 Impact Parameters on Various Attacks

Fig. 12 shows the impacted parameters, and their equivalent maximum range is detected. During
the detection of the attack scenario, the highly impacted parametric values dominate the results. The
dataset is highly imbalanced and large. Accurate formulation of sensitive parameters is shown in
Fig. 12, helpful to make accurate decisions on attacks or normal [29-32].
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5.6 Late Fusion Aggregation Elapsed Time

Fig. 13 shows that the Late Fusion Aggregation (LFA) technique represents the elapsed time on
finding the attacks. Many existing models are discussed in Section 4, A deep belief network which
is a robust and slow model. The drawback of detection models in existing works are slow prediction
time. In this context, a minimum of 0.32 s for the Guess_Pw attack and 0.0192 for Buffer_Over_Load
are detected. The slower detection of attacks is not helpful for the robust model. The resilience in
detection time directly impacts the flow of attack apps hitting the channels. A maximum of 8.7752 s is
required to detect a Neptune attack. The main challenge of the present system is the evaluation of large
datasets with limited infrastructure. The smart city dataset is one of the largest scopes that collects the
accumulated data of daily time stamps, source IP, destination IP, system ID, location, and even more,
arranged in large, scattered mappings. For the present analysis, the focus is on multi-modality issue-
solving and processing delay reduction. The dataset is preprocessed initially. Exploratory data analysis
helps organize the data properly. Further, the Smart city datasets are collectively organized with a deep
feature selection method, and predictions are focused on Generative Aggressive Network (GAN) for
better evaluation.

Late Fusion process time LFA Elapsed time

0.32524 0.019201

M GuessPw

m BufferOverLoad
IpSweep
Nmap

M neptune

m Normal

Figure 13: LFA processing time comparison

6 Conclusion

Cyber-attack detection and counteraction are quite common in internet-oriented service plat-
forms. The proposed framework is focused on implementing a robust procedure to detect the most
important reasons behind cybersecurity malfunctions in IoT networks. The framework comprises
Advanced Principal Component Analysis (APCA) and Singular Vector Decomposition (SVD) for
dimensionality reduction. The Late Fusion (LF) technique is evaluated for aggregating the recurrent
2 neural network model and gradient regression model to provide validated results in final decision
modeling. The proposed forecast model accomplishes almost 98.45% accuracy towards the static
dataset obtained from LYSIS. The processing methods take 10.774826 s. The presented model detects
the cyber-attacks such as Unknown_APK, Password_Guess, Smurf, Tear_Drops, and Probes. Since
the proposed work is implemented on the dynamic data collected from a smart city’s specific location,
it has various locations and its parametric information are included and tested. The limitation persists
with the static data. An exploration of global analysis is recommended. Further, the presented model
needs to be improved through Generalized Aggressive Network (GAN) for adapting the learning
process, incorporating multiple deep learning architectures to be validated comparatively.
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