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ABSTRACT: Data security is crucial for improving the confidentiality, integrity, and authenticity of the image content.
Maintaining these security factors poses significant challenges, particularly in healthcare, business, and social media
sectors, where information security and personal privacy are paramount. The cryptography concept introduces a solu-
tion to these challenges. This paper proposes an innovative hybrid image encryption algorithm capable of encrypting
several types of images. The technique merges the Tiny Encryption Algorithm (TEA) and Rivest-Shamir-Adleman
(RSA) algorithms called (TEA-RSA). The performance of this algorithm is promising in terms of cost and complexity,
an encryption time which is below 10ms was recorded. It is implied by correlation coefficient analysis that after
encryption there is a notable decrease in pixel correlation, therefore making it effective at disguising pixel relationships
via obfuscation. Moreover, our technique achieved the highest Normalized Pixel Cross-Correlation (NPCC), Number
of Pixel Change Rate (NPCR) value over 99% consistent, and a Unified Average Changing Intensity (UACI) value which
stands at around 33.86 thereby making it insensitive to statistical attacks hence leading to massive alteration of pixel
values and intensities. These make clear the resistance of this process to any sort of hacking attempt whatsoever that
might want unauthorized access into its domain. It is important to note that the integrity of images is well preserved
throughout encryption as well as decryption stages in line with these low decryption times are clear indications.
These results collectively indicate that the algorithm is effective in ensuring secure and efficient image encryption
while maintaining the overall integrity and quality of the encrypted images. The proposed hybrid approach has been
investigated against cryptoanalysis such as Cyphertext-only attacks, Known-plaintext attacks, Chosen-plaintext attacks,
and Chosen-ciphertext attacks. Moreover, the proposed approach explains a good achievement against cropping and
differential attacks.
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1 Introduction

General data security incorporates concepts like confidentiality, authentication, non-repudiation, access
control, and availability, which are relevant in image protection. Unauthorized modification, access, or
distribution of sensitive or copyrighted materials contained in images needs to be prevented at all costs. This
need is met through observance of confidentiality which ensures that only authorized people can view the
image, more so when it comes to private images such as medical or personal information [1]. In addition,
authentication verifies that the person entity developing the image is the same that owns it, this prevents
fraudsters from using images that do not belong to them [2].
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Cryptography has provided solutions to overcome these issues [3]. It converts information in such a
way that the recipient can decode it. Cryptographers consider several aspects while designing algorithms
including their security strength, among others. The contemporary world is characterized by numerous secu-
rity concerns grounded on information leakage. Cryptography in the modern day has become an effective
tool for ensuring confidentiality. Thus, the focus here is on examining crucial factors in the development of
cryptographic algorithms in terms of how they deal with confidentiality. Building cryptographic algorithms
involves looking into your security, algorithm features, and computational complexity issues among others
while creating them. Encryption involves converting original data into cipher text or unreadable format to
keep it away from unauthorized people. To secure information such as images transmitted over networks
stored on devices/servers or shared among users, encryption becomes a basic technique. There are two main
types of encryptions, which include symmetric key encryption and asymmetric key encryption. However, it
is important to note that these methods are only effective if used correctly. To solve these problems, designers
should work with an encryption method that consumes less processing power, makes the protected image
less visible, encrypts quickly, and can maintain the image information when decryption. One major category
of such lightweight algorithms is based on classical cryptography. A symmetric lightweight algorithm with
stream and block ciphers is one where the text is encrypted bit by bit thus making it more rapid than the
same block one. Symmetric and asymmetric encryption are two distinct methods for encrypting data [3].

Cryptanalysis is the investigation and training of evaluating and cracking cryptographic techniques.
It encompasses detecting weaknesses or vulnerabilities in encryption methods and interpreting encrypted
images without the key or original encryption method. It shows a necessary role in cybersecurity, both for
strengthening cryptographic systems and assessing their security [4]. There are many kinds of cryptanalysis
attacks that can be applied to the encrypted image such as cropping, Differential attacks.

Symmetric encryption solution refers to shared secret encryption in which only one secret key is utilized
in both encryption and decryption of a message [4]. This stipulates that both the sender and receiver must
have a common secret key to encode and decode (See Fig. 1). The sender uses a secret key to hash the plain
text into cipher text, which can be read only by someone with access to that key. DES (Data Encryption
Standard) [5], and AES (Advanced Encryption Standard) [6] are some examples of symmetric encryption
algorithms. According to [7], the Tiny Encryption Algorithm (TEA) encryption and decryption routines are
designed to provide secure cryptographic operations; The TEA routines perform encryption or decryption
on a given data block using the provided key. The resulting cipher text or plaintext is returned separately,
enabling the easier implementation of advanced cipher modes beyond the basic Electronic Code Book (ECB)
mode. The separate return of the result in TEA is advantageous when implementing modes such as Cipher
Block Chaining (CBC) or Counter (CTR) mode, which require more complex operations involving feedback
from previous blocks or counters. This design choice offers increased flexibility and versatility in constructing
secure cryptographic systems. An experiment conducted by [8] revealed several weaknesses within the
algorithm. Finding hash collisions through brute force is relatively straightforward. For a given key, one can
systematically try different input data, storing each resulting hash value (along with the corresponding input)
in a data structure for efficient lookup. If two distinct inputs produce the same hash value, a collision has
occurred. Brute-force key searches within the key space are also easily implemented. By iterating through
potential keys sequentially, one can attempt to decrypt known plaintext-cipher text pairs until a match
is found.

Asymmetric encryption, often termed public key encryption, is a form of cryptographic technique
that requires two separate keys, a public key and a private key for coding and decoding messages [9]. The
public keys can be shared by any person who wishes to send his or her messages to the receiver while
the private key is only known to him or her. The mainframe for the asymmetric encryption approach
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is presented in Fig. 2 [2]. The message is encrypted with the public key and only decrypted through the
corresponding private key. The RSA algorithm is a typical algorithm used in public key encryption. It was
invented by Ron Rivest, Adi Shamir and Leonard Adleman in 1977 and is named after their initials. RSA
is a widely used and trusted encryption algorithm that relies on the difficulty of factoring large integers
to ensure the security of the encrypted data [10,11]. RSA works as follows: the key pair’s owner generates
a large composite number by multiplying two prime numbers. This composite number is the modulus for
the encryption and decryption process. The owner then generates public and private keys based on the
modulus. RSA encryption, while a foundational algorithm in modern cryptography, faces several inherent
limitations. Firstly, RSA imposes a constraint on the message size, requiring it to be smaller than the key’s
bit length to ensure successful encryption. Secondly, compared to symmetric encryption algorithms, RSA
operations are computationally more intensive, resulting in slower encryption and decryption speeds. This
performance overhead is a direct consequence of the public-key nature of RSA, which necessitates more
complex mathematical operations [12]. Table 1 provides a comparison between symmetric and asymmetric
image techniques.
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Figure 1: Symmetric encryption/decryption process [2]
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Table 1: Comparison of symmetric and asymmetric image encryption

Criteria Symmetric image encryption Asymmetric image encryption
Use of keys « Clone keys are applied for both «  Different keys are applied for
the image encryption image encryption
and decryption. and decryption.
Key to be secured o The key must be kept secret. o The decryption key alone must
be kept secret.

Cracking the cipher image « It must be useless to decipher o It must be useless to decipher
an image if no other data an image even if the public key
is available. is available.

Cryptanalysis possibility ~«  Knowledge of the image o Knowledge of the image
encryption and specimen encryption and public key and
cipher image is invalid to sample cipher image is in-
determine the key. valid to determine the

private key.

A good image encryption algorithm ought to generate an encrypted image that has a minimal
correlation to the original image for better imperceptibility. Unfortunately, designing such is not that easy
as there are some impediments including constructing a lightweight cryptographic algorithm without
necessarily increasing computational burden, high imperceptibility for the images after they have been
encrypted, facilitating prompt response times during encryption and lastly maintaining a high level of
information embodied within these images when decrypting them. The categorization of lightweight
cryptographic algorithms is like that of conventional cryptography algorithms, stream and block ciphers are
the main symmetric algorithms for lightweight cryptography whereas the categories include symmetric and
asymmetric algorithms [13].

The following is the classification of this research paper: Section 2 reviews past studies to contextualize
this study, picking up where those studies would leave off, thus necessitating further investigation into
these matters in future research. The methodology behind this present work can be found in part three
which lays bare the structure of a novel hybrid image encryption algorithm (TEA-RSA) combining TEA
and RSA. Consequently, Section 4 presents experimental results proving the effectiveness of our encryption
method through various statistical analyses (performance metrics). Lastly, Section 5 sums up key findings
from different episodes within the manuscript itself and discusses some routes that may be followed in
future research.

TEA and RSA are two encryption algorithms used in many cases to increase security in image encryp-
tion. The proposed hybrid encryption method provides solutions to issues of confidentiality, authentication,
and integrity while at the same time ensuring that images remain accessible and maintain their quality
during the encryption process. Through symmetric key encryption methods and asymmetric key encryption
methods, we establish a strong platform that can resist any kind of security attack like brute force attack and
statistical analysis. The hybrid technique offers high-security levels while at the same time allowing quick
encryptions and decryptions in real-time systems. Also, the proposed approach can stand against different
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kinds of attacks such as cropping and differential attacks. This is evidenced by experiments conducted to
verify efficiency in preventing unauthorized access and use of digital images.

2 Literature Review

In this section, we will discuss extensively different approaches in image encryption techniques in
the symmetric and asymmetric domains. This part aims to provide an inclusive understanding of the
subject. Investigating different methods, techniques, and algorithms developed in the image encryption field.
Moreover, the strengths and limitations of each method are judgmentally analyzed. We separated this section
into symmetric, asymmetric, and Hybrid encryption approaches.

2.1 Symmetric Image Encryption

Symmetric encryption techniques apply only one key (public key) for both the encryption and decryp-
tion processes. These kinds of techniques are less complex but face security as the key issue. The work in [14]
proposed an original cryptosystem arranged around plaintext, where the permutation-diffusion process
appears concurrently. The synchronized performance of this process, labeled PDSO (permutation-diffusion
simultaneous operation), fosters a reciprocal interaction between confusion and diffusion. Accordingly, this
synchronized technique improved both the security and efficiency of the encryption process. To enhance the
dynamic characteristics of 1D chaotic maps, a novel approach known as the linear-delay-modulation method
(LDM) is proposed in [15]. The LDM is utilized to establish a Delayed Sine Map (DSM) obtained from the
Sine map. The DSM is applied to modify the conventional Sine map in the Structural Intensity Mean Measure
(SIMM) system, leading to the creation of a controlled technique referred to as the Delayed SIMM (DSIMM).
The chaotic performance of the DSIMM technique is then examined through the analysis of phase diagrams
using Lyapunoy exponent spectra.

The authors in [16] proposed an encryption approach that used the leverage of chaotic sequences and
cross-diffusion of bits to improve the security concept. It commences by producing two chaotic sequences
through two-dimensional logic-sine coupling mapping, which is used to scramble an original image. The
scrambled image experiences a transformation into a one-dimensional sequence, where low-order bits
between neighboring pixels are fused to bolster resistance against differential attacks. In the final step, chaotic
sequences generated by iterative logical mapping facilitate pixel replacement and cipher text diffusion,
completing the encryption process. In work [17], the authors developed a medical image encryption
system that relies on a chaotic system, it is involving the two- dimensional Sine Logistic Modulation Map
(2D-SLMM) and the two-dimensional Henon-Sine Map (2D-HSM). The elementary encryption process
encompasses zigzag scrambling, pixel gray value transformation, and dynamic diffusion. To enhance the
security aspect, authors in [18] proposed an improved Advanced Encryption Standard (AES) and they
introduced a keystream generator (A5/1, W7) to enhance encryption performance. The study indicated that
the keystream producer extensively impacts the overall encryption performance, and the new approach
demonstrated high security.

2.2 Asymmetric Image Encryption

Asymmetric techniques are more secure regarding the security of the key, but these methods are
complex, and they are not suitable for real-time applications. An innovative asymmetric image encryption
method has been presented in [19], it is based on utilizing elliptic curve El-Gamal (EC-ElGamal) cryptogra-
phy and chaotic theory. The method involved initializing a chaotic technique with values generated through
SHA-512 hash. To improve the security issue, a crossover permutation, guided by a chaotic index sequence,
is applied to effectively scramble the plain image for enhanced security. In [20], an asymmetric image
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encryption algorithm is introduced, utilizing a three-dimensional improved logistic chaotic map (3D-ILM)
alongside the public-key Rivest, Shamir, Adleman (RSA) cryptography. The design of 3D-ILM is informed
by analyses of existing chaotic image encryption frameworks. The authors in [21] introduced a visually
secure asymmetric image encryption scheme, integrating the Rivest, Shamir, Adleman (RSA) algorithm with
a hyperchaotic map. The technique aimed to leverage the strengths of both RSA and chaos-based image
encryption algorithms. A novel one-dimensional chaotic map amplifier (I-DCMA) is introduced by [22]. The
assessment of the proposed chaotic system reveals that the - DCMA enhances the chaotic behavior, structural
control parameters, and sensitivity of the one-dimensional chaotic maps employed as input. The authors
n [23] proposed a novel randomized chaotic asymmetric-key algorithm for color image encryption. The
proposed method utilized a multiplicative coupled Chebyshev-based encryption algorithm and introduced
a novel chaotic key establishment algorithm using Chebyshev polynomials. An image encryption algorithm
with a high level of security is proposed in [24], a chaotic system is introduced, and its state variables
are employed to generate a new substitution matrix. The research [25] proposed a novel image encryption
scheme based on the Lorenz hyper-chaotic system and RSA algorithm. The original values of the Lorenz
hyper-chaotic technique are generated by the RSA algorithm, and the key stream is generated iteratively.
The diffusion image values are redesigned into a one- one-dimensional image array, which is chaotic, and
lacks repeating to cover the image data. Then, the restricted field diffusion algorithm is implemented to
recognize the third hiding of the image information. The work in [26] introduced an innovative image
encryption scheme that relies on a generalized Arnold map in combination with the Rivest-Shamir-Adleman
(RSA) algorithm. The work in [27] introduced an innovative image encryption scheme that relies on a
generalized Arnold map in combination with the Rivest-Shamir-Adleman (RSA) algorithm. In [28], the RSA
algorithm is employed to encrypt image files, thereby reinforcing security in the communication domain for
data transmission. In [28], a quantum logistic image encryption algorithm is introduced, incorporating the
Rivest-Shamir-Adleman (RSA) and secure hash (SHA-3) algorithms.

2.3 Hybrid Image Encryption

In this section, we will present the most relevant and recent hybrid image encryption works. The main
goal of these approaches is to enhance the security concept, reduce the complexity, and improve the efficiency
of the techniques. The work in [29] introduced a novel image encryption method using an improved Henon
map in a hybrid domain. The algorithm exercised a three-stage process, incorporating a Two-Dimensional
Information Content Histogram Metric (2D-ICHM) map, a double sandwich structure, and SHA-512 hash
values for enhanced sensitivity to plaintext. While it demonstrates robust security features, it includes a large
key space and resistance to cryptanalysis, but it is not suitable for real-time communication and cannot
directly encrypt color images. To address these limitations and explore broader applications in data security,
the study [30] proposed a novel hybrid system introduced for secure image transfer, combining TEA and Key-
Based Random Permutation (KBRP) encryption techniques. The system enhances security by scrambling
images using randomly generated pixel passwords and client-side passwords. This method guarantees robust
and comprehensive image security during transfer. A new image encryption method is proposed by [31], the
work is combining a chaos sequence with a modified AES algorithm. The encryption key is generated using
the Arnold chaos sequence, the approach encrypts the original image through the modified AES algorithm.
The algorithm claimed a large key space and prevented brute-force attacks. However, its extreme sensitivity
to primary estimates and input images might cause significant changes in the encrypted output with slight
alterations. Notably, the research requires explicit discussions on resistance against known-plaintext attacks,
chosen-plaintext attacks, and noise assaults.
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In [32], a novel image encryption algorithm utilizing SHA-256 and a hyper-chaotic system was
presented. The approach integrated permutation, diffusion, and surrounding pixel processes, enhancing
security against attacks. However, the work failed to present the values of the Peak Signal-to-Noise Ratio
(PSNR) for image quality evaluation, requiring further clarity on the algorithm’s quality and security. In [33],
DES encryption combined with random image overlapping was used for heightened image security and
reduced information loss. The method showcased increased RGB variation and minimal information loss
during decryption. However, the evaluation was limited to histograms, indicating a need for comprehensive
testing. Study [34] presented MECCHC (Modified Elliptic Curve Cryptography and Hill Cipher), a data
protection method that combines Modified Elliptic Curve Cryptography (MECC) with Hill Cipher (HC).
MECCHC enhances the asymmetric key encryption of Elliptic Curve Cryptography by integrating the
symmetric encryption of Hill Cipher. This integration achieves a balance between security and computational
efficiency, resulting in simpler and faster computations compared to more complex encryption methods
associated with Elliptic Curve Cryptography (ECC).

The authors in [35] introduced a hybrid image encryption method, involving the encryption of a digital
image using a combination of Vigenere and RSA algorithms. Study [36] presented a robust hybrid image
encryption scheme that integrates a cyclic elliptic curve and a chaotic system, effectively mitigating challenges
identified in comparable approaches. Study [37] specifically addresses the security concerns about an image
encryption technique that combines ECC with Hill cipher (EC- CHC). To improve the security of the image
encryption system, an optical image compression and encryption scheme based on compressive sensing
and RSA public-key cryptographic algorithm is proposed in [38]. The optical compressive imaging system
is employed to model the original image. Walsh-Hadamard transformed into deployed in the encryption
phase. Deoxyribonucleic acid (DNA) sequence operations are manipulated to modify the pixel values. The
keys managed in the approach are generated based on the original image and are protected by the RSA
algorithm. Authors in [39] proposed a new RSA technique applicable to wireless communication devices
such as IoT. The study presented a technique that notably decreases the encryption key by employing a true
prime random number generator (TPRNG), which creates a prime number whereas it will not be predicted
through bio-signals and a disposable RSA encryption key. The authors in [40] proposed novel encryption
and watermarking. The watermark is embedded into the Singular Value Decomposition (SVD) of the original
image while the One Time Pad (OTP) technique is applied to encrypt the watermarked image. This approach
aimed to increase the security level while compromising the complexity and robustness of features. The work
focused on the key management complexity for data owners and users.

3 Methodology

Image encryption is an essential area of research as it protects the confidentiality of images during
transmission and storage. This study used a hybrid system of the Tiny Encryption Algorithm (TEA) and the
Rivest-Shamir-Adleman (RSA) algorithm for image encryption and we called the approach (TEA-RSA).

3.1 Encryption Using TEA-RSA Algorithm

The enhanced Tiny Encryption Algorithm (TEA) will encrypt the collected images. TEA-RSA is a
symmetric block cipher, an enhanced version of the TEA that operates on 64-bit blocks and uses a 128-bit
key. The encryption process involved dividing the image into 8 x 8 blocks and applying the TEA algorithm
to each block (Fig. 3). The key used for encryption was randomly generated and stored securely.

The RSA encryption process involved generating a public and private key pair and encrypting the TEA-
RSA encryption key. The RSA key size was 2048 bits, considered secure for modern applications.
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Figure 3: TEA-RSA encryption process

Fig. 3 illustrates the following process to perform image encryption using the hybrid system combining
the extended tiny encryption algorithm with RSA. In real-time applications, encryption and decryption must
be done rapidly without compromising security since the speed of operation is a critical factor. The aim here
is to develop an encryption scheme that is highly optimized and integrates the speed advantages of TEA with
the strong security provided by RSA (TEA-RSA).

This section also provides details relating to our implementation including how TEA and RSA
algorithms were integrated, the optimization techniques adopted to improve encryption speed, as well as
measures taken for secure key handling. A thorough analysis of the algorithm will be done using step-by-
step demonstrations of its encryption and decryption processes to prove its effectiveness and reliability with
image encryption systems. The tests will focus on validating the performance and capabilities of our image
encryption system.

A sequence of steps is always followed during image encryption to convert original image data into
cipher form and subsequent decryption is demonstrated in Algorithm 1.

This type of hybrid is recommendable for protecting highly sensitive images because it uses both TEA
and RSA algorithms. At the outset, raw data from an image is divided into blocks each comprising 64
bits. In cases where contents within an image do not perfectly tally with these dimensions, it must be
padded with zeros until everything becomes uniform after breaking apart at 64 bits per block in succession
without exception since it helps maintain system activity during each application stage concerning this kind
of encryption leading to increased manageability as well as heightened security measures being observed
throughout its entire length.

The image is one single element that cannot be separated, and it forms one entity code or instructions
identifying that image all over the internet among other things. So, the TEA encryption round divides a 64-
bit block into two halves of 32 bits each represented by v and v1. Such a 128-bit encryption key is further split
up into four 32-bit sub-keys (k; k1; k2; k3)—these are the sub-keys used during the various encryption rounds
performed on v and vl within the TEA-RSA algorithm. Here we talk about 64 rounds of these procedures
following the originally developed extended TEA-RSA iteration procedure, where each round makes certain
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changes in V and V1 according to special rules to concerning sub-keys involved in it as well for this algorithm.
After all these encryption series are over, v + vl forms one block that has been encrypted, and all blocks are
concatenated to yield the complete encrypted image data.

RSA encryption is used to protect the TEA-RSA encryption key itself. This involves generating an RSA
key pair using large prime numbers to find the public modules and private keys that have a bit length of 2048
to ensure a high level of security and is considered fast since the TEA-RSA key will be only encrypted. The
TEA-RSA key is then encrypted using the public RSA key to obtain the Encrypted TEA-RSA Key which can
only be decrypted with the corresponding private key used during creation. The double encryption process
not only protects the image content but ensures the safety of your keys. The process depicts the TEA-RSA
encryption Process displayed in Fig. 4. Algorithm 1 presents the main steps of the Hybrid Image Encryption
using TEA and RSA.

Algorithm 1: Hybrid image encryption using TEA and RSA

Input: ImageData—the raw image data to be encrypted.
Output: EncryptedImageData—the resulting encrypted image data.
Encrypted TEAKey—the TEA key encrypted with RSA.
Procedure:
Plaintext Image Preparation:
- Divide ImageData into blocks of 64 bits.
- If ImageData is not a multiple of 64 bits:
Apply padding to the last block to reach a multiple of 64 bits.
TEA-RSA Encryption:
For each 64-bit block in ImageData:
- Split the block into two 32-bit halves, v0 (left) and v1 (right).
- Prepare a 128-bit encryption key, divided into four 32-bit subkeys: k0, ki, k2, k3.
- Perform encryption rounds, updating v0 and v1:
For each round:
Update v0 and vl based on TEA-RSA algorithm rules using subkeys.
- Combine updated v0 and v1 to form the encrypted 64-bit block.
- Concatenate all encrypted blocks to form EncryptedImageData.
RSA Encryption of TEA-RSA Key:
- Key Generation:
Select two prime numbers p and q, each 1024 bits.
Calculate modulus n =p * q.
Calculate Euler’s totient function ¢(n) = (p-1) * (q-1).
Select public exponent e, coprime to ¢(n).
Calculate private exponent d, the modular inverse of e modulo ¢(n).
- Encrypt TEA-RSA key using RSA:
EncryptedTEAKey = TEA-RSA Key“e (mod n).
- Specify encryption key size as 2048 bits.
Image Sample Selection for Testing:
- Select diverse image samples including:
Sizes: 256 and 512 pixels.
Types: Color and Black-and-White images.
End
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Figure 4: TEA-RSA algorithm process

3.2 Decryption Using TEA-RSA Algorithm

The decryption process involved dividing the encrypted image into 8 x 8 blocks and then applying the
TEA algorithm to each block. The RSA decryption process uses the private key (Fig. 5).

Decrypt XXTEA key Decryption process Divide the 128 bit Decrypted

Recovering Image

q x -~ " .
with RSA 2048 bit with 64 Round keyto (KO, K1, K2, to Original data

Private-key iterations K3)

Image

Figure 5: TEA-RSA decryption process

4 Cryptoanalysis

The recent cryptology technique has been divided into the cryptography process and cryptoanalysis
technique. The objective of cryptography is to recommend systems that can be resistant to various attacks.
Even if it is revealed, the difficulty of its encoding approach becomes problematic for numerous attackers
to recover and retrieve the original data. The theory of cryptanalysis is contrasting, and generally applied
to explore and decode encrypted information. Thus, in cryptanalysis, an attacker can be studied to have a
temporary approach to the encryption and decryption machine with the extreme endeavor of achieving the
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corresponding key [41]. Based on Kerckhoff’s principle, there are four common attack methods. These attacks
are Ciphertext-only attacks, Known-plaintext attacks, Chosen-plaintext attacks, and Chosen-ciphertext
attacks. In a Ciphertext-only attack, the attacker interrupts one or several ciphertexts encrypted with the same
key, examining them to discover the plaintext or the key. In a Known-plaintext attack, the attacker has part
of the plaintext and its equivalent ciphertext, investigating them to discover the key or the used encryption
technique. Chosen-plaintext attack, the attacker can randomly choose the plaintext and get its corresponding
ciphertext, examining them to discover the key. But in a Chosen-ciphertext attack, the attacker may randomly
choose the ciphertext and find its corresponding plaintext, investigating them to find the key. However, a
well-performing cryptosystem is mandatory to be able to resist at least these four attack approaches to provide
secure cryptography systems. TEA is a symmetric-key algorithm that is fast and efficient for encrypting large
amounts of data but has known vulnerabilities are a weak key management and small block size. RSA is an
asymmetric key algorithm that is secure for key exchange and encrypting small amounts of data but is slow
and inefficient for encrypting large data. By merging them, RSA is used to securely exchange or encrypt a
symmetric key. While TEA approaches encrypt the real data efficiently using the symmetric key. Below, we
examine our approach against these attacks.

4.1 Cyphertext-Only Attack

Merging TEA (Tiny Encryption Algorithm) and RSA can make a hybrid encryption scheme that
controls the strengths of both symmetric and asymmetric cryptography. This approach can recover security
against ciphertext-only attacks, where the attacker only has access to encrypted data.

A ciphertext-only attack is one of the weakest attack models, where the attacker only has access to
encrypted data. The hybrid scheme described above provides strong security against such attacks because
RSA Offers Secure Key Exchange. The symmetric key is encrypted using RSA with Optimal Asymmetric
Encryption Padding (OAEP) padding, which is secure against chosen-plaintext attacks and other known
attacks. Without the RSA private key, the attacker cannot recuperate the symmetric key. Also, without the
symmetric key of RSA, the attacker cannot decrypt the TEA-encrypted data.

We use the random symmetric key which provides a randomization encryption process. Making it
difficult for the attacker to recover and guess the patterns or relationships between plaintext and ciphertext.
The length of the RSA is large size (2048 bits) making it computationally unworkable to brute-force the
symmetric key. So, our approach is secure against this attack.

4.2 Known-Plaintext Attack

In known-plaintext attacks (KPA), the attacker has access to together plaintext and corresponding
ciphertext pairs. The objective is to deduce the encryption key or decrypt other ciphertexts. To defend against
such attacks, the encryption scheme must ensure that the same plaintext does not always produce the same
ciphertext (encryption must be randomized). Also, the key material is secured, and it is not easily detectable
from the known plaintext.

In our approach, the symmetric key is encrypted using RSA with OAEP padding, which presents
randomness and confirms that the same symmetric key encrypts dissimilar ciphertexts each time. Exclusive
of the RSA private key, the attacker cannot recuperate the symmetric key, even if they recognize some
plaintext-ciphertext pairs. Also, the practice of a unique IV for each TEA encryption warrants that the same
plaintext encrypts to dissimilar ciphertexts, even with the same symmetric key. This randomization prevents
the attacker from inferring the key or plaintext from known pairs.
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The symmetric key is used in our approach only for encrypting the data, and it is itself encrypted
using RSA. This separation guarantees that compromising one part of the system does not compromise the
other. Even if the attacker recognizes some plaintext-ciphertext pairs for TEA, they cannot easily recover the
symmetric key because the key is protected by RSA.

4.3 Chosen-Plaintext Attack

In a chosen plaintext attack, the attacker can choose random plaintexts and investigate their correspond-
ing ciphertexts. Use this information to deduce the encryption key or decrypt other ciphertexts. To defend
against such attacks, the encryption scheme must ensure that the encryption procedure is randomized,
whereas the same plaintext encrypts to various ciphertexts each time. The key material is protected and
cannot be deduced from the chosen plaintext-ciphertext pairs.

The hybrid scheme presents robust security against chosen-plaintext attacks because RSA shields the
symmetric key. The symmetric key is encrypted using RSA with OAEP padding, which proposes randomness
and guarantees that the same symmetric key encrypts to various ciphertexts each time. Without the RSA
private key, the attacker cannot recover the symmetric key, even if they can choose plaintexts and obtain
ciphertexts. The application of a unique IV for each TEA encryption guarantees that the same plaintext
encrypts to various ciphertexts, even with the same symmetric key. This randomization prevents the attacker
from deducing the key or plaintext from chosen plaintext-ciphertext pairs. The symmetric key is applied only
for encrypting the data, and it is encrypted using RSA. This separation ensures that compromising one part
of the system does not compromise the other. Even if the attacker can select plaintexts and find ciphertexts
for TEA, they cannot simply retrieve the symmetric key because the key is protected by RSA. Moreover, the
application of a secure mode of operation with a unique IV makes it complicated to deduce the key.

4.4 Chosen-Ciphertext Attack

To expand the security of a hybrid encryption scheme combining TEA (Tiny Encryption Algorithm)
and RSA against chosen-ciphertext attacks (CCA), we necessary to confirm that the structure is resistant
to attackers who can not only choose plaintexts and obtain their corresponding ciphertexts but also choose
ciphertexts and obtain their corresponding plaintexts. In a chosen-ciphertext attack, the attacker can
choose randomly ciphertexts and recover their corresponding plaintexts (decryption). To defend against
such attacks, the encryption scheme essentially confirms that the encryption process is randomized, so
the same plaintext encrypts to different ciphertexts each time. the decryption process is authenticated,
so tampered ciphertexts are rejected. the key material is protected and cannot be deduced from chosen
ciphertext-plaintext pairs.

The proposed scheme offers robust security against chosen-ciphertext attacks because RSA protects the
symmetric key and RSA is applied with OAEP padding, which introduces randomness and ensures that the
same symmetric key encrypts to different ciphertexts each time. TEA Encrypts the Data with randomization.
The use of a unique IV for each TEA encryption ensures that the same plaintext encrypts to different
ciphertexts, even with the same symmetric key. This process prevents the attacker from deducing the key or
plaintext from chosen ciphertext-plaintext pairs. The symmetric key is applied only for encrypting the data,
and it is itself encrypted using RSA. This separation ensures that compromising one part of the system does
not compromise the other. Even if the attacker can choose ciphertexts and obtain plaintexts, they cannot
easily recover the symmetric key because the key is protected by RSA. Also, the use of a secure mode of
operation with a unique IV makes it difficult to deduce the key.
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5 Security Analysis and Comparisons

To prove our efficiency and the performance of the proposed TEA-RSA encryption approach, we are
analyzing correlation coefficients, NPCR, and UACI, we evaluate the algorithm’s effectiveness in securing
images. Comparisons with the most relevant and recent encryption techniques highlight the strengths of the
proposed method. Moreover, we evaluate the algorithm’s computational efficiency through encryption and
decryption phases. This comprehensive analysis demonstrates the robustness of the TEA-RSA approach and
efficiency in image encryption. To develop the code of the TEA-RSA image encryption algorithm we had to
employ certain libraries to ensure that our implementation will work as expected. Those libraries played a
significant role in developing this algorithm and ensuring its capabilities to perform as designed libraries the
project utilized several Python libraries for various purposes.

The “time” library was employed to measure execution time, providing valuable insights for benchmark-
ing and debugging processes. The “os” library facilitated interactions with the operating system, enabling
file operations and program launching. The “struct” library played a crucial role in converting data between
different formats, offering functions for serialization and ensuring compatibility across systems.

“PIL” (Python Imaging Library) allows image manipulation tasks such as loading, saving, and modifying
images, including resizing and applying filters. The “Crypto.PublicKey” library provided functionalities for
generating and utilizing public keys, essential for secure data encryption. Encryption and decryption pro-
cesses were implemented using the functions from the “Crypto.Cipher” library, ensuring data security and
protection against unauthorized access. The “pytea” library enabled the implementation of the XExtended
Tiny Encryption Algorithm, which provided a balance between fast and secure encryption. The “sys” library
granted access to system-level information, useful for optimization purposes and environmental analysis.

5.1 Statistical Analysis (Histogram)

Statistical analysis is mandatory to measure the security factors proposed. Histogram and correlation
are efficiently used to evaluate the statistical characteristics.

5.1.1 Histogram Deviation (HD)

Histogram deviation measures the alteration between the histograms of the normal image and the
encoded image by estimating their absolute differences [42]. Figs. 6 and 7 show a remarkable transformation
in image properties because of the encryption image output. The histograms of the original images (Fig. 6)
present evident single-peak distributions, reflecting the non-uniform organization of pixel values that
exemplifies significant visual information. Contrariwise, the histograms of the encrypted images (Fig. 7)
show a remarkable transformation: their probability distributions closely approximate a regularized, uniform
pattern, effectively resembling noise. This whole contrast implies an essential accomplishment of the
encryption process, the confusion of visual patterns, and the concealment of significant information within
a random tapestry of pixels.
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Figure 6: Histogram of image 256 pixel; (a) histogram of the original test image, (b) encrypted image, (c) encrypted
image histogram by TEA-RSA
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Figure 7: (Continued)
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(a) (b) (c)

Figure 7: Histogram of image 512 pixels; (a) histogram of the original test image, (b) encrypted image, (c) encrypted
image histogram by TEA-RSA

5.2 Correlation Coefficient Analysis

To evaluate the effectiveness of the proposed approach, we will analyze the values of the Correlation
coeflicients of the plain and encrypted images. Correlation exhibits a linear association involving two
contiguous pixels for an image. The correlation of the plain images is normally excessive, and it could drip
information. An excellent encryption technique must eliminate the correlation between adjacent pixels as
much as possible. The smaller the correlation, the more efficiently the method performs. The correlation
coefficients R(x, y) of a couple of adjacent pixels can be computed according to the below equation [43]:

R, - BG=E@)) (- E()
7 VD (x)D ()
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D(x)= I\ll Zi\il xi - E(x))?

©)

where E (x) and D (x) are the expectation and deviation of the variable x, respectively.

In our technique, we measured the value of the correlation coefficients for plain and encrypted
images. Table 2 illustrates the obtained correlation coefficients values.

Fig. 8 presents the correlation coefficients of the plain images among horizontal, vertical, and diagonal
orientations. The values are extremely elevated (close to 1), demonstrating strong correlations between
adjacent pixels. Given that natural images usually feature smooth transitions and rarely abrupt alterations in
pixel values, this pointed correlation is to be estimated. The horizontal correlation coefficient, for example,
is 0.9476 for the “Cameraman Gray 256” image. Moreover, Fig. 9 explains the correlation coefficients for
encrypted images. The values are precise to zero, demonstrating a significant reduction in correlation among
adjacent pixels after the encryption. For example, the horizontal correlation coeflicient for the encrypted
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“Cameraman Gray 256” image beads to —0.0574. This near-zero correlation proposes that the encryption
process effectively breaks the predictability of pixel relationships.

Table 2: Correlation coeflicients for plain and encrypted images

Images Plain Encrypted
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Cameraman Gray 256 0.9476 0.9725 0.9254 -0.0574 -0.0432  -0.0327
Plain Black 256 0.9163 0.9177 0.8976 0.0376 -0.0032  -0.0436
Cameraman Gray 512 0.9668 0.9675 0.9675 0.0867 -0.0035  -0.0233
Average 0.9795 0.9693 0.9524 0.0061 -0.0046  -0.0037

Correlation Coefficients for Plain Images
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Figure 8: Correlation coeflicients (horizontal, vertical, diagonal) for plain images

Correlation Coefficients for Encrypted Images
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Figure 9: Correlation coeflicients (horizontal, vertical, diagonal) for encrypted images
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We measured the correlation coefficient value among different images (Fig. 8), and the plain and
encrypted images have been involved in our assessment. Also, the images have been evaluated horizontally,
vertically, and diagonally. Based on the results obtained in Table 3, Figs. 8-10, it is notable that in the plain
image, there are high correlations that imply the fundamental consistency and redundancy of plain images,
which are objects of encryption methods. In the encrypted case, the obtained values are close to zero
and in some cases, it was minus, which improves the security factor by making geometric attacks much
more challenging.

Table 3: Comparison of correlation coefficients of cameraman image

Plain Encrypted
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Proposed 0.9795 0.9693 0.9524 0.0061 -0.0046 -0.0037
[25] 0.9629 0.9672 0.9407 0.0071 0.0095 0.0140
[39] 0.9709 0.9353 0.9280 0.0352 -0.0061 —-0.0074
[33] 0.9329 0.9172 0.9365 0.0362 -0.0154  -0.0323
[12] 0.9379 0.9383 0.8790 0.0146 0.0026 0.0013
- Detailed NPCR & UACI Values Comparison
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Figure 10: Correlation coefficients (horizontal, vertical, diagonal) for encrypted images

We compared the results obtained with the works in [12,25,33,39]. Table 3 presents the comparison
results. In Table 3, we compare the correlation coefficients for both plain and encrypted images with the
most relevant and recent studies. The marked difference between the high correlations in plain images and
the near-zero correlations in encrypted images underscores the effectiveness of the encryption algorithm in
disrupting the inherent redundancies in the images. Also, we obtained better results from the other studies
in the plain image phase comparison whereas the average is around 0.972. In the encrypted image phase
comparison, we obtained less value than the others.



370 Comput Syst Sci Eng. 2025;49

5.3 Complexity and Speed of TEA-RSA Algorithm

Regardless of the security concerns, encryption speed is also essential, especially in real-time internet
applications [44]. In the proposed algorithm, we use chaotic sequences for the confusion and diffusion across
iterating the hyper-chaotic approach once. Furthermore, when we alter the pixel values of the plain images,
the arrangements of the pixels are also altered, which indicates that confusion and diffusion are shared as a
union, consequently saving much time. The efficiency of an encryption algorithm is not only determined by
its security but also by its computational complexity and speed.

Fig. 11 describes the encryption times (E-Time) for various images using the proposed algorithm TEA-
RSA. The encryption times are comparatively small, implying the efficiency of the algorithm. For example,
the E-Time for “Camera-man Gray 256” is 0.0064 s, these results propose that the algorithm can encrypt
images swiftly, making it appropriate for real-time applications.

Encryption Time (E-Time) for XXTEARSA Algorithm
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Figure 11: Encryption time for TEA-RSA algorithm

While Fig. 12 illustrates the decryption times (D-Time) for the same set of images. The decryption times
are also low, additionally proving the algorithm’s efficiency. For instance, the D-Time for “Plain Black 256"
is 0.0032 s, and for “Cameraman Gray 512” it is 0.0024 s. The low decryption times imply that the algorithm
is not only swift in encryption but also in decryption, which is vital for practical use.

As a result, the proposed encryption algorithm shows robust performance across various metrics. The
expressive reduction in correlation coefficients post-encryption, high NPCR, and UACI values, and superior
performance compared to other algorithms underscore its effectiveness in securing images. Additionally,
the algorithm consumes very little time in the encryption and decryption phases. It highlights its efficiency,

making it suitable for real-time applications. Generally, the proposed algorithm offers a compelling solution
for secure and efficient image encryption.
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Figure 12: Decryption time for TEA-RSA algorithm

5.4 Resistance to Cropping Attack
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Cropping attacks are a playing field model of cryptographic attack that proposes randomness into
precise zones of an image, thus flexible the reliability of the ciphertext and reducing it inaudible to the
expected addressee. The competence of an encryption approach to withstand such attacks is a vital value of its
characteristics. The TEA or RSA alone is sensitive to cropping attacks, while the hybrid TEA-RSA proposed
algorithm establishes improved resistance to these attacks. Fig. 13 illustrates the brilliant anti-cropping

capability of the proposed algorithm.

(b)

(d)

©

®

Figure 13: Resistance to cropping attacks, (a) cropping area of 64 x 64 of the cameraman, (b) cropping area of 128 x

128 of the cameraman, (c) cropping area of 128 x 256 of the cameraman, (d)-(f) decrypted images of cameraman

Based on the results obtained in Fig. 13, the proposed technique can retrieve the original image from
the decrypted image after crop attacks at an acceptable level.
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5.5 Resistance to Differential Attacks

Cryptographic systems are assessed for their ability to withstand differential attacks using the number
of changing pixel rates (NPCR) [45] and unified averaged changed intensity (UACI). Figs. 14 and 15 show the
results of NPCR and UACI tests. The NPCR and UACI of the cipher text are greater than 99.6% and 33.46%,
respectively [46].

. D(i, ]
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where D(1, j) is explained as follows:

D (i, j) :{ LG (i, ) # C2 (i, f) } (4)

0, Otherwise

C; and G, are the encrypted images before and after the plain pixel image is changed, W and H are the
width and the height of the image, respectively.
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Figure 14: NPCR values for various images using the TEA-RSA algorithm
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Figure 15: UACI values various images using the TEA-RSA algorithm
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In the chart below, NPCR and UACI values are visually represented for various images encrypted
using the TEA-RSA encryption algorithm. For assessing the effectiveness of cryptographic systems against
differential attacks, NPCR and UACI are crucial metrics. Fig. 14 illustrates the decimal values of NPCR
and UACI for a variety of images, including, “Cameraman Gray 256, and “Cameraman Gray 512”. The
precise observations at each data point provide an accurate statistical value, highlighting the consistency
of the proposed technique and robustness in preserving great security among various test scenarios. This
comprehensive visualization results utilities in the importance of the algorithm’s capability to provide
extreme performance in image encryption by confirming substantial deviations in pixel intensity and
distribution with negligible deviation among different images.

Fig. 14 illustrates the NPCR values for various images using the proposed approach TEA-RSA algorithm.
The NPCR values are constantly high, all above 99%, representing that the encryption algorithm reasons
considerable adjustments in the pixel values of the images. For instance, the NPCR value for “Cameraman
Gray 256 is 99.215%. These extreme NPCR values indicate that the encryption algorithm effectively
changes a significant portion of the image pixels, and construction obscures attackers from deciphering any
significant information from the encrypted image.

In Fig. 15, we display the UACI values for the matching set of images. The UACI values, all above 33%,
imply meaningful alterations in the intensity of the pixels. For example, the UACI value for “Plain Black
2567 is 33.93%, and for “Cameraman 512” it is 33.63%. These extreme UACI values verify that the encryption
approach not only alters the locations of the pixels but also their intensity values, in this manner, it is
improving the encryption’s robustness.

To extend the performance evaluation of the proposed encryption algorithm, we compare its NPCR
and UACI results with those of other established algorithms in the works [25,34,39,40,44].

Table 4 compares the NPCR scores of the proposed algorithm with five other algo-
rithms [25,34,39,40,44]. Based on the results obtained, we note that the proposed algorithm consistently
indicates higher NPCR values across different images.

Table 4: Comparison of NPCR values for different images

Images [25] [39] [40] [34] [44] Proposed

Cameraman Gray 256  98.7 9858 9831  98.47  99.51 99.215
Plain Black 256 9912 99.01 98711 98.87 98.5991 99.128
Cameraman Gray 512 98.43 99.64 98.7243 98.45 98.6075  99.704

In Table 5, we illustrate the UACI scores for the same set of algorithms and images. The proposed
algorithm demonstrates superior performance, with consistently high UACI values. For example, for “Cam-
eraman Gray 256,” the proposed algorithm has a UACI of 33.65%, while algorithm [25] has 33.4255% and
algorithm [40] has 33.4752%. These results imply that the proposed algorithm encourages more important
intensity modifications in the pixels, further improving the security of the encrypted images.
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Table 5: Comparison of UACI values for different images

Images [25] [40] [42] [34] [12] Proposed

Cameraman Gray 256  33.4255 33.4752 33.4532 33.4752 33.4993 33.65
Plain Black 256 33.4523 33.4587 33.4032 33.1252 33.4993 33.93
Cameraman Gray 512 33.4993 33.3068 33.2432 33.5452 33.4993 33.55

6 Conclusion

In this paper, we proposed a hybrid image encryption algorithm TEA-RSA approach for improving
the confidentiality, integrity, and authenticity of the image content. The performance of this algorithm is
promising in terms of cost and complexity, with an encryption time that is below 10 ms recorded. It is
implied by correlation coeflicient analysis that after encryption there is a notable decrease in pixel correlation,
therefore making it effective at disguising pixel relationships via obfuscation. Moreover, our technique
achieved the highest NPCC, NPCR value over 99% consistent, and a UACI value which stands at around
33.86 thereby making it insensitive to statistical attacks hence leading to massive alteration of pixel values
and intensities. These make clear the resistance of this process to any hacking attempt whatsoever that might
want unauthorized access into its domain. It is important to note that the integrity of images is well preserved
throughout the encryption and decryption stages, which are clear indications of these low decryption times.
These results collectively indicate that the algorithm is effective in ensuring secure and efficient image
encryption while maintaining the overall integrity and quality of the encrypted images. Moreover, cropping
and differential attacks have been addressed for cryptanalysis approval, the approach provided an acceptable
level of the decrypted image after applying these attacks.

For the future development of the algorithm, there could be an inclusion of Al alongside chaotic systems
which would bring new dimensions to how this algorithm operates in confusion and diffusion parameters.
Also, because such a change would improve the general security and solidity of this algorithm, it is prudent
that the use of IPsec be considered as a substitute for the encryption key.
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