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ABSTRACT

The rapid adoption of Internet of Things (IoT) technologies has introduced significant security challenges across
the physical, network, and application layers, particularly with the widespread use of the Message Queue Telemetry
Transport (MQTT) protocol, which, while efficient in bandwidth consumption, lacks inherent security features,
making it vulnerable to various cyber threats. This research addresses these challenges by presenting a secure,
lightweight communication proxy that enhances the scalability and security of MQTT-based Internet of Things
(IoT) networks. The proposed solution builds upon the Dang-Scheme, a mutual authentication protocol designed
explicitly for resource-constrained environments and enhances it using Elliptic Curve Cryptography (ECC). This
integration significantly improves device authentication, data confidentiality, and energy efficiency, achieving an
87.68% increase in data confidentiality and up to 77.04% energy savings during publish/subscribe communications
in smart homes. The Middleware Broker System dynamically manages transaction keys and session IDs, offering
robust defences against common cyber threats like impersonation and brute-force attacks. Penetration testing with
tools such as Hydra and Nmap further validated the system’s security, demonstrating its potential to significantly
improve the security and efficiency of IoT networks while underscoring the need for ongoing research to combat
emerging threats.
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1 Introduction

The Internet of Things (IoT) represents a complex and expansive network ecosystem, integrating
diverse software and hardware components to revolutionize various domains, including healthcare,
transportation, and smart homes. Smart homes have gained significant traction among these appli-
cations, where intelligent devices are interconnected via networks to facilitate data sharing and
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interaction. This setup typically involves a central home router connecting smart devices like locks,
TVs, lights, and appliances to a service provider’s cloud network, safeguarded by a firewall [1]. The [oT
architecture is structured into layers—perception, middleware, network, and application—each with a
crucial role in data processing and communication. This meticulous organization ensures efficient and
secure interactions within smart home environments. As shown in Fig. 1, a visual representation of a
smart home network architecture, the home router takes center stage. It connects smart locks, TVs,
lights, alarm systems, and smart appliances, serving as the primary conduit for data flow between
various smart devices and a service provider. Data from these devices is transmitted through the
router to the service provider’s cloud network, protected by a firewall to ensure security [2]. However,
the convenience of smart homes also brings significant security and privacy challenges that must be
addressed to protect user data and device integrity. From the end user’s perspective, smart home secu-
rity involves several key considerations. Users play a crucial role in maintaining the physical security
of their smart homes, requiring constant vigilance and alertness to protect interconnected devices
from unauthorized access. Being aware of potential risks and taking responsibility for securing the
environment is essential. Additionally, web interfaces are vulnerable to exploitation if not adequately
secured, highlighting the need for robust security measures. Ensuring software and firmware security
through continuous updates and patches is another critical responsibility, as proactive maintenance
can significantly enhance overall security and empower users as guardians of their digital domains.
Mobile communication interfaces also pose security risks if not adequately protected, necessitating
user vigilance to prevent potential threats. Insecure network services can further expose the system to
various risks, while transportation vulnerabilities demand secure data transport to avoid interception
and manipulation. Inefficient authorization and authentication mechanisms can compromise the
entire system’s security, making it imperative to implement adequate controls. Protecting user data
from unauthorized access is crucial for maintaining privacy and confidentiality while ensuring data
integrity, which is vital for maintaining the accuracy and consistency of information. Finally, smart
homes are particularly vulnerable to Distributed Denial of Service (DDoS) attacks, which can disrupt
their operations, underscoring the need for comprehensive security measures [3].
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Figure 1: Smart home architecture [4]

The application layer of IoT systems, particularly in smart homes, introduces critical security
challenges, including data access, authentication, privacy, and identity protection [5]. Securing smart
home devices is particularly challenging due to the numerous potential attack vectors [6]. Without
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robust security mechanisms, attackers can exploit vulnerabilities to intercept and manipulate data,
create routing loops, increase power consumption, and even deny access to authorized users, ulti-
mately compromising the entire IoT network’s security [7]. This study addresses these challenges by
developing an MQTT-based security and privacy protocol designed explicitly for resource-constrained
IoT devices in smart homes. The protocol integrates Elliptic Curve Cryptography (ECC) to facilitate
efficient and secure key pair generation within the MQTT framework. Critical parameters are securely
transmitted using a hash value during the authentication and communication phases, ensuring that
all received parameters are reevaluated for stability and security. The proposed ECC-based security
communication protocol enhances the security posture of smart home devices, reinforcing the overall
IoT ecosystem’s integrity.

The structure of this article is as follows: Section 2 provides an overview of recent related studies,
and Section 3 discusses the authentication by Dang-Scheme. Our proposed protocol is introduced in
Section 4. Section 5 covers the security analysis, and a performance analysis in Section 6. Scalability
and complexity analysis are discussed in Section 7. Section 8 examines the applications and benefits of
the middleware broker system across different domains. Section 9 presents a comparative evaluation,
while Section 10 highlights the novel contributions of this work. Finally, Section 11 concludes the
article.

2 Related Works

The rapid evolution of IoT technologies has brought about numerous advancements in various
domains, such as smart homes, healthcare, and transportation. However, these developments have also
introduced significant challenges, particularly concerning the security and privacy of data transmission
in resource-constrained environments. Researchers have substantially addressed these challenges by
developing cryptographic techniques, authentication protocols, and secure communication frame-
works. In this section, we critically analyze the existing literature, identifying the strengths and
limitations of these approaches and setting the stage for the proposed methodology. By understanding
the current landscape of IoT security, this paper aims to build upon these foundations and propose
innovative solutions to enhance the security and efficiency of IoT networks.

Researchers in [8] have noted that even modern primary care physicians are vulnerable to various
security threats, including shoulder surfing, brute force attacks, and smear attacks. In particular,
the study by Huszti et al. [8] on scalable, password-based, and threshold authentication for smart
homes highlights several significant drawbacks. These include the system’s complexity and reliance on
resource-constrained devices, which pose challenges in implementation and performance, particularly
in larger smart home environments. Additionally, the dependence on passwords could undermine
security, mainly if weak passwords are used. Although the protocol is designed with scalability in mind,
the increasing number of devices adds complexity, potentially leading to latency and maintenance
issues. Furthermore, the centralization of the device manager’s role creates a single point of failure,
making the entire system vulnerable if an attacker compromises that component. A template-
based authentication system was developed to address these issues, as outlined in [9]. The primary
disadvantages of the paper revolve around its narrow focus and limited real-world applicability. The
research heavily centers on specific scenarios and environments, which may only partially represent
broader or more diverse contexts. Additionally, implementing the proposed approaches may face
challenges when scaled or applied in different or more complex IoT systems. These limitations could
hinder the generalization and adoption of the findings across various use cases, making the paper’s
contributions less impactful in practice.
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However, it is important to recognize that these technologies are vulnerable to corruption attacks.
A lightweight and secure system was developed to counter such threats. Nonetheless, this approach’s
threat model did not consider prevalent attacks such as Man-in-the-Middle (MitM) and phishing,
and it was also found to have significant time complexity. These issues are like those discussed in
the scheme [10]. The paper explores cryptographic techniques for securing data transmission in [oT
systems, but they have several drawbacks. While it stresses the need for lightweight cryptographic
solutions due to IoT devices’ resource limitations, it must sufficiently address the trade-offs between
security and performance. The study is heavily theoretical and needs more practical implementation
or real-world case studies, reducing the applicability of its conclusions. Furthermore, although it
identifies key security threats like unauthorized access and data tampering, it needs to delve into
emerging threats or the evolving landscape of IoT security challenges, making it less comprehensive
in preparing for future risks. The author of [11] introduced a paired-key structure, but this approach
remains vulnerable to physical hacking, potentially resulting in the leakage of authentication keys.
Meanwhile, the protocol described in [12] relies on two different keys, and a failure in the key
distribution function could break the relationship between entities. Additionally, the method outlined
in [13] incurs high computational costs due to its reliance on numerous cryptographic operations. In
contrast, the protocol in [14] falls short of guaranteeing complete confidentiality and fails to protect
against well-known severe attacks or denial-of-service (DoS) threats. As a result, the authors of [15]
developed a highly complex authentication system that does not effectively prevent attacks using
available keys, needs more assurance of message relevance, and introduces a high level of complexity.
Similarly, the session key generation method described in [16] remains susceptible to replay and time
synchronization attacks, failing to sufficiently address concerns related to anonymity and relevance.
The paper outlines several disadvantages of the proposed lightweight mutual authentication and key
exchange protocol for [oT smart home environments. A key issue is the dependence on cumulative
keyed-hash chains and temporary identities, which, while providing anonymity, could complicate
session management and increase computational overhead. Additionally, enforcing security policies
through virtual domain segregation, though effective in countering insider threats, may reduce the
flexibility of device interactions and require careful configuration to prevent operational inefficiencies.
Integrating fog computing for identity assurance while enhancing security might also introduce
additional complexity and latency, particularly in environments with limited resources. Lastly, the
reliance on dynamic identities and symmetric keys may need to offer more robustness against more
sophisticated attacks, potentially leading to vulnerabilities in long-term use. Furthermore, employing
the PUF-based authentication approach, established in [17], leads to substantial computational and
connection overhead. Additionally, the methods proposed in [15,16] and [18] need more anonymiza-
tion or non-traceability measures, diminishing their effectiveness in advanced monitoring scenarios.

The self-signing and access control mechanisms detailed in [19] protect against disclosing con-
fidential data, modifying codes, and creating new ones. However, their implementation necessitates
certification authority. Similarly, the simplified authentication technique presented in [20] relies on
a trusted authority (TA) to provide credentials to IoT sensors and gateway nodes, creating a single
point of failure. The user and password authentication system proposed in [21] is susceptible to user
identity attacks, offline password attacks, and timing attacks through session information disclosure.
In contrast, the user authentication method presented in [22,23] ensures user anonymity and non-
traceability but necessitates additional accounts and communication. The paper identifies several
potential disadvantages of the LAM-CIoT mechanism. A key issue is the computational load on
resource-constrained IoT devices, which may reduce the scheme’s effectiveness in environments with
limited processing power. Although the paper highlights the lightweight design of the authentication
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mechanism, using cryptographic hash functions and bitwise XOR (Exclusive OR) operations may
still introduce overhead that could affect performance in resource-limited scenarios. XOR is a logical
operation that compares corresponding bits from two binary numbers and returns one (1) if they are
different and zero (0) if they are the same. Additionally, the scheme’s dependence on a trusted authority
(TA) for credential generation and management presents a potential single point of failure, raising
concerns about security and scalability in large-scale [oT systems. Finally, while LAM-CIoT strives
to balance security and performance, the complexity of managing secure communications and session
keys in real time may present challenges in highly dynamic [oT environments. Pham et al. [24] proposed
a three-step machine-to-machine and device-to-server authentication process; however, including two-
factor authentication increases data storage and transaction processing costs and communication
expenses. The paper introduces a hybrid ECC-based authentication scheme for resource-constrained
IoT environments but notes several limitations. A significant drawback is the dependence on central-
ized servers, which, despite being somewhat mitigated by device-to-device (D2D) communication, still
poses a risk of a single point of failure. The entire network could be at risk if the server goes down, even
with D2D functionality. Moreover, while the scheme is intended to be lightweight, the computational
demands of ECC operations, though minimized, may still be too demanding for highly resource-
constrained devices, limiting the scheme’s effectiveness in some IoT scenarios. Additionally, requiring
each device to maintain a list of trusted devices may overburden the limited memory resources of
tiny IoT devices, leading to scalability challenges in larger networks. In [7], authors presented a
fingerprint-based password generator for loT-enabled smart homes, rendering the system immune to
online dictionaries and man-in-the-middle attacks. Nevertheless, the system’s versatility contributes
to high installation costs. Chowdhury et al. [25] developed a cost-effective system with minimal
home security and automation requirements. However, it does not address online hacker assaults.
Singh et al. [26] recommended installing a home security system to protect vulnerable populations but
primarily focused on security vulnerabilities in physical hardware rather than the online environment.
Vasudev et al. [27] devised a V2V authentication method using ECC, enabling vehicles to request
real-time information from their agents. This system employed identification numbers, smart cards,
secure hashing, and unreadable characters. Meanwhile, various safety regulations have led to increased
transportation and storage costs. Garg et al. [28] devised a mutual authentication-based key agreement
protocol, demonstrating resilience to various assaults through rigorous security analysis. However,
these schemes require complex interactions and at least two rounds of computing. Kumar et al. [29]
proposed a security mechanism for IoT devices based on facial recognition, leveraging Raspberry Pi 3
to enhance performance while reducing power and energy usage. Nevertheless, installation and storage
costs remain significant, and the system does not consider security measures against cyberattacks.
Finally, Raju et al. [30] recommended a protection system utilizing Node Microcontroller Unit (Node
MCU), a low-cost open-source [oT platform, for devices involved in home automation. However, their
system is open to cyber assaults due to a lack of consideration for potential threats. Table 1 compares
various approaches to smart home security and authentication protocols, focusing on their underlying
technologies, strengths, and weaknesses. For instance, solutions like Huszti et al. [8] offer scalability
but introduce complexity and centralization issues. On the other hand, hybrid schemes [24,31] enhance
security through ECC but face challenges related to computational demands and scalability in
resource-constrained environments. This comparison highlights the trade-offs that must be balanced
between security, complexity, and resource efficiency in designing secure IoT systems for smart homes.
The work [32] applied various tasks and their efficiencies at different production stages. It examined
how Sub-assembly A, which involved assembling several components, generally operated at 75%—
85% efficiency but occasionally experienced delays due to supply chain issues. Sub-assembly B, which
focused on more intricate and time-consuming components, typically ran at 70%-80% efficiency. This
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section encountered challenges due to the complexity of the components. The final assembly line,
where Sub-assemblies A and B were combined, was identified as the most challenging stage, with
an efficiency rate of 60%—70%. This part of the process had the highest potential for bottlenecks.
To ensure the final products met standards, the quality inspection stage maintained an efficiency of
85%-90%, though occasional slowdowns occurred when defects were detected. Overall, the analysis
highlighted how supply chain delays and the complexity of components impacted the efficiency at
various stages of production. References [33,34] examined the challenges of protecting information
systems from cyber threats such as data breaches, malware, and insider attacks. It emphasized a risk-
based approach, integrating cybersecurity into system architecture through layered defence and secure
design. Key concepts like confidentiality, integrity, and resilience were discussed, focusing on building
security controls early in development. The paper also recommended a defence-in-depth strategy and
Zero-Trust Architecture, ensuring no system components were trusted without verification. It stressed
the importance of continuous monitoring, regular updates, and employee training. Drawing from
defence and government sectors, the principles were applied to commercial settings, guiding engineers
to incorporate cybersecurity into complex systems.

Table 1: Comparison of related works in smart home security and authentication

Authors Proposed solution Underlying Pros Cons
technology
Huszti et al. [8]  Scalable, Password-based Scalable, suited for Complex
password-based, authentication, smart homes implementation
and threshold threshold schemes relies on
authentication resource-limited

devices, the central
point of failure

Muhammad Template-based Cryptographic Focused on specific Limited
et al. [9] authentication templates scenarios, effective applicability,
system within its context  challenges in

scaling to broader
IoT environments

Xiaoetal.[10]  Credential-less Cryptographic Eliminates need for High-time
authentication techniques credentials, complexity
framework enhances security  overlooks common

attacks such as
MitM and phishing

Phametal.[I1] Hybrid ECC-based Elliptic Curve Improved security Centralized server
authentication Cryptography for resource- dependency,
scheme (ECO) constrained scalability issues,

devices and ECC’s
computational
demands on tiny
devices

(Continued)
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Table 1 (continued)

Authors Proposed solution Underlying Pros Cons
technology
Gargetal. [28]  Mutual Secure hashing, Robust against High
authentication- ECC multiple attacks, = computational
based key secure costs require
agreement protocol multiple complex
interaction.
Singh et al. [26] Enhanced home Hardware-based  Focused on Limited focus on
security system security physical security ~ online security
vulnerabilities threats, the

potential for
cyber-attacks

Rajuetal. [30] Home automation IoT and Simple, Susceptible to
and security system microcontroller cost-effective cyber-attacks due
with Node MCU  unit (MCU) to lack of advanced
technology security measures
Chowdhury IoT-based smart  Basic IoT Cost-effective, It does not address
et al. [25] security and home technologies minimal online hacker
automation system requirements assaults
Vasudev V2V ECC, secure Real-time High
etal. [27] authentication hashing vehicle-to-vehicle  transportation and
method communication storage costs
Alshahrani Cumulative Keyed-hash chain  Anonymity and Complicated
et al. [16] keyed-hash security within session
chain-based smart homes management,
mutual increased
authentication computational
overhead
Kumar et al. [29] ToT device security Facial recognition, Reduces power High installation
based on facial Raspberry Pi usage, efficient costs, limited
recognition technology consideration of
cyberattacks

3 Preview of Dang-Scheme

In our protocol, we have adapted an existing scheme known as the Dang-Scheme, initially devel-
oped by Danget al. [35]. The Dang-Scheme builds upon a prior protocol introduced by Wanget al. [36],
which was designed to enhance the authentication of resource-constrained IoT devices, emphasizing
improved security measures. It is essential to grasp the fundamentals of the Dang-Scheme as it is the
foundation for our proposed protocol. The Dang-Scheme authentication protocol comprises three
principal phases, as illustrated in Fig. 2.
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Phase 1: Registration

The initial phase involves device enrollment into the system. Its primary objective is to register
the device’s unique identifier with the server. Upon completing this phase, as the server calculates
and stores authentication data, the device reciprocates by providing secure cookie data, which will be
utilized in subsequent authentication steps.

Phase 2: Authentication between Server and Device

Before the device gains access to the broader network, an authentication procedure is executed
between the device and the server. During this phase, the device forwards its credentials or cookie data
to the server. The server, in turn, scrutinizes these credentials to ascertain whether the connection is
authorized. Verifying the connection’s authenticity is imperative to ensure the device communicates
with a legitimate server. Consequently, by the end of this phase, the device and the server authenticate
each other, culminating in generating a pivotal session key.

Phase 3: Authentication between Two Devices

In IoT systems, inter-device communication is pervasive and frequent. Therefore, it becomes
essential for devices to authenticate one another before exchanging data. This phase serves a purpose
akin to the second step—validating each device’s identity and establishing a default session key to
safeguard subsequent message exchanges.

- —
|

|| mmemee *+ Secure channel
----- * Encrypted connection

| ——— Unencrypted connection |

| PHASE 1: REGISTRATION

; Registration with ID, i

v

L)

Device i Cookie data Server
PHASE 2: DEVICE-SERVER
AUTHENTICATION
O Session key agreement SK, - !

Device i Server

PHASE 3: DEVICE-DEVCIE
AUTHENTICATION

Request to authenticating

Device 1
Session key agreementSK,, % ~T-T- "= ===-== -
B
Device 1 Response and proof for

Initiat Device 2  authenticating Device2  Server
Vi) (Responder) (Supporter)

Figure 2: The authentication scheme proposed by Dang et al. [35]
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Fig. 2 illustrates the Dang-Scheme authentication process, which relies partially on a centralized
management model for overseeing connectivity, authentication, and access control in IoT device
protocols. This approach is primarily tailored for users with constrained processing and storage capa-
bilities and limited power resources. The Dang-Scheme employs an ECC-based mutual authentication
protocol between devices to verify each other’s identities. However, it is worth noting that in this
scheme, Device 2 (the responder) exercises complete control to obtain the authentication key from
the server. Moreover, as previously discussed, all inter-device connections are routed through the
Device, which introduces inefficiencies. Consequently, in the ensuing section, we present an innovative

approach that ensures security through liquid protocols that do not cover Brute force attacks.

4 Proposed Scheme

The research utilizes a centralized security framework to enable simultaneous and extensive
deployment. This framework organizes security tasks and roles into a three-tier structure: collection,
network, and application layers, as illustrated in Fig. 3. The study employs the ECC algorithm to
secure sensitive identity data. ECC uses a pair of flexible public and private keys to effectively encrypt
online communications, positioning it as a viable alternative to traditional Rivest-Shamir—Adleman
(RSA) algorithms by leveraging elliptic curves to enhance public key security. Using ECC strengthens
encryption and ensures efficient resource utilization. ECC is crucial for enhancing IoT systems with
a robust security framework tailored to complex environments and interconnected devices, thereby
ensuring secure and reliable interactions within the IoT infrastructure. This system builds on previous
research incorporating D2D mutual authentication. Details of the design framework are provided in
the following subsection.

® |
@ b -

Transmit/receive Middleware Transmit/receive
gateway. é Broker. 1 gateway.

:

Q)
Figure 3: Proposed middleware security broker key for enhanced security and device/network isolation

The Fig. 4 shows the flowchart of a data transmission and identification processing scheme. The
process outlined in the flowchart begins with the transmission of data from a URL or web application.
Initially, the scheme performs scans simultaneously on the Device 1D, Network ID, and Application
ID. These IDs are then subjected to a Detection ID Process. If the detection succeeds, a Transaction
ID key is generated or retrieved, subsequently used to receive the URL or web application. If the
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detection fails, the process halts, preventing data reception. The process ensures that only validated
and authenticated data can proceed through the system, culminating in the successful transmission

and reception of the intended web content.
| Start |

Y

Transmit data from
URL/Web application.

v

l | ,,

Scan Device ID Scan Network ID Scan Application ID

‘, l l

Detection ID No

Yes

Transaction ID key

Y

Receive URL / Web
application.

L 4

(=)

Figure 4: Flowchart process of middleware broker system

4.1 ECC Framework

The ECC framework encompasses encryption techniques and methodologies that leverage the
properties of elliptic curves over finite fields to secure digital communications. Unlike traditional
public key cryptography systems such as RSA, which depend on the factorization of large prime
numbers, ECC provides equivalent security with smaller key sizes. This results in faster computations
and reduced resource consumption. Here is a breakdown of the ECC framework:

4.1.1 Mathematical Foundation

ECC utilizes the algebraic properties of elliptic curves over finite fields as the basis for crypto-
graphic algorithms. The provided code snippet defines a Java interface for elliptic curve parameters.
Eq. (1) specifies the ECC curve secp256rl, the NIST P-256 curve. This interface, ‘ECParameters,’
outlines the essential components needed to fully define an elliptic curve used in cryptographic systems,
especially those based on ECC.

V' = X’ + ax + b(mod p) (D)
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4.1.2 Key Generation

In Elliptic Curve Cryptography (ECC), the generation of private and public keys is
based on the mathematical properties of elliptic curves. The private key is chosen as a random integer,
while the public key is obtained by multiplying this private key with a specific point on the curve
known as the generator point. The ‘generatorX()’ function returns the x-coordinate of this generator
point, and the ‘generatorY()’ function returns its y-coordinate. Furthermore, the ‘order()’ function
provides the total number of points in the subgroup created by the generator point.

4.1.3 Encryption and Decryption

ECC uses asymmetric encryption techniques. In this approach, the sender encrypts a message
using the receiver’s public key, and only the receiver can decrypt it with their private key, ensuring a
secure information exchange. This research developed a Java class, ECKey, which implements the Key
interface. The ECKey class is designed to manage ECC keys, including public and private (secret) keys.

4.1.4 Digital Signatures

The ECC framework also supports digital signature mechanisms, allowing users to authenticate a
message with their private key, which others can verify with the corresponding public key. The provided
code is a Java implementation of an ECC system, encapsulated in the ‘ECCryptoSystem’ class,
which complies with the ‘CryptoSystem’ interface specifications. This class enables the encryption
and decryption of data using elliptic curve cryptography. This approach is preferred for secure
communications due to its efficiency in utilizing smaller key sizes compared to traditional methods
like RSA while still providing robust security.

4.1.5 Efficiency and Security

ECC offers enhanced security per bit compared to other public key cryptography methods,
allowing for equivalent security levels with shorter key lengths. This increased efficiency makes ECC
ideal for environments with limited bandwidth or processing power, such as mobile devices or IoT
systems.

4.1.6 Standards and Protocols

ECC has been incorporated into various standards and protocols to ensure secure communica-
tion, including SSL/TLS for secure web browsing, SSH for secure remote access, and many other
applications.

4.1.7 Implementation and Deployment

Implementing ECC requires careful selection of elliptic curve parameters, key generation methods,
and cryptographic protocols to ensure security and interoperability. The ECC framework is recognized
for its efficiency and robust security, making it increasingly popular in modern cryptographic
applications, especially in environments with limited computational resources.

4.2 Middleware Broker Implementation

The architecture has been implemented and tested in a prototype environment to evaluate its
scalability, security, and efficiency. The experiment employs NetBeans software for the Java Servlets
platform within the middleware broker system, Ubuntu Server for MQTT brokering, and Raspberry
Pi (RPi) for smart home device applications.
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4.2.1 Middleware System Broker

Fig. 5 describes a secure messaging workflow in an IoT environment, ideal for smart home
applications. It demonstrates the encryption, transmission, and decoding of messages between loT
devices using intermediary system brokers, IoT gateways, and MQTT brokers to queue messages.
Below is an analysis of the components and processes depicted:

Middleware System

Broker Smart Home
Environment
IoT Controller
IoT IoT
Scanning IP, MAC | —» Gateway [+ MeTT 1, Galtgay e HECOTONE,
address devices & ECC TCP/IP Broker TCP/IP
Private Ke EEE
Decrypted
[ S
message

Figure 5: Block diagram of ECC security technique

4.2.2 Middleware System Broker-1IoT Controller

This module is designed to scan devices’ IP and MAC addresses and uses ECC private keys for
enhanced security. It employs ECC to decrypt messages before transmission. The setup is divided into
two modules, each detailed below.

(1) Module 1: Authentication Interface

Servlets serve as server-side Java platforms and programs designed to facilitate the seamless data
exchange between a client and a web server. They achieve this by enabling interactive presentation and
manipulation of data through dynamic web page input techniques. Servlets operate on the server side
and function independently of any graphical user interface. In this context, a client program, typically
a web browser or other Internet-enabled application, establishes a connection with a web server to
make requests. Servlets, in turn, respond to these client requests by dynamically generating responses.
A servlet request object represents each client request, while the resulting response is embodied in a
servlet response object.

Servlets can handle multiple client requests concurrently, efficiently processing and synchronizing
numerous requests simultaneously. Moreover, servlets can redirect requests to alternative servers or
servlets, enhancing their versatility. To access a servlet, clients must issue a URL command pointing
to the directory where the web server is hosted or to a location that simulates local access. Servlets,
primarily written in Java, excel at implementing intricate business logic. This empowers clients to
interact with relational databases via dynamic web pages, making them well-suited for developing
complex business applications.

(i1)) Module 2: Interface for IoT Controller

Creating an interface for an IoT Controller, mainly focusing on a module that improves user
interaction with IoT devices, demands meticulous consideration of functionality, user experience,
and security. This interface is a unified dashboard for users to manage their IoT devices effortlessly.
It should be intuitive, providing direct access to device controls, real-time status updates, and
configuration options. Key considerations include ensuring device compatibility, defining user access
levels, supporting real-time data processing, and implementing strong security measures. The following
sections will detail the technical implementation.
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(a) Front-End Technologies:

The Java Servlet program was a middleware broker system on the NetBeans platform. Java servlets
extend the capabilities of web servers by enabling dynamic generation of web content and responding
to client requests. These platform-independent servlets are server-side components deployed on web
servers to handle HTTP requests and generate corresponding responses. Their platform independence
arises from being written in Java, allowing them to function on any server that supports the Java
platform. Servlets execute on the server side, facilitating tasks like processing form data, interacting
with databases, and dynamically generating web content before delivering it to clients. They follow a
well-defined lifecycle that includes methods such as init(), service(), and destroy(), which are invoked by
the servlet container (e.g., Apache Tomcat) at various stages. Managed by servlet containers—typically
web servers or application servers implementing the Java Servlet API like Apache Tomcat—servlets
are mapped to specific URLs within web applications through the web.xml deployment descriptor or
annotations. Servlets maintain state across multiple requests using session tracking, cookies, and URL
rewriting. Java Servlets are crucial in developing dynamic web applications by enabling server-side
processing and client interaction via the HTTP protocol. They are particularly suited for managing
smart home devices and processing their data in IoT applications. This setup is standard when multiple
devices or systems must communicate with a central server for coordination, data aggregation, and
processing.

(b) Back-End Integration:

RESTful API and MQTT are widely adopted protocols to enable communication between
devices and servers, seamlessly integrating backend systems. The research chose MQTT because of
its lightweight design and reliability in facilitating reliable communication in IoT and M2M contexts.
MQTT operates on a publish-subscribe model, where subscribers can publish messages on a topic,
and other subscribers can subscribe to this topic to receive relevant notifications. The protocol
is optimized for performance over networks with limited bandwidth and high latency, effectively
supporting asynchronous communication. It is particularly suitable for scenarios where devices must
update their network status or conditions frequently, which may differ in consistency or quality.

(c) Security:

Security measures include using secure programming techniques, performing regular security
evaluations, and complying with data protection laws like GDPR and CCPA.

4.2.3 MQTT Broker

MQTT is a lightweight publish-subscribe network protocol designed to transfer messages between
devices efficiently. Suitable for environments with low bandwidth, high latency, or unreliable connec-
tions, MQTT is widely used in domains such as [oT, automation, and smart home systems. Established
MQTT brokers such as Mosquitto, HiveMQ, and EMQX are compatible across multiple platforms,
providing features for debugging, interface customization, and ensuring security through SSL/TLS
encryption and user authentication. This review involves configuring the Mosquitto MQTT broker
on an Ubuntu Server accessed via a web URL.

4.2.4 Smart Home Environment-IoT Controller

In a typical Smart Home Environment, various IoT devices are integrated to create a networked
ecosystem that enhances comfort, efficiency, and security within the living space. At the core of this
setup, the IoT Controller acts as the central hub, facilitating communication, control, and automation
of the diverse smart devices. This study utilized a Raspberry Pi (RPi) as a prototype for the smart
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home system. This depiction represents a simplified process within a smart home or [oT system, where
operations are received and processed. Only those operations identified as device-related undergo
decryption for further action, ensuring security by decrypting only essential information.

4.3 Middleware Broker System Algorithm

An algorithm is a systematic collection of sequential instructions or rules designed to solve a prob-
lem or perform a particular task. In computer science and mathematics, algorithms provide explicit
guidelines for various computational processes, such as data management, automated reasoning, and
more. They simplify complex issues by breaking them down into manageable steps, offering a struc-
tured approach to problem-solving. Algorithms are fundamental to computer science, underpinning
software development, artificial intelligence, and data analytics. Executed via programming languages,
they enable automation and streamline problem-solving across diverse computational environments.
The provided pseudocode, described in the algorithm below, is tailored for a smart home application
that primarily manages encrypted messages to control smart home device operations. While it adopts
a Python-like syntax, the pseudocode includes non-standard operations and syntax. Additionally, the
algorithm can determine the data size and track the process’s duration from start to finish.

Pseudocode System Model Application:

on connect( client,userdata,flags,rc):

rc < str(rc)

client.subscribe < smarthomellight

ec = newEllipticCurve(newsecp256ri())
ECCryptoSystemcs = newECCryptoSystem(ec)
encryptedOnOFF = cs.encrypt(bytes,bytes. length,privateKeys.element At (index ) )
command+=encryptedOnOFF

on message( client,userdata,msg ).

msg < str(msg.payload)

Size(bytes) < str(sys.getsizeof(msg.payload) )
start_time < int(round(time.time() x 1000))
message < str(msg.payload.decode( “utf-8”))
cmd < echo + message|ecc-d-sk

stream <— os.popen(cmd)

output < stream.read( )

output < stream.read( )

output < stream.read( )

if output.replace is ON then

output.replace < light ON

end if

os.system < (lhomelpilturnofff.sh)
duration_time < int(round(time.time( ) * 1000) ) — start_time
Duration(ms) < str (duration_ time)

4.4 Security Measures, Processing Time, and Data Size

This research will evaluate the system’s effectiveness in defending against common IoT challenges
such as unauthorized access, data breaches, and system manipulation at the middleware broker level.
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It will also compare the system’s encryption methodologies, authentication systems, and access control
tactics with those discussed in previous studies. During processing, the analysis will measure the
time required to perform essential security tasks, including encryption, decryption, authentication,
and critical oversight. The study will also assess how processing time affects the overall efficiency
and responsiveness of IoT devices using this protocol, comparing these times with those reported
for similar protocols under different operational loads in the literature. Regarding data size, the
investigation will examine the volume of data transmitted during the system’s operation, including
any additional load imposed by the ECC framework. The study will evaluate the system’s capacity
to manage data, particularly in environments with extensive [oT systems featuring frequent device
communications. Furthermore, it will compare the system’s data size requirements with the security
methods employed during data processing. All findings will be based on the middleware broker system
established in the initial design phase.

4.5 Energy Consumption

“Energy consumption” refers to using energy by a process, device, or system. In the context of
technology, especially regarding IoT devices or security protocols, energy consumption indicates the
electrical power required by these devices or protocols. It includes the energy required to maintain
device functionality, process data, implement security measures such as encryption and decryption,
and facilitate communication with other devices or networks. Minimizing energy consumption is often
a key goal in designing IoT devices and protocols to extend battery life and reduce operating costs,
especially in large-scale deployments. The energy consumption of the router was calculated using the
formula:

Total Energy Consumed = Power x Processing Time.

With the router’s power consumption rated at 0.008 kW and assuming continuous operation over
24 h, the total energy consumed is determined as follows:

Total Energy Consumed = 0.008 kW x 24 h = 0.192 kWh.

This calculation estimates the router’s energy usage over a full day, offering a more accurate basis
for evaluating long-term operational energy requirements.

4.6 Rationale behind the Selection of Dang-Scheme among Other Schemes

The rationale behind selecting the Dang-Scheme, among other schemes in the paper, is that it
builds upon a prior protocol designed to enhance the authentication of resource-constrained IoT
devices, focusing on improving security measures. The Dang-Scheme is adapted because it incorpo-
rates ECC-based mutual authentication between devices. It is crucial for verifying device identities
and establishing secure session keys, particularly in environments with constrained processing, storage
capabilities, and limited power resources. However, the paper acknowledges certain inefficiencies in
the Dang-Scheme, specifically regarding its reliance on a centralized management model and the
control one device (the responder) exercised to obtain the server’s authentication key. These aspects
prompted the researchers to propose an innovative approach that addresses these inefficiencies while
ensuring security. This rationale underlines the need for a scheme that can provide robust security while
accommodating the limitations of IoT devices. Thus, the Dang-Scheme was selected and adapted as a
foundation for further improvement.
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5 Security Analysis

In this section, we establish the robustness and security of the proposed authentication protocol by
conducting an extensive security analysis of the scheme. Our scrutiny centers primarily on middleware
brokers, mainly when two devices communicate through asymmetric authentication.

5.1 Encryption and Decryption

The authentication interface, illustrated in Figs. 6 and 7, is part of a security protocol activated
during user login. This process involves collecting various IDs associated with the user’s device,
network, and application. Simultaneously, the system generates a unique secret or private key for
each device in the smart home network using the ECC algorithm. The effectiveness of this module
is assessed based on its ability to withstand four key security threats.

Username: |admin J

PaSSWOId; Inuun I

] Login

Figure 6: Module 1 showcases the authentication interface display located at the login wall

Hi admin, Login successful. Your Session ID=7CF8205BA2CD7C1D83F249295489B341

i

IP Address &
MAC Address ~ ECCKey
192.168.1.1 - Secret key: 105770056728336952965378704054898333970567894853368012290103689855012532885750 Go To
04:5e:a4-8e:8b:e8 (37897068412763324415377553949622853060802454514378621683191283925057805124799, Controller
59219614051652260891702917950149531090248481915821343454713170116893073982660) secp256r] _
I
IP Address &
MAC Address ECC Key
192.168.1.6 - Secret key: 69045788604561649595834582114921679864437720998612248779281258402950034944219 Go To
4:26:79:d0:2a:32 (67574264568498170963667699855312011054881722412731572600296648943735840378262, Controller
95731842359106181532455541422855574051421926000420812807032168614270691253173) secp256rl
I
IP Address &
MAC Address ECC Key
192.168.1.7 - Secret key: 39495704249202311329398335788882324 1 80844811651819743537696454594749413537750 Go To
70:b7-aa-65:0b:7d (67405834191735949766019318461884968700758851513599304462853718544111168313284, —: lle
B0329258481681805303664420740196776925921076270793443879060538251565755056237) secp256rl
I
IP Address &
MAC Address ~ ECC Key
192.168.1.2 - Secret key: 8095879437646247079721246347871660854794008167988350020619660199427930087056 Go To
18:34:af-eerda:f1 (81212324448518303577906157624591890454455779793849453443942720932709442037053, —; le
70481637452130996338003614670567434099824773388056171234480464446810364001433) secp256r]

Figure 7: On the wall among the list of smart home devices is the authentication interface display
featured in Module 1

5.1.1 Brute Force Attacks

Brute force attacks involve an attacker systematically testing every possible combination of keys
to break encryption until the correct one is found. The robustness of ECC makes these attacks largely
ineffective, as the vast number of potential combinations makes the process extremely time-consuming.
The Middleware Broker System has implemented specialized login protocols to enhance its defences
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against such attacks, thereby increasing its security beyond the levels provided by the Dang-Scheme.
While not detailed here, these additional security measures likely introduce complexities that signifi-
cantly hinder the success of brute force attacks, indicating a more secure authentication infrastructure
within the Middleware Broker System. captures the terminal output of a Network Mapper
(Nmap) scan, a tool designed for network exploration and auditing. Nmap identifies the devices
running on the network and the services they offer, essentially mapping the network infrastructure. It
often targets the default gateway in a LAN. Network administrators use this data to determine which
services are active on a network device, and it helps security experts in vulnerability assessments. Nmap
evaluation is usually the first step before conducting more intrusive security tests, such as brute force
attacks with tools like Hydra.

Figure 8: The output shows the results of using the Nmap network scanning tool

illustrates the terminal where Hydra is used, a brute-force password-cracking tool that
systematically attempts various username and password combinations to infiltrate the system. Such
operations are legal only in a regulated environment for authorized security assessments. The illus-
trated results highlight the tool’s effectiveness in breaching security and underscore the necessity of
a stringent password policy. If a brute-force attack occurs, results like those shown in can be
expected. Tools like Hydra are integral to security and penetration testing, enabling practitioners to
identify vulnerable passwords and enhance the system’s defences.

5.1.2 Man-in-the-Middle ( MitM ) Attacks

A man-in-the-middle (MitM) attack is a security breach where a hacker covertly intercepts
and possibly manipulates data between two unsuspecting parties. Such attacks can compromise the
integrity and confidentiality of the communication, allowing the attacker to eavesdrop or impersonate
one of the entities. Employing ECC can significantly reduce the risk of these attacks by encrypting the
data, making intercepted messages challenging to decipher. To further strengthen the system against
this vulnerability, a strategy has been implemented that assigns a unique private key to each device
within the smart home network, ensuring secure and authenticated communication channels.
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root@latarnikl:~# hydra -1 admin -P Pulpit/passwords.txt 127.0.0.1 http-get-form "/DVWA/vuln
/brute/:usernam ‘&passw ~PASS*&login=Login:F=Username and/or password incorrect.:H=
curity=low; PHPSESSID=dljdiq8rd4ucB8e5klk967qo64fe" -V

Hydra v9.1 (c) 2028 by van Hauser/THC & David Maciejak - Please do not use in military or secret servic
e organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway)

Hydra (https://github. uonruanhau=9| thc/thc-hydra) starting at 2021-04-16 00:29:01

IIHFURHAT ON] escape sequenc - dptﬁLrpd in module option, no parameter verification is performed.
[WARNING] Restorefile (you h ) sec to abort... (use option -I to skip waiting)) from a previous
session found, to prevent o ritine . dra_"estore

[DATA] max 1@ tasks per 1 r, overall 10 tasks, 10 login tries (1:1/p:1@), -1 try per task

[DATA] attacking http-get-fo //127.0.0.1:80/DVWA/ nerabilities/brute/ = = ‘USER &password="PAS
S~&Login=Login:F=Username and/or password incorrect.:H=Cookie\: security=low; D=d1jdiq8rduc8e5k
1k967qo6470

[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target

login " in" - 55 "@¢ a" - 1 of 10 [child B] (©/8)

login "ad H 5 I " - 2 of 18 [child 1] (B/@)
- login " '~ p ccc" - 3 of 18 [child 2] (8/8)
- login " ' - pass - 4 of 10 [child 3] (B/0)

login " in" a5s "eeeeegee” - 5 of 10 [child 4] (0/0)

login "admi - pe "$TTrffff® - 6 of 18 [child 5] (B8/8)
- login " ] - ss "gggggog” - 7 of 10 [child 6] (©/0)

login "admi "hhhhhh" - B of 18 [child 7] (0/8)
[ATTEMPT] target 7.0, login "a ) iii" - 9 of 1@ [child B] (@/8)
[ATTEMPT] target 7.0.6 - login "admin" - pass sword® - 10 of 10 [child 9] (8/0)
|STATUS] 18.80 tries/min, 18 tries in 00:01h, to do in 00:081h, 10 active

O

Figure 9: The displayed output from Hydra showcases the successful application of a brute-force
attack, where the tool has determined valid access credentials

A kali@DESKTOP-SKOBUEQ: /mn X aF

/mnt/c/Users/RAJ/Desktop/javascript
hydra -L user.txt -P pass.txt 192.168.29.229 ssh -t 5
Hydra v9.2 (c) 2021 by van Hauser/THC & David Maciejak - Please do not
-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-07
[DATA] max 5 tasks per 1 server, overall 5 tasks, 16 login tries (l:4/
[DATA] attacking ssh://192.168.29.229:22/

[22][ ] host: login: password:

1 of 1 target successfully completed, 1 valid password found

Figure 10: The output from Hydra, a brute-force password-cracking tool, demonstrates an attempted
security breach

5.1.3 Replay Attacks

Replay attacks involve an attacker duplicating or delaying genuine data transmissions to deceive
the recipient into performing unintended actions. Systems often use time stamping or unique session
identifiers to mitigate these threats. A session ID is generated upon successful user authentication in
the Middleware Broker System. This ID is a protective measure to differentiate and authenticate each
session, effectively preventing replay attacks.

5.1.4 Impersonation Attacks

Impersonation attacks occur when a malicious actor pretends to be a legitimate user or device.
Using ECC to generate unique keys for each device helps ensure that only verified devices can
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securely communicate on the network. To further enhance security, the Middleware Broker System
identifies each component in the smart home network using a combination of IP and MAC addresses.
Additionally, a unique private key is generated for each device and updated every time a user logs in,
strengthening the overall security measures. Table 2 provides an overview of the proposed system’s
security performance compared to previous studies. The analysis underscores the robustness of
the proposed protocol against a spectrum of attacks. It ensures data integrity by interrupting the
authentication process whenever a transmitted message is tampered with or modified. Moreover, this
model yields another crucial outcome from its use of asymmetric authentication between devices.

Table 2: Security comparisons with the previous scheme

No. Property Ours Dang-Scheme
1 Asymmetric authentication J

2 D2D authentication v Vi

3 Resistance to impersonation attack J Vi

4 Resistance to brute force attack v

5 Resistance to man-in-the-middle attack J J

5.2 Authentication

An impersonation attack occurs when a malicious actor pretends to be someone else to gain
unauthorized access to a system, steal sensitive data, or carry out harmful actions. These attacks often
involve tactics such as IP spoofing or using fake credentials. To combat such threats, authentication
verifies the identity of an individual, system, or entity by comparing provided credentials, such
as passwords, biometric data, or cryptographic keys, with records or certifications from trusted
sources. Authentication is crucial for security, controlling access to systems and data, preventing
unauthorized use, and safeguarding against risks like identity theft and impersonation attacks. Figs. 11
and 12 reference in Module 2: Interface for IoT Controller, illustrate the authentication process via
a user interface. Fig. 11 shows the synchronization of a device’s secret or private key before a user
initiates an action. Upon selecting a function, Fig. 12 displays the system’s final output, including the
device’s IP, MAC addresses, and public key, finalizing the authentication process and ensuring secure
communication within the IoT framework.

Toggle Switch

EC Private Key S: 1b4fe7399b028104261e86935619bc4ac7bla2656c8c4214666b08acb55aect 2
ON O OFF

Send

Figure 11: Module 2 features the Interface for IoT controller display, positioned on the wall to enable
users to select device applications
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Data Encrypt And Send Data at /ServletFilterExample

Device IP:192,168.1.11 - b8:27:eb:6a:f5:fe [B@35ab2bed 11049662-181077-104107-714583-10-25-128-51-99111-1510236-92-420-
124-10680-2276-552713107-10694
Figure 12: Module 2 presents the user interface for the IoT controller display, positioned on the wall
after users select applications for their devices

5.3 Integrity and Confidentiality

Data security is important to protect sensitive information from unauthorized access or change.
Key aspects such as integrity and confidentiality are fundamental in this endeavor. Integrity ensures
data accuracy, consistency, and resistance to modification, maintaining its authenticity and reliability
over time. Confidentiality protects sensitive data from disclosure or unauthorized access by restricting
information to those with valid permission. These principles are essential to maintaining trust and
complying with regulatory requirements across the Financial, Healthcare, and cybersecurity sectors.
These concepts are demonstrated through prototypes of the RPi, as shown in Figs. 13 and 14.
Fig. 14 confirms the integrity and confidentiality of the data, as illustrated in Fig. 13. Despite an
initial problem in which the RPi system was unable to decrypt the public key sent from the broker’s
intermediary system—suggesting a possible compromise of the user’s public key—Fig. 13 confirms
that the transmitted public key remains unchanged, accurate and accessible only to authorized parties,
ensuring successful decryption by the RPi system.

Connected with result code @

Size(bytes) : 117

b\ x84\ xc 1\ \ 98+ \ xb1\ x0T a\x9TB \ xce\ xeed \ xfDn\ xfE\xdd\xcS i xchixf o<\ xbf $ixed i xBc i\ xbb\xad \xedr\xcaC\x1c\xc?, \xd9\xfe\ 15 \x8fd\xBb\x92=\x85"xch; \x8c \ xde RI\xcaH \xde \x8f\xfh\x
99\xBANKC B\ RIZAK T e WX P AV KOT A RDBAXGAAXC 2K 14r - W15 14N Xe D/ Axab ke TTAxba A X 92, Ve \ k18X 0B\ T\ x 00\ X 19Kd \xdbg \ x 1e X F T \xa5\xd 4\ x99\ xd2 ; \xd6\ x04b"

b'off"

Duration (ms)71

Figure 13: The RPi wall display showcases the data integrity following the description

tee: /sys/bus/usb/drivers/usb/unbind: No such device
Duration (ms)78

smarthome/1light b'OFF'

Size(bytes) : 20

tee: /sys/bus/usb/drivers/usb/unbind: No such device
Duration (ms)94

smarthome/light b'ON'

Size(bytes) : 19

Figure 14: The data shown on the RPi wall did not undergo successful decryption

5.4 Detail of Simulation

Elliptic Curve Cryptography (ECC) offers robust security with shorter key lengths than tradi-
tional algorithms like RSA, making it ideal for resource-constrained environments like IoT. Its key
generation, encryption, and decryption efficiency supports secure data transmission, which is crucial
for IoT’s limited computational capabilities. Hash chain algorithms complement ECC by ensuring
data integrity and authenticity through lightweight security mechanisms, essential for IoT devices
with restricted processing power and energy. Combining ECC and hash chains enhances security while
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maintaining efficiency, making it an effective solution for IoT applications where security and resource
management are critical.

6 Performance and Efficiency Analysis

This section evaluates the proposed protocol’s performance and efficiency, focusing on energy
consumption and processing time. The “Energy Consumption” and “Processing Time Analysis”
analyses have been consolidated to provide a clear and unified comparison of the protocols under
study.

6.1 Consolidated Results for Energy Consumption and Processing Time

The “Energy Consumption” and “Processing Time” data are presented together to streamline the
presentation and reduce duplication. This unified approach facilitates direct comparison and enhances
the clarity of the findings.

6.1.1 Combined Analysis of Device-to-Server and Device-to-Device Authentication

The proposed protocol was evaluated for its energy efficiency and processing time across device-
to-server and device-to-device (D2D) authentication scenarios. Key metrics include total energy
consumption and the time required for authentication processes.

Energy Consumption Analysis

A deeper examination of computational load involves assessing the power consumption of both
protocols. Given that the proposed protocol leverages elliptic curve cryptography, our analysis is based
on a specific configuration of these cryptographic algorithms. Table 3 outlines the cryptographic
algorithm configuration, including estimated energy consumption for operations in both schemes.
According to our findings, the Dang-Scheme, utilizing Curve m-221, incurs an energy cost of 9480
pwJ [32]. Conversely, the proposed scheme also employs elliptic curve cryptography (ECDLP and
ECDH) with the curve shown in Fig. 14. Fig. 15 represents the energy consumption analysis of the
proposed ECC-integrated MQTT protocol for device-server authentication within the Middleware
Broker System. This analysis highlights the energy efficiency of the ECC-based security framework
compared to other authentication schemes. This reduction in energy consumption underscores the
protocol’s efficiency and suitability for resource-constrained IoT devices, contributing to its practical
feasibility.

Curve attributes: a = —5.4, b = 16.8, Curve: y* = x* + (—5.4) x + 16.8, Point J = (3.2|5.68), Point
K = (—1.6|—4.62), Point L = J + K = (3.007|—5.267)

The Interpreting the Curve is:
(i) X-Axis (Time in mS):

-This axis represents the time it takes for the communication between the middleware broker and
the device (RPi) to occur.

(i1) Y-Axis (Energy Consumption in pJ):

-This axis shows the energy consumption measured in microjoules (J) for the respective duration
on the X-axis.

(1i1) Curve Representation:

-The curve on the graph illustrates the energy consumption trend of the ECC operations over time.
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-A lower position on the Y-axis indicates lower energy consumption for a given time duration on
the X-axis, which translates to higher energy efficiency.

(iv) Key Observations:

-The Middleware Broker System consumes 3456 pJ for a communication duration of 18 ms,
highlighting its efficiency.

Table 3: Energy consumption of ECC operations

Notation Protocol Time in ms Energy consumption (jJ)

Proposed protocol 18 3456

Elliptic curve cryptography Dang-Scheme 1019 9480

10

Figure 15: The proposed scheme curves

The curve representation depicts the energy consumption trend of ECC operations, with lower
positions on the Y-axis indicating higher energy efficiency for shorter communication times. The
consolidated results in Table 3 demonstrate that the proposed protocol significantly reduces energy
consumption compared to the Dang-Scheme. Specifically, the Middleware Broker System achieves
energy savings of up to 77.04%, highlighting its suitability for resource-constrained loT environments.

Fig. 16 has been revised to include energy consumption and processing time data, providing a
clear visual performance comparison across the evaluated protocols.

Table 4 compares energy consumption across various schemes during two D2D operation phases:
Total Device Request and Accepted. It underscores the effectiveness of these schemes in optimizing
energy management during D2D operations and verification. The table evaluates performance and
efficiency based on energy consumption, with lower values indicating better energy efficiency. Energy
usage is influenced by duration, ECC curve, and the type of data transmitted. Notably, the Middleware
Broker System achieved an 87.68% efficiency in managing total device requests and a 71.88%
efficiency during the verification phase, surpassing the performance of other schemes. The increase in
data secrecy detailed in the paper is calculated by incorporating Elliptic Curve Cryptography (ECC)
into the Message Queue Telemetry Transport (MQTT) communication framework. This integration
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enables secure data encryption before transmission. According to the paper, this approach significantly
enhances data security, resulting in an 87.68% improvement in data secrecy. It likely stems from a
comparative analysis of data protection levels before and after the implementation of ECC, potentially
using metrics such as the success rate of unauthorized data access or the strength of the encryption in
resisting cryptographic attacks within the MQTT protocols publish/subscribe communication process
in smart homes. The exact computation would involve evaluating the improvements in encryption
strength and the reduced vulnerabilities, leading to the reported increase in data secrecy.

3. 100
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Proposal Method = Dang-Scheme

Figure 16: Time and energy comparison: Proposal method vs. Dang-Scheme

Table 4: Comparative analysis of D2D energy use

Phase Operation Proposed protocol Dang-Scheme
. Total device request (uJ) 4032 28,704
D2D authenticat .
authentication Total device accepted (jLJ) 7488 19,143

Processing Time Analysis

As shown in Table 5, the proposed protocol outperforms the Dang-Scheme in the D2D authenti-
cation process, with processing times of 74 ms for total device requests and 21 ms for accepted devices,
compared to 417 and 225 ms, respectively.

Table 5: Processing time represents a system’s total duration to complete a task or operation

Phase Device Proposed protocol Dang-Scheme

Total device request (J) 74 ms 417 ms
Total device accepted (jLJ) 21 ms 225 ms

D2D authentication




1692 CSSE, 2024, vol.48, no.6

6.2 Summary of Key Findings

The combined analysis of “Energy Consumption” and “Processing Time” demonstrates the pro-
posed protocol’s energy use and processing speed efficiency, making it highly suitable for deployment in
IoT environments. The presentation is streamlined by consolidating these results into a single section,
highlighting the key findings more effectively.

6.3 Analysis of Data Communication Efficiency

Examining data communication efficiency involves understanding how data is transmitted across
a network while optimizing performance and user experience. This assessment considers various
factors, including bandwidth, latency, throughput, error rates, and protocols. Protocols, such as
TCP/IP, UDP, HTTP, and FTP, are particularly significant as they set the rules for data transmission.
In this study, the HTTP protocol used within the Java Servlet platform is especially relevant. Table 6
evaluates data usage during encryption and decryption across various protocols to determine their
effectiveness in specific scenarios. Our approach simplifies the process by requiring only asymmetric
authentication, using a 116-bit private key and a 117-bit public key (ON and OFF states), and
consuming only 7488 J of energy. This significant reduction in power consumption is crucial, allowing
the device to manage authentication requests from the source device with fewer resources. This feature
is precious in defending against Distributed DDoS attacks, where attackers overwhelm the target with
numerous bogus requests. In such cases, the target device must conserve resources until the attack
is detected, a strength demonstrated during the D2D authentication phase. Conversely, the Dang-
Scheme method incurs higher energy costs due to handling timestamps and data lengths, totalling
19,143 .

Table 6: Data length of operation and messages exchanged

Data Protocol Length

Proposed Scheme  116-bit to ON and 117-bit to OFF
Dang-Scheme 14 data blocks of 128-bit

Encryption/decryption operations

7 Scalability and Complexity Analysis

The proposed system is designed with scalability, particularly for IoT environments requiring
efficient processing and minimal latency. Scalability here refers to the system’s ability to maintain
performance and security standards as the number of connected devices or data volume increases.
The gateway’s capacity to handle a growing number of IoT devices supports the system’s scalability,
assuming that the gateway’s processing power and memory can be scaled accordingly. Computation-
ally, the system relies on ECC, which offers an efficient time complexity based on the bit-length of
cryptographic keys. It ensures rapid cryptographic operations even as the network grows, with most
computational tasks offloading to the gateway to ease the burden on individual IoT devices. Space
complexity is also optimized, with ECC’s smaller key sizes reducing memory requirements and a
design that processes only essential bits during authentication, minimizing the memory footprint.
The system’s scalability is contingent on the gateway’s capacity, network bandwidth, and the basic
cryptographic capabilities of IoT devices. The proposed system can scale effectively under these
conditions, maintaining high performance and security levels even as the network expands. Future
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research should investigate the system’s scalability in more extensive networks and adaptability across
various IoT scenarios.

8 Discussions

The middleware broker system architecture and the ECC framework present various appli-
cations and benefits across multiple domains. Implementing and testing this architecture using a
Raspberry Pi in smart home environments enhances security, scalability, and efficiency by enabling
secure messaging workflows through IoT gateways and MQTT brokers. IoT systems, in general,
benefit significantly from this approach, as the elliptic curve cryptography ensures robust security
with reduced key sizes and faster computations, making it ideal for environments with limited
computational resources. Additionally, ad hoc wireless and peer-to-peer (P2P) networks gain from
quickly establishing secure communication channels facilitated by the proposed D2D authentication
protocols. These address challenges like limited device capabilities and the urgent need for rapid,
secure connections. Furthermore, the approach is particularly beneficial for smart cities, where the
unique security challenges of interconnected devices in complex environments are effectively managed
through the novel authentication methodology and the ECC framework, ensuring secure and efficient
communication. These advantages make the middleware broker system and ECC framework highly
applicable and beneficial across these domains.

9 Comparative Evaluation

To comprehensively understand the improvements introduced by our proposed solution, we
conducted a comparative evaluation against several related works in IoT security and smart home
environments. The comparison focuses on key metrics such as energy consumption, computational
efficiency, and security.

9.1 Energy Consumption

Energy efficiency is critical in IoT environments, particularly for devices with limited power
resources. We compared our proposed solution’s energy consumption with related works, specifically
the protocols developed by the Dang Scheme [32]. Our results demonstrate a significant reduction in
energy usage. For instance, during the device-to-device (D2D) authentication process, our solution
consumed only 4032 wJ, compared to 28,704 wJ reported by Dang Scheme [32]. This 85% reduction
highlights the superior energy efficiency of our approach, making it highly suitable for resource-
constrained environments.

9.2 Computational Efficiency

We also evaluated the computational overhead associated with our solution compared to other
protocols. Computational efficiency is vital for maintaining system responsiveness, especially in real-
time applications. Using Elliptic Curve Cryptography (ECC) in our protocol significantly reduces the
computational burden. For example, during the device-server authentication process, our solution
completed the operation in just 18 ms, compared to 1019 ms for the protocol proposed by Dang-
Scheme [32]. This drastic improvement in processing speed, by over 98%, underscores the practicality
of our solution in real-world applications.
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9.3 Security

Security is paramount in protecting IoT systems from various cyber threats. We compared the
security features of our solution with those of other protocols, focusing on resistance to brute force,
man-in-the-middle, and replay attacks. Our solution, which integrates dynamic key management
and session ID generation, provides robust protection against these threats. While the protocol by
Dang et al. [32] addresses some of these concerns, it lacks the comprehensive defence mechanisms
found in our approach. For example, our protocol’s use of ECC for generating unique private keys for
each session significantly reduces the risk of impersonation attacks, which was a noted vulnerability
in Dang et al. [32].

9.4 Summary of Comparative Results

The comparative analysis reveals that our proposed solution outperforms existing protocols
regarding energy efficiency and computational speed and offers enhanced security features. These
improvements are crucial for deploying secure, efficient, and reliable IoT systems in smart home
environments.

10 Novel Reflected in the Main Contributions

The novelty of this research is reflected in several key contributions. We propose a novel,
lightweight communication proxy designed to enhance the scalability and security of MQTT-based
IoT networks. Central to this innovation is the adaptation and enhancement of the Dang-Scheme,
integrating Elliptic Curve Cryptography (ECC) to significantly strengthen device authentication, data
confidentiality, and energy efficiency. The proposed solution achieves an 87.68% increase in data
secrecy and up to 77.04% energy savings during publish/subscribe communications. Furthermore, the
Middleware Broker System dynamically manages transaction keys and session IDs, providing robust
defences against common cyber threats like impersonation and brute-force attacks. These innovations
collectively represent a substantial advancement in IoT security, offering a scalable and efficient
solution tailored for resource-constrained environments.

11 Conclusion

The rapid advancement of smart homes, smart cities, and various IoT sectors is becoming a
cornerstone of the future digital landscape, introducing new security challenges that differ from those
in previous technological eras. This study addresses these challenges by proposing an innovative
authentication methodology designed explicitly for asymmetric authentication, enabling seamless
device-to-server communication within IoT ecosystems. A middleware security agent that authorizes
devices efficiently manages the authentication process, facilitating communication between them and
reducing the server’s computational load, a key aspect of our approach. This innovation’s heart is
a novel authentication protocol combining simplicity with robust security, leveraging Elliptic Curve
Cryptography (ECC) for its strong encryption capabilities and efficient operations. Rigorous security
analysis has proven the robustness of our proposed scheme against common cyberattacks in IoT
environments while also demonstrating exceptional energy efficiency, consuming just 4032 pJ during
device verification and optimizing memory usage for session and expiration keys. Simulation results
further highlight the proposal’s efficiency, with the gateway managing most computational tasks,
which instils confidence in the practicality of our system for real-world applications, especially in
domains like smart cities and sustainable environments. As the IoT landscape evolves, ensuring
security and efficiency remains paramount, and our authentication protocols stand out as a beacon of
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innovation and resilience in this dynamic field. Moreover, this study has demonstrated the effectiveness
of integrating ECC and hash chain algorithms to enhance security for IoT systems, particularly
in resource-constrained environments. However, challenges remain in optimizing computational
efficiency and scalability across diverse IoT networks. Future research should focus on refining these
algorithms to reduce computational overhead, explore scalability, and address potential vulnerabilities
in real-world scenarios, emphasizing the interdisciplinary nature of collaboration needed to fully
understand the implications of integrating Al with cryptographic security protocols in IoT. The
proposed solution significantly enhances MQTT-based IoT network security, offering a scalable
and efficient framework that advances IoT security, particularly in modern, resource-constrained
environments.
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