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ABSTRACT

This study conducts a systematic literature review (SLR) of blockchain consensus mechanisms, an essential
protocols that maintain the integrity, reliability, and decentralization of distributed ledger networks. The aim is
to comprehensively investigate prominent mechanisms’ security features and vulnerabilities, emphasizing their
security considerations, applications, challenges, and future directions. The existing literature offers valuable
insights into various consensus mechanisms’ strengths, limitations, and security vulnerabilities and their real-
world applications. However, there remains a gap in synthesizing and analyzing this knowledge systematically.
Addressing this gap would facilitate a structured approach to understanding consensus mechanisms’ security and
vulnerabilities comprehensively. The study adheres to Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines and computer science standards and reviewed 3749 research papers from 2016 to
2024, excluding grey literature, resulting in 290 articles for descriptive analysis. The research highlights an increased
focus on blockchain consensus security, energy efficiency, and hybrid mechanisms within 60% of research papers
post-2019, identifying gaps in scalability, privacy, and interoperability for future exploration. By synthesizing the
existing research and identifying the key trends, this SLR contributes to advancing the understanding of blockchain
consensus mechanisms’ security and guiding future research and structured innovation in blockchain systems and
applications.
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1 Introduction

Blockchain consensus mechanisms trace back to the inception of Bitcoin, the first-ever cryp-
tocurrency, introduced by an unknown person or group using the pseudonym Nakamoto in 2008
[1]. Bitcoin’s groundbreaking innovation was its implementation of a decentralized digital ledger,
such as the blockchain, which enabled peer-to-peer (P2P) transactions without intermediaries like
financial institutions or banks [2]. Since then, the evolution of blockchain consensus mechanisms
reflects ongoing efforts to address the security, scalability, and sustainability challenges inherent in
the decentralized digital ledger networks. As the blockchain ecosystem evolves, consensus mechanisms
will remain a critical area of innovation and research, shaping the future of decentralized systems
and applications [3]. Consensus mechanisms are the cornerstone of blockchain networks, ensuring
their integrity, reliability, and decentralization [4]. Blockchain consensus mechanisms are protocols
distributed networks use to validate transactions and ensure trust [5]. Examples of these mechanisms
include Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), Practical
Byzantine Fault Tolerance (PBFT), Proof of Space-Time (PoST), Proof of Authority (PoA), etc.
Each mechanism has security, decentralization, and scalability trade-offs, chosen based on network
requirements. These mechanisms play a crucial role in blockchain technology by enabling network
participants to agree on the validity of transactions and the current distributed ledger [6]. These
mechanisms are fundamental to the functioning of blockchain networks, determining how new
transactions are secured, validated, added to the blockchain, and maintained over time. One of the
primary functions of consensus mechanisms is to guarantee the security of blockchain networks [7].
By establishing a mechanism through which agreement is reached on the validity of transactions,
consensus protocols help prevent malicious actors from tampering with the blockchain’s transaction
history or double-spending digital assets [7,8]. Through cryptographic principles and distributed
consensus algorithms, blockchain consensus mechanisms provide a robust defense against various
security threats, including Sybil attacks, double-spending attacks, and 51% attacks [9].

However, despite the critical role of consensus mechanisms in ensuring blockchain security,
the landscape of blockchain technology is constantly evolving, with new consensus algorithms and
security challenges emerging regularly. Extensively, the sets of consensus mechanisms are set to be
over 130 algorithms, which are discerned and classified [3]. Moreover, this number is still growing. As
such, there is a pressing need for a systematic review of existing research in blockchain consensus
mechanisms security. Considering how quickly things are developing in the blockchain area, it is
critical to thoroughly understand state-of-the-art research on consensus mechanisms security. As
Blockchain technology ensures decentralized transactions with a consensus mechanism, establishing
rules for nodes to agree on transaction validity and maintain a tamper-resistant ledger [10]. The
existing literature offers valuable insights into the strengths, limitations, and security vulnerabilities
of various consensus mechanisms such as PoW, PoS, PBFT, and DPoS, as well as their real-world
applications [ |-13]. However, there remains to be a gap in systematically synthesizing and analyzing
this knowledge. Addressing this gap would facilitate a structured approach to understanding consensus
mechanisms.

A systematic literature review would offer a structured approach to synthesizing and analyzing
existing knowledge, enabling researchers to identify trends, gaps, and areas for further investigation. By
systematically examining the literature, researchers can gain insights into the strengths and limitations
of different consensus mechanisms, the security vulnerabilities they may exhibit, and the real-world
applications in which they are employed. The study reviewed 3749 research papers from January 2016
to February 2024, excluding grey literature. After a comprehensive screening and cleaning process,
290 articles were studied for descriptive analysis. It offers insights into current trends, interdisciplinary
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aspects, and thematic distributions in blockchain consensus mechanism security research. This paper
contributes comprehensively by analyzing blockchain consensus mechanisms, addressing security,
applications, challenges, and future directions, and guiding future research and innovation, as shown
in Table 1, showing the unique contribution of the current study. The research questions guiding this
study include:

i) What specific security vulnerabilities are associated with blockchain consensus mechanisms?

i1) How do security considerations influence the selection and implementation of specific con-
sensus mechanisms in different real-world applications such as supply chains or healthcare?

iii) What are the open issues and challenges in the security of blockchain consensus mechanisms?

This study intends to answer these research questions to offer essential insights into the security
features of blockchain consensus mechanisms and their consequences for practical applications in
various fields. Employing a systematic review methodology, we shed light on the existing literature
to advance the ongoing blockchain security and governance discourse. It is important to note that
while this review provides valuable insights into consensus security and vulnerabilities, it may not
comprehensively cover all developments in the rapidly evolving field of blockchain security. In the
research paper, our study provides a comprehensive and in-depth analysis of the security considera-
tions, applications, challenges, and future directions of blockchain consensus mechanisms, focusing
specifically on their security aspects. Unlike previous reviews, our paper offers a systematic literature
review following Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
guidelines, providing a structured approach to synthesizing existing knowledge and guiding future
research and innovation in decentralized systems and applications [14,15] (Supplementary Materials).
So, the research addresses the security vulnerabilities of blockchain consensus mechanisms, focusing
on identifying, analyzing, and providing solutions to these issues within the context of real-world
applications.

Table 1: Comparative analyses of previous reviews on consensus mechanisms

Citation Focus Method Contribution Year Research paper
[16] Technical Comparative  Identifies and discusses 2018 -

comparison of analysis performance and security

consensus parameters and analyses

mechanisms in and compares common

literature consensus mechanisms. It

also highlights research
gaps and serves as a guide
for developers and
researchers.

(Continued)
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Table 1 (continued)

Citation Focus Method Contribution Year Research paper
[11] Comprehensive Survey and Evaluate features, 2019 -
survey and comparison performance, and security

comparison of factors of popular
consensus consensus algorithms and
mechanisms in provide classification,
blockchain detailed discussion, and
recommendations for
development.
[17] Explores Review It surveys consensus 2019 -
consensus mechanisms and security
mechanisms protocol applications
and security across various blockchain
protocols in contexts, including
Distributed cryptocurrencies,
Ledger consortiums, and private
Technology blockchains.
(DLT)
[5] Aiming to Comprehensive It provides a detailed 2020 -
enhance review and analysis of blockchain
understanding analysis consensus protocols,
and facilitate highlighting differences,
the design of application scenarios,
future security, fault tolerance,
protocols scalability, and trade-offs.
It aims to guide developers
in designing future
protocols.
[] Evaluation of  Survey and The paper proposes a 2021 -
blockchain evaluation unified consensus
consensus algorithm process model
algorithms’ for blockchain, analyses
frameworks mainstream algorithms,

and discusses security
design principles for
diverse application
scenarios.

(Continued)
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Table 1 (continued)

Citation Focus Method Contribution Year Research paper
[3] Comprehensive Review and Comparing blockchain to 2021 -
review and analysis traditional distributed
classification of ledgers, classifying
blockchain consensus algorithms
consensus comprehensively, and
mechanisms providing an architectural
framework for evaluating
existing and future
consensus mechanisms.
[12] Review and Short review  Examination of the three = 2022 -
analysis of categories of consensus
consensus algorithms, focusing on
mechanisms in their principles,
blockchain characteristics,
systems performance metrics,
limitations, and suitability
for different blockchain
applications. Guides
algorithm selection and
outlines future research
areas.
[18] Overview and  Review and Discuss consensus process 2022 —
analysis of analysis principles, classify
blockchain mainstream algorithms,
consensus review research progress,
mechanisms compare characteristics
and suitability, and identify
future trends.
[12] In-depth Review and It provides insights into 2022 -
analysis of analysis various consensus
existing algorithms, offers a
blockchain taxonomy, and explores
consensus healthcare, 10T, and data
algorithm management applications.

It aims to aid researchers
and developers in selecting
suitable algorithms.

(Continued)
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Table 1 (continued)

Citation Focus Method Contribution Year Research paper
[18] Ensuring node Review The paper summarises 2022 -
consensus in blockchain fundamentals

complex and underscores the
networks significance of consensus
algorithms. It provides
insights into recent
developments in consensus
algorithm research to
inform future
advancements.
[6] Blockchain Comparative ~ Comparison of consensus 2023 -
consensus study mechanisms, their impact
mechanisms on security and
explored performance, and
exploring potential
societal, organizational,
and industrial applications.
[19] Explore Systematic It provides insights into 2023 -
blockchain and review blockchain development,
consensus particularly for businesses,
development by comparing consensus
mechanisms and aiding
their selection.
[2] Delves into Review and Reviews deployable 2023 -
blockchain’s analysis algorithms on open-source
evolution, platforms, aiding
consensus researchers in selecting
mechanisms, architectures and
and real-world consensus mechanisms. It
applications also highlights blockchain’s

benefits across various
sectors like finance, supply
chain management, and
healthcare.

(Continued)
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Table 1 (continued)

Citation Focus Method Contribution Year Research paper
[20] Review and Comparative  The study evaluates various 2024 -
comparison of analysis algorithms based on goals,
consensus power consumption, cost,
mechanisms for application scenarios, and
blockchain research directions,
offering an overview of the
current state, future
challenges, and algorithm
selection
recommendations.
20] Examining Comparative  Insights into the state and 2024 -
blockchain analysis upcoming difficulties of
consensus blockchain technology
algorithm consensus algorithms and
selection recommendations for
choosing the best
algorithm for various
blockchain applications.
Present Blockchain Systematic A comprehensive analysis 2024 This paper
study consensus literature of blockchain consensus conducts an
mechanisms’  review (SLR)  mechanisms’ security SLR focusing
security: considerations, specifically on
applications applications, challenges, the security
and open and future directions considerations
challenges through a systematic of blockchain
literature review following consensus
PRISMA guidelines mechanisms,
provides insights. It guides offering

future research and
innovation in decentralized
systems and applications.

insights and
guidance for
future research
and innovation.

This paper offers a comprehensive systematic literature review (SLR) of blockchain consensus
mechanisms, focusing on their security considerations. It identifies and analyzes security vulnerabili-
ties in key mechanisms such as PoW, PoS, DPoS, and PBFT and highlights research gaps in scalability,
privacy, interoperability, energy efficiency, and formal verification. The study provides practical
insights for selecting appropriate consensus mechanisms by evaluating real-world applications like
supply chains, healthcare, etc. Following PRISMA guidelines, the study enhances the credibility of
its findings and suggests future research directions, including hybrid approaches and decentralized
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governance models. This research significantly contributes to the literature by synthesizing existing
knowledge, identifying critical gaps, and guiding future innovation in blockchain technology.

The remainder of this work is organized as follows. Section 2 briefly overviews blockchain
consensus mechanisms and explores their security properties with vulnerabilities. Section 3 describes
the methodology used to carry out the systematic literature review. The findings from the descriptive
analysis are in Section 4. Then, the consensus mechanisms for security are listed in Section 5. The
security considerations and evaluation of each consensus mechanism’s security features are presented
in Section 6, while in Section 7, applications and use cases are presented. Relevant open issues, trends,
and further research lines are discussed in Section 8, and research is concluded in Section 9.

2 Overview of Blockchain Consensus Mechanisms

Each new block creates a secure and unchangeable chain of records in the blockchain world.
A block is a distributed append-only timestamped data structure containing a previous block’s
cryptographic hash [21]. Consensus mechanisms are critical protocols that allow all participants in
decentralized blockchain networks to agree on the current state of the shared ledger. They establish
trust and reach a consensus among the nodes on the validity of new blocks added to the chain [3].
Without consensus, a blockchain would be chaotic, prone to double-spending, and vulnerable to
attacks [2,6]. These mechanisms are essential to the operation of blockchain networks. As shown
in Fig. 1, it fits into the distributed systems architecture; the consensus layer provides security by
preventing malicious activities [7,10,22]. In consortium blockchains, various consensus algorithms
have been developed, each with strengths and weaknesses [23]. In the basic consensus mechanisms,
the consistency agreement has been evaluated based on security, scalability, and performance [22].
Despite the potential of blockchain technology, challenges such as security and scalability remain in
this ecosystem [24].

In a blockchain network with no central authority, the nodes need a way to collectively validate
and agree on the sequence of transactions and blocks. This prevents scenarios where different nodes
have diverging views of the blockchain state, which could enable double-spending of digital assets [9].
Consensus mechanisms provide the rules for securely updating the shared ledger in a decentralized
manner. It prevents malicious actors from manipulating the ledger. By agreeing on a single version
of truth, the network becomes resistant to attacks. Blockchain operates in a decentralized approach,
meaning there is no central authority. Participants across the network validate and record transactions.
Consensus ensures that these nodes agree on the order and content of operations. Trust is minimized in
blockchain systems. Participants do not need to trust each other explicitly; they rely on the consensus
rules to validate transactions. This trustlessness is essential for security and transparency [3,7,10].
Research [25] highlights the need for these consensus protocols in permissionless blockchains, with
PoS being a promising alternative to the energy-intensive PoW, another research [26] discusses the
theoretical underpinnings of blockchain consensus, emphasizing the importance of understanding the
guarantees offered by different consensus algorithms. The research of [3] provides a comprehensive
review of 130 consensus algorithms, underscoring their role in the stable operation of blockchain
systems. This further explores the evolution of consensus mechanisms from PoW to Blockchain 3.0
and their impact on the stability and consistency of blockchain systems [27].

The need for consensus mechanisms in blockchains arises from the famous Byzantine General’s
Problem in distributed computing. It states that in a distributed network with malicious nodes that can
propagate false information, the non-malicious nodes need a reliable mechanism to reach consensus,
even when some nodes are malicious or faulty “Byzantines.” The challenge is to get a consensus
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despite the presence of malicious actors. In the context of blockchain, nodes represent the generals, and
achieving consensus is similar to coordinating their actions despite potential traitors [26]. Consensus
mechanisms can be categorized based on their underlying principles. Some research [7,22] identifies
PoW, PoS, Byzantine, etc., consistency agreement as the basic consensus mechanisms, evaluating them
on various aspects. In PoW, miners compete to solve challenging mathematical puzzles, as Table |
illustrates. Blocks are added to the chain by miners in order of validity. The quantity of coins held
by validators, or stakers, determines their selection in Proof of Stake (PoS). They verify transactions
and add new blocks. Here, holders of DPoS tokens cast votes for delegates with transaction validation
authority. Nodes of PBFT interact and cast votes on proposed blocks. The agreement of a super-
majority constitutes consensus. Nodes choose a leader in Raft, which is the leader-based consensus,
and the leader suggests blocks. Validators in Proof of Authority (PoA) are recognized entities, such
as authorized organizations, who create blocks in shifts. Some private and consortium blockchains
make use of these. Further Reference [28] reviews these mechanisms, highlighting their strengths,
limitations, and performance measures. Reference [29] proposes a cluster-based classification of
consensus algorithms, identifying new clusters, and discussing open problems. Research [30] explores
the potential for mechanism design approaches to achieving consensus, particularly in mitigating
trade-offs and enhancing scalability. Every consensus method involves trade-offs; the decision is based
on the particular use case, the objectives of the network, and the desired characteristics. As blockchain
technology develops further, additional consensus techniques can appear.

Application Supply Chain, DApps, DeFi, Wallets, loT, etc. | |
Layer :
. Infrastructure Services Vlrtu-al Container | |Hardware |
Layer Machine
Contract Smart Script Contract Algorithm
Layer Contracts || Code | |Automation| | Mechanism
Incentive Inssuance Mechanism Allocation Mechanism
Layer
Consensus | pow || Pos || DPos || PBFT || RAFT
Layer

.............................................................................

Network | P2P | DNSSeed |  Verify |
Layer | TCPNIP | Broadcast | |
 puta  [BlockStructure| Merkle Tree || Encryption |
Layer | Hash “ Digital Signature ” Chain |

Figure 1: How consensus fits into distributed systems

Based on the existing literature [3,8,23,28], Table 2 classifies consensus mechanisms based on
their underlying principles, outlining examples and pros and cons for each mechanism. It concisely
overviews popular mechanisms such as PoW, PoS, DPoS, PBFT, Raft, and PoA, highlighting their
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essential characteristics and trade-offs. This classification aids in understanding the diverse approaches
to achieving consensus in blockchain networks.

Table 2: Classification of consensus mechanisms based on their underlying principles

Consensus Principle Example Pros Cons

mechanism

PoW Miners solve Bitcoin uses PoW  Security, High energy
puzzles and add decentralization consumption,
blocks if the first to scalability
succeed. challenges

PoS Validators selected  The impending Energy-efficient, Initial wealth
by coin holdings upgrade of scalability concentration
create blocks and ~ Ethereum to potential
validate Ethereum 2.0
transactions.

DPoS Token holders elect Enterprise Fast, scalable Centralization
delegates to Operating System risk
validate (EOS),
transactions. Transparent

Representative
Offer Network
(TRON)

PBFT Nodes Hyperledger fabric  Fast, suitable for Requires a fixed
communicate and private blockchains set of validators
vote on proposed
blocks. Consensus
is reached when a
supermajority
agrees.

Raft Leader-based Used in some Simplicity, fault Limited
consensus. Nodes  permissioned tolerance scalability
elect a leader, and  blockchains
the leader proposes
blocks.

PoA Validators are Used in some Fast, low energy Centralization

known individuals
(e.g., approved
organizations).
They choose turns
to create blocks.

private and
consortium
blockchains

consumption
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3 Research Methodology

This section outlines the procedure for selecting articles for a systematic literature review. Papers
were chosen iteratively, and parts of the review were presented transparently. We aim to scientifically
review blockchain-based consensus mechanism security, following the Preferred Reporting Items
for Systematic Review and Meta-Analyses (PRISMA) guidelines. This review aligns with computer
science standards using guidelines from Kitchenham and Charters [31]. The overall methodological
approach includes the following steps:

e Recognize the necessity for the review, draft a proposal, and formulate the review protocol.

e Locate relevant research, choose studies, evaluate their quality, take notes, extract data, and
synthesize findings.

e Present the review’s outcomes and deductions.

3.1 Information Source

Papers were extracted from various reputable databases, including articles and conference pro-
ceedings. Choosing highly indexed, reputable databases ensures the quality and relevance of this
research. However, the review efforts are restricted to the following highly indexed databases:

Scopus

ISI Web of Science

Google Scholar

ACM Digital Library

IEEE Explore Digital Library
Science Direct

3.2 Search Strategy

Primary studies were collected by conducting keyword searches in databases, yielding a diverse
range of results due to the use of broad search terms. The leading search word was inserted between
the “AND” and “OR” operators. The search terms were selected based on the scope of the research
and intervention, including terms related to: (“Blockchain”, OR “Block chain” OR “Block-chain”
OR “Blockchain security”, OR “Securx” “Security threat” OR “Security attack”) AND (“Consensus
Mechanismx*” OR “Consensus Algorithm=” OR “Consensus Protocolx”). The search was conducted
between 04 November 2023, and 19 January 2024, with publications from 2016 onwards included.
Filtering was employed to refine the results, applying inclusion and exclusion criteria detailed in the
subsequent section. Used broad, comprehensive search terms to capture various relevant studies.

3.3 Study Eligibility Criteria

Consensus mechanisms are utilized in distributed ledgers, like blockchain, to enhance privacy
and security. This study aims to summarize and evaluate these applications. Eligible studies addressed
blockchain-based consensus mechanisms for security vulnerabilities, explicitly examining types of
vulnerabilities in PoW, PoS, DPoS, etc. Additional criteria restricted eligible studies to peer-reviewed
publications, conference proceedings, book chapters, reports, theses, and dissertations in English,
published between 2016 and 2024. Conference abstracts, commentaries, archived proposals, books,
short surveys, letters, retracted notes, errata, and editorials were excluded. The review focused solely
on Computer Science and excluded articles addressing security or privacy for consensus mechanisms
in distributed ledgers other than blockchain technology, aiming to highlight the benefits of blockchain
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consensus mechanisms. The research focused on peer-reviewed, English-language publications to
ensure credibility and accessibility.

3.4 Selection Results

The study selection process involved three stages: screening titles and keywords, screening
abstracts, and full-text reading. Initially, all retrieved studies were screened based on their titles and
keywords. Following this, a comprehensive review of the identified studies was conducted. Initially,
3749 studies were identified (Scopus 651, ISI Web of Science 873; Google Scholar 456; ACM Digital
Library 584; IEEE Explorer Digital Library 782; and Science Direct 403). After applying inclusion and
exclusion criteria to the titles and keywords, the research pool was reduced to 594 articles, with 3345
exclusions. Considering duplicate articles further reduced the number to 441, excluding 153 duplicates.
Evaluating abstracts using inclusion/exclusion criteria led to the exclusion of 108 articles, resulting in
333 articles for full-text review, as shown in Table 3 below. Of these, 68 articles were excluded, leaving
265 primary studies for the systematic literature review (SLR). An additional 25 eligible articles were
identified from other sources, resulting in a total of 290 articles. Several studies were excluded for
focusing primarily on technical aspects of distributed systems, blockchain technology, and subtopics
like smart contract security, IoT, and cybersecurity. The research employed a multi-stage screening
process to systematically narrow the pool to the most relevant studies. The search strategy flowchart
is shown in Fig. 2.

Table 3: Inclusion and exclusion criteria

Selection criteria  Scientific database Additional literature
Inclusion 1. Document Type: Peer-reviewed research articles English reports without
(including articles in press), book chapters, time-frame restrictions
conference proceedings papers, review
papers, etc.
2. Year Range: 2016 — 2024 (time-frame
restrictions)
3. Subject Area: Computer Science
4. Publication Stage: Final
Exclusion 1. During title screening Generic reports related
2. During abstract screening to blockchain
3. During the full-text screening technology without
4. Non-English articles, articles with missing describing specific
abstracts, notes, editorials applications

5. Document Type: Excluded (Book, Short survey,
Letter, Retracted)

The research aimed to provide a thorough and credible review of blockchain consensus mechanism
security by adhering to these steps.
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Figure 2: Flowchart of the search strategy



1450 CSSE, 2024, vol.48, no.6

4 Descriptive Analysis

The analysis involved reviewing and evaluating 3749 research papers published from January 2016
to February 2024, with grey literature excluded, resulting in a selection of 290 articles for descriptive
analysis. This rigorous process ensured the inclusion of only peer-reviewed scholarly works, enhancing
the reliability and validity of the findings. The descriptive analysis conducted on these articles serves
three primary academic purposes:

Firstly, it provides valuable insights into current trends and developments in blockchain consensus
mechanism security research. By systematically analyzing and synthesizing the content of these papers,
the study identifies emerging patterns, gaps, and areas of consensus mechanism innovation within the
academic discourse. This contributes to the ongoing scholarly conversation surrounding blockchain
security, enabling researchers to build upon existing knowledge and address pressing challenges.
Secondly, descriptive analysis helps visualize the diverse research approaches across various com-
puter science disciplines in scholarly literature. Blockchain technology is inherently interdisciplinary,
drawing upon fields such as cryptography, distributed systems, game theory, and economics [32]. By
mapping out the selected papers’ thematic areas and methodological approaches, the research gains
a holistic understanding of the interdisciplinary nature of blockchain research and its implications
for future advancements. Lastly, the descriptive analysis complements the overview of Consensus
Mechanisms in Section II of the research paper. By contextualizing the findings within the broader
framework of existing literature, the research validates and refines the theoretical underpinnings of
their research. This ensures the analysis remains grounded in established knowledge while offering
novel insights and perspectives to enrich the academic discourse. Two critical criteria were employed to
classify the literature: (i) distribution of publications over time and thematic area, and (ii) distribution
of publication types per year. This systematic approach allowed for a comprehensive examination of
the evolving landscape of blockchain research and its implications for consensus mechanism security.
The figures presented in the paper, such as Figs. 3 and 4, offer visual representations of the data,
facilitating more straightforward interpretation and analysis. Fig. 3 illustrates a year-wise analysis of
the selected papers, revealing a notable publication surge, particularly in 2019. This spike in research
output reflects the growing interest and investment in blockchain technology and its applications.
Despite roughly 2500 publications on blockchain-enabled applications until 2022, this figure escalated
to nearly 3580 by 2023, highlighting the burgeoning nature of blockchain technology and academic
interest. The research shows an increasing focus on blockchain security and energy efficiency, with
60% of papers published post-2019 reflecting the critical need for practical, sustainable consensus
mechanisms.

PAPER PUBLICATIONS DISTRIBUTION PER YEAR

90
80
70
60
50
40
30
20
10

Number of Papers

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Year of Publication

Figure 3: Number of papers by year of publication
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Figure 4: Research items based on the thematic category identified

Furthermore, the domain-specific distribution of the 290 research items over time, as depicted in
Fig. 4, provides valuable insights into the focus areas within blockchain-based applications. Business-
oriented applications emerge as a dominant theme, reflecting the widespread adoption of blockchain in
various industries for purposes such as supply chain management, integrity verification, miscellaneous
applications, etc. Supply chain, financial transaction, healthcare, IoT, and data management applica-
tions also garner significant attention, underscoring the multifaceted nature of blockchain technology
and its potential to revolutionize diverse sectors.

Notably, while blockchain was initially synonymous with finance, the research community has yet
to produce many financial-oriented applications. This discrepancy may be attributed to various fac-
tors, including regulatory challenges, technological limitations, and the need for further research and
development in this domain. Additionally, the relatively high number of miscellaneous applications
underscores the interdisciplinary potential of blockchain technology, highlighting its versatility and
adaptability across a wide range of use cases.

In conclusion, the descriptive analysis offers valuable insights into the evolving landscape of
blockchain consensus mechanism security research, providing researchers with a comprehensive
understanding of current trends, challenges, and opportunities. By contextualizing the findings within
the broader framework of existing literature, researchers can contribute to ongoing scholarly discourse,
driving innovation and advancement in blockchain technology and its applications. Research shows a
growing focus on blockchain consensus security and energy efficiency, with 60% of papers published
post-2019. Hybrid consensus mechanisms, such as PoW/PoS, have improved scalability and security
in blockchain applications. However, gaps in scalability, privacy, and interoperability hinder adoption.
Future research should address these gaps through hybrid mechanisms and privacy-preserving tech-
niques. Enhancing visuals and transparency and connecting blockchain advancements to broader tech
trends can help policymakers and industry leverage blockchain’s potential.

5 Consensus Mechanisms Security

This section presents the most common variants of consensus mechanisms and their security
aspects. Consensus mechanisms are crucial in distributed ledgers where nodes must collectively agree
on a valid version without central authority [3], as explained earlier. The research demonstrates
consensus mechanisms’ fundamental principles, operation, and vulnerabilities, mainly focusing on
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PoW, PoS, DPoS, and PBFT algorithms and their susceptibility to attack vectors. In contrast,
previous sections covered the need for blockchain consensus and its underlying theories. However,
the dependence on consensus algorithms renders them vulnerable. Targeting these algorithms can
compromise the security and integrity of the digital ledger, making them susceptible to attacks [33].
Therefore, this section will address such attacks.

5.1 Proof of Work

Various blockchain consensus algorithms exist, with proof of work being the original one
introduced by Nakamoto for Bitcoin [1]. PoW is a consensus mechanism where miners compete
to solve puzzles to validate transactions and add blocks to the blockchain [17]. POW remains a
robust and battle-tested consensus mechanism, and the emergence of alternative approaches reflects
the ongoing quest for more efficient, secure, and sustainable blockchain networks. Consequently,
alternative consensus algorithms have emerged to address these issues.

5.1.1 Inside PoW Mining

PoW mining aims to find a block with a hash below the difficulty threshold that contains only
valid transactions. Miners manipulate block headers by adjusting the nonce value, exploiting the hash
function’s properties to produce diverse hashes [34]. The security of PoW depends on the robustness
of the hash function, as faster hash computations confer advantages in block creation. Weaknesses in
the hash function can compromise the security of PoW, highlighting the importance of secure hash
functions in blockchain networks [35,36], as illustrated in Fig. 5 below.
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Figure 5: Inside PoW mining

5.1.2 Attacking PoW Consensus

The proof of work algorithm relies on security via scarcity but is vulnerable to various attacks
if certain assumptions are violated. These include the hash function’s security, appropriate difficulty
setting, and most miners being honest [9]. Violating these assumptions can lead to attacks such as 51%
attacks, Long-Range Attacks, Finney Attacks, Orphaned Blocks, Double-Spend Transactions, and
Denial of Service (DoS) attacks [37]. The security of the PoW consensus algorithm used in blockchain
systems is a crucial concern. Researches [38,39] both address the issue of security in the PoW protocol.
A research study [38] focuses on the impact of long-delay attacks and proposes an optimized model
to reduce the risk of data loss. Research [39] introduces the PoOWs mechanism, which adjusts mining
difficulty based on calculation force and coinage, thereby reducing the impact of mining pool nodes.
Another research study [38,39] proposes strategies to enhance the security of the POW consensus.
The research of [40] suggests a zero-determinant strategy to alleviate miners’ dilemma. At the same
time, this paper [41] presents a hybrid PoW-PoS implementation to counter the 51% attack, ensuring
a regular distribution of mining rewards. These studies collectively contribute to understanding and
improving the PoW consensus algorithm.
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The 51% Attack

A 51% attack exploits proof-of-work’s majority vote system, allowing a malicious entity to
control the blockchain. The attacker can replace the legitimate chain by controlling over half of the
computational resources, enabling double-spend transactions. A 51% attack occurs when malicious
entities control over half of a blockchain network’s computational resources. With this majority
control, the attacker can manipulate the blockchain by creating a longer chain, overriding legitimate
transactions, and potentially executing double-spend transactions. The 51% attack is a substantial
threat to Proof of Work (PoW) blockchains, where an attacker with over 50% of the network’s
hash power can influence the blockchain. These can lead to double-spending and other malicious
activities [42]. To address this, a new technique has been proposed that combines the history-weighted
information of miners with the total calculation difficulty, significantly increasing the cost of a
traditional attack [42], as in Fig. 6.
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Figure 6: 51% attack

However, the 51% attack is not limited to PoW blockchains, as it can also be exploited in Proof-
of-Stake (PoS) systems, where the attacker needs to achieve 51% of the cryptocurrency [43]. To secure
PoW ledgers, checkpointing has been suggested as a mechanism to protect against 51% of attacks [44].
Additionally, a new proof of work mechanism has been proposed to improve decentralization and
reduce the risk of 51% attacks without increasing the risk of Sybil attacks [45].

Long-Range Attack

The Long-Range Attack vulnerability targets previously accepted blocks within the network to
rewrite them. Attackers initiate this by generating a fork at a point preceding the current chain length,
seeking to replace existing blocks. Detecting and preventing such assaults pose significant challenges
[46]. Studies [47,48] underscore the persistence and targeted nature of attackers, with a focus on Secure
Shell (SSH) brute-force attacks and on DDoS attacks. These findings imply that similar persistent
and targeted strategies may be employed by attackers in long-range attacks on old blocks. Insights
from [49] further illuminate these attacks. The research examines the significant volume and variety
of non-productive traffic and analyzes the errors and pitfalls in the crowdsourcing process of ad-
blocking systems. These studies suggest that attackers might exploit vulnerabilities in old blocks, such
as misconfiguration and environmental factors, to generate a fork and disrupt the network.

Finney Attack

Named after Bitcoin developer Hal Finney, this vulnerability arises when an attacker mines a
block with a transaction and quickly makes a payment to a merchant [50]. If the merchant accepts the
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payment before the block is confirmed, the attacker can replace the original block with a longer chain
that excludes the transaction. In this attack, attacker A is a miner who issues a transaction 7°/ at a time
174 to an account controlled by them and mines a block B, containing that transaction. The attacker
then keeps the mined block for himself and sends a transaction 7§ to a seller V" at a time 771 As the
block B, was not published and the transaction 7°{ was not validated, " accepts the transaction 7.
Moreover, delivers the product to the attacker. After receiving the product, A publishes the block B,
containing the transaction 7. Thus, as Ly > tra, the network participants discard the transaction 7'},
and V gains the product with remuneration. This way, the attacker gets the goods or services without
paying [37,51,52].

Double-Spend Transactions

In PoW, a malicious actor could attempt to spend the same cryptocurrency twice by creating two
conflicting transactions. If the attacker controls enough computational power, they can ensure that
their double-spending transaction gets confirmed [53,54]. The vulnerability of PoW to double-spend
attacks is a significant concern, with the likelihood and duration of such attacks being influenced
by transaction recency and attacker computational power [55]. Introduce the whale attack, which
incentivizes miners to collude and increases the likelihood of double spending. The research reviews
various solutions to the double-spending problem, including the PoW and PoS consensus mechanisms,
but notes their vulnerability to attacks. Akbar et al. [56] propose a reputation-based mechanism for
preventing double spending without payment confirmations, highlighting the potential for innovative
solutions.

Denial of Service (DoS)

A DoS attack can exploit flaws in the proof of work consensus algorithm by manipulating
difficulty values, as shown in Fig. 7 below. If an attacker reduces network resources, the block creation
rate decreases, leading to degraded blockchain performance and potential network downtime. This
attack, alongside the 519% attack, undermines the decentralized nature of blockchain networks. Any
proposed fixes for these attacks risk centralizing the network, contrary to the blockchain’s intended
design [57]. Many studies have explored the impact of Denial of Service (DoS) attacks on the proof-of-
work consensus. The researches of [58,59] both propose control-based solutions to maintain consensus
in multiagent systems despite DoS attacks. The work [58] focuses on distributed observer-based
controllers while [59] introducing a switched system model and robust output consensus conditions.
DoS attack frequency and duration [60] develops a distributed event-triggered control law for secure
average consensus in the existence of DoS attacks. These studies collectively underscore the potential
for control-based solutions to mitigate the impact of DoS attacks on consensus algorithms [61].

5.2 Proof of Stake

Proof of Stake (PoS) is a consensus mechanism used in cryptocurrency networks, where stakehold-
ers with significant holdings validate transactions and create new blocks [62]. PoS is faster, cheaper,
and more energy efficient than proof of work. While it carries a risk of centralization when a few
stakeholders control a large portion of the currency, this is less likely in widely held currencies. PoS
selects validators based on their stake in the network, rewarding them for their work. This model
allows for faster transactions, reduced costs, and lower energy consumption than proof of work [63],
as shown in Fig. 8 below.
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Figure 7: Denial of service attack

Staked Coins

Partiicipate in Consensus

Reccived Rewards
Blockchitin
Network

Validator

Figure 8: Proof of work

5.2.1 Choosing the Block Creator

1455

Proof of Stake (PoS) determines who creates the next block in a distributed ledger based on
stakeholders’ cryptocurrency holdings, with higher holdings increasing the chance of selection [7,62].
Some variants cap the voting power of single accounts to prevent centralization, but anonymity allows
holders to distribute their holdings across multiple accounts. A pseudo-random algorithm selects
validators for each block based on the previous block’s hash value, ensuring unpredictability while
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maintaining decentralization. Two main selection algorithms exist: direct stake-based and coin age-
based, aiming to balance fairness and probability of selection. While PoS offers advantages over proof
of work, its design and implementation are complex, as seen in Ethereum’s transition delays. Various
PoS variants exist, each with its security considerations [37], as in Fig. 9 below.
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Figure 9: Choosing the block creator

5.2.2 Attacking PoS Consensus

While PoS offers advantages over proof of work, such as reduced computation and a lower
probability of simultaneous block creation, it is susceptible to attacks. PoS relies on the scarcity of
cryptocurrency ownership to prevent centralization. Flaws in the block creator selection process, such
as broken hash functions or digital signature algorithms, can compromise PoS security [10,22,64]. This
section will cover various attacks, including the XX% attack, fake stake attacks, long-range attacks,
nothing-at-stake problems, and sour milk attacks.

XX% Attack and the PoS “Timebomb”

In PoS consensus algorithms, owning a significant portion of the cryptocurrency stake provides
considerable power but only equates to complete control as in proof of work. The probability of
being selected as the block creator is proportional to the stake owned. Short-term attacks, such as
controlling multiple consecutive blocks, are possible with a high stake percentage [64]. However, in
the long term, the “proof of stake time bomb” emerges, where the wealthiest stakeholder continually
accumulates more stakes through rewards, eventually monopolizing the entire blockchain [65]. Thus,
while not immediate, the possibility of complete control exists in PoS systems if a determined attacker
continuously reinvests rewards into the stake.

Fake Stake Attacks

Fake stake attacks target Proof of Stake (PoS) systems by forcing blockchain nodes to allocate
memory and CPU resources to validate a phony chain. Unlike Proof of Work (PoW), where validation
is straightforward, PoS validation involves verifying block headers and contents, including stake
transactions. This complexity makes PoS validation more resource-intensive [56]. Attackers can
generate fake chains, causing nodes to download and validate them, consuming resources, and
potentially slowing down the network. This denial of service attack exploits the most extended chain
rule, disrupting the blockchain’s operation by overwhelming nodes with fake chain validation [66].
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Long-Range Attacks

The long-range attack targets PoS blockchains and exploits the longest-chain rule [67]. Initially
owning some stake, the attacker builds a divergent blockchain alongside the main chain [67]. They
strategically create blocks on their malicious chain while deliberately skipping block creation on the
main chain. By reinvesting block rewards, the attacker’s stake in the malicious chain proliferates over
time, eventually allowing them to control all stakes and overtake the main chain [68]. This attack
exploits natural or induced errors to accelerate the process. Once the attacker controls the longest
chain, they can force its acceptance by the network, potentially preventing the blockchain. The time
taken for this attack depends on the attacker’s initial stake percentage, making its feasibility variable
based on available resources [56]. As shown in the Fig. 10 below.
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Figure 10: Long-term attacks described

Nothing at Stake Problem

The “nothing at stake” problem in blockchain emerges from misaligned incentives in proof-of-
stake systems. While blockchain incentives are designed to reward proper behaviour, this problem
occurs when block creators are presented with multiple versions of the blockchain. In the absence of
safeguards, creators are incentivized to build on all chains to maximize their block rewards, as either
chain could potentially become accepted as the legitimate one [62]. This behaviour poses challenges,
such as making long-range attacks more feasible and causing participants to back legitimate and
malicious chains to avoid losing rewards. While proof of stake systems can be designed to mitigate
this problem, it remains a default issue where participants are inclined to support multiple chains to
safeguard their rewards [69].

Censorship by Stake

The notion of “Censorship by Stake” underscores a pivotal concern within Delegate Proof of
Stake (DPoS) systems, wherein concentrated ownership of stakes among a select group of validators
wields disproportionate influence over network operations. This imbalance in stake distribution poses
the imminent risk of censorship, whereby validators can potentially suppress transactions or disen-
franchise specific participants from engaging with the network. Such wielded authority undermines
the foundational tenets of decentralization and engenders a climate of exclusionary control [70,71].

Furthermore, Stake Grinding emerges as a complementary threat, further complicating the
integrity of DPoS-based blockchain networks. Stake Grinding entails a nefarious tactic wherein
malevolent entities manipulate the probabilistic selection process for block creation by surreptitiously
altering their stake holdings or other pertinent parameters. Through systematically exploiting these
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variables, attackers can enhance their odds of being chosen as validators, thereby subverting the
ostensibly random selection mechanism. The systematic pursuit of Stake Grinding compromises
the integrity of the block validation process and precipitates a trajectory towards centralization,
exacerbating the preexisting vulnerabilities within DPoS frameworks. Consequently, it is imperative
to devise robust countermeasures to mitigate the harmful impacts of Censorship by Stake and Stake
Grinding, thereby fortifying the decentralized ethos upon which DPoS networks are predicated [67].

Sybil Attacks

Sybil Attacks threaten the integrity and security of Proof of Stake (PoS) systems despite ongoing
efforts to prevent them. In such attacks, malicious entities create multiple fake identities to gain
disproportionate influence over the network, compromising its reliability and functionality [72].
Researchers have proposed various approaches to detect and mitigate Sybil attacks within PoS systems
to address this issue. One proposed solution, suggested by the authors in [73], involves leveraging
blockchain technology to track network nodes effectively. Utilizing the immutable and transparent
nature of the blockchain makes it possible to verify the authenticity of network participants and
detect any suspicious behaviour associated with Sybil attacks. Despite these proactive measures, recent
researches [58,74] have shed light on a potential vulnerability in shard-based PoS blockchains. Some
research findings [74] suggest that using Proof of Work (PoW) for identifier generation in shard-based
PoS blockchains could exploit nodes with high hash power, allowing them to compromise the system’s
security. This underscores the importance of continued research and innovation in developing robust
defenses against Sybil attacks in PoS systems. While various strategies have been proposed to mitigate
Sybil attacks in PoS systems, ongoing research is essential to address emerging vulnerabilities and
ensure the resilience of blockchain networks against such threats.

5.3 Delegated Proof of Stake (DPoS)

DPoS is a consensus mechanism in blockchain networks. This section explores its security
vulnerabilities.

5.3.1 Centralization Tendency

DPoS involves the election of a limited number of delegates, also known as block producers, tasked
with validating transactions and creating new blocks. This electoral system enhances scalability and
efficiency but concurrently fosters centralization. With power concentrated in the hands of a select
group of delegates, the decentralized nature of the network is jeopardized, posing potential security
risks. The electoral process of delegates in DPoS significantly influences the decentralization trajectory
of blockchain networks [37,75,76].

5.3.2 Vote Buying and Bribery

The DPoS consensus mechanism hinges upon the democratic voting process to elect delegates who
play pivotal roles in transaction validation and block creation. However, this system is susceptible to
the nefarious practices of vote buying and bribery, which undermine the integrity and fairness of the
voting process. Vote buying occurs when delegates or candidates offer financial or otherwise incentives
to stakeholders in exchange for their votes, skewing the democratic process in favour of the highest
bidder. Similarly, bribery entails the provision of inducements or favours to voters or delegates in
exchange for their allegiance or support [77].
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The vulnerability to vote buying and bribery stems from the inherent nature of DPoS, where
delegates with significant stakes wield considerable influence over the voting dynamics. As delegates
with substantial holdings stand to gain from their election or re-election, they may resort to unethical
means to secure votes, compromising the democratic principles of DPoS. Consequently, the voting pro-
cess becomes susceptible to manipulation and coercion, leading to an inequitable power distribution
among delegates and stakeholders within the blockchain network [78]. Researchers and developers
have proposed various strategies and mechanisms to mitigate the risks associated with vote buying
and bribery in DPoS systems to address these challenges. These include implementing transparent
voting mechanisms, introducing penalties for engaging in fraudulent practices, and enhancing voter
education and awareness programs to foster a more informed and resilient electorate. Additionally,
cryptographic techniques and consensus algorithm design advancements may offer further avenues
for safeguarding the integrity and fairness of the DPoS voting process, thereby promoting greater
trust and confidence in decentralized governance mechanisms. of power [79].

5.3.3 51% Attack Risk

The DPoS consensus mechanism, characterized by a predetermined set of validators known as
delegates, faces the looming threat of a 51% attack. This vulnerability arises when a malicious actor
seizes control over more than half of the delegate positions within the network. In such a scenario, the
attacker gains unprecedented authority to manipulate transactions and alter the blockchain’s state,
jeopardizing its integrity and security. While the likelihood of a 51% attack in DPoS is comparatively
lower than in Proof of Work (PoW) systems, the risk remains palpable [9]. Despite the inherent sus-
ceptibility to 51% attacks, DPoS offers distinct advantages, such as expedited transaction processing
and heightened energy efficiency when juxtaposed with PoW-based alternatives. However, striking a
delicate equilibrium between bolstering security measures and enhancing scalability considerations
in deploying DPoS-based blockchain networks is imperative. Achieving this balance necessitates
a nuanced approach that acknowledges and mitigates the inherent vulnerabilities of DPoS while
capitalizing on its efficiency-driven benefits. By prioritizing security and scalability imperatives, DPoS-
based blockchains can aspire to foster robust and resilient ecosystems that thrive amidst the evolving
landscape of blockchain technology [37].

5.4 Practical Byzantine Fault Tolerance (PBFT)

PBDT is an algorithm designed to achieve consensus in distributed systems even when some nodes
exhibit Byzantine faults (i.e., behave arbitrarily or maliciously). While PBFT provides robustness, it’s
essential to understand its vulnerabilities:

5.4.1 Faulty Networks

The PBFT consensus protocol operates under the assumption of reliable communication channels,
wherein all network participants can seamlessly exchange information without corruption. However,
real-world network environments often exhibit vulnerabilities, wherein transmission channels may be
susceptible to delivering corrupted packets. This inherent susceptibility introduces a significant risk
factor, potentially compromising the integrity and functionality of the PBFT consensus mechanism.
As such, mitigating strategies must be devised to address the ramifications of faulty networks, ensuring
the robustness and resilience of PBFT-based blockchain networks in the face of adverse network
conditions [80].
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5.4.2 Disk Failures

In PBFT-based blockchain systems, disk failures represent a critical challenge due to their
potential to corrupt, duplicate, lose, or fabricate information stored within disks. Given the pivotal role
of data storage in maintaining the integrity and consistency of the blockchain ledger, PBFT consensus
mechanisms must possess robust mechanisms for handling such failures gracefully. Failure to ade-
quately address disk failures can compromise the blockchain network’s reliability and trustworthiness,
emphasizing the need for proactive measures to detect, mitigate, and recover from disk-related issues.
As such, PBFT implementations must incorporate fault-tolerant strategies to safeguard against data
corruption, duplication, loss, or falsification arising from disk failures, thereby ensuring the resilience
and operational continuity of the blockchain system [81].

5.4.3 Node Impersonation

In PBFT-based blockchain systems, node impersonation poses a significant threat to the con-
sensus process. Malicious nodes may attempt to impersonate legitimate nodes within the network,
thereby disrupting the integrity and reliability of the consensus protocol. To mitigate this risk, PBFT
mechanisms must incorporate robust detection and prevention mechanisms tailored to identify and
thwart unauthorized node impersonation attempts. These mechanisms may include cryptographic
authentication, digital signatures, and consensus rules designed to verify the identity and integrity
of participating nodes. By implementing such measures, PBFT-based blockchain systems can enhance
their resilience against node impersonation attacks, thereby preserving the trustworthiness and security
of the consensus process [82].

5.4.4 Unauthorized Node Joining

The unauthorized joining of nodes within a PBFT-based cluster represents a potential security
risk that can undermine the integrity and reliability of the consensus mechanism. When nodes
join the cluster without proper authorization, they may introduce vulnerabilities and disrupt the
consensus process. To address this threat, PBFT protocols must implement mechanisms for validating
and authenticating new participants before granting them access to the network. These validation
procedures may involve cryptographic authentication, identity verification, and consensus rules that
only enforce authorized nodes’ admission. By ensuring that only authorized nodes can join the cluster,
PBFT-based systems can enhance their security posture and mitigate the risk of unauthorized access
and malicious activity [83].

5.4.5 Unexpected Behavior

Unexpected behaviour, such as nodes operating when they shouldn’t be due to factors like
unexpected clock drift, poses a significant challenge to the reliability and security of PBFT-based
systems. When nodes deviate from expected behaviour, it can disrupt the consensus process and
undermine the integrity of the distributed system. PBFT protocols need to incorporate mechanisms
to detect and mitigate such anomalies effectively [84]. By accounting for unexpected behaviour and
implementing robust fault tolerance mechanisms, PBFT-based systems can enhance their resilience
and ensure the integrity of the consensus process even in the face of unpredictable circumstances.
Addressing these vulnerabilities is crucial for maintaining the robustness and security of PBFT-based
systems, especially in real-world deployment scenarios where unexpected events are inevitable.
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5.5 Additional Consensus Mechanisms

As blockchain technology evolves, various consensus mechanisms have emerged to address
specific use cases and challenges. This section explores additional consensus mechanisms beyond
conventional models like PoW and PoS. These alternative mechanisms offer unique approaches to
achieving consensus and present their own set of advantages and vulnerabilities. By examining each
mechanism in detail, we gain insight into their operation, security considerations, and potential
applications within blockchain networks.

5.5.1 Proof of Authority (PoA)

PoA is a recently suggested permissioned blockchain BFT consensus protocol. It uses the longest-
chain criterion to reach a consensus and depends on a group of reliable nodes to create blocks.
However, because of its simplistic design, the protocol has problems with security and performance
[85], such as:

Cloning Attacks

The Cloning Attack involves an attacker duplicating their Ethereum instance into two clones to
communicate with different groups of sealers and potentially double-spend digital assets. The attacker
creates two clones, each using the same public-private key pair, and exploits message delays to partition
the network [86]. By copying blockchain content between clones and delaying message propagation,
conflicting transactions can be issued to each sealer group. Success depends on influencing chain
selection to discard the conflicting transaction branch, enabling double-spending. The attack is
effective in both Aura and Clique PoA implementations, with varying success rates. Counter-measures
to modify PoA protocols and improve security are proposed to prevent such attacks [87].

5.5.2 Proof of Space ( PoSpace)

PoSpace is a consensus mechanism that utilizes the untapped storage capacity available on
participants’ devices to validate transactions and create new blocks. Although PoSpace offers energy
efficiency, it also presents several security vulnerabilities that warrant consideration [3].

Resource Exhaustion

One significant security concern is resource exhaustion, where an attacker floods the network with
excessive storage proofs [88]. This inundation of proofs can consume substantial network resources and
significantly impact performance, potentially causing delays and disrupting the normal functioning of
the blockchain network [5].

Collusion Attacks

Another security threat associated with PoSpace is collusion attacks, where validators conspire to
manipulate storage proofs or control a significant portion of the network’s storage space [89]. By doing
so, they can compromise the integrity of the consensus process, potentially leading to double-spending
or other malicious activities. Collusion attacks pose a significant risk to the security of PoSpace-based
blockchain networks, highlighting the importance of robust security measures and vigilant monitoring
to detect and prevent such malicious behaviour [5,88,90].
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5.5.3 Proof of Elapsed Time ( PoET)

PoET is a novel consensus algorithm used in blockchain networks to verify mining rights
or select block validators. Unlike traditional PoW or PoS mechanisms, PoET leverages a trusted
execution environment (TEE) [37]. In PoET, participating nodes compete for the right to validate
transactions and create new blocks by independently choosing a random mining time. The node
with the shortest chosen time becomes the validator for the next block. This process ensures fairness
and decentralization in block validation. PoET relies on a TEE, providing a secure and isolated
environment within a node’s hardware to maintain the confidentiality of the chosen mining time until
the designated waiting period elapses. Once the waiting time is over, the node can proceed with block
validation, ensuring the reliability and security of the consensus process [91]. Despite its innovative
approach, PoET is not without vulnerabilities:

TEE Compromises

The entire consensus process is at risk if the TEE is compromised (for example, due to a security
flaw or malicious attack). An attacker gaining control over the TEE could manipulate the random
selection process, leading to unauthorized block validation [91]. To address these vulnerabilities,
PoET implementations must focus on enhancing TEE security. Regular audits, rigorous testing, and
continuous examination are essential to maintaining the TEE’s reliability. Additionally, diversifying
the TEE providers and ensuring transparency in their operations can help prevent undue centralization
[37,91].

5.5.4 Proof of Burn (PoB)

PoB is a distinctive consensus algorithm used in specific blockchain networks. It provides an
alternative to conventional PoW or PoS mechanisms [92]. PoB introduces an innovative process where
participants intentionally destroy existing coins to mint new ones. Initially, a participant triggers the
process by transferring a certain amount of cryptocurrency from an existing wallet to an irretrievable
address, signifying their dedication to the network by sacrificing value through coin-burning [69].
Consequently, participants who successfully execute coin burning gain the opportunity to engage in
block validation and mining tasks, with their likelihood of being chosen as a validator increasing in
correlation to the number of coins they burn [37]. Despite its unique approach, PoB entails several
security considerations that merit attention:

Economic Loss

Participants risk losing valuable coins by burning them, introducing an economic aspect to the
consensus process. This economic sacrifice can be considered a barrier to entry and may deter potential
participants from engaging in PoB-based networks [37].

Sybil Attacks

A vulnerability inherent in PoB is the potential for Sybil attacks, where attackers create multiple
identities to increase their influence within the network [92]. By burning coins across multiple
identities, malicious actors can attempt to gain disproportionate control over the consensus process,
compromising the network’s integrity and decentralization [93]. Addressing these security concerns is
crucial for ensuring the robustness and resilience of PoB-based blockchain networks. Implementing
measures to mitigate economic risks and prevent Sybil attacks can help bolster the security and
trustworthiness of PoB consensus mechanisms, enhancing their viability for real-world applications.
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5.5.5 Proof of Identity ( Pol)

Pol introduces a novel consensus algorithm that integrates real-world identity verification into the
validation process, distinguishing it from traditional mechanisms like PoW or PoS. In Pol, participants
undergo identity verification by providing government-issued identification, biometric data, or other
personally identifiable information (PII) [94]. Verified participants gain eligibility to serve as validators
within the network, tasked with confirming transactions, generating new blocks, and upholding the
integrity of the blockchain [95]. Vulnerabilities include:

Privacy Concerns

Revealing personal information can compromise privacy. Requiring real-world identity verifi-
cation raises privacy concerns. Participants may hesitant to share sensitive personal information,
especially in a decentralized and pseudonymous environment [96]. The risk of exposing PII can
compromise individuals’ privacy.

Identity Theft

If an identity is stolen or impersonated, it affects the entire system’s integrity. Malicious actors
could exploit stolen identities to gain unauthorized access or manipulate the consensus process [96].
Remember that each consensus mechanism has trade-offs, and understanding their vulnerabilities is
crucial for designing secure and efficient blockchain networks.

6 Security Considerations

Security considerations are paramount in evaluating the effectiveness and reliability of blockchain
consensus mechanisms. As the backbone of blockchain networks, consensus mechanisms ensure the
distributed ledger’s integrity, immutability, and trustworthiness. Assessing the security features of each
consensus mechanism involves a comprehensive analysis of their ability to withstand various attacks,
maintain transaction finality, and handle adversarial models effectively.

One of the primary security considerations is resistance to attacks. This involves evaluating how
well a consensus mechanism can defend against common threats such as double-spending, Sybil
attacks, and 51% attacks. Understanding each mechanism’s vulnerability to these attacks is crucial for
determining its overall robustness and reliability in real-world scenarios [93]. Another critical aspect is
finality, which refers to the certainty of transaction confirmations. Consensus mechanisms may offer
probabilistic finality, where transactions are considered final after a certain number of confirmations,
or deterministic finality, where transactions are guaranteed to be irreversible once they are included in
the blockchain. Comparing the finality mechanisms of different consensus protocols helps assess their
level of security and resilience against transaction reversals and other forms of tampering [97,98].

Furthermore, evaluating adversarial models is essential for understanding how consensus mecha-
nisms handle Byzantine faults and malicious behaviour within the network. Byzantine fault tolerance
(BFT) is a crucial concept in distributed systems, ensuring that the network can reach consensus
even in the presence of malicious nodes. Consensus mechanisms need to be robust enough to detect
and mitigate Byzantine faults effectively, preserving the integrity and security of the blockchain [3].
Table 4 shows the tabular representation of security considerations for various blockchain consensus
mechanisms.
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Table 4: Tabular representation of security considerations
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Consensus mechanism  Resistance to attacks

Finality

Adversarial models

Proof of Work (PoW) Vulnerable to 51%
attacks,
double-spending,
Long-Range Attacks,
Finney Attacks,
Orphaned Blocks, and
DoS attacks.
Vulnerable to 51%
attacks, fake stake
attacks, long-range
attacks,
nothing-at-stake
problems, censorship by
stake, stake grinding,
Sybil attacks.
Vulnerable to 51%
attacks, centralization
tendency, vote buying,
and bribery.

Proof of Stake (PoS)

Delegated Proof of
Stake (DPoS)

It is resistant to
Byzantine faults but
vulnerable to faulty
networks, disk failures,
node impersonation,
unauthorized node
joining, and unexpected
behaviour.

Practical Byzantine
Fault Tolerance (PBFT)

Proof of Authority Less resistant to

(PoA) censorship due to
centralized authority
nodes.

Proof of Space Vulnerable to resource

(PoSpace) exhaustion attacks and

collusion attacks.

Probabilistic finality,
based on the number of
confirmations.

Probabilistic finality,
based on the number of
confirmations.

Probabilistic finality,
based on the number of
confirmations.

Deterministic finality,
where transactions are
finalized once
confirmed by a
supermajority of nodes.

Probabilistic finality,
based on the number of
confirmations.

Probabilistic finality,
based on the number of
confirmations.

Byzantine fault
tolerance is crucial
for security. PoOW
relies on hash power
to prevent attacks.

Byzantine fault
tolerance
mechanisms are
essential. PoS relies
on stake ownership
to secure the
network.

Byzantine fault
tolerance
mechanisms are
crucial. DPoS
introduces
centralization risks
due to the delegate
selection process.
Focuses on
Byzantine fault
tolerance to ensure
security. PBFT
requires reliable
communication and
node integrity for
robustness.

A centralized
approach may
compromise security.

Security relies on the
integrity of storage
space and the
validation process.

(Continued)
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Table 4 (continued)

Consensus mechanism

Resistance to attacks

Finality

Adversarial models

Proof of Elapsed Time
(PoET)

Proof of Burn (PoB)

Proof of Identity (Pol)

Vulnerable to TEE
compromises and
centralization risks.

Vulnerable to economic
loss, Sybil attacks.

Vulnerable to privacy
concerns and identity
theft.

Probabilistic finality,
based on the number of
confirmations.

Probabilistic finality,
based on the number of
confirmations.

Probabilistic finality,
based on the number of
confirmations.

Relies on trusted
execution
environments for
security. POET
introduces
centralization risks
due to TEE control.
Security relies on
participants’
willingness to burn
coins for mining.
Security relies on
real-world identity
verification. Privacy

and identity
protection are
essential for security.

This table provides an overview of the security considerations associated with each consensus
mechanism, including its vulnerability to different types of attacks, finality mechanisms, and how it
handles adversarial models such as Byzantine faults. In summary, security considerations thoroughly
evaluate each consensus mechanism’s ability to resist attacks, provide transaction finality, and handle
adversarial models. By assessing these aspects, stakeholders can make informed decisions about
the suitability of different consensus mechanisms for specific applications and use cases, eventually
enhancing the security and reliability of blockchain networks.

7 Applications and Use Cases across Industries

With its array of consensus mechanisms, blockchain technology demonstrates versatility across
numerous domains, showcasing its potential in various applications. From finance to supply
chain management, education, healthcare, the Internet of Things (IoT), governance, and beyond,
blockchain’s impact is pervasive [5]. In financial transactions, consensus mechanisms like PoW and PoS
have revolutionized cryptocurrencies, offering decentralized and secure transaction capabilities [2].
Similarly, consensus mechanisms ensure transparency and traceability in supply chain management,
fostering stakeholder trust [99]. Privacy-preserving mechanisms such as zero-knowledge proofs in
the healthcare sector enhance data security and confidentiality [100,101]. For the Internet of Things
(IoT), consensus mechanisms address scalability challenges while maintaining security standards
[102,103]. Moreover, blockchain-based consensus mechanisms ensure transparency, accountability,
and efficiency in governance, citizenship services, voting systems, and public sector operations
[99,104,105]. Furthermore, blockchain facilitates secure credential verification and educational
academic record management [106]. These diverse applications underscore the adaptability and
potential of blockchain consensus mechanisms across various sectors and industries. As listed below.
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7.1 Financial Transactions

Cryptocurrencies, one of the pioneering applications of blockchain technology, rely heavily on
consensus mechanisms to facilitate secure and transparent financial transactions [41]. Two prominent
consensus mechanisms, PoW and PoS, dominate the landscape, offering distinct advantages and con-
siderations PoW [41,43,44], famously utilized in Bitcoin, operates on the principle of computational
power, where miners compete to solve complex mathematical puzzles to validate transactions and
create new blocks [63]. This process ensures network security by requiring significant computational
resources and deterring malicious actors. Conversely, PoS, exemplified by Ethereum’s transition to
the Ethereum 2.0 version, presents an energy-efficient alternative by replacing computational power
with stake-based validation [63]. In PoS systems, validators are selected based on the amount of cryp-
tocurrency they hold and commit as collateral. This approach reduces energy consumption, addresses
scalability concerns, and encourages broader participation in the consensus process. Understanding
the trade-ofts between PoW and PoS is crucial for designing resilient and efficient blockchain networks
tailored to specific needs.

7.2 Supply Chain

Consensus mechanisms are vital in ensuring traceability and transparency within supply chain
management systems powered by blockchain technology [99]. By leveraging blockchain’s immutable
ledger, supply chain stakeholders can effectively track goods’ journeys from origin to destination,
fostering transparency and accountability throughout the process. A range of consensus mechanisms
can be employed to uphold data integrity and transparency in supply chains, thereby enhancing
stakeholder trust [107]. For instance, Proof of Authority (PoA) can designate trusted entities respon-
sible for validating and recording transactions within the supply chain network, ensuring that only
authorized participants contribute to the consensus process [03,86,108]. Similarly, Proof of Stake
(PoS) mechanisms can incentivize stakeholders with a vested interest in the supply chain’s success
to validate transactions and maintain the ledger’s integrity [62,63]. Moreover, consensus mechanisms
like PBFT can further enhance the resilience of supply chain networks by enabling swift and efficient
agreement among network participants, even in the presence of malicious actors or faulty nodes
[109,110]. Therefore, the strategic selection and implementation of consensus mechanisms tailored
to supply chain requirements are essential for establishing a robust and transparent ecosystem that
promotes trust and efficiency across the supply chain lifecycle [99,107]. Another research [111]explores
the limitations of blockchain technology in IoT, including computational power, resource constraints,
delays, scalability, storage capacity, latency, energy efficiency, complexity, accessibility, and security.
It proposes a lightweight consensus mechanism (LC4I0T) to overcome these issues while maintaining
the benefits of blockchain technology in the IoT use-case of a food supply chain.

7.3 Healthcare

Blockchain consensus mechanisms offer significant potential in the healthcare sector, particularly
in ensuring the secure and private sharing of sensitive medical data among patients, healthcare
providers, and researchers [81]. One essential application is leveraging privacy-preserving mechanisms
to uphold patient confidentiality while enabling valuable data sharing for research and treatment
purposes. For instance, zero-knowledge proofs (ZKPs) can validate transactions or assertions without
revealing the underlying data, safeguarding patient privacy. Through ZKPs, healthcare providers can
cryptographically prove the accuracy of medical records or treatment histories without disclosing
sensitive information to unauthorized parties. Additionally, selective disclosure mechanisms enable
patients to control the dissemination of their health data, allowing them to share specific information
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with authorized entities while keeping the rest confidential. By integrating these privacy-preserving
consensus mechanisms into blockchain-based healthcare systems, stakeholders can foster a trusted
environment for data exchange, facilitating collaborative research efforts, personalized treatment
approaches, and improved patient outcomes [84,101]. Furthermore, the unchangeable nature of
blockchain guarantees the integrity and auditability of medical records, improving transparency and
accountability within the healthcare ecosystem [107]. As such, the strategic implementation of privacy-
preserving consensus mechanisms holds immense promise in revolutionizing healthcare delivery while
safeguarding patient privacy and data security.

7.4 Internet of Things (IoT)

The Internet of Things (IoT) landscape is characterized by the proliferation of interconnected
devices generating substantial volumes of data, necessitating robust mechanisms for secure and
efficient processing and storage [1 12]. Blockchain consensus mechanisms propose a promising solution
to address the scalability and security challenges inherent in IoT networks. One key consideration lies
in striking a balance between scalability and security, as the sheer scale of IoT deployments requires
mechanisms capable of handling large transaction volumes without compromising network integrity
[103]. DPoS and PBFT are two consensus mechanisms well-suited to meet these demands [76]. DPoS
enables efficient transaction validation by delegating the consensus process to a select group of trusted
delegates, thereby enhancing scalability while preserving network security [78,113]. Similarly, PBFT
ensures robustness against Byzantine faults by involving nodes to reach a consensus on the validity
of transactions through a series of message exchanges [109,114,115]. By leveraging these consensus
mechanisms, [oT networks can achieve the scalability necessary to accommodate the growing number
of connected devices while maintaining the security and integrity of data transmissions.

Furthermore, the immutable nature of blockchain enhances data integrity and auditability, provid-
ing a trusted framework for IoT deployments across various industries, including smart homes, indus-
trial automation, and healthcare. As IoT continues to evolve, the strategic integration of blockchain
consensus mechanisms will be instrumental in building resilient and secure IoT ecosystems capable
of unlocking the full potential of connected devices while mitigating security risks and ensuring data
privacy [116]. Integrating blockchain with IoT devices presents several challenges, primarily related
to scalability and flexibility. Many connected IoT devices require a scalable and flexible blockchain
infrastructure. Ensuring data reliability, scalability, and trustworthiness among these devices is crucial.
Additionally, interoperability among blockchain participants and the need for lightweight consensus
algorithms to efficiently manage IoT transactions further complicate integration efforts [117,118].

7.5 Integrity Verification

In today’s digital landscape, ensuring data integrity is paramount across various domains, ranging
from digital documents and academic credentials to intellectual property rights [3]. Blockchain
consensus mechanisms offer a robust solution for verifying data integrity by leveraging the inherent
immutability of the blockchain ledger. By storing data in a tamper-proof and decentralized manner,
blockchain guarantees that once information is documented, it cannot be changed or deleted without
consensus from the network participants [119]. This feature makes blockchain particularly suitable
for applications where maintaining the integrity and authenticity of data is critical. For example, in
digital documents, blockchain can be used to timestamp and certify the authenticity of contracts, legal
agreements, and sensitive records, providing a verifiable audit trail of document revisions and ensuring
compliance with regulatory requirements. Similarly, blockchain-based credentialing systems enable the
secure and transparent verification of academic qualifications and professional certifications, reducing
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the risk of credential deception and enhancing trust in educational and professional institutions
[78]. Furthermore, blockchain technology can safeguard intellectual property rights by establishing
a decentralized registry for patents, copyrights, and trademarks, enabling creators to assert ownership
and protect their innovations from infringement. By harnessing blockchain consensus mechanisms,
organizations and individuals can validate the integrity of their data, mitigate the risk of tampering
and unauthorized modifications, and foster greater trust and transparency in digital transactions and
information exchange. Like blockchain technology and multitasking, federated learning promotes
security and trust in the metaverse. Consensus methods are essential to the integrity of blockchain-
based systems in the Metaverse. But attacks against these systems, including Sybil or 51% attacks, can
potentially jeopardize the blockchain’s integrity and, consequently, the Metaverse [120].

7.6 Governance

Blockchain technology offers transformative potential in governance systems, revolutionizing
citizenship services, public sector operations, and voting processes. By leveraging blockchain-based
governance systems, governments can streamline administrative procedures, enhance transparency,
and foster greater trust among citizens [104]. Consensus mechanisms such as PoA or DPoS play
a pivotal role in facilitating secure and decentralized decision-making, thereby mitigating the risks
associated with fraud and manipulation in governance processes [78,108]. For citizenship services,
blockchain enables the creation of digital identity systems that provide secure and tamper-proof
verification of citizenship status, residency, and other essential credentials [94]. This ensures that
citizens can access government services and benefits efficiently while minimizing the risk of identity
theft and fraudulent claims. In the public sector, blockchain-powered governance systems can optimize
resource allocation, track budget expenditures, and improve service delivery through transparent and
auditable processes [95]. Additionally, blockchain-based voting mechanisms offer a secure and verifi-
able platform for conducting elections, enabling citizens to cast their votes remotely while ensuring the
integrity and confidentiality of the electoral process. By embracing blockchain consensus mechanisms,
governments can establish resilient and accountable governance frameworks that empower citizens,
enhance democratic participation, and drive positive socio-economic outcomes [78,106].

7.7 Education

Blockchain technology holds immense potential to transform the management and verification
of academic credentials and certifications [106]. By harnessing blockchain-based systems, educational
institutions can establish tamper-proof and transparent platforms for storing, managing, and verifying
academic records, certificates, and diplomas [121-123]. Consensus mechanisms embedded within
blockchain networks play a critical role in safeguarding the integrity and authenticity of educational
credentials and mitigating the risks associated with credential fraud and misrepresentation [123].
Through consensus mechanisms such as PoW or PoS, educational institutions can ensure that
academic records are securely recorded on the blockchain ledger, enabling seamless verification of
students’ qualifications and achievements [75]. Additionally, blockchain technology facilitates the
creation of decentralized networks for lifelong learning verification, allowing individuals to securely
access and share their educational credentials across various institutions and organizations. By
leveraging blockchain consensus mechanisms, the education sector can establish robust and reliable
systems for credential verification, thereby enhancing trust, transparency, and efficiency in academic
record management.
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7.8 Data Management

Blockchain technology offers a powerful solution for organizations seeking secure and immutable
data storage and auditing capabilities [101]. Through blockchain consensus mechanisms, such as
PoW or PoS, organizations can establish a robust and tamper-proof environment for managing
critical data assets [55,060]. By leveraging blockchain, organizations can track the provenance of data,
ensuring transparency and accountability throughout its lifecycle. Additionally, blockchain facilitates
immutable data storage, preventing unauthorized modifications and enhancing data integrity. This
capability is precious for industries with stringent compliance requirements, such as healthcare,
finance, and supply chain management. Moreover, blockchain-based data management systems enable
streamlined auditing processes, providing auditors with transparent and verifiable access to historical
data records. Blockchain consensus mechanisms are pivotal in revolutionizing data management
practices, offering organizations a reliable and secure platform for storage, auditing, and managing
their data assets [27,98,101,119].

7.9 Miscellaneous Applications

Blockchain technology and versatile consensus mechanisms facilitate various innovative applica-
tions across diverse domains. Smart contracts represent a prominent application, enabling automated
and trustless execution of agreements on the blockchain. By leveraging consensus mechanisms like
PoA or DPoS, smart contract platforms ensure the integrity and security of contractual transactions,
offering a reliable solution for businesses seeking efficient contract execution [5]. Decentralized finance
(DeFi) is another significant application empowered by blockchain consensus mechanisms. DeFi
platforms leverage decentralized networks and smart contracts to provide financial services, including
borrowing, lending, and trading, without traditional intermediaries. Consensus mechanisms like PoS
or PoW underpin the security and reliability of DeFi protocols, ensuring transparent and efficient
financial transactions [124].

Furthermore, blockchain-based gaming platforms are revolutionizing the gaming industry by
introducing secure and transparent ownership of in-game assets. Through consensus mechanisms
such as PoA or PoST, gaming platforms enable players to securely trade, transfer, and monetize
their digital assets within the gaming ecosystem. This decentralized approach to gaming fosters
player autonomy and ownership while also enhancing the overall gaming experience [125]. Blockchain
consensus mechanisms unlock many possibilities across smart contracts, decentralized finance, and
gaming applications, paving the way for innovative solutions that redefine traditional paradigms
and empower users with greater control and security over their digital interactions. These use cases
highlight the versatility of blockchain technology and its consensus mechanisms in addressing diverse
challenges across different industries and sectors. It provides secure, transparent, and decentralized
solutions; blockchain has the potential to revolutionize various aspects of modern society. By using
blockchain, sensitive data can be shared securely among 5G stakeholders without compromising
privacy, thanks to cryptographic techniques and secure data storage solutions [126]. The authors
highlight blockchain’s potential in 5G networks but acknowledge challenges such as scalability,
performance, standardization, resource constraints, security, and infrastructure costs, highlighting the
need for further research to ensure safe deployment.

8 Open Challenges and Future Directions

As blockchain technology progresses, researchers and developers actively explore avenues to
improve blockchain networks’ efficiency, scalability, security, and sustainability. One significant area
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for further investigation is enhancing scalability without compromising decentralization. Solutions
such as sharding, layer-two protocols, and off-chain scaling techniques hold promise in addressing
the scalability challenges faced by blockchain networks [4]. Additionally, advancing consensus mech-
anisms to achieve greater energy efficiency and environmental sustainability remains a key focus.
Innovations in consensus algorithms, including hybrid approaches and energy-efficient protocols,
are being researched to minimize the carbon footprint associated with blockchain operations [115].
Furthermore, ensuring robust security against emerging threats, such as quantum computing, requires
ongoing research and development efforts to fortify cryptographic primitives and defense mechanisms.
Moreover, improving interoperability and standardization across diverse blockchain platforms is
essential for promoting seamless integration and collaboration within the blockchain ecosystem. By
addressing these challenges and pursuing innovative solutions, the future of blockchain technology
holds immense potential for transformative applications across various industries. Here are some
proposed areas for further investigation and development.

8.1 Hybrid Mechanisms

Combining PoW and PoS, hybrid consensus mechanisms aim to leverage the strengths of both
PoW and PoS while mitigating their respective weaknesses, striving for enhanced scalability, energy
efficiency, and security [62,127,128]. Numerous studies have delved into the potential of hybrid
consensus mechanisms, combining PoW and PoS to improve scalability, energy efficiency, and security.
For instance, Reference [129] proposes Proof of Majority (PoM), a consensus algorithm that curtails
energy wastage and fortifies security in private blockchain systems. Some research [62] shed light on
PoW’s drawbacks, including energy inefficiency and security vulnerabilities, advocating for PoS in
forthcoming blockchain networks. A hybrid consensus algorithm incorporating locational marginal
pricing for energy applications was introduced [128], aiming to address vulnerabilities inherent
in both PoW and PoS, nothing-at-stake vulnerability issues in PoS. Additionally, Reference [130]
outlines potential scenarios for transitioning from PoW to PoS, emphasizing the necessity of more
energy-efficient consensus algorithms. These studies collectively underscore the potential of hybrid
mechanisms in remedying the limitations of PoW and PoS. Hybrid consensus mechanisms combine
Proof of Work (PoW) and Proof of Stake (PoS) to enhance scalability, reduce energy consumption, and
improve network security. PoW’s robust security relies on computational work, while PoS reduces this
by allowing validators to validate blocks based on cryptocurrency holding. This combination would
ensure a decentralized, resilient blockchain ecosystem for financial transactions [124], healthcare [127],
and supply chain [131].

8.2 Quantum-Resistant Consensus

Preparing for Quantum Computing Threats, the emergence of quantum computing, and tra-
ditional cryptographic algorithms used in blockchain networks may become vulnerable to attacks.
Future research will focus on developing quantum-resistant consensus mechanisms and cryptographic
protocols to withstand quantum threats and ensure the longstanding security of blockchain systems
[132,133]. The emergence of quantum computing poses a major threat to the security of blockchain
systems, particularly in terms of their cryptographic protocols [134]. To address this, there is a
need to develop quantum-resistant consensus mechanisms and cryptographic protocols [135]. One
potential solution is the integration of quantum properties into the blockchain, such as using quantum
key distribution and quantum synchronization [136], in application areas like Metaverse [120], and
healthcare electronic systems [101]. Another approach is adopting post-quantum consensus solutions,
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which can enhance the security and resilience of blockchain systems [137], in some integrity verification
systems [119].

8.3 Decentralized Governance

Research on decentralized governance in blockchain networks has highlighted the role of con-
sensus mechanisms in decision-making, protocol upgrades, and dispute resolution [138]. These
mechanisms, such as PoW, PoS, and PBFT, are crucial in redefining and challenging traditional
democratic norms [139]. The concept of decentralized network governance, which is based on
regulating power relationships in the digital domain, has been proposed as a new mode of governance
[140]. This governance model, which includes decentralized autonomous organizations (DAOs),
aims to ensure fairness, transparency, and inclusivity in decision-making processes [138]. Role of
Consensus in Blockchain Governance, these mechanisms are crucial in decentralized networks’
decision-making, protocol upgrades, and dispute resolution. Future research will explore innovative
approaches to decentralized governance, including liquid democracy, quadratic voting, and decentral-
ized autonomous organizations (DAOs), to ensure fairness, transparency, and inclusivity in blockchain
governance [104].

8.4 Scalability Solutions

Improving Transaction Throughput, as blockchain networks face scalability and transaction
throughput challenges, future research will focus on developing scalable consensus mechanisms and
layer two scaling solutions. Techniques such as sharding, state channels, and sidechains will be explored
to increase network capacity and reduce congestion [4,103].

Open challenges and future directions regarding scalability in blockchain applications across
various industries include addressing the high transaction throughput required in supply chains [141]
and financial transactions [124], which demands efficient handling of vast amounts of data and
quick processing times. In healthcare [§1], ensuring scalable and secure patient data management
is crucial, while IoT [l 18] integration necessitates handling numerous interconnected devices with
minimal latency. Governance applications require robust, scalable frameworks to manage large-scale,
decentralized decision-making processes [104]. Data management must focus on scalable storage
solutions to handle growing data volumes without compromising security or performance [142].
Future research should explore innovative consensus mechanisms, layer 2 scaling solutions, and cross-
chain interoperability to meet these diverse scalability needs effectively.

8.5 Privacy-Preserving Mechanisms

The potential for privacy breaches in sensitive domains like healthcare and finance underscores
the need for privacy-preserving consensus mechanisms in blockchain [143]. Various methods have been
proposed to address this, including using threshold signatures to ensure data correctness and applying
privacy-preserving solutions based on crypto-privacy techniques [100]. Consensus algorithms play
a crucial role in maintaining the integrity and security of blockchain [144]. Using these algorithms
in combination with privacy-preserving techniques is a crucial area for future research [145]. Also,
Techniques like homomorphic encryption and secure multi-party computation need further devel-
opment. Balancing data utility and privacy is crucial in big data analytics and Al-driven healthcare
solutions [142].
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8.6 Balancing Transparency with Confidentiality

While blockchain offers transparency and immutability, privacy concerns remain challenging,
particularly in sensitive domains like healthcare and finance. Future research will explore privacy-
preserving consensus mechanisms, zero-knowledge proofs, and secure multiparty computation tech-
niques to enable confidential transactions while maintaining the truthfulness of the blockchain
[40,95,100,101].

Balancing transparency and confidentiality in the food supply chain is crucial for food safety,
quality assurance, and consumer trust. Blockchain technology can enhance transparency but must be
combined with advanced cryptographic techniques for data protection [105,111,146]. Future research
should focus on scalable algorithms and standardized protocols.

8.7 Interoperability Solutions

Consensus across Heterogeneous Blockchains achieving interoperability between different
blockchain networks is essential for seamless data exchange and collaboration. The need for
interoperability between diverse blockchain ecosystems is a pressing issue, with various solutions
being explored. Researches [59,78] both provide comprehensive surveys of the current progress in this
area, highlighting the complexity and challenges involved. The research proposes specific solutions,
focusing on architectural approaches and introducing a new consensus protocol, Multi-tokens Proof
of Stake (MPoS), for blockchain interoperability. These studies collectively underscore the importance
of achieving interoperability and the ongoing efforts to address this critical need. Developing unified
standards and ensuring compatibility among heterogeneous systems is crucial. Edge computing faces
challenges in integrating diverse devices, platforms, and protocols for efficient data processing and
communication [4,147]. Future research will focus on developing interoperability protocols, cross-
chain communication standards, and interoperable consensus mechanisms to enable frictionless
interaction between diverse blockchain ecosystems [59,78].

8.8 Energy Efficiency

Research has explored alternative consensus mechanisms to reduce blockchain energy consump-
tion, such as Proof of Stake (PoS) and Proof of Authority [148]. These mechanisms aim to address
the environmental impact of blockchain, with PoS being particularly effective in reducing energy
consumption [149]. Other proposals, such as Proof of Contribution (PoC), have also been suggested to
increase mining efficiency and reduce energy consumption [35]. However, the energy footprint of PoS-
based systems can still vary significantly, with permissionless systems potentially having a larger energy
footprint [149]. Therefore, while these alternatives promise to reduce energy consumption, further
research is needed to understand their environmental impact fully. While PoW consensus provides
robust security, its energy-intensive nature has raised concerns about sustainability and environmental
impact. Future research will explore alternative consensus mechanisms, such as Proof of Stake, Proof
of Authority, and energy-efficient PoW variants, to reduce blockchain’s carbon footprint and promote
sustainable development [44,51,56,72].

8.9 Formal Verification

Ensuring the correctness of consensus algorithms [13] emphasizes the importance of performance
and efficiency in consensus algorithms while Reference [150] discusses the use of formal methods to
ensure the security and reliability of blockchain consensus protocols. Also, Reference [22] provides
an overview of basic consensus mechanisms and their evaluation and Reference [151] proposes
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a Secure and Trustworthy Blockchain-based Crowdsourcing (STBC) consensus protocol, verified
using formal methods. These studies underscore the significance of formal verification techniques in
ensuring consensus algorithms’ correctness and security properties in blockchain technology. Formal
verification techniques enable mathematical proofs of consensus algorithms’ correctness and security
properties. Future research will focus on applying formal methods, model checking, and theorem
proving to rigorously analyze and verify the correctness of blockchain consensus mechanisms, ensuring
robustness and reliability [106,119].

9 Conclusion Remarks

This systematic literature review (SLR) provides a comprehensive overview of blockchain con-
sensus mechanisms, focusing on their security considerations, applications, open issues, and future
directions. Consensus mechanisms are crucial for ensuring blockchain networks’ integrity, reliability,
and decentralization. The review highlights the security features and vulnerabilities of prominent
consensus mechanisms such as PoW, PoS, DPoS, and PBFT. The review also explores real-world
applications and use cases where blockchain consensus mechanisms excel, such as supply chain man-
agement, financial transactions, healthcare, and governance. Despite significant progress in blockchain
research and development, several open issues and challenges persist, such as scalability, privacy,
interoperability, energy efficiency, and formal verification. Future directions in blockchain consensus
mechanisms aim to explore hybrid approaches, quantum-resistant solutions, decentralized governance
models, scalability enhancements, privacy-preserving mechanisms, interoperability solutions, energy-
efficient alternatives, and formal verification techniques. By advancing research in these areas, the
blockchain community can overcome existing limitations, unlock new opportunities, and realize the
full potential of decentralized systems.

In conclusion, this SLR provides valuable insights into the security, applications, challenges, and
future directions of blockchain consensus mechanisms, contributing to the ongoing discourse on
blockchain technology and governance. By building on the findings, researchers and practitioners
can continue innovation, promote collaboration, and shape the future of decentralized systems
and applications. Additionally, integrating blockchain with emerging technologies like 0T, Al, and
quantum computing will open new avenues for research and development, driving the evolution of
more robust, efficient, and secure decentralized networks. This SLR is a foundation for future studies
and guides policymakers and industry stakeholders in making informed decisions in deploying and
governance blockchain technologies. The ongoing collaboration and interdisciplinary research efforts
are essential to address blockchain’s complexities and dynamic challenges, ensuring its sustainable and
transformative impact across various sectors. Research highlights blockchain consensus security and
energy efficiency, with 60% of papers post-2019. Hybrid mechanisms improve scalability and security,
but gaps in privacy and interoperability hinder adoption.
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