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Abstract: The Internet of Things (IoT) is one of the emergent technologies
with advanced developments in several applications like creating smart envi-
ronments, enabling Industry 4.0, etc. As IoT devices operate via an inbuilt and
limited power supply, the effective utilization of available energy plays a vital
role in designing the IoT environment. At the same time, the communication
of IoT devices in wireless mediums poses security as a challenging issue.
Recently, intrusion detection systems (IDS) have paved the way to detect the
presence of intrusions in the IoT environment. With this motivation, this
article introduces a novel Quantum Cat Swarm Optimization based Clustering
with Intrusion Detection Technique (QCSOBC-IDT) for IoT environment.
The QCSOBC-IDT model aims to achieve energy efficiency by clustering
the nodes and security by intrusion detection. Primarily, the QCSOBC-IDT
model presents a new QCSO algorithm for effectively choosing cluster heads
(CHs) and organizing a set of clusters in the IoT environment. Besides,
the QCSO algorithm computes a fitness function involving four parameters,
namely energy efficiency, inter-cluster distance, intra-cluster distance, and
node density. A harmony search algorithm (HSA) with a cascaded recurrent
neural network (CRNN) model can be used for an effective intrusion detec-
tion process. The design of HSA assists in the optimal selection of hyperpa-
rameters related to the CRNN model. A detailed experimental analysis of the
QCSOBC-IDT model ensured its promising efficiency compared to existing
models.

Keywords: Internet of things; energy efficiency; clustering; intrusion detection;
deep learning; security

1 Introduction

The Internet of Things (IoT) realizes the connection of network topologies and sensing devices
and adds new energy to advances in next-generation information technology [1]. The IoT comprises
the sensing layer, application layer, and network layer. The application layer offers resource scheduling
for the network layer and the precondition for the real-time task [2]. It consistently transmits the
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data attained by the sensors and, lastly, processes and analyses the data based on the requirement
of the application [3]. The fundamental components are the sensors that organize themselves and
interact with others in Wireless Sensor Network (WSN). Considering [oT as a networking model that
interconnects a wide-ranging device to the internet, from wearable gadgets that take information from
the body to sensor and device that interacts with the environment in a smart home and surveillance
system in the smart city [4]. Optimum energy utilization at battery-powered nodes is always an exciting
topic for researchers. The fast development of hardware technology has enabled devices to become
smaller that possess new energy challenge that needs to be tackled. This single limitation imposes
many others concerning selections of longevity, routing protocol, and network coverage [5].

A popular network topology management technique utilized for tackling the problem is named
the clustering technique, whereby the node is grouped into various clusters, and cluster heads (CHs)
are chosen [6]. During the earlier model, the distributed cluster was presented where; each sensor node
(SN) determines function and transmission [7]. Several clustering techniques were introduced in the
context of Wireless Sensor Networks (WSN) and homogeneous IoT [¢]. But many of these algorithms
have ignored the variety of energy profiles, considering that nodes have been provided with a similar
energy level, and it causes faster energy depletion in nodes with weaker power. The traditional cluster
analysis method cannot meet the requirement of [oT processing tasks based on real-time applications
[9]. Thus, several researchers have suggested a density-based data stream clustering approach and
presented the technique of predecessor that might enhance the efficiency and quality of the clustering
technique. Because the sensors cannot replace with batteries, thus, energy preservation remains a
challenge for WSN [10]. To resolve this problem, several clustering techniques were introduced and
improved simultaneously.

Reference [1 1] presented an IDSS-based clustering routing method called GAPSO-SVM for 10T,
employing an SVM-based technique for assessing the node places and a hybrid GA-PSO-based process
to optimize clustering. In [12], a deep reinforcement learning (DRL) based smart routing model
was presented to IoT-enabled WSN, enhancing network lifespan and considerably decreasing delay.
The presented algorithm splits the entire networks into various unequal clusters dependent upon
the present data load existing from the SNs that considerably prevents immature death of networks.
Qaddoura et al. [13] present the technique of 3 phases, assuming a clustering with a reduction phase,
oversampling phase, and a classifier by SLFN.

In [14], CL-IoT technology presented an effective and scalable protocol for decision-making and
remote monitoring of farms from rural regions. The CL-based optimum CH selection solution was
presented for overcoming the energy asymmetry problems from WSN. Goswami et al. [1 5] examine a
new approach to executing Distributed Artificial Intelligence (DAI) with NNs for fast response and
energy-effectual routing to the intra-cluster transmission of nodes to overcome the challenge of ITS.
The presented method shows an optimum solution concerning the entire ECM by networks, together
with the computational challenge. In [16], a layered structural design for IoT-cloud broadcast is
presented, which approves the enhancement of latency, network lifespan, and energy efficacy. Besides,
an Opposition-based Competitive Swarm Optimization oriented clustering method called OCSO-CA
is presented for obtaining an optimum group of clusters from the IoT [17-19].

This article introduces a novel Quantum Cat Swarm Optimization based Clustering with Intrusion
Detection Technique (QCSOBC-IDT) for IoT environment. The QCSOBC-IDT model presents a
new QCSO algorithm for effectively choosing cluster heads (CHs) and organizing a set of clusters
in the IoT environment. Besides, the QCSO algorithm computers a fitness function (FF) involving
four parameters: energy efficiency, inter-cluster distance, intra-cluster distance, and node density. A
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harmony search algorithm (HSA) with a cascaded recurrent neural network (CRNN) is utilized for
effective intrusion detection. A detailed experimental analysis of the QCSOBC-IDT model ensured its
promising efficiency compared to existing models.

2 The Proposed Model

This work has developed a novel QCSOBC-IDT method to attain security and energy efficiency in
the IoT network. The projected method follows a two-stage process: clustering and intrusion detection.
The QCSOBC-IDT model derives a QCSO algorithm with FF for the clustering process. Besides, HSA
with CRNN model is utilized to identify and categorize intrusions in the IoT environment. The design
of HSA assists in the optimal selection of hyperparameters related to the CRNN model. Fig. | shows
the workflow of the QCSOBC-IDT model.

ﬁ Cluster Head d(ca Cluster Member

Quantum Cat Swarm Optimization based Clustering Process

| Parameters: Energy Efficiency, | 1 Di I | Distance, Node Density ‘
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Figure 1: Workflow of QCSOBC-IDT model

2.1 Algorithmic Design of QCSO Algorithm

The CSO approach is inspired by two features of cats, such as the Tracking Mode (TM) and
the Seeking Model (SM). In the presented approach, the cat possesses the D-dimension location, the
dimension velocity, the fitness value representing the cat into the FF, and the flag to distinguish the
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existence of TM or SM. The optimum location of the cat can define the concluding solution and
sustain the optimum one until the process is ended [20].

For modelling the features of a cat in the duration of the alert and resting states, SM is utilized. It
comprises four main parameters: SPC, SMP, SRD, and CDC. The process included in SM is shown
below:

Stepl: Generate j copies of the existing location of cat,, whereas j = SMP. Once the SPC value is
estimated to be true, consider j = (SMP —1).

Step 2: For each copy based on CDC, randomly subtract the present value of the SRD percentage
and substitute it with the initial value.

Step 3: Define the Fitness Value for all the candidate points.

Step 4: Once each FS is non-identical, define the selection probability of every candidate point,
then assume the selection probability of candidate point as '1’.
Step 5: Define the FF for all the cats. Once the FF for all the cats remains the same, then the
possibility of selecting a cat becomes 1; the possibility P; is defined in the following.
|F; — F|

Pi:— 1
Fmax_Fmin ()

In which Fi represents the fitness values of cats, F,,,, indicates the maximal fitness value of cats,
F i, signifies the minimal fitness value of cats, and F, = F,, and F, = F,,, for maximization and
minimization problems.

TM is the next mode of the CSO approach, where the cat aims at tracking the food and target.
The procedure is given in the following [21]:

Step 1: Upgrade the velocity of each dimension.

Step 2: Guarantee the velocity falls inside the range of the highest velocity. Once the new velocity
is higher than the range, it is assumed as equivalent to limits:

Via = Via + 10 (Xbest,a’ — Xk,d) (2

Step3: Upgrade the location of the cat, as follows:
Xia = Xia + Via (3)

X,esa Indicates the cat’s position with optimum fitness, and X, symbolizes the position of cat,. To
improve the outcomes, the QCSO technique is developed by utilizing quantum computing concepts, a
new category of computation process that executes the methods applicable to quantum models, such
as state superposition, quantum estimation, and quantum entanglement. The 2 basic conditions were
|0 > and |1 >, progress a qubit characterized as a linear combination of 2 vital states as offered under.

|Q >=a|0 > + 8|1 >. “4)
|| refers to the probability of detecting state |0 >, |8]* denotes the possibility of detecting state

[l >, whereas |¢|> + |8]* = 1. Owing to the quantum superposition, each quantum has been collected
of 2" probable values:

o g
V=" Clx=> ICP=1 (5)
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The quantum gates were appropriate for adjusting the form of qubits, namely the Hadamard gate,
rotation gate, NOT gate, and so on. At first, the Rotation gate was established as a mutation operator to
make a productive quanta method and recognize the global optimum solution. It can be demonstrated
in the following expression:

al (t+1)| _ [cos(AgY) —sin(A6)) || a’(?) .
[ﬂd (t+ 1)] = [sin(Aed) cos(A6) } [ﬂd(z)}ford =L2..n ©

NG = A x S (a’, B’), A9 refers to the rotation angle of a qubit, but A S (a, ) refers to the
size as well as the direction of rotations correspondingly.

2.2 Process Involved in QCSO-Based Clustering Algorithm

The QCSOBC-IDT model derives a QCSO algorithm with FF for the clustering process. Here,
the QCSO-based clustering method is developed by including cluster node density, energy efficacy of
the IoT device node, distance from CH to sink, and an average distance of IoT devices to the CH
surrounded by the sensing series. Information on fitness parameters is shown in the following.

Energy efficiency: The CH executes many events, namely data communication gathering, sensing,
aggregation, etc.; thus, CH intake highest energy than others. Next, it is important to define a FF that
shares the load amongst every IoT device.

R, = e(n)

1 n
Avg, = - l.
vge= > en)

i=0
% Re — CHopI *e (ni)
Avg, %E;ﬁoe ()

= 0.5J or 1.25J or 1.75J 7

fi=CH,, VCH,, = 5% of n,e (n;)

R., Avg,, and n; denote node RE, a network average energy, and the network’s total number of
IoT devices. CH,,, denotes the optimal percent of the CH. The value of f; demonstrates the ratio of R,
and Avg,.

Cluster node density: cost is a significant variable for raising the energy efficiency of the network.
A larger amount of nodes from the sequence of CHs used in preserving the energy from the network:

f»=max (n(CH,),n(CH,) ,n(CH;)n (CH,))¥n=2T095,j =110 15 8)
where n(CH,) is the amount of [oT devices in the range of j* CH (CH,), the value of £, should be better
than CHs and employed in minimizing the energy reduction.

Intra-cluster distance: IoT devices transport information to the CH. Once CH is distant from
CM, the IoT device depletes energy; once CH is closer to the member IoT device, it employs minimal
energy.

1 nsr
fi=— Z |disT(CH,)Vdist(CH, i) =1 to 35m,n, = 1 10 100 )
nsr =
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Whereas n,, and dist(CH,i) denote the number of IoT devices in the sensing series and the
Euclidean distance from CHs and nodes in the sensing series. Therefore, the value of f; needs to be
smaller when minimizing intra-cluster broadcast power.

Intercluster distance: When implementing CH, the distance between the BS and CHs plays a major
function as the CH is distant in the sink and employs energy faster that is calculated in the following:

I <o, .
fi= Yo zi:o dist(BS, CH)Vdist(BS,CH,) =1 to 70 m, CH = 1 t0 15 (10)

Now, dist(BS, CH,) signifies the Euclidean distance between the BS and the i cluster head (CH,).
Minimizing the f, objective function declares that the selected CH is not distant from the BS. As soon
as f1, f», f5, and f, function parameter is evaluated:

1 1
F=MaximizeFitness:a*ﬁ+,3>l<f2+)/*17+5*]7 (1)
3 4

Whereas «, 8, ¥, and § denote the weight coefficients of f,, 15, f3, and f;, FF variables, respectively.
A range of the weight coefficient differs from [0, 1].

2.3 Intrusion Detection Process

In this work, to identify and categorize intrusions in the [oT environment, the HSA with CRNN is
utilized. Compared to the LSTM unit, GRU requires fewer parameters highly relevant to the classifier
and a constrained amount of trained samples. Hence, the GRU was elected as an essential component
of RNN [22]:

ht = (1 - ur) hr—l + utilt (12)
Whereas u, refers to the update gate that is recovered as:

u, =0 wx, +vh_,) (13)

In which o stands for the sigmoid function, w, represents the weighted value, and v, demonstrates
the weight vector. Similarly, /4, is defined as:

h, = tanh wx, +V(r,©h_)) (14)

whereas © denotes the elementwise multiplication, and r, represents the reset gate resulting in

ro=o0wx,+ V.h_) (15)
Particularly, the x data sequencehas classification to / sub-sequences z = (z,, z,, ..., z;), while it

comprises different class labels. Next, the last sub-sequence z,, the length of different sub-sequences is
d = floor(k /1) that represents the nearer integer,

7 = [(x(il)xd+11 e 5xi><d): U(‘ l # la
=

(X 1ywas1s ="+ »X1),  Otherwise.

(16)

Moreover, all the sub-sequences can be the initial layer of RNN that is the same structure and
distributing parameter to minimize the parameter. The feature representations to z; are demonstrated
as F" € ®", whereas H, denotes the size of the hidden layer from the initial layer RNN. Therefore,
the second layer of RNN has a huge weight parameter. Lastly, it can be chosen as a loss function and
executed BPTT method to optimize. The infrastructure of the CRNN model is illustrated in Fig. 2.
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Figure 2: Structure of CRNN model
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To optimally modify the hyperparameter in the CRNN model, the HSA is utilized. For improving
the classifier outcomes of the CRNN, the HSA is employed to alter the parameter. HSA is a
metaheuristic search on optimization issues that creates a precise state of harmony by creating a search
process [23]. The natural musical technique is improvised to produce an optimum state of harmony.
It can be an optimization method like local and global search approaches to determine optimum
solutions. HS is a group of solution vectors called harmony memory (HM). In contrast, all individuals
(harmony or vector) are similar to the DE or GA chromosome and particles in PSO. Optimization with
the harmony search technique is listed in the following.

Stepl: Initializing the Control Parameter.

Step 2: Initialization of the Harmony memory.

Step 3: Evaluate the efficacy of current harmony.

Step 4: Evaluate the efficacy of newly developed harmony and improvise harmony.
StepS: Check end criteria.

The HSA algorithm primarily defines a fitness value by accomplishing maximum classifier
outcomes. It calculates a positive integer to illustrate better outcomes on the candidate solution. Now,
the classifier error rate reduction is processed as the FF. The optimal solution holds a minimum error
rate, and a poorly accomplished solution provides a higher error rate.

fitness (x;) = Classifier Error Rate (x;)

_ number of misclassified samples « 100 17

Total number of samples

3 Experimental Validation

This section inspects the experimental outcome of the QCSOBC-IDT model, and the results are
investigated in several aspects. This study, the KDD99 dataset is used (available at http://kdd.ics.uci.
edu/databases/kddcup99/kddcup99.html). KDD99 can be easily used in machine learning datasets;
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therefore, it is much more used in IDS and general research than the DARPA dataset. It has two weeks
of attacks-free instances and five weeks of attack instances, making it suitable for anomaly detection.
Output classes are divided into 5 main categories. The sample distribution of the dataset under five
classes is given below

Normal (training samples: 972781/testing samples: 60593)
DOS (training samples: 3883390/testing samples: 231455)
Probe (training samples: 341102/testing samples: 4166)
U2R (training samples: 245/testing samples: 52)

R2L (training samples: 14570/testing samples: 1160)

Table 1 provides a brief ECM and NLT examination of the QCSOBC-IDT with recent models
under different IoT nodes [24]. Fig. 3 inspects the ECM assessment of the QCSOBC-IDT method
with existing models under various IoT nodes. The figure indicated that the QCSOBC-IDT technique
had reached maximum performance with the least ECM under all IoT nodes. For example, on 100 [oT
nodes, the QCSOBC-IDT technique has gained the least ECM of 26.83 mlJ. In contrast, the EAANFC
technique, FEEC model, MOBFO approach, FRLDG system, and TCBDGA algorithm have attained
maximum ECM of 26.83, 33.08, 45.56, 59.19, and 64.30mJ correspondingly. Additionally, on 500 IoT
nodes, the QCSOBC-IDT method has provided a lower ECM of 94.38 mJ. In contrast, the EAANFC
technique, FEEC technique, MOBFO approach, FRLDG system, and TCBDGA algorithm demon-
strated higher ECM of 119.36, 134.68mlJ, respectively 163.06, 181.23, and 231.18 mJ correspondingly.

Table 1: ECM and NLT analysis of QCSOBC-IDT method under various IoT nodes

Energy consumption (mJ)

IoT nodes  QCSOBC-IDT EAANFC  FEEC MOBFO FRLDG  TCBDGA

100 26.83 33.08 45.56 59.19 64.30 117.65
200 48.97 58.05 68.27 88.70 101.76 138.65
300 55.21 69.97 93.81 105.17 132.41 171.01
400 73.38 93.24 110.27 133.55 163.06 197.12
500 94.38 119.36 134.68 163.06 181.23 231.18

Network lifetime (Rounds)
IoT nodes QCSOBC-IDT EAANFC FEEC MOBFO FRLDG TCBDGA

100 5916 5514 5075 4627 4334 4121
200 5761 5303 4938 4535 4105 4006
300 5660 5075 4828 4234 3959 3875
400 5477 4993 4672 4105 3721 3614
500 5404 4819 4316 4023 3392 3158

Detailed comparative NLT outcomes of the QCSOBC-IDT model with recent approaches are
made in Fig. 4. The obtained results implied the betterment of the QCSOBC-IDT model over the
other models under all IoT nodes. For example, on 100 IoT nodes, the QCSOBC-IDT method has
reached a higher NLT of 5916 rounds. In contrast, the EAANFC technique, FEEC model, MOBFO
approach, FRLDG system, and TCBDGA algorithm have provided lower NLT of 5514, 5075, 4627,
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4334, and 4121 rounds correspondingly. Moreover, on 500 IoT nodes, the QCSOBC-IDT model has
gotten a greater NLT of 5404 rounds. In contrast, the EAANFC technique, FEEC model, MOBFO
approach, FRLDG system, and TCBDGA algorithm have provided lesser NLT of 4819, 4316, 4023,
3392, and 3158 rounds correspondingly.

525 | ® QCSOBC-IDT  —< MOBFO
1 -~ EAANFC —u— FRLDG
—— FEEC —4— TCBDGA
200
T 175 1
5 3
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No. of 1oT Nodes

Figure 3: ECM analysis of QCSOBC-IDT approach under various [oT nodes
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Figure 4: NLT analysis of QCSOBC-IDT technique under various IoT nodes

Table 2 offers a brief PDR and PLR examination of the QCSOBC-IDT model with current models
under different IoT nodes. Comparative PDR outcomes of the QCSOBC-IDT model with current
methods are made in Fig. 5. The attained outcomes implied the improvement of the QCSOBC-IDT
model over the other models under all IoT nodes. For example, on 100 IoT nodes, the QCSOBC-IDT
model has reached a high PDR of 99.27% while the EAANFC technique, FEEC model, MOBFO
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approach, FRLDG system, and TCBDGA algorithm provide a low PDR of 98.16%, 97.69%, 96.66%,
94.70%, and 91.35% correspondingly. Furthermore, on 500 IoT nodes, the QCSOBC-IDT model has
gotten a great PDR of 98.58% while the EAANFC technique, FEEC model, MOBFO approach,
FRLDG system, and TCBDGA algorithm have provided less PDR of 95.68%, 94.01%, 92.05%,
89.96%, and 85.17% correspondingly.

Table 2: PDR and PLR analysis of QCSOBC-IDT technique under various IoT nodes

Packet delivery ratio (%)

10T nodes QCSOBC-IDT EAANFC FEEC MOBFO FRLDG TCBDGA
100 99.27 98.16 97.69 96.66 94.70 91.35
200 99.27 97.73 96.75 95.51 94.06 92.21
300 99.44 97.30 95.93 93.89 92.60 90.56
400 98.88 96.70 95.21 92.65 90.98 88.35
500 98.58 95.68 94.01 92.05 89.96 85.17
Packet loss rate (%)
IoT nodes QCSOBC-IDT EAANFC FEEC MOBFO FRLDG TCBDGA
100 0.73 1.84 2.31 3.34 5.30 8.65
200 0.73 2.27 3.25 4.49 5.94 7.79
300 0.56 2.70 4.07 6.11 7.40 9.44
400 1.12 3.30 4.79 7.35 9.02 11.65
500 1.42 4.32 5.99 7.95 10.04 14.83
100 A N
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98 -\\\‘
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2
B 94
[ 4
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i
8
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Figure 5: PDR analysis of QCSOBC-IDT technique under various [oT nodes
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Fig. 6 examines the PLR assessment of the QCSOBC-IDT with current models under different
IoT nodes. The figure shows that the QCSOBC-IDT model has reached maximal performance with
minimum PLR under all IoT nodes. For example, on 100 IoT nodes, the QCSOBC-IDT technique
has reached a slight PLR of 0.73% while the EAANFC technique, FEEC model, MOBFO approach,
FRLDG system, and TCBDGA algorithm have gained a maximum PLR of 1.84%, 2.31%, 3.34%,
5.30%, and 8.65% correspondingly. Together with that, on 500 IoT nodes, the QCSOBC-IDT model
has provided a low PLR of 1.42% while the EAANFC technique, FEEC model, MOBFO approach,
FRLDG system, and TCBDGA algorithm have proved to have high PLR of 4.32%, 5.99%, 7.95%,
10.04%, and 14.83% correspondingly.

—e— QCSOBC-IDT —< MOBFO
14 { —— EAANFC —u— FRLDG
—+— FEEC -~ TCBDGA

Packet Loss Rate (%)

/

9

o h T T
100 200 300 400 500
No. of 1oT Nodes

Figure 6: PLR analysis of QCSOBC-IDT technique under various IoT nodes
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Table 3 and Fig. 7 inspect the ETED assessment of the QCSOBC-IDT with current models
under several [oT nodes. The figure showed that the QCSOBC-IDT model had reached maximal
performance with minimum ETED under all IoT nodes. For example, on 100 IoT nodes, the
QCSOBC-IDT method has attained a minimal ETED of 1.91 s. In contrast, the EAANFC technique,
FEEC model, MOBFO approach, FRLDG system, and TCBDGA algorithm have gained maximum
ETED 0f2.04,2.06, and 2.69 s, respectively 3.81, and 5.11 s correspondingly. Together with that, on 500
IoT nodes, the QCSOBC-IDT model has provided a low ETED of 3.68 s. In contrast, the EAANFC
technique, FEEC model, MOBFO approach, FRLDG system, and TCBDGA algorithm have proved
higher ETED of 4.27, 5.13, 6.94, 8.04, and 8.46 s correspondingly.

Comparative DR outcomes of the QCSOBC-IDT model with current methods are made in Table 4
and Fig. 8 [25]. The attained outcomes implied the improvement of the QCSOBC-IDT model over
the other models under all IoT nodes. For example, with normal class, the QCSOBC-IDT model
has provided a high DR of 97.89%, whereas the NIDNCSC, FMSVM, CVSGFDI, and RankRC
models have reached low DR of 96.55%, 95.24%, 94.96%, and 94.52% correspondingly. Furthermore,
with U2R class, the QCSOBC-IDT model has gotten a greater DR of 84.84% while the NIDNCSC,
FMSVM, CVSGFDI, and RankRC models have provided lesser DR of 75.59%, 72.99%, 71.11%, and
51.16% correspondingly.
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Table 3: ETED analysis of QCSOBC-IDT technique under various IoT nodes
End-to-End delay (s)
IoT nodes QCSOBC-IDT EAANFC FEEC MOBFO FRLDG TCBDGA

100 1.91 2.04 2.06 2.69 3.81 5.11
200 2.14 2.35 2.82 3.99 4.58 6.29
300 2.37 2.92 3.59 5.22 5.76 6.94
400 3.03 3.70 4.56 6.29 7.22 7.68
500 3.68 4.27 5.13 6.94 8.04 8.46

—e— QCSOBC-IDT —<« MOBFO
s —— EAANFC —u— FRLDG
—— FEEC —~ TCBDGA

End to End Delay (sec)

100 200 300 400 500
No. of lIoT Nodes

Figure 7: ETED analysis of QCSOBC-IDT technique under various IoT nodes

Table 4: Detection rate analysis of QCSOBC-IDT technique under various classes

Detection rate (%)
Classes QCSOBC-IDT NIDNCSC FMSVM CVSGGDI RankRC

Normal  97.89 96.55 95.24 94.96 94.52
DoS 96.26 93.65 91.92 91.63 91.05
Probing  93.94 91.20 89.61 89.03 89.32
R2L 87.29 77.47 68.94 66.48 63.16
U2R 84.84 75.59 72.99 71.11 51.16

Average 92.04 86.89 83.74 82.64 77.84
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Figure 8: DR analysis of QCSOBC-IDT technique under various classes

Table 5and Fig. 9 examine the FAR assessment of the QCSOBC-IDT method with present models
under several classes [25]. The figure shows that the QCSOBC-IDT model has gained maximum
performance with the least FAR under all IoT nodes. For instance, with normal class, the QCSOBC-
IDT model has reached a minimal FAR of 2.11% while the NIDNCSC, FMSVM, CVSGFDI, and
RankRC models have attained maximum FAR of 3.46%, 4.75%, 4.85%, and 5.42% correspondingly.

Finally, with U2R class, the QCSOBC-IDT model has provided a lower FAR of 12.33% while
the NIDNCSC, FMSVM, CVSGFDI, and RankRC models have proved higher FAR of 14.79%,
22.28%, 23.02%, and 25.81% correspondingly. From these results and discussion, it is assumed that
the QCSOBC-IDT model can attain energy efficiency and security in the IoT environment.

Table 5: False alarm rate analysis of QCSOBC-IDT technique under various classes

False alarm rate (%)

Classes QCSOBC-IDT NIDNCSC FMSVM CVSGGDI  RankRC
Normal 2.11 3.46 4.75 4.85 5.42
DoS 2.96 4.52 5.26 5.01 5.26
Probing 6.06 8.38 8.71 9.12 10.35
R2L 10.85 15.70 19.73 20.38 20.96
U2R 12.33 14.79 22.28 23.02 25.81
Average 6.86 9.37 12.14 12.48 13.56
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Figure 9: FAR analysis of QCSOBC-IDT technique under various classes

4 Conclusion

This study has developed a novel QCSOBC-IDT technique to attain security and energy efficiency
in the IoT network. The projected QCSOBC-IDT model follows a two-phase process: clustering and
intrusion detection. The QCSOBC-IDT model derives a QCSO algorithm with FF for the clustering
process. Besides, HSA with CRNN model is utilized to identify and categorize intrusions in the [oT
environment. The design of HSA assists in the optimal selection of hyperparameters related to the
CRNN model. A detailed experimental analysis of the QCSOBC-IDT model ensured its promising
efficiency compared to existing models. Thus, the QCSOBC-IDT model can be employed as a pro-
fessional tool for improving the overall efficiency of the IoT network. In the future, data aggregation
methods can be included in the QCSOBC-IDT algorithm to enhance network performance.
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