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Abstract: Mobile Ad Hoc Network (MANET) is an infrastructure-less network
that is comprised of a set of nodes that move randomly. In MANET, the overall
performance is improved through multipath multicast routing to achieve the qual-
ity of service (quality of service). In this, different nodes are involved in the infor-
mation data collection and transmission to the destination nodes in the network.
The different nodes are combined and presented to achieve energy-efficient data
transmission and classification of the nodes. The route identification and routing
are established based on the data broadcast by the network nodes. In transmitting
the data packet, evaluating the data delivery ratio is necessary to achieve optimal
data transmission in the network. Furthermore, energy consumption and overhead
are considered essential factors for the effective data transmission rate and better
data delivery rate. In this paper, a Gradient-Based Energy Optimization model
(GBEOM) for the route in MANET is proposed to achieve an improved data
delivery rate. Initially, the Weighted Multi-objective Cluster-based Spider Mon-
key Load Balancing (WMC-SMLB) technique is utilized for obtaining energy
efficiency and load balancing routing. The WMC algorithm is applied to perform
an efficient node clustering process from the considered mobile nodes in MANET.
Load balancing efficiency is improved with a higher data delivery ratio and mini-
mum routing overhead based on the residual energy and bandwidth estimation.
Next, the Gradient Boosted Multinomial ID3 Classification algorithm is applied
to improve the performance of multipath multicast routing in MANET with mini-
mal energy consumption and higher load balancing efficiency. The proposed
GBEOM exhibits ~4% improved performance in MANET routing.
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1 Introduction

Mobile ad hoc networks (MANETS) are self-organized networks deployed freely without infrastructure.
In MANET, nodes move voluntarily, but due to low transmission ranges, specific nodes find it difficult to
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communicate directly with each other [1]. Therefore, routing paths in MANET include multiple hops, and
each node acts as a router for transmitting packets from one to another in an ad-hoc manner. Routing in
these networks is more difficult because of the moving nodes. The network appears on-demand or
routinely and data hops from ad-hoc device to device till it arrives at its destination.

Moreover, it modernizes and self-reconfigures to maintain the connection of nodes [2]. When a node
enters or shifts out dynamically, the network topology varies. The individual nodes perform packet
forwarding, routing, and other network functions. This in turn results in providing redundant paths and
dynamic coverage. Therefore, multipath transmission has to be considered with load balancing to achieve
efficient routing for heavy multimedia traffic [3].

Most routing algorithms keep routing tables for accumulating the following hop information toward the
desired destination. Some routing algorithms retain a caching method for accumulating multiple routing
paths to a similar destination [4]. Multiple paths attain load balancing, fault tolerance, and higher
aggregate bandwidth. Load balancing is achieved through the distribution of traffic along multiple routes.
This, in turn, helps restrict congestion. Multipath routing offers route resilience for load balancing and
achieving service quality [5]. In addition, multipath routing reduces computing time with better security.
In various applications of MANET, multicasting is significantly used to improve the performance of
networks and channel capacity with higher energy efficiency. Even though these routing methods are
being considered in the network, they are dependent on various principal designs and functional features.
These features help handle highly dynamic topologies with limited and variable capacity in the network,
inadequate energy resources, a high bit error rate, and multihop topologies [6].

The development of MANETS from the perspective of wireless and infrastructure networking solutions
provided a platform for performing wireless digitization. MANETSs are peer-to-peer networks that do not
require any central control. In other words, MANETSs are defined as networks with self-reconfigurability
and self-organization. These characteristics of MANETs define them as an ideal network in which rapid
and provisional network deployment is required [7]. However, the highly ad-hoc nature, nodes’ reduced
energy, and nodes’ mobility impact the topology of MANETs. MANETSs handle sensitive data in cases of
military applications, border fencing, traffic observation, and production lines. Data is transmitted using
intermediate nodes. This mode of functioning creates difficulties for MANETSs in the transmission of data.

The limited abilities of nodes, mobility, dynamic topology and deficiency of central control create
complexity in providing a single security solution. As wireless links in the network are highly impacted
by errors, node mobility, interference, and infrastructure, routing in MANET is considered a significant
task [8]. The routing algorithm helps broadcast a packet to a destination through several nodes. It
identifies a route for packet delivery and sends the packet to the exact destination. Several routing
algorithms have been developed by considering the aspects of applications and network types. In order to
determine the best pathways, the standard forwarding (routing) protocols for wireless networks
automatically take into account minimum-hop and shortest-delay forwarding. These protocols include Ad
hoc On-Demand Distance Vector Routing (AODV), Wireless Routing Protocol, Temporally-Ordered
Routing Algorithm (TORA), Destination-Sequenced Distance Vector (DSDV), and Dynamic Source
Routing (DSR) [9].

The mobile nodes in MANET are free to progress randomly and arrange themselves, which results in
rapid and random changing of the network’s wireless topology. As the nodes are accountable for
fundamental MANET operations, the network operations are more prone to risks. Furthermore, the nodes
in MANET are capable of entering a network when the network is in its radio range. This helps in
communicating with other nodes in the network. However, the insecure boundaries of MANET create
more issues in data transmission. The resources in MANET, such as bandwidth, battery power, and
computational power, are restricted, creating complexity in providing a high-security level to the data



CSSE, 2023, vol.46, no.1 639

transmission between the source and destination node [10]. The features of MANET pre-empt enormous
demands based on security design due to dynamic network topologies, absence of centralized control, and
self-organizing character. Collaboration among MANET nodes remains a complex issue in transmitting
packets among nodes [11].

This paper proposed a Gradient Boosting Energy Optimization model (GBEOM) for multicast routing in
the MANET environment. The contribution of the proposed model is presented as follows:

e To achieve load balancing in the MANET Weighted Multi-objective Clustering integrated with the
Spider Monkey Load balancing (WMC—SMFLB) is designed as the first phase in GBEOM.

e The constructed WMC-SMFLB concentrated on mobile node clustering to transmit the data packets.

e To achieve efficient multicast routing, Gradient Boosted Multinomial ID3 Classification in GBEOM
to attain reliable data transmission with minimum energy consumption and load.

e In anutshell, the proposed GBEOM research work aims to improve the performance of load balancing
and energy consumption among the nodes that transfer the data packets using multipath and multicast
routing approaches.

e The comparative analysis of the proposed GBEOM with the existing technique expressed that the
proposed GBEOM exhibits ~4% improved performance in MANET routing.

The paper structure is as follows: Section 2 describes the related works. The proposed GBEOM is
defined in Section 3. Simulation results with analysis are defined in Section 4. Finally, Section 5 outlines
the conclusion

2 Related Works

MANET environment is subjected to the limitation of optimal routing due to limited energy and resource
utilization. Existing, different techniques and methods are proposed to improve performance with effective
routing in the MANET. In [12], the authors discussed Energy Efficient Lifetime Aware Multicast (EELAM)
Route Selection strategy. It was developed by employing a genetic algorithm in an adaptive manner
constructed with the tree topology. A computation approach based on evolutionary named a genetic
algorithm was used to choose optimal intermediate nodes with minimum energy usage. Then, the fitness
function was applied to enhance residual batter life and multicasting scope. EELAM acts as the best in
resolving the restrictions to attain improved route identification. However, load balancing among network
nodes remains unaddressed.

In [13], the authors proposed a security scheme for the MANET environment to improve service (quality
of service) parameters. The developed concept uses the combating trust scheme to evaluate the attacks in the
network. The estimation is based on the consideration of the stability rate (SR), reliability rate (RR), and the
elapsed time (ET). The integration of the combating trust increases the attack scenario in the MANET.
Through trust evaluation, the attacks in the network are computed and evaluated. The proposed model is
evaluated with the conventional routing scheme such as Trust based secure routing model (TSRM), and
Trust-aware routing framework (TARF) for wireless sensor networks (WSNs). The comparative analysis
expressed that the proposed model exhibits the efficient detection rate for the malicious node to offer
secure routing for the limited energy. Moreover, the proposed model exhibits the higher detection rate.

In [14], the authors presented a secure data transmission scheme for MANET environment for the
effective data transmission. The developed scheme uses the software defined network (SDN) controller
for the OpenFlow switching in the network for secure data transmission. The developed MANET
architecture with the SDN controller minimizes the time and energy consumption in the routing. The
proposed protocol is the Distinct Network Yarning (DISNEY) routing protocol integrated with the SDN
environment. To achieve effective communication routing, the route-based manipulation routing table is
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constructed. The proposed scheme effectively estimates and computes the optimal routing in the MANET
network securely and intelligently. The proposed DISNEY technique increased the network’s routing and
data transmission rate. The comparative analysis expressed that the proposed scheme exhibits improved
throughput and data transmission rate with reduced packet transmission delay.

In [15], the authors developed a multipath routing protocol stated as the Reliable Multipath Routing
Protocol based on Link Quality and Stability in Urban Areas (RMQS-a). The defined protocol provides
effective path communication to offer significant communication quality for stable links with the guaranteed
data transmission in the MANET. The proposed RMQS-a model combines the signal-to-noise ratio and
improves the packet reception rate to estimate and evaluate the link stability and quality through the
exponential moving average (EMA) model. RMQS—up comprises the shadowing effect and background
noise model for the link quality deterioration. The simulation results expressed that the proposed RMQS-a
model increases the network performance and reliability compared with the existing protocols.

In [16], the authors constructed a bioinspired HyphaNet model for the MANET formation, optimization,
and selection. The developed model is based on estimating the fungal mycelium for establishing a parallel
path to identify the best routes with reinforcement and thickening. In the proposed algorithm, data is
transmitted through the effective path with higher biomass with reduced cost and higher availability of
resources. Similarly, in the proposed model, the reinforced routes are estimated and computed for every
successful data delivery and distribution of the biomass function quality for the path between source to
destination. In the HyphaNet, the heuristic-based route selection is performed for the reactive and
multipath environments. The proposed HyphaNet offers a more significant performance than the
conventional Ad hoc On-Demand Distance Vector Routing (AODV), secure address range
autoconfiguration (SARA), and ant colony optimization model.

In [17], the authors developed a multipath routing protocol for the MANET environment. The proposed
model is based on a prediction of the node location using temporal and spatial characteristics of the nodes.
With the hybrid model, the neighborhood is estimated for the computation of the MANET network’s
probable location. In the constructed model, multipath routing is applied and evaluated for the node
location probability with the diverse path for routing with minimal packet overhead.

In [18], the authors constructed a cross-layer routing protocol integrated with Particle-swarm
optimization (PSO). The proposed cross-layer with the PSO algorithm provides the energy-efficient path
for the MANET’s improved success rate, mobility, and remaining energy. The path in the network is
established using the PSO algorithm with the contention window in the medium access control (MAC)
layer, those are adjusted dynamically with the remaining energy contention and prediction. The
simulation results expressed that the proposed model increased the packet delivery ratio with minimal
energy consumption and overhead compared with the existing technique.

In [19], the authors presented a cross-layer perception model implemented with the ant colony
optimization (ACO) based on the ant’s perceptive. The developed model can operate in multiple zones of
the network. Every zone in the MANET route table needs to be maintained proactively to sense the
characteristics of the ants. In those zones, reactivity is computed based on the perceptive ants to find the
optimal route from sender to destination. Finally, the proposed model performs the optimal selection in
establishing and finding the optimal routes in multi-zone communication. Simulation results showed that
the proposed model exhibits improved performance compared to existing algorithms.

In [20], the authors proposed a Cross Centric Intrusion Detection System for Secure Routing over Black
Hole Attacks in MANETs (CniDsor). The proposed model is effectively involved in the path selection for
effective and secure routing. The proposed model comprises the selection of path origin, reduction of
Intrusion Detection System (IDS), and Priority Portion Assignment (PPA). The proposed CniDsor uses
the Past Interaction History-based Nearby Path Secure Routing Algorithm (PIHNSPRA) Routing
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Algorithm to select a path between end-to-end nodes for secure data transmission and minimize the black-
hole attack. The evaluation of the proposed CniDsor expressed that the efficient routing path is established in
the network with reduced communication overhead, packet delay, and end-to-end delay. Furthermore, the
proposed CniDsor effectively increased the network’s lifetime and packet delivery ratio (PDR).

In [21], the authors developed an Energy-Efficient Cloud-Assisted Routing Mechanism (EECRM) in
MANET for the minimization of energy consumption. Effective route recovery in mobile nodes may be
achieved with less energy usage using the EECRM model suggested in this paper. Nodes in the overlay
network may communicate with each other in the event of a connection failure by using backup nodes.
Energy consumption, residual energy, and network lifespan were all enhanced by the suggested routing
method in a simulation study conducted by the researchers. Table 1 provides an overview of the relevant
literature.

Table 1: Review of associated works

Ref. Published Methodology Merit Demerit
no year
[12] 2019 Energy Efficient Lifetime Aware Improved route Need to address
Multicast (EELAM) with adaptive discovery energy issues
genetic algorithm
[13] 2022 An enhanced multi-attribute-based High detection accuracy Delay in routing
attack resistance (EMBTR) algorithm
[14] 2021 Distinct Network Yarning (DISNEY)  Improved routing and We need to focus
routing protocol data transmission on more no
attacks
[15] 2021 Reliable Multipath Routing Protocol =~ More reliable More focus on
based on Link Quality and Stability in energy issues
Urban Areas
[16] 2020 HyphaNet is a new bio-inspired High packet delivery Need to focus on
algorithm ratio energy and
security issues
[17] 2020 A multipath routing protocol based on Low packet overhead Need to
estimated probability locations concentrate on
security issues
[18] 2020 The cross-layer routing protocol, which A higher packet delivery Security issues
utilize particle-swarm optimization ratio with less energy and
(PSO) algorithm overhead use.
[19] 2018 A novel bio-inspired hybrid trusted Provide secure routing  Energy efficiency
routing protocol (B-HTTP) based on issues

trusted assessment, ant colony
optimization (ACO), and physarum
autonomic optimization (PAQO)

[20] 2019 Cross-Centric Intrusion Detection Provide secure routing  Energy efficiency
System issues
[21] 2020 An Energy-Efficient Cloud-Assisted High energy efficiency = Need to focus on

Routing Mechanism (EECRM) attacks
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3 Load Balancing in GBEOM with Cluster Spider Monkey

The efficient routing protocol with enhanced load balancing efficiency is achieved by proposing a
WMC-SMLB technique in MANET. The load balancing is attained by sharing the data traffic equally on
the links from the source to the destination node. However, large-scale MANET is not considered for
balancing loads. In addition, the loss during data packet transmission is high when the load on the mobile
node is increased. Therefore, the WMC-SMLB technique is designed to obtain energy-efficient routing
with minimum data loss. The WMC-SMLB technique introduces a WMC algorithm and an SMLB
mechanism to obtain better performance [22-28]. The processing structure of the proposed WMC-SMLB
technique is shown in Fig. 1. It is necessary to verify the data source’s reliability.

MANET Clustering with Weighted Multi-Objective

( Load Balancing with Spider
Monkey
Attain Energy Efficient and Load -
Balancing Estimate the CH based on load
optimality
\.

Figure 1: Load balancing with spider monkey

3.1 GBEOM Model for Weighted Clustering in MANET

A weighted Multi-objective Clustering algorithm is introduced initially in the proposed WMC-SMLB
technique for mobile clustering nodes. In general, energy-efficient and secure routing is a significant issue
due to the presence of restricted resources and the dynamic nature of MANET. It consumes more energy
by nodes during data packet transmission. In order to minimize the data loss, data is transmitted to the
sink node through the intermediate node. When data is transmitted using an intermediate node, energy
consumption is reduced with higher load-balancing efficiency [29-36].

The flow processes of the WMC algorithm are demonstrated in Fig. 2 to perform energy-efficient routing
in the MANET environment. For efficient node clustering performance, determine mobile nodes’ residual
energy and bandwidth. Calculate the weight for each mobile node to improve clustering performance for
more energy-efficient routing. With the developed WMC algorithm, the mobile node in MANET is
clustered. To attain efficient node clustering, residual energy and bandwidth for each mobile node are
measured. Based on the measured value, the weight for each node is assigned [37-44]. After that, similar
weight-value mobile nodes are grouped to form clusters. Each cluster has one cluster head. A higher-
weight node is taken as a cluster head for routing the information with minimal energy consumption in
each cluster.

Consider the number of mobile nodes represented as AC; = ACy, AC,, .....AC, in the network,
which consists of the same energy level. Here, the distance between two nodes is measured for increasing
data packet transmission with minimum loss. During the data transmission, the energy level of each
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mobile node gets reduced based on the distance between mobile nodes. Thus, the energy level of the mobile
node is determined by using the following Eq. (1).
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Figure 2: A weighted model with optimization for load optimization balancing
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From Eq. (1), the energy level of mobile node ‘@’ is estimated based on power and time. In the equation,
‘S’ denotes the node’s transmission power and ‘D’ represents the time utilized for data transmission. After
measuring the energy level, the mobile node residual energy is determined with the help of Eq. (2).

wres = 01 — (01 + ©g) ()

In Eq. (2), mobile node residual energy is denoted as ‘wRES.” Here, ‘ol represents the mobile node’s
initial energy w7 and wR provides the energy consumption of the mobile node for transmitting and
receiving data packets, respectively. With the help of the residual energy of the mobile node, energy
utilization of the node for data transmission is achieved. It is obtained as follows in Eq. (3).

WR = Wyotal — (wRes) (3)

The energy utilization of node ‘wU” is determined using Eq. (3). Here, ‘wtotal’ denotes the mobile
node’s total energy of the mobile node and ‘wRES’ specifies the residual energy. Besides, bandwidth
utilization of the mobile node is a new considerable routing metric in the proposed WMC-SMLB
technique. Here, bandwidth is measured for each mobile node based on the expected data transmission
requirement. Thus, the residual bandwidth of the mobile node is obtained by using Eq. (4).

SAmni = My — M, “4)

From Eq. (4), ‘S4yn: denotes mobile node residual energy. In the above expression, an initial mobile
node bandwidth is denoted as M; and M, denoted’ as the gathered data packets to a neighbor node is
represented as ‘M.." After measuring each mobile node’s residual energy and bandwidth, a weight is
computed as follows.

T; = Wges + SApni )
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Based on the residual energy of mobile node Eq. (5) ‘wRES’and residual bandwidth of mobile node
‘SApni, the weight for each mobile node ‘Wi’ is estimated. Thus, the measured weight values help to
group the mobile nodes to form a cluster. An ant colony-based energy control routing protocol was
developed to minimize energy consumption during data broadcasting. While reducing energy utilization,
network lifetime is enhanced. However, it fails to cluster similar mobile nodes for routing the data. Due
to failure in cluster formation, routing between nodes is not formed and data loss occurs during
information transmission. Therefore, weighted multi-objective clustering is designed in the proposed
WMC-SMLB technique to attain enhanced node clustering. The algorithmic process of weighted multi-
objective clustering is explained in algorithm 1.

Algorithm 1: Load balancing with Weighted Spider Monkey Optimization
Input: Collection of Mobile Nodes AC; = AC;, AC,, .....A, in network
Output: Reduced energy consumption for routing in MANET

Step 1: Begin

Step 2: For every mobile node AC;

Step 3: Evaluate residual energy ‘@wRES’ using (2)

Step 4: Estimate residual bandwidth ‘RBMNi’ using (4)

Step 5: Determine weight ‘Wi’ of mobile node using (5)

Step 6: End for

Step 7: Group the mobile nodes in the network according to weight value

Step 8: Select mobile node which has higher weight within a cluster as a CH to transmit collected data
packets to sink node

Step 9: End

The algorithmic process of weighted multi-objective clustering is described in algorithm1 for achieving
energy-efficient routing in MANET. Initially, a number of mobile nodes are gathered from the network. For
each mobile node, residual energy and bandwidth is estimated to obtain efficient data transmission. Based on
the measured residual energy and bandwidth of nodes, the weight value for each mobile in the network is
determined. This helps to cluster similar weighted mobile nodes. After grouping mobile nodes with
similar weight values, a higher weight node is taken as a cluster head node. The selected cluster head
node used for routing the gathered data packets to the sink node with minimal energy utilization.

3.2 GBEOM Multipath Multicast Routing with ID3 Classification in MANET

The enhanced performance of multipath-multicast routing in MANET is achieved by proposing a
Gradient Boosted Multinomial Id3 Classification based Energy Optimization and Load Balancing
technique [45-52].

Initially, the number of mobile nodes in MANET is considered for route path generation. For each node,
residual energy and load are measured. Then, the GBMIC algorithm is used to classify mobile nodes and
assign priority for each node. Based on node priority, multiple paths between source and destination are
provided. Here, the higher priority paths between source and multiple destinations are chosen for
achieving reliable data transmission in MANET [53-58]. The structure of the proposed technique for
attaining an optimized result of energy and load balancing efficiency is described in Fig. 3. According to
mobile node classification, better accuracy is provided with a minimal amount of time and energy
utilization. Then, the classified nodes present the route path for data packet transmission. By measuring
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residual energy and load on each classified nodes, multiple stable routes are determined. It minimizes the
energy consumption and reduces the link failures that occurred between mobile nodes in MANET.
During multicast routing, load among mobile nodes is balanced for reliable data delivery in MANET.
Hence, enhanced energy-optimized and multiple multicast routing is obtained [59-61].

ot ges® BerenniDeeny Compute residual
S Ay e b energy and load
4y Y —
’ » ‘ 3
\‘ '4'
4 4
..... L3 S
Classification of the
Energy optimized and load Mobﬂ%ggg,a using

balancing in Multipath Multicast
routing in MANET

Y

Compute multi paths
between source to
destination

Estimate higher priority
path in multicast routing

Figure 3: GBEOM for load balancing with SMLB

3.2.1 Gradient Boosted Multinomial ID3 Classification Algorithm

The proposed GBMIC-EOLB technique introduces a Gradient Boosted Multinomial ID3 Classification
algorithm for the performances of mobile node classification. By classifying nodes effectively, energy-
efficient and load-balanced multipath multicast routing are attained. At first, an ensemble of weak learners
i.e., decision trees are constructed and forms a prediction model. The multinomial Id3 classifier is
developed as a decision tree in the GBEOM algorithm to enhance the classification accuracy of nodes.
Based on the comparison of internal nodes, branches, and leaves, a multinomial Id3 classifier is
performed effectively. The branch of each internal node denotes the decision result and the decision tree
leaf node involved in the classification. The multinomial ID3 classification comprises the set of rules for
the decision process based on the calculated instances in the network mobile nodes. Based on the tree
node number classification accuracy weights are computed for the classification and tree size.

The multinomial Id3 classifier determines the information gain as a selection criterion based on
measured residual energy and load capacity for each mobile node for efficient classification. The
information gained for every mobile node is determined initially. Based on the root noes the higher
information gain is evaluated with the root node in the decision tree of the network. Through the
consideration of the gain values, different branches are generated. Finally, the constructed decision tree of
a multinomial Id3 classifier is used to classify mobile nodes with higher accuracy and minimal time. The
process involved in a multinomial 1d3 classifier is shown in Fig. 4. From Fig. 4, residual energy and
residual load are measured for each mobile node. Based on measured values, information gain value is
determined. After determining the information gain value, a multinomial Id3 classifier classifies the
mobile nodes in different classes through formulating a decision tree. Thus, the decision tree is
constructed with the help of classified nodes.
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Figure 4: Classification in GBEOM [60]

It improves data reliability and fails to balance the load during data transmission. In order to balance the
load, a multinomial Id3 classifier is carried to classify nodes. The below diagram represents the structure of
the decision tree constructed for a multinomial 1d3 classifier. The decision tree structure of the multinomial
1d3 classifier is shown in Fig. 5 [60].

Node with highest

information gain

MN; MN,
MN;
Node with lower Node with higher
information eain information gain

High RE,
High RL

High RE, Low RE,
LowRL High RL

Figure 5: ID3 classification in GBEOM [60]

In the beginning, the node with the highest information gain is selected for decision tree construction. It
classifies the mobile nodes based on information gain value. Each path from the root node to the leaf node
formulates a classification rule in a decision tree. A decision tree brings related information to classify the
mobile nodes over a particular space. Internal nodes, edges, and leaf nodes are included in the decision
tree. From that, the decision node is identified using an internal node, and edge is indicated with a
particular value of the input, i.e., mobile nodes. Using internal nodes and edges, inner nodes are
connected and divided into two or more classes with exacting space. The leaf node of the decision tree is
represented as a terminal node with a class label. Here, every leaf node denotes the classification results
of mobile nodes. The mobile nodes are classified into multiple classes according to measured residual
energy and load capacity. Let us consider a number of mobile nodes ‘N’ in MANET that is represented as
‘MNi = MNI, MN2, ... MNM’ with ‘m’ different class labels. For balancing the load during data packet
transmission, nodes are assumed that move within the transmission range. In order to attain enhanced
node classification results, information gain value is measured.
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Using the following mathematical formula, the information gain of the mobile node is calculated.
1Gyni = [REMni, RLyni (6)

Using Eq. (6), information gain for each mobile node ‘/GMN7’ is calculated. Here, ‘REMNi’ refers to a
residual energy level and ‘RLMNi’ denotes a residual load capacity of a mobile node in MANET. The
determination of residual energy value is used for selecting the mobile nodes during multicast routing,
and it helps to improve the network lifetime. While addressing the residual energy problems during the
routing process, it is necessary to recognize the energy model. The node with higher residual energy is
considered for the data transmission between the source and destination. If residual energy is low, the
routing packets fail with the reduced load balancing efficiency. Hence, the estimation of the residual
energy level of the mobile node is essential for attaining stable multipath multicast routing. The
mathematical formulation for measuring the residual energy level of the mobile node is given by Eq. (7).

SAmni = Si — (St — Sg) (7

From Eq. (7), the residual energy of the mobile node is denoted as SA4,y;. Here, the initial energy level of
the mobile node is denoted as S; and °S7, represents the energy level utilized for the transmission and
reception of the packets. The total energy for the data transmission between nodes is estimated by using

Eq. (8)
Ty = TAuni — SAuni ®)

The amount of energy used by a mobile node Ty is estimated using Eq. (8). The total mobile node
energy level is represented as TA,m;’, and the residual energy level of the mobile node is denoted as
SApni. After measuring residual energy, the load on the mobile node is estimated by using Eq. (9).

Lyni = ?MNI )
MNi

with the assistance of Eq. (9), the load for each mobile node L,; is measured. Ty; indicates mobile node

capacity, and D,y; is represented as the mobile node data packets. After calculating the load for each mobile

node, the residual load is determined. It is formulated as given by Eq. (10).

TLyni = TAyni — Dyuwi (10)

From Eq. (10), the residual load for each mobile node 71,y; is evaluated. The information gain value is
computed for all mobile nodes with the measured values from Egqs. (11) to (14). The node with higher
residual energy and load contains a higher information gain. After estimating the residual energy and load
through information gain, a multinomial Id3 classifier performs classification using the following four
conditions.

High RE + High RL — a, (11)
High RE + Low RL — a, (12)
Low RE + High RL — a3 (13)
Low RE + Low RL — ay (14)

Egs. (11)—(14) represent the classifier conditions based on residual energy and a residual load of mobile
nodes. Based on the decision rules, a multinomial Id3 classifier constructs a decision tree and classifies the
nodes into one or more classes to attain reliable data transmission. Fig. 6 shows the classification process in
GBEOM. With the identification of a robust classifier, efficient classification of nodes into different classes is
attained. The construction of the number of multinomial Id3 classifications is presented by using Eq. (15).
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a(MN;) = a;(MNy) + a(MNy) + . .. .. + a,(MN,) (15)
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Figure 6: Classification process in GBEOM

From Eq. (15), the classification result of the mobile node a(MN;) is determined. Here,
a;(MNy) + ax(MNy) + . .... + a,(MN,)’ specifies the number of classified results on the number of
nodes. After node classification, pseudo-residuals are estimated as in Eq. (16).

SR; = BO — a(mn;) (16)

The multipath route paths are identified by transmitting route request (RREQ) and route reply (RREP)
messages between nodes in the network. After that, the priority for the produced route path is assigned using
a distance metric. The distance between the two nodes is measured using Eq. (17).

d(M]V,, M]Vj) = {[al, bl] - [az, bz]T * COV_1 * [611, bl] — [az, bz]l/z} (17)

Using Eq. (17), the distance between two nodes ‘d(MNi, MNj)’ is measured. Here, ‘MNi’ and ‘MNj’
represent two mobile nodes for data transmission. The location coordinates of two mobile nodes are
denoted as ‘(al, b1)’ and ‘(a2, b2)’. The sample covariance matrix is specified as ‘Cov’. Thus,
Mahalanobis distance is utilized in the proposed GBMIC-EOLB technique for measuring the distance
between nodes. Based on measured distance, priority is set for each path. It is represented as follows in

Eq. (18).
SPathi(S,D) - Z; a(S, D) (18)

From Eq. (18), the priority of route paths Sp,ui(s, p) established during route discovery among source S
and destination D. The path with minimum distance to the destination is assigned higher priority to transmit
the data packets. Hence, the GBMIC algorithm chooses a higher priority path to multicast data in MANET.

Fig. 7 shows the path estimated in MANET with GBEOM. The processes of the GBMIC algorithm are
described in algorithm 2 to obtain higher classification performances for multipath-multicast routing. The
primary purpose of performing multicast routing is presented by considering the number of mobile nodes
in the network. For each mobile node, the‘n’ number of multinomial ID3 classifiers is constructed, and
the pseudo-residual value is measured to improve the node classification performance result. After that,
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ensemble results of all base learners are combined to identify the best gradient descent step size i.e., strong
learner. The strong learner accurately classifies the mobile nodes into different classes. Fig. 8 shows the flow

diagram of the GBEOM.
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Figure 8: Flow chart of GBEOM

4 Results

4.1 Simulation Setting

The proposed GBEOM technique is implemented in the NS 3 simulator using the Random Waypoint
mobility model. The ad hoc on-demand distance vector (AODV) protocol is considered for routing the
data packets to conduct the experimental work. Here, 500 mobile nodes are considered from the network
with a square area of ‘4 2 (1200 m % 1200 m)’. Each mobile node comprises various data packets ranging
from 10 to 100, and the simulation time is set as 100 sec. The parameter used for simulation is shown in
Table 2. For experimental purposes, the proposed GBEOM technique achieves a higher packet delivery
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ratio with enhanced load balancing efficiency and minimum routing overhead. Experimental work on the
proposed technique is conducted using the following parameters: Data packet delivery ratio, Routing

overhead, Data packet loss rate, Energy consumption, and Load balancing efficiency.

Table 2: Simulation setting

Simulation parameter

Value

Simulator software

MANET deployed area

Mobility model

Transmission communication range
Number of mobile nodes

Data packets count

NS-3

1200 m * 1200 m

Random Way Point

300 m

50, 100, 150, 200, 250, 300, 350, 400, 500
10, 20, 30, 40, 50, 60, 70, 80, 90, 100

Speed of nodes 2—-10 m/s
Simulation time 100 s
Protocol ADV
Pause time 10s
Number of runs 10

4.2 Analysis of Data Packet Delivery Ratio (DPDR)

The packet delivery ratio defines the packet delivered between the source and the network’s destination
node for the total packet transmitted. The PDR is presented in Eq. (19).

DPDR — Number of data packets delivered

Number of data packets * 100 (19)

The above Eq. (19) estimates the data packet delivery ratio ‘DPDR’. When there is a higher data packet
delivery ratio, the method is more efficient and obtains a high-security level in the routing process. The data
packet transmission is considered with a different number of data packets in the range of 10 to 100. The
values reported here confirm that the packet delivery ratio gets varied with the increase in the number of
data packets. It improves the security level and prevents data loss occurred in during transmission. Fig. 9
illustrates the experimental results of the data packet delivery ratio for proposed and existing methods. It
shows the comparison of the proposed technique with existing IWLBC, quality of service-AMBMR, and
RBESK-Generation. To conduct the experimental purpose, the number of data packets in the range of
10 to 100 was considered according to the remote data points. For example, 30 packets are considered for
experimental performance. From the result analysis, existing IWLBC, quality of service-AMBMR, and
RBESK-Generation obtain 53%, 57%, and 60% of the data packet delivery ratio. At the same time, 83%
is achieved in the proposed GBEOM technique.

The proposed GBEOM technique applies optimal route discovery and secure data transmission process
for transmitting data packets with a higher delivery ratio. Based on control message distribution, a route path
is generated, and the data packet is distributed securely. Therefore, the proposed GBEOM technique
improves by 40% when compared with IWLBC [22], the quality of service—rAMBMR [23], and RBESK-
Generation [24]. From the above result, the GBEOM technique resulted in a higher data packet delivery
ratio when compared with other methods.
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Figure 9: Comparison of data packet delivery ratio

4.3 Assessment of Routing Overhead (RO)

Routing overhead is stated as the time taken for the data packet route from the source to the destination
node with minimal data loss. The routing overhead is measured in milliseconds (ms), and a mathematical
formula is expressed below Eq. (20).

Ro = number of data packets* Time(route single datapacket) (20)

For experimental purposes, data packets in the range of 10 to 100 are considered. From the tabulated
values, the proposed GBEOM technique provides better data transmission between nodes with minimum
routing overhead when compared with other existing methods such as IWLBC, quality of service—
AMBMR, and RBESK-Generation, respectively.

The measures of routing overhead with a dissimilar number of data packets in sensor nodes are shown in
Fig. 10. To perform experimental work, various data packets in the range of 10 to 100 data packets are
considered. Thus, time taken for routing data packets using the GBEOM technique provides better
performance than other methods. According to the medical scenario, data packet information about the
patients is transmitted. Hence, efficient transmission of data achieves with minimum routing overhead.
For the transmission of data packets, let us consider 10 data in the network. From the performance
analysis, existing IWLBC, QoS—AMBMR, and RBESK-Generation obtain 21, 19, and 18 ms of routing
overhead. While proposed the GBEOM technique obtain 15, 13, and 12 ms of routing overhead. As a
result, the proposed GBEOM technique resulted in reduced routing overhead than other methods. With
the assistance of route request and reply, message distribution is GBEOM technique, efficient route
discovery is presented for transmitting the data packets. From the produced route path, the shortest route
path is selected between the source node and the destination node. This helps to attain minimum time for
data packet transmission. As a result, routing overhead is reduced in GBEOM technique reduced by 23%
when compared with other methods. From the result analysis, the GBEOM technique provides an
enhanced result of routing overhead.

4.4 Performance Analysis of Data Packet Loss Rate (DPLR)

A data packet loss rate is the estimation of lost data packets during data transmission between nodes in a
network. The percentage of lost data packets to all packets sent is known as the packet loss rate. The packet
loss rate is measured in % as given in Eq. (21).
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From Eq. (21), data packet loss rate ‘DPLR’ is measured. Here, ‘Ndropped’ denotes dropped data
packets and ‘DPs‘ specifies send data packets.

Fig. 11 demonstrate the result analysis of the data packet loss rate based on a various number of data
packets on sensor nodes. The data packets in a range of 10 to 100 packets are considered to conduct the
experimental work. For example, let us consider 20 data for experimental purposes. From the
experimental result, existing IWLBC, QoS-AMBMR, and RBESK-Generation obtain 55%, 40%, and
35% of data packet loss rate. Whereas 35%, 25%, and 15% are achieved in the proposed GBEOM
technique. Though, the loss rate of the data packet is increased when the number of data packets during
transmission gets increased. Based on secured data transmission with minimum routing overhead,
occurrences of data packet loss get minimized. Here, data encryption and decryption are carried out to
perform better data transmission. Similarly, the GBEOM technique reduces by 61% when compared with
other existing methods. Therefore, the proposed GBEOM technique resulted in a reduced data packet loss
rate than other existing methods.

70 OIWLBC  [QoS-AMBMR  LIRBESK-Generation  [1GBEOM
60

—50 |Im

8 s

S 40 - - B 1 - —

g

Q

g 30

1]

©

220
) -| H “ ] H H ‘ ‘

10 20 30 40 50 60 70 80 90 100

Number of data packets

Figure 11: Measure of early data packet loss rate
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4.5 Performance Analysis of Energy Consumption (EC)

The quantity of energy used by the network to transmit data packets from the source to the destination
node is referred to as energy consumption. The amount of energy used is measured in joules (J) and it is
calculated using the formula mention in Eq. (22).

EC = NxE(F,) (22)

From Eq. (22), energy consumption ‘EC” is determined. Here, ‘N’ denotes the number of mobile nodes
and E(F,) specifies energy consumed by each node to transfer data packet. Fig. 12 demonstrates the
experimental analysis of energy consumption based on different sensor nodes. The sensor nodes in the
range of 50 to 500 nodes are considered with varied sizes of data packet presented. For example,
50 sensor nodes are considered for experimental performance. From the simulation results, the existing
IWLBC, QoS-AMBMR, and RBESK-Generation obtain 36, 36, and 35J] of energy consumption.
Whereas 32, 30, and 29 J are achieved in the proposed GBEOM technique. As a result, the GBEOM
technique resulted in minimum energy consumption. The consumption of energy is minimized during
data packet transmission between the sensor nodes. This is achieved by identifying the optimal route path
with the process of route discovery mechanism in the proposed GBEOM technique. Thus, the determined
route path reduces energy consumption. Therefore, the energy consumption during data transmission is
minimized by GBEOM technique by 19% when compared with IWLBC, QoS- AMBMR and RBESK-
Generation. Finally, the proposed GBEOM technique obtained minimum energy consumption.
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Figure 12: Measure of energy consumption

4.6 Performance Analysis of Load Balancing Efficiency (LBE)

The measure of optimized mobile nodes to route data packets according to the total numbers available in
the network defined as load balancing efficiency (LBE). The efficient of the load balancing is denoted in (%)
and formulated as in Eq. (23).

NL
LBE = YO %100 (23)

From Eq. (23), load balancing efficiency ‘LBE” is estimated based on the ‘N’ count of the mobile nodes.
Here, ‘NLo’ specifies the number of load optimized mobile nodes.

The performance result of load balancing efficiency is illustrated in Fig. 13. It is conducted concerning
different mobile nodes ranges among 50 to 500 nodes. GBEOM technique makes the comparison with
existing IWLBC, QoS-AMBMR, and RBESK-Generation respectively. To conduct the experimental
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work, the number of a data packet in 50 nodes is considered. From the performance analysis, existing WBC
protocol, power-aware multicast algorithm, and RBESK-Generation obtain 76%, 78%, and 82% of load
balancing efficiency. Similarly, 86%, 88%, and 92% of efficiency are achieved using the GBEOM
technique. The proposed GBEOM technique attains higher load balancing efficiency than other methods
due to the application of route path discovery and secure data transmission process. With the use of route
path discovery, a secured route is selected for routing data packets between a source and destination
nodes. This helps to balance the load on the whole network’s mobile nodes. As a result, the GBEOM
technique increased by 15% equated with the existing methods. Therefore, the GBEOM technique
resulted in enhanced load balancing efficiency. Therefore, the proposed GBEOM technique provides a
high data packet delivery ratio of 91 (%), minimum route overhead of 61 (ms), minimum packet loss rate
of 9 (%), minimum energy consumption of 119 (J), and maximum load balancing efficiency of 94 (%)
when compared with IWLBC, the QoS—AMBMR, and RBESK-Generation.
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Figure 13: Measure of LBE

5 Conclusion

The GBEOM technique is developed next to design multipath-multicast routing in MANET with
minimal energy consumption and higher load balancing efficiency. Here, the GBEOM algorithm is
designed to effectively classify the mobile nodes into one multiple class by combining the results of all
weak learners. The algorithm constructs a prediction model in the form of an ensemble of weak learners
i.e., decision trees. After that, a multinomial Id3 classifier is introduced to enhance the classification
accuracy with the measure of information gain value on each mobile node. According to different values
of information gain, decision trees are produced. The multiple paths among source and destination are
selected by choosing mobile nodes with higher residual energy and load. Here, multiple stable routes that
reduce energy consumption with minimum link failures are selected. Then, the distance between mobile
nodes is measured to assign priority for multiple paths. With the assigned priorities, higher priority paths
are selected as the best route to ensure reliable data transmission. Hence, energy-efficient and load-
balanced multipath multicast routing with lower routing overhead are said to be ensured. The proposed
Gradient Boosted Multinomial ID3 Classification algorithm provides improved performance in multipath
multicast routing in MANET with minimal energy consumption and higher load balancing efficiency. The
proposed GBEOM exhibits ~4% improved performance in MANET routing. The proposed method has
the limitation of security attacks. In the future, work needs to focus on multiple types of security attacks.
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