
Authentication of WSN for Secured Medical Data Transmission Using Diffie
Hellman Algorithm

A. Jenice Prabhu1,* and D. Hevin Rajesh2

1Arunachala College of Engineering for Women, Manavilai, Nagercoil, 629203, India
2St. Xavier’s Catholic College of Engineering, Nagercoil, 629003, India

*Corresponding Author: A. Jenice Prabhu. Email: jeniceprabhu@gmail.com
Received: 02 February 2022; Accepted: 08 June 2022

Abstract: The applications of wireless sensor network (WSN) exhibits a signifi-
cant rise in recent days since it is enveloped with various advantageous benefits.
In the medical field, the emergence of WSN has created marvelous changes in
monitoring the health conditions of the patients and so it is attracted by doctors
and physicians. WSN assists in providing health care services without any delay
and so it plays predominant role in saving the life of human. The data of different
persons, time, places and networks have been linked with certain devices, which
are collectively known as Internet of Things (IOT); it is regarded as the essential
requirement of people in recent days. In the health care monitoring system, IOT
plays a magnificent role, which has produced the real time monitoring of patient’s
condition. However the medical data transmission is accomplished quickly with
high security by the routing and key management. When the data from the digital
record system (cloud) is accessed by the patients or doctors, the medical data is
transferred quickly through WSN by performing routing. The Probabilistic Neural
Network (PNN) is utilized, which authenticates the shortest path to reach the des-
tination and its performance is identified by comparing it with the Dynamic
Source Routing (DSR) protocol and Energy aware and Stable Routing (ESR) pro-
tocol. While performing routing, the secured transmission is achieved by key
management, for which the Diffie Hellman key exchange is utilized, which per-
forms encryption and decryption to secure the medical data. This enables the
quick and secured transmission of data from source to destination with improved
throughput and delivery ratio.

Keywords: Probabilistic neural network (PNN); diffie hellman key exchange;
internet of things (IOT); wireless sensor network (WSN)

1 Introduction

The emergence of WSN in healthcare sectors has produced multiple beneficial factors and so it is largely
used in various fields. Some of the healthcare systems based on the WSN are electrocardiogram (ECG),
blood pressure (BP), blood glucose (BG), in which the physiological data of patients are transmitted in
real time [1]. The health care systems with WSN provide innovations thereby offering potential solutions
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and ambient awareness to the health care industry [2]. WSN comprises of various sensors with the properties
like low cost, random deployment and self-organizing [3]. The data collected by the sensors are revealed on
request without exposing the identity of sensors [4]. In WSN, the effective and efficient collection of data is
achieved for all sensor nodes even if they are located in remote areas [5]. In harsh environments, the rapid
delivery of data collected by sensors is facilitated by various encoding approaches [6]. Various devices are
used for collecting the medical data, but they are excessively expensive for home utilization [7]. In recent
times, the health monitoring has shown an intelligent trend due to the rapid development of IOT [8]. The
IOT devices are neither practical nor scalable for relying on a central entity like cloud for performing the
detection of misbehavior [9].

To overcome these issues, suitable routing techniques are utilized, through which the data availability is
maximized and the data access latency is reduced [10]. The effective routing is performed by minimizing the
number of transmissions, by which the life span of the system is accomplished. To enhance the energy
efficiency and to find the appropriate routes, several researches have been developed. In [11], a clustering
based routing approach is proposed for the collection of medical data in healthcare environment that
relies on node centrality, distance and remaining energy level. It offers efficient energy clustering and
forwards the data to the destination directly but requires further improvement related to network lifetime.
In [12] an energy optimization algorithm is proposed to provide appropriate communication with
optimized routing paths. This approach improves the data transmission speed and power efficiency yet
did not consider the security related issues. In [13] an enhanced routing approach for mobile cognitive
environments is introduced by considering the cross-layer design and mobility design. Under larger
network area, flooding packets get limited due to sparse node density which in turn reduces routing
packets. To enhance the system efficiency, motion based routing is utilized in [14], which computes the
system utility by storing and using the local motion information, where the system lifespan depends on
the movement of the neighboring node. To overcome these issues neural networks are adopted for the
prediction of efficient routing in IOT based WSN. In [15], the routing approach in WSN based on
Artificial Neural Networks (ANN) is explained which analyses the best path for routing. ANN has the
ability to learn complex and non-linear relationships but highly depends on hardware. Considering these
shortcomings, PNN is utilized in this developed paper for the prediction of efficient routing path.

Generally, the privacy of medical data is highly important for personal privacy information and hence
the related security is essential [16]. The confidential data of medical sectors have been transmitted through
the internet for multiple purposes, in which the security of particular data is lacking since the medium of
transformation is not secured enough [17]. The privacy and security of medical data face various
challenges like transmission reliability, integrity, location privacy and data confidentiality [18].
Unauthorized access to sensitive medical data occurs which include hijacking of medical devices, health
data modification, exploitation of stored and exchanged information, gaining access to hospital networks
[19]. By using key management approaches, the data is secured between the implanted medical device
and cloud server but the performance is not scalable. The issues in the key management are identified by
the certificate-based pairing free aggregate signature scheme (CBPFAS), which accomplishes public key
cryptography along with its identity. However, the mentioned approach requires reduction of aggregation
length [20]. For better result, light weight mutual authentication and key aggregation (MAKA) is utilized
as it acts against the potential attacks and contemporary authentication but it performs with little delay
[21]. In [22], for the yield of secure channel, the Elliptic Curve Cryptography (ECC) based self-certified
two factor key management is utilized, which suffers from cluster and head impersonation. In medical
data communication, the acquired error is identified as diffusion and confusion; the investigation is
enhanced by medical image with a couple of sub-keys [23], in which the keys are not performed heavily.
In [24], a method for coverless information hiding is proposed using the Generative Adversarial
Networks (GAN) based key management. It provides enhanced hidden capacity but lags in robustness
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and demands optimization process. In [25], the proposed approach for coverless information hiding retains
the data without any changes yet, the time cost is high. To overcome these issues, Diffie Hellman key is
utilized in this work for effective key management.

Similar approaches for the secured key management of medical data are proposed in [26] and [27].
These approaches increase the security of medical data and maximizes the accuracy of medical data
analysis but requires further improvement. In this paper, both the personal and health rate of the patients
are stored in the digital record system (cloud), through which the patients and doctors can retrieve the
medical details from cloud at any time and when the medical data is transmitted from digital record
system (source node) to patients (destination node), the PNN routing protocol is used to transmit the data
quickly. For the secure transmission, the Diffie Hellman keys are utilized, which encrypts and decrypts
the data in a secured manner. In this developed paper, the proposed system model is given in the Section
2, the result and discussion of this proposed method is given in Section 3 and this developed paper is
concluded in the Section 4.

2 Proposed System

The proposed method is developed to maximize the applicability of future networking methods and
through this, certain applications are linked with each other to gather the information with the aid of
internet. WSN is immensely beneficial in the health care sectors because it provides extreme assistance to
both the patients and the doctors for enhancing the health condition of the patients. To enhance the
human health, the health monitoring systems with various sensors are developed. The human health
conditions thus monitored are further stored in the cloud. From the cloud the doctors or patients can
access their data at any time and any situation. For the better communication, IOT is utilized which
interacts through the internet, the informations thus generated is computed by clouds. The medical data
from cloud to the patients are transmitted quickly by performing PNN based routing. While performing
routing, the safest transmission is achieved by Diffie Hellman key management technique.

2.1 Proposed Patient Monitoring System

In recent days, the health care centers are increased into multiple levels, which are located in different
locations and each center provides a large amount of crucial health data. This health related data are stared,
with an aim that doctors can examine the diseases and also the medical history of patients are studied. The
overtime monitoring of health is achieved by deploying several IOT devices and the transfer of high volume
medical data at real time is laborious. In general, the high level, medical data are qualified by the clouds
rapidly but for real-time, it is difficult to gain the large volume of data from all IOT devices due to the
presence of bandwidth limitation and cloud distance. These result in process delay and to eliminate these
issues cloudlet is utilized to store medical data which transmits the medical data to the nearest IOT
device. The burden in the communication is achieved by cloudlet and then the data is transferred to the
cloud. Thus the transmission of medical data is achieved by two layers like, IOT layer, and cloud layer.

The Patient monitoring system is significantly highlighted in Fig. 1 in an efficient manner.

2.1.1 IOT Layer
The patient monitoring system is achieved by IOT frame work which alerts the patient about the

occurrence of abnormal signs. The IOT monitoring of the patient is achieved by four major dimensions
such as sensing, analyzing, managing and deleting, which are clearly illustrated in Fig. 2.
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The sensors in IOT monitoring sense the accurate location and gather the information, this collected
abnormalities do not project any defect. The change in weather may cause abnormal behaviors but
usually the area damage is identified by the abnormal behavior. The defects in the data are analyzed by
sensing the data delivered from the sensor nodes. From the analyzed data, the prediction of issues in
particular area is achieved by management. This compares the present data with the past history, so that
the issues are detected accurately and then the patients are alerted. The gained data are then stored in the
cloud and by cloud computing data are utilized by the patients through the device like mobile phones.

2.1.2 Cloud Layer
The storing of data in the cloud is mentioned as the cloud computing and it runs the operation connected

to it. The general value of the regular data is continued by the transmitted regular data which accommodate
the actual function in the great extent. Thus the general functions are maintained by the quality service.

Figure 2: Dimensions of IOT layer

Figure 1: Patient monitoring
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Cluster computing is performed by storing the data in the cloud through which the applications are
functioning. With the aid of internet, the data which are stored in cloud has been linked with multiple
computers. The people from different locations can access the data from cloud and one of the major
advantage in cloud computing is that the data in cloud are stored securely even if it is crashed. The
patient details regarding their contact and treatment are stored in the cloud and the information from
cloud is displayed through IOT.

2.2 Routing Protocol

The significance of routing protocol in the process of data transmission is highly essential since the
communication between the nodes is determined through this protocol. Though the routing protocol has
easy implementation, it has certain challenges, which are mentioned in the sub-sequent point. The design
of routing protocol in WSN is challenging due to the presence of the multiple characteristics, the
important challenges of routing are

� For the large set of sensor nodes, the allocation of universal identifiers is difficult and the use of
classical Internet Protocol (IP) makes the WSN un-proficient.

� The flow of data to be transmitted from a source node to the base station is compulsory and at typical
communication network the transmission of data is not performed.

� In several circumstances the data congestion is created with substantial redundancies since the sensing
of nodes generates similar data. Thus the exploitation of routing protocols is necessary and the
required energy and bandwidth is utilized.

� For the relations of transmission energy, bandwidth, capacity and storage the WSN is constrained. To
overcome these challenges the new routing protocols are implemented, which eliminates these routing
challenges.

Authentication of PNN Routing Protocol

The medical data stored in the clouds are accessed by the patients through IOTand the data is transferred
by identifying the shortest path, which is performed by routing probabilistic Neural Network (PNN). The
regulation of data transfer became critical, when the number of nodes are increased and the nodes with
dominated sets (DS) contain increased connectivity and energy, this is classified by PNN and the node
scalability is achieved by the clusters. In PNN the transferred data is trained by the hidden layer in which
the sensor nodes are replaced with the clusters, by this the data from each node is trained separately.

At each node, the hidden layer function is denoted as,

Hij ¼ exp

Pl
ije :ce � 1

rij

" #
(1)

Here, lije denotes cluster weight vector, rij denotes cluster standard deviation and ce denotes cluster
energy. While performing routing the nodes are exhibited by node dynamics and the interconnections of
node are performed with other networks. In Neural Network the former and later sensor nodes are
considered as the input, here PNN is the utilized Neural Network which enhances and classifies the
lifespan of Network through DS. The architecture of PNN is efficiently highlighted in Fig. 3.

The identification of route is important for the communication of data and consumption of energy during
routing performance; through the identified route the cluster is formed and the lifespan is improved. Each
sensor node divides the clusters c1; c2 . . . ; cn which are needed as the PNN input. The selection of
trained data is achieved by PNN, which selects higher energy data as trained data i.e., cluster. The cluster
k as trained data is permitted in WSN by n number of sensor nodes i.e., xi; i ¼ 1 . . . n ; after cluster is
allotted for each sensor nodes (shortest distance) and the threshold for each distance is measured.
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The routing is performed to transmit the data quickly, here PNN performs the routing function.

The formation of cluster in PNN is achieved by the given procedure,

Step 1: Initially the cluster center is obtained as li ¼ T ; i ¼ 1 . . . ; k.

Step 2: Nearest node of the cluster is analyzed

ci ¼ fi ¼ dðxj; li � dxj; liÞ; l 6¼ i; Þ; j ¼ 1 . . . j

Step 3: From the mean distance node, the cluster locations are identified.

li ¼ 1jcij
Xj 2 cixj; 8i

Step 4: Repeat step 2 and 3, until the cluster is designed,

In which, the sensor node in c is signified as jcj, nearby node of c is ci,

The cluster utilize the Euclidean distance d(x, li) as,

ck ¼ dðx1; y1Þ; dðx2; y2Þ . . . dðxi; yiÞ; i ¼ 1; . . . ; n; j ¼ 1; . . . ; n:

Here, k denotes the cluster node Algorithm for cluster formation

The medical data stored in the cloud are transmitted by utilizing the PNN, which authenticate the
shortest path for transmission and reach the destination (patient IOT page) quickly. The data transmission
is secured with the accomplishment of keys.

2.3 Key Management

For the secured communication of medical data, key management functions are utilized and in this work
Diffie Hellman key is used. By this the functions like authentication, authorization, encryption and
decryption are performed.

Authentication of Diffie Hellman Key

The cryptographic keys are distributed using an instant key, that is Diffie Hellman key which responses
instantly. For undetermined channels, the secret keys are developed by Diffie Hellman keys in the lack of
premature learning that authorize two gatherings. This key performs their functions by i) develop new
registration for cloud service, ii) cloud service utilization, iii) key exchange.

Figure 3: PNN structure
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2.3.1 Develop New Registration for Cloud Service
Initially the patients or organizations are selected and established on the basis of cloud administration.

Among different understatement of patients i.e., patient id, email and portable number, the patient is
approved by utilizing portable number, this identifies whether the client is authentic or not. The
enlistment of clients is obtained by promoting the instant message that is given to the client and is
recorded in the cloud. The secret key is produced when the client enters the client id and these generated
keys are considerable in a particular interval or these keys are demolished after a particular interval.

2.3.2 Cloud Service Utilization
Among the enlisted patients, the patient with cloud administrations are selected by the cloud. The

patients are allowed to enter their id and secret phrase, on verification, the Diffie Hellman key exchange
algorithm generates the new key and it is forwarded to the patients through phone, email, etc. The entry
point for the patient is obtained in their apparatus, after this the generated keys are given to the cloud
administrations.

2.3.3 Key Exchange
The Diffie Hellman key exchange setup a common key between the two gatherings, which compensate

the information, correlation along the framework. This key exchange does not require extensive number of
characters. It is difficult to break the security, when the cryptographic system utilize secret key all through the
encryption and decryption, the Diffie Hellman key exchange is achieved by the following algorithm.

Algorithm for Diffie-Hellman key exchange

Step 1: The secret key between the doctor and patient is identified by using Diffie Hellman key as
Apd ¼ B 2 M ;

Where Apd is a computed data from both the doctors and patients

Step 2: The map of B is given to the group G by patients and doctors then the data is received as Bg 2 G:

Where G refers to the group of medical information

Step 3: By multiplying M and Bg, the message (M 2 G) is encrypted as

M � Bg ¼ Y and the encrypted message Y is transmitted to the patients.

Step 4: The patients decrypts the message by computing Bg inversely and receive the message M as,

Y � B�1
g ¼ M

Where, M is a decrypted message.

Evaluation of Diffie-Hellman Key Exchange:

Initially, the matrix A is considered which is referred as an initial data A ¼
6 2 1
3 4 9
9 0 7

0
@

1
A

Patient send the secret code as, Ap ¼ A6 ¼
9 8 6
4 8 5
0 6 7

0
@

1
A

Doctor send the secret code as, Ad ¼ A9 ¼
3 4 6
0 8 1
6 2 3

0
@

1
A
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Thus the shared key is, xApd ¼ A54 ¼
7 8 8
6 8 9
4 2 9

0
@

1
A ¼ B

Initially, the patient consider the message as M ¼ ð6; 7; 10; 4; 1; 5; 5; 2; 9Þ 2 G

The map of B is achieved by adding a unit term with each matrix elements, thus the patient sends the data

as
7 8 8
6 8 9
4 2 9

0
@

1
A ¼ B and the mapped value of B into group is,

Bg ¼ ð8; 9; 9; 7; 9; 10; 5; 3; 10Þ
The group G as ðg1; g2; . . . ; ggÞjgi 2 Z�

11 is multiplied with the components ðx1; x2; . . . ; xgÞ as
ðx1; x2; . . . ; xgÞ � ðg1; g2; . . . ; ggÞ ¼ ðx1 � g1; x2 � g2; . . . ; xg � ggÞ

The message M is multiplied with Bg through mod 11

ð6; 7; 10; 4; 1; 5; 5; 2; 9Þ � ð8; 9; 9; 7; 9; 10; 5; 3; 10Þ
¼ ð6 � 8; 7 � 9; 10 � 9; 4 � 7; 1 � 9; 5 � 10; 5 � 5; 2 � 3; 9 � 10Þ mod 11

¼ ð4; 8; 2; 6; 9; 6; 3; 6; 2Þ
The encrypted message that send by the patient to doctor is

Y ¼ ð4; 8; 2; 6; 9; 6; 3; 6; 2Þ

Doctor takes
7 8 8
6 8 9
4 2 9

0
@

1
A ¼ B, and it is mapped as ð8; 9; 9; 7; 9; 10; 5; 3; 10Þ then the inverse

computation is performed in Bg modulo 11, and requires

ð8; 9; 9; 7; 9; 10; 5; 3; 10Þ�1 ¼ ð7; 5; 5; 8; 5; 10; 9; 4; 10Þ
Thus the original is obtained by multiplying encrypted message with the inversed value,

ð4; 8; 2; 6; 9; 6; 3; 6; 2Þ � ð7; 5; 5; 8; 5; 10; 9; 4; 10Þ mod 11

¼ ð4 � 7; 8 � 5; 2 � 5; 6 � 8; 9 � 5; 6 � 10; 3 � 9; 6 � 4; 2 � 10Þ

¼ ð6; 7; 10; 4; 1; 5; 5; 2; 9Þ
This is the original message M that is encrypted by the patient to the doctor. By these functions, the

medical data from the cloud are transmitted to the clients or doctors securely with the secret key
generation by Diffie Hellman algorithm.

3 Results and Discussions

The IOT is a huge network, which includes the objects or devices that perform communication via
wireless and cable connections, also the IOT interacts with each one to develop new services. The IOT is
one of the most popular technique which is used in the medical field, by this the human conditions
(temperature, pressure, and pulse) are monitored continuously. The IOT monitoring of patient conditions
are shown in the Fig. 4. The overtime monitoring of patients health is achieved by developing several

2370 CSSE, 2023, vol.45, no.3



IOT devices and the transfer of high volume medical data at real time is laborious. In general the medical data
and personal information of the patients are stored in the cloud, which can be accessed by both the patients
and doctors. The monitored medical data like body temperature, blood pressure and pulse, etc., are gathered
in the cloud. The access of the stored data by patients or doctors from the cloud faces severe security issues,
to overcome this issue fast transmission is performed. For the quick transmission of medical data, routing is
performed and the transmission of data is secured by key management. The data from the sensor node to the
IOT page is transmitted by passing the data through wireless sensor network.

The transfer of medical data is achieved quickly by routing, by this the shortest path to the destination is
identified and then the data is transmitted. In this developed paper, PNN is utilized to perform routing and its
performance is identified by comparing it with the existing DSR and ESR. Here the communication rank is
varied as 100, 200, 300, 400, 500 m in which the delivery ratio, delay, energy consumption, throughput and
packet drop of PNN is identified by the transmission range.

From the Fig. 5, the delivery ratio of the proposed PNN is compared with the existing methods DSR and
ESR, which concludes that the PNN shows better result that other two methods.

Figure 4: IOT monitoring

Figure 5: Plot of transmission range and delivery ratio
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The delay estimation for the proposed PNN is obtained by comparing it with the existing DSR and ESR,
which is shown in the Fig. 6 from this it is clear that the delay in PNN is less than other existing methods.

The estimation of energy consumption by PNN is obtained by comparing it with the existing DSR and
ESR, which is shown in the Fig. 7 from this it is concluded that the energy consumed by the PNN is less than
other existing methods.

The throughput of PNN is evaluated by comparing it with the existing DSR and ESR methods which is
shown in the Fig. 8, this figure concludes that the throughput of the proposed PNN is higher than the other
existing methods.

From the Fig. 9, the packet drop of the PNN is compared with the existing DSR and ESR methods,
which concludes that the drop in PNN is lower than other methods.

Figure 7: Plot of transmission range and energy consumption

Figure 6: Plot of transmission range and delay
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Evaluation of Encryption and Decryption Performance

Generally, the keys are utilized to transmit the data securely and safely, which performs both the
encryption and decryption. Each key is created in a specific interval of time and the time required for
the key generation is shown in the Fig. 10. The medical data stored in the cloud are accessed by both the
patients and doctors during which the keys generated within a short time. However, the key encryption
and decryption is also performed with the required time interval.

As per the data size, the key encryption and decryption is performed and the size of the data is increased
further increasing the time required for encryption and decryption. When the data stored in the cloud is
accessed, the key encryption is initiated and after reaching the destination the encrypted data is decrypted
with the required interval of time.

From the Figs. 11 and 12, it is clear that the size of the data is increased leading to increased time
interval. However, the time required for the key generation, key encryption and decryption is less for the
proposed Diffie Hellman Key exchange.

Figure 8: Plot of transmission range and throughput

Figure 9: Plot of transmission range and packet drop
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Figure 11: Essential time for encryption

Figure 12: Essential time for decryption

Figure 10: Essential time for key generation
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Thus the medical data from the cloud are accessed safely and quickly by routing and key management.
Here the routing is performed by the PNN which identifies the shortest path to reach its destination and the
performance of the PNN related to delivery ratio, delay, throughput and packet drop are identified by
comparing it with the existing DSR and ESR methods. While performing routing the medical data is
secured by key management, here the Diffie Hellman key exchange is utilized which performs the
encryption and decryption as per the data size. Thus the medical data from the clouds are transmitted
quickly and securely to the users who access it.

4 Conclusion

The protection of medical data with Diffie Hellman key is expounded in this present work, in which the
implementation of PNN is clearly explained. Initially, the medical data stored in the cloud is transmitted to
the user through WSN and the resultant data are viewed in the IOT page. The transmission of medical data
from the cloud is transmitted quickly and securely by routing and key management. In this developed paper,
the routing is performed by PNN and its performance is accomplished by comparing it with the DSR and
ESR. For the secured transmission, Diffie Hellman key is utilized, which performs both the encryption
and decryption. The obtained results reveal the efficiency of the proposed approach in terms of routing
and key management.
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