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ABSTRACT: Advances in emerging technologies, such as the Internet of Things (IoT) and artificial intelligence,
provide a wide range of real-time applications to the development of smart cities. The physical objects, along with
IoT systems, not only provide seamless connectivity to the remote environment but also continuously gather the
required data through a sensor-based network. They provide timely information to connected devices, meet their
needs, and enhance the flexibility of automated IoT-driven systems. Despite improvements in network maintenance
and communication robustness, most existing healthcare systems still encounter challenges in addressing congestion
and scalability as data traffic increases. Furthermore, as autonomous activities increase, communication trust among
health devices decreases, thereby increasing computational overhead due to privacy concerns and potential attacks.
This research proposes an intelligent, edge-enabled machine-learning model for an autonomous environment to
identify proactive threats and enhance system trustworthiness by mitigating unauthorized and insecure activities in
the healthcare network. The devices are controlled efficiently, with uniform load balancing, using edge computing and
heuristic techniques to optimize resource allocation and energy efficiency. It intelligently controls network traffic and
reduces on-device computational power by dynamically offloading to selected forwarders, without increasing network
consumption or overhead. Moreover, the trusted schemes are designed to increase reliability within a bounded network
system and to support the integrity of devices while processing health records at the network edges. Simulation results
confirm that the proposed framework achieves improvements in energy overhead, latency, throughput, and response
time compared to the RePUF-IoT and AIBS-IoTH schemes.

KEYWORDS: Internet of Things; security; edge networks; trust computing; smart system

1 Introduction

Modern IoT systems play a vital role in enhancing smart cities and developing crucial applications for
society [1,2]. Many real-time systems, such as healthcare, vehicle automation, and surveillance, support con-
nected devices for data gathering and processing, enabling interconnected electronic devices [3,4]. In recent
decades, intelligent systems have been offering personalized approaches to monitor harsh environments
and continuously inform remote users using IoT-based sensors and digital technologies [5,6]. It provides
timely responses to network users for decision-making and facilitates efficient resource management while
ensuring reliable service delivery in the IoT network. On the other hand, big data collects a massive amount
of health records from multiple sources for patient care and operations optimization, and analyzes them
using edge-level computing [7,8]. Recently, many approaches have adopted it to provide more intelligent

Copyright © 2026 The Authors. Published by Tech Science Press. This work is licensed under a Creative Commons Attribution 4.0 International
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.


https://www.techscience.com/journal/CMC
https://www.techscience.com/
https://doi.org/10.32604/cmc.2026.085737
https://www.techscience.com/doi/10.32604/cmc.2026.085737
mailto:mhalshammeri@ju.edu.sa

2 Comput Mater Contin. 2026;89(3):67

methods for data security and to prevent malicious traffic from being forwarded to cloud processing [9,10].
However, due to constrained system resources, particularly limited battery power in IoT sensors and
lightweight wireless technologies, a security challenge arises when sensitive data must be processed and
transmitted from edge devices to the cloud for storage or further analysis [11,12]. Moreover, the establishment
of trust when forwarding IoT data from the connected independent network reveals threats, including
unauthentic data processing, violations of user privacy, and compromise of the networK’s integrity [13,14].
The integration of trusted devices balances network operations and prevents unnecessary malicious traffic
on healthcare devices, resulting in a more reliable and sustainable communication system. In recent decades,
healthcare systems have been widely compromised due to cyber threats in heterogeneous and resource-
limited communication [15,16]. Most proposed solutions rely on centralized mechanisms and cannot address
scalability issues in rapidly growing IoT-enabled healthcare systems. Moreover, the lack of reliable methods
for authenticating device associations during health record processing often compromises system integrity
and reduces operational stability in edge-driven data transmission. The lack of intelligence in many existing
approaches leads to inefficient resource utilization and degrades network optimization in complex real-
time environments [17,18]. Therefore, the primary aim of our research is to address significant challenges
in resource-constrained healthcare networks by focusing on security, data trust, and energy efficiency. It
explores the K-Nearest Neighbors (KNN) approach [19] to provide trusted data processing on unpredictable
devices and intelligently integrates edge-cloud interactions by introducing lightweight offloading computa-
tion, thereby optimizing network performance for the healthcare industry. Furthermore, threats are detected
using IoT devices” learning patterns and conditions before they compromise communication and lead to
data tampering. The lightweight mechanism of the proposed framework, supported by edge-driven decision-
making, adaptively balances task oftfloading and ensures an energy-aware healthcare network. In addition,
the trust-based methods facilitate reducing the number of suspicious devices and ultimately increase the
network’s resilience against potential threats. The following are the primary contributions of this research
study.

i. A dynamic trust-computing approach is developed for the Edge-IoT network using autonomous
machine-learning-based fusion of multidimensional device behavior.
ii. Intelligent decisions are made using task offloading with reinforcement learning, which decreases
energy consumption by optimizing the performance of resource-constrained electronics.
iii. Preventing network threats to enhance the reliability and trustworthiness in the healthcare system
integrated with lightweight encryption and intelligent learning patterns.

The rest of the paper is structured as follows. Related work is explained in Section 2. The discussion of
the proposed framework, along with its components, is provided in Section 3. In Section 4, the performance
results and discussion are provided. In the end, a conclusion is provided in Section 5.

2 Related Work

The integration of IoT networks with industrial applications has significant potential for rapid, continu-
ous monitoring of the target environment through interconnected devices [20,21]. It offers a data-collection
service, enabling network providers to perform timely analyses of system issues and performance, thereby
enabling the management of innovative IoT networks [22,23]. Cloud-integrated edge-level processing
enhances IoT network functionality by enabling a more secure communication paradigm and improving
scalability through effective network resource utilization [24,25]. In recent decades, many innovative IoT
applications have been exploring decentralized approaches based on a cloud-edge architecture to ensure
timely processing and storage of massive amounts of data for analytics and decision-making systems [26,27].
The study [28] enhances healthcare data processing by proposing a federated learning-based Edge-IoMT
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model (FEEL) that provides secure, low-overhead communication. The proposed model effectively builds
a decision-making system that balances energy resource use and protects data privacy against threats.
The authors of [29] explore TinyJAMBU encryption with reconfigurable PUFs and hashing functions
to propose the authentication protocol RePUF-IoT, which securely processes healthcare data and allows
only authorized devices to access sensitive IoT data. The proposed approach employs machine learning
models to enable secure interactions and protect network communication against threats, thereby improving
data reliability. A Privacy Protection Scheme for Federated Learning under Edge Computing (PPFLEC)
is proposed in [30] to provide a privacy-protection protocol with lightweight computation. The proposed
scheme uses a shared secret and a weight mask. It provides more reliable and efficient methods than
homomorphic encryption, authenticates devices, and maintains data integrity. However, it overlooks the
need to adapt privacy-preserving methods to varying data distributions as more healthcare devices are
deployed. A novel approach, delay-aware energy-eflicient reliable routing (DA-EERR), is introduced in [31]
for reliable routing with energy efficiency. It offers improved response time for time-constrained applications
and distributes load uniformly across devices. Moreover, it increases the longevity of routing paths and,
with effective selection of data forwarders, enhances the aggregation and delivery level of IoT data. In [32],
the authors proposed a model based on optimized Tiny Machine Learning (TinyML) and Explainable Al
(XAI) for binary classification. It offers an energy-aware healthcare system with trustworthy communication
by exploiting fog computing. It balances device load and effectively reduces network latency, improving
bandwidth utilization to support critical, real-time healthcare services. It improves response time for critical
health alerts by leveraging the compression technique and provides a practical approach for time-constrained
medical applications.

Authors in [33] proposed a unique blockchain-based artificial intelligence system for an IoT-based
healthcare system (AIBS-IoTH), aiming to achieve energy efficiency and more reliable transmission of
sensitive medical data. It captures patients” e-health records using wearable sensors and forwards them to
processing devices. It uses a metaheuristic algorithm, specifically a modified sunflower-optimization-based
clustering (MSFOC). Moreover, blockchain technology is adopted to secure both the intra-cluster and inter-
cluster communication. Finally, the Classification Enhancement Generative Adversarial Networks (CEGAN)
model is exploited for disease identification and conducts the diagnostic procedure on encrypted data. The
study [34] exploits both Deep Reinforcement Learning (DRL) and Level of Autonomy (LOA) to propose a
novel approach, DRL-LOA, that balances traffic data and optimizes network communication with an efficient
structure. Moreover, to extract structural information and fuse it with traffic features to produce node vectors,
DRL-LOA utilizes a Graph Convolutional Network (GCN). To efficiently categorize medical data on the
fog device, the proposed approach used an FDNN classifier. The performance results significantly improved
device latency and power consumption compared to existing solutions. Thus, emerging technologies for
the formulation of smart cities have been rapidly explored alongside edge computing. It manages the
flow of network data and uses services from emerging networks to support the communication paradigm
with efficient, optimized performance. However, most existing solutions still lack trust management for
distributed applications, leading to increased complexity in addressing network scalability [35,36]. Moreover,
most approaches lack proactive threat-detection strategies to address significant research challenges and
prevent malicious activity before it harms the healthcare network. Such malicious activities by devices not
only disrupt communication but also compromise the integrity and authenticity of associated devices and
ultimately pose threats to data privacy [37,38]. In [39], the authors proposed an Energy-Efficient Secure
Routing Protocol (E2SRP) for a wireless sensor network that leverages edge computing to focus on both
energy efliciency and data security. Unlike most existing approaches, E2SRP performs data aggregation
and processing at the network edge. In addition, the GWO algorithm is used to select optimal routes and
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achieve load balancing, leveraging fuzzy logic to enhance network stability. The study [40] introduces an
Energy-Aware, low-latency, data-driven routing model for mobile edge computing (EALLR), aiming to
reduce latency and efficiently utilize bandwidth by optimizing network performance through the integration
of multiple parameters. The proposed model introduces the role of edge nodes in collecting and processing
IoT data closer to the source, thereby improving response time in a critical environment. In addition, it
reduces retransmissions and effectively controls congestion in a dynamic topology.

Research Statement

In recent decades, most approaches have focused on optimization and routing problems, especially
in IoT-based applications such as healthcare, transportation, and surveillance. However, many of them are
not fully reliable or trustworthy when devices are openly communicating across network boundaries in the
presence of threats and unpredictable wireless conditions. This leads to degraded trust management and
inefficient resource exploration when constrained devices are required to handle a large volume of gathered
data. In addition, response time is a significant research challenge in time-constrained systems, particularly
in healthcare, where remote users urgently require timely analysis of their data by medical experts. Such
systems fail to deliver up-to-date, more accurate results from edge servers, thereby affecting the system’s
sustainability. Furthermore, the limited adaptability to varying IoT devices and dynamic network conditions
prevents efficient task offloading and limits network scalability. Based on the highlighted issues, there is
a need for a trust-aware, optimized routing framework that intelligently explores network resources while
protecting IoT data from threats. In addition, the trust needs to be dynamically updated based on various
factors to promptly detect potential attacks and improve the response time of the processing devices, thereby
achieving system stability.

3 Proposed Methodology

This section discusses the proposed framework that integrates optimization and trustworthiness
communication in edge-driven healthcare networks. It comprises two main stages aimed at proposing an
energy-eflicient, more reliable offloading approach with lightweight computations for constrained healthcare
devices. In addition, the network’s non-authentic and malicious behavior is continuously captured, maintain-
ing trustworthiness across multiple layers of the proposed framework and ensuring uniform load balancing
among IoT devices. Fig. 1 depicts the components and the associated stages of the proposed framework. It
comprises trust evaluation, energy efficiency, continuous updating of device trust over time, and optimized
offloading capabilities. Each component contributes to the development of an innovative Edge-IoT system by
ensuring data security and effective load balancing in a resource-constrained network. It balances network
traffic across forwarders using artificial intelligence and eliminates unnecessary route-discovery messages.

3.1 Trust Management Using Dynamic and Intelligent Prediction

The proposed framework evaluates the trustworthiness of health devices using a KN N approach based
on each device’s historical behavior and real-time performance. The trust value of each device is crucial
in healthcare edge networks to ensure reliable and secure processing. The trust of device i at time ¢ is
computed using accuracy, previous task score (A;), energy consumption (E;), and abnormal behavior score,
as shown in Eq. (1). Accordingly, trust improves with higher accuracy, while it decreases with higher energy
consumption and abnormal device behavior detection.

Ti(t) = H[(),l] [(1 - I//)Tl(t - 1) + I//(WAA,' + WE(I - E,) + WM(I - M,))] (1)

where both the normalized accuracy and energy consumption of the device i are denoted by A;, and E;.
M, presents the misbehavior or anomaly score. Also, the parameters w,, wg, and wy; are non-negative
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weighting factors such that their summation must be equal to 1, and in the end, y denotes the updated trust
rate. Whereas the projection operator ITfo ;1(-) is used to restrict the updated trust value within the interval
[0,1]. To further enhance the trust evaluation, KNN is employed, where the trust value T;(t) of device N;
is determined by comparing its feature vector with its K nearest neighbors, based on the accuracy, energy
efficiency, misbehavior score, and the previous trusted value T;(t — 1), as denoted in Eq. (2).

fi(t) = [Ai(#), 1= Ei(2), 1= My(¢t), Ti(t - 1)] (2)
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Figure 1: Key components of the proposed framework for Edge-IoT healthcare system.

Using the Euclidean distance d between behavioral feature vectors f;(¢),f;(t), the set of K nearest
neighboring devices is selected as expressed in Eq. (3).

N,K(t) =argminK’j#d(f,-(t),fj(t)) 3)

Afterward, K-nearest neighbors are updated based on the majority vote, ensuring that devices with
similar characteristics are classified similarly in terms of trust, as expressed in Eq. (4).

2i(t):mode{zj(t) |N]~eN,-K(t)} (4)

where predicted trust class of device N; at time ¢ is denoted by Z; (). The operator mode denotes the majority-
voting function, which selects the most frequent trust class z;(¢) among the K nearest neighboring devices
NK at time t. In this way, the KNN results are used to determine device behavior and classify devices as
malicious or reliable.

3.2 Secure Edge-Driven Routing and Optimized Offloading Decisions

In the task-offloading phase, the proposed framework leverages multi-agent-based Reinforcement
Learning [41] to determine whether healthcare tasks should be processed locally at the network edge or
offloaded to the cloud. The offloading decision is defined in Eq. (5), which is based on normalized processing
time T'(a), energy consumption E(a), communication distance d(a), and latency L(a).
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a* = argmifrll (wl’f’(a) +wyE(a) +wsd(a) + w4]:(a))

S.t. T,'(t) 2 Ttrusts (5)
C(Zy_]) S Cmax’

Ei 2 Ethreshold

where trust value T;(t), communication cost C(, j), and E; are constraints that are considered for a reliable
and secure task offloading decision. The coeflicients w;, w,, w3, and w4 represent the relative contributions of
the associated, such that S _, w,, = 1, where C is number of factors. Using [q. (6), the agent’s capabilities are
improved, and a reward function is defined for the selection of resource-efficient and more secure oftfloading
decisions.

Rt+l = Trt-Ti(t) - 8Tofﬂoad - /llp,i (6)

where T, f (1,44 denotes the computed offloading cost, T;(t) is the trust score, T}, is the trust rate, ¢ denotes
the weighted factor for oftfloading cost, A is the penalty coefficient, and I, ; denotes the imposed penalty
when the resource constraint is avoided. Accordingly, an agent is assigned a higher reward for selecting more
trusted devices with lower offloading costs. On the other hand, when any security constraint is avoided, the
least reward is given to the agent.

In the proposed framework, the agent updates the Q-value based on energy consumption, latency, and
processing time to determine whether to offload the task locally or to the cloud, as shown in Eq. (7).

Q(s, ar) < Q(se ar) + a[Rm +ymax Q(st1,a") = Qs at)] 7)

where « is the learning rate, R, is the reward after taking action a;, in state s, and y is the discount rate. The
state space S represents the system’s conditions, and the action space A consists of decisions such as offloading
to the edge, cloud, or local processing. Through thorough exploration, the agent learns the optimal task
offloading policy that balances energy efficiency, latency, and processing time. Eq. (8) defines the update rule
for Q-learning, incorporating a decaying learning rate a; that decreases over time to improve convergence
and generate a more optimal policy for agents learning from the environment.

ar = a- (1+decay_factor-t)” (8)

The proposed framework employs Identity-Based Encryption IBE to ensure data privacy and enhance
security between health devices in healthcare IoT networks. IBE allows public keys to be generated directly
from the devices identity, eliminating the need for certificates. Each device is assigned a unique identity
ID;, and the public key P; is derived from it. This approach simplifies key management by directly linking a
device’s identity to its public key. In IBE, the private key for device N; is generated by a Private Key Generator
(PKG), which uses the devices identity ID; to derive its private key. The device’s public key P; is generated
from the identity ID; without requiring certificates. The public key P; is defined as in Eq. (9).

P; = IBEpkg(ID;) 9)

The private key k; of device N; is generated by the PKG using the identity ID; and is shared securely
between the PKG and device N;. The private key k; is used for decryption of messages in the system,
and it is linked to a particular device. Moreover, the private key is generated by PKG only at the setup
and initialization phase, and later encryption/decryption, signing, and verification operations are executed
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locally by the participating devices. In the proposed framework, the PKG is considered a trusted third party
to generate the private keys and distribute them securely to authorized devices. In addition, a distributed
key splitting mechanism is explored to further protect the private keys from direct exposure to malicious
attackers. In the proposed framework, the security overhead can be expressed as Eq. (10).

Ot = O1g + Osy + Oks (10)

where Or denotes overhead of whole system that is comprised of associated functionalities including
data signing and its verification Ogy, key generation and data encryption Ojpg, and keys splitting with
their distribution Oggs. However, the PKG only participates during the device initialization phase; thus,
the recurring execution and computational overhead are limited while performing device communication.
For secure communication, a device N; uses its private key k; to decrypt messages encrypted with
the corresponding public key. The encryption and decryption processes are based on device identity,
and the system remains certificate-free because it does not require a central certification authority. To ensure
the security of the private key, a distributed key splitting mechanism is employed. It divides the private key
k; into n shares, which are securely distributed between the authentic devices. The private key share k;;
for the j-th participant is computed using Eq. (11), and the original private key is constructed when all the
distributed shares are integrated.

ki = Zn:kij (11)

j=1

In this system, k; is the original private key, while and k;; denotes the j-th share of the particular split key
into n shares. Thus, identity-based encryption (IBE) provides a certificate-free solution that simplifies key
management while maintaining strong security in IoT networks. To authenticate the health record, device d;
signs o of the message m using its private key k;, which is reconstructed from the private keys of n devices.
Upon receiving the message, the recipient uses the public key P; to recover the original signature, as defined
in Eq. (12).

o; = sign(k;, m)

) True if valid (12)
Verify(o;, m, P;) =
False if invalid

Accordingly, health data d; remains private and cannot be altered by malicious devices while being
transmitted in an IoT-based system. Only authorized devices with the reconstructed private keys can recover
the original messages, thereby preventing a man-in-the-middle attack. Moreover, timestamp and nonce are
utilized by the proposed framework to prevent replay attacks and ensure that the message has not been
retransmitted, as in Eq. (13).

True, if Ttimestamp < Teurrent — AT
Reject(d;) = or invalid nonce (13)

False, otherwise

Furthermore, the proposed framework mitigates potential attacks using Reputation-Based Systems. The
health devices continuously compute and update the reputation score rs by exploiting the past behavior and
feedback Fb of neighbor i, as in Eq. (14).
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T’Si(t)Zﬂl'rSi(t—l)-l‘/))z'Fb(Ni) (14)

where 51 and 82 are weighted coeflicients. In addition, the proposed framework computes the cost function
c(i, j) for optimizing routing in a healthcare system by selecting the most dynamic next hop based on trust
scores, task offloading decisions, and security factor measurements, as shown in Eq. (15). In the event of an
invalid selection of forwarders, the proposed framework isolates them from normal devices.

xl(i,j) w1
X = xz(:”J) Cow=| " = clij) =wTxy (15)
Xm (1, ) Wi

In Eq. (16), the optimal forwarder NF* is selected by minimizing the cost function C(i, j) across all
available forwarders in the set N;. If no valid forwarders are found, the system defaults to a fallback node.

NF* = argmin C(4, j)
jGN;‘

subjectto  T;(t) > Tirust (16)
C(i, j) < Ciax

Algorithm 1 outlines the dynamic selection of the optimal forwarders for the edge layer and provides
an intelligent task Offloading decision process. It initiates the trust computation process using the devices’
behavior and feedback history. The trust score is continuously updated based on network conditions and
computes the probability of a device’s trustworthiness. Such computations lead to the selection of a more
dynamic forwarding route and the effective utilization of network resources. It also explores device evaluation
based on trust, power efficiency, and latency, thereby enhancing reliability for intensive tasks. Accordingly,
the proposed frameworK’s intelligence-driven task-offloading decision-making improves resource conser-
vation and ensures timely availability for processing incoming e-health data. Table | summarizes the main
notations used in the proposed framework.

Algorithm 1: Trust-aware with secure task offloading IoT-based healthcare framework

1: Input: Feedback set, thresholds, previous trust value, decision parameters
2: Output: Updated trust value T;(t) and offloading decision Tofioad
3: Initialize feedback set F;, trust thresholds, system parameters, and network state
4: Collect feedback f; € F; from device i
5: Collect device and network-related information
6: for each feedback instance f; € F; do
7: Extract performance metrics for device behavior evaluation
8: Evaluate the behavior status of device i as normal or malicious
9: Record the feedback history of device i for long-term behavior monitoring
10: if abnormal or malicious behavior is detected then
11: Flag device i as unreliable for further analysis
12: Restrict device i from direct edge offloading
13: else
14: Mark device i as reliable for secure health service access
15: end if

(Continued)
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Algorithm 1 (continued)

16: end for

17: Update the trust value T;(t) using the previous trust value and feedback history

18: Normalize T;(t)

19: Compute the trust probability based on the normalized trust value

20: Apply a security mechanism for uncertain or low-trust IoT devices

21: Update security keys according to the latest trust status

22: Store the updated trust value, feedback record, and offloading decision for next-level computation
23: return T;(t) and Tytfoad

Table 1: Notation description.

Notation Meaning

14 Updated trust

t Time
N; Device

P; Public key

ki Private key
k.. j-th share of the private key of device

ij Ni

o Learning rate
T, Trust rate

BL, B2 Weighted coefficients

4 Results Analysis

In this section, we present and analyze the performance outcomes of the proposed framework with
existing algorithms: RePUF-IoT and AIBS-IoTH. The simulated environment is equipped with 10-1000
health sensors for continuous data sensing and transmission to the cloud platform through edge devices. The
edges act as local decision-makers, performing processing to reduce the device’s load and improve response
times for medical experts. Edges have some mobility capabilities with more resources and processing power
than ordinary sensors. Initially, the device’s energy resource is set to 5000 m]J. The TensorFlow and PyTorch
libraries were used for Al modeling and training, while NS-3 was used to create the network environment and
simulate the reliable communication protocols. The generated trace files are used to evaluate performance
metrics and to support security-related operations between devices. To simulate realistic sensor data, we
generate a dataset from 50 simulations by designing predefined scenarios and parameters to capture device
and network conditions. For each run x, the improvement I,, was computed from the metric values of the
proposed framework, MY™°F, and the corresponding baseline, M, and the final percentage was reported
as the mean over all runs. Accordingly, we create a more controlled, dynamic environment to evaluate the
performance of the proposed framework across a wide range of network metrics and learning algorithms.
Moreover, the number of malicious devices remains fixed at 20; however, to evaluate the performance of the
proposed framework over varying traffic intensities compared to existing approaches, the packet generation
rate is varied from 2 to 20 packets/s per malicious device. We evaluate the performance of the proposed
framework and existing schemes in terms of energy overhead, response time, throughput, and packet
retransmission delay. The energy overhead is determined using the depletion amount of energy resources
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in data processing, transmission, and security measurements. Network throughput is computed based on
the number of successful data packets received over a particular time period from source to destination.
Moreover, the system responsiveness is computed as the average time required by the IoT system to process
and fulfill the demands of the requested devices. The packet retransmission time is measured as an end-to-
end interaction while the packet is transmitted from source to destination, including all delays in processing,
transmission, and queuing. Table 2 declares the simulation parameters used to conduct the experiments.

Table 2: Simulation parameters.

Parameter Value
Initial energy 5000 m]J
Number of devices 10-1000
Sensing radius 5m
Number of malicious nodes 20
Independent runs 50
Simulation scenarios Varying time, devices, and malicious packet rate
Network simulator NS-3
Al modeling libraries TensorFlow and PyTorch
KNN parameter K=5
Trust update rate 0.1
Trust weights wa=0.4,wg =03, wy =03
Weighted coeflicients wy = 0.25, w, = 0.25, w3 = 0.25, and w4 = 0.25

Table 3 presents the schema of the generated dataset, detailing fields collected from simulation samples
across network scenarios, including device, trust, security, and offloading-related attributes.

Table 3: Synthetic dataset schema for security-aware framework.

Field Type Values
Simulation_ID Integer 1-50
Device_ID Integer 1-N, where N = 10-1000
Trust_Score T;(t) Float 0-1
Accuracy_Score A; Float 0-1
Feedback_Score F; Float 0-1
Misbehavior_Factor M; Float 0-1
Attack_Level Integer Low (1)/Medium (2)/High (3)
Ground_Truth_Label Binary 0,1
Predicted_Label Binary 0,1
Detection_Status Binary 0,1

4.1 Impact of Time Interval Variation

In Figs. 2 and 3, the proposed framework demonstrates its energy overhead and network throughput
performance compared with existing approaches. The evaluation results demonstrate significant improve-
ments in the proposed framework, with averages of 36% and 43% across varying time intervals. This is due
to the integration of trust-driven and more secure computation, ensuring the selection of reliable devices
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for transmitting health data over insecure channels. Moreover, trust values are frequently updated based
on conditions and feedback from neighboring devices, enabling more adaptive decision-making and a
more sustainable IoT communication system. The congested channels are intelligently analyzed to process
incoming health traffic and select the optimal forwarders for transmitting IoT-based healthcare data. Figs. 4
and 5 reveal the improvement of the proposed framework by an average of 37% and 49% for response time
and packet transmission delay over the existing schemes. The improvement of the proposed framework
over related approaches is due to the integration of a multi-parameter selection mechanism that ensures the
selection of more accurate, trustworthy, and reliable devices for aggregating and forwarding health records
to the edges. In addition, intelligent decision-making facilitates the learning process to identify malicious
traffic and compute trust scores with updated network parameters. As a result, it leads to reliable predictions,
ensuring robustness and long-term performance for the health system.

500 {( @ Proposed Framework 10 I Proposed Framework
I RePUF-IoT I RePUF-IoT

N AIBS-IoTH N AIBS-IoTH

Energy Overhead (mJ)
Throughput (Mbps)

100

4 5 6 7
Time (minutes)

4 5 6 7
Time (minutes)

Figure 2: Energy overhead for proposed framework, Figure 3: Throughput for proposed framework, RePUEF-
RePUF-IoT and AIBS-IoTH under time intervals. IoT and AIBS-IoTH under time intervals.

300 { | BB Proposed Framework I Proposed Framework
I RePUF-IoT BN RePUF-IoT
N AIBS-IoTH N AIBS-IoTH

'S Y 3
S =3 3

Response Time (ms)

Packet Transmission Delay (sec)
N
s

4 5 6 7

5 4 5 6 7
Time (minutes)

Time (minutes)

Figure 4: Response time for proposed framework, Figure 5: Packet transmission delay for proposed frame-
RePUF-IoT and AIBS-IoTH under time intervals. work, RePUF-IoT and AIBS-IoTH under varying time
intervals.

4.2 Impact of Device Density

Figs. 6 and 7 illustrate the performance analysis of energy overhead and throughput for the proposed
framework, RePUF-IoT, and AIBS-IoTH across varying health devices. Based on the results analysis, the
proposed framework improved performance by an average of 34% and 45%, respectively. The proposed
framework intelligently prevents unreliable connections for forwarding health records and optimizes route
selection using a computed cost function. By leveraging intelligent, lightweight cost computation, resources
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in healthcare systems are dynamically allocated, thereby minimizing additional energy consumption while
enhancing overall system performance. Moreover, the proposed framework provides an intelligent approach
to reduce the distance between the source device and the cloud platform, enabling real-time data processing
closer to the source and reducing additional energy utilization, with improved delivery of health data to
destination devices.
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Figure 6: Energy overhead for proposed framework, Figure 7: Throughput for proposed framework, RePUF-
RePUF-IoT and AIBS-IoTH under varying device counts. IoT and AIBS-IoTH under varying device counts.

Figs. 8 and 9 illustrate a significant improvement of the proposed framework by an average of 37% and
54%, respectively, as compared to RePUF-IoT and AIBS-IoTH. The combination of local decision-making
in the proposed framework uses an artificial intelligence approach and dynamically manages response time
while processing the device’s request at the network edges. In addition, the decrease in transmission distance
with effective security measures provides a more efficient approach to preventing malicious packets and
also reduces the load on communication channels. As a result of distribution processing in the proposed
framework, the network availability is enhanced even in the presence of faulty traffic, and the responsiveness
of healthcare communication is improved.
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Figure 8: Response time for proposed framework, Figure 9: Packet transmission delay for the proposed
RePUF-IoT and AIBS-IoTH under varying device counts.  framework, RePUF-IoT, and AIBS-IoTH under varying
device counts.

4.3 Impact of Malicious Traffic Intensity

Figs. 10 and 11 illustrate the performance of the proposed framework in terms of energy overhead
and throughput, compared with related approaches. The results demonstrate that the proposed framework
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consistently outperforms existing solutions, such as RePUF-IoT and AIBS-IoTH, by an average of 38%, and
46%, respectively, across malicious packets. As the number of malicious activities increases, the proposed
framework achieves significant improvements in data reception rate, particularly against potential threats,
while reducing excessive energy consumption on constrained devices. It also achieves high trust, and its
management enables timely, reliable device authentication. These findings demonstrate the robustness and
effectiveness of the proposed framework in a real-world healthcare IoT environment. In addition, Figs. 12
and 13 depict the performance of the proposed framework for response time and packet transmission delay;
the revealed analysis demonstrates the significant improvement of the proposed framework by an average
of 35%, and 49% over existing approaches. This is due to computing trust based on the device’s latest
attributes and its neighbors” feedback. The trust is not only computed but also continuously updated to
monitor the global schema of the IoT network at the network edges. If any malicious threat is detected,
the proposed framework intelligently leverages cryptographic methods without imposing overhead on
constrained devices. The selection of optimal routes ensures the timely delivery of critical health data to
processing devices and improves the response time while forwarding the appropriate actions.
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Figure 10: Energy overhead for proposed framework, Figure 11: Throughput for proposed framework, RePUEF-
RePUF-IoT and AIBS-IoTH under malicious packets. IoT and AIBS-IoTH under malicious packets.
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Figure 12: Response time for proposed framework, Figure 13: Packet transmission delay for the proposed
RePUF-IoT and AIBS-IoTH under malicious packets. framework, RePUF-IoT, and AIBS-IoTH under malicious
packets.

In addition, Fig. 14 depicts the performance of the classification metrics, and the revealed results shown
in Table 4, a remarkable improvement in terms of accuracy, precision, recall, and Fl-score as compared with
existing approaches.
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Figure 14: Classification performance comparison of the proposed framework, RePUF-IoT, and AIBS-IoTH.

Table 4: Performance metrics.

Metric Proposed Framework RePUF-IoT AIBS-IoTH
Accuracy (%) 97.6 86.3 82.5
Precision (%) 971 85.8 81.9

Recall (%) 98.2 87.0 83.2
Fl-score (%) 97.65 86.40 82.53

5 Conclusion

Wireless technologies enable the rapid development of IoT-based healthcare systems to process the
collected data and report it to the requested devices. The medical server analyzes patients’ data using
robust processing capabilities and stores it in the cloud for remote users to access. It enhances decision-
making by supporting critical tasks and improving the network system’s reliability and responsiveness.
Many solutions combine AI models to optimize resource use and ensure threat detection during IoT data
transmission. However, most of them are unable to identify proactive attacks that threaten communication
security, ultimately increasing device overhead. Furthermore, network conditions are not taken into account
in trust evaluation, and the load is unequally distributed. In this research, an Edge-driven model is proposed
using a machine-learning approach to enable autonomous communication in a more trusted, controlled
manner. The decisions are generated using multiple parameters, and threats are identified with minimal
network disruption and data breaches. The trust layer is responsible for maintaining reliable channels to
establish robust, long-term routing paths that ensure authorized access to health data across unpredictable
environments. In future work, we aim to integrate a software-defined network to enhance the processing
power of the proposed framework, enabling rapid threat identification with lower computational cost on
network devices. Moreover, we plan to conduct physical deployments and testbed evaluations to further
assess the model’s effectiveness and performance in real-world distributed environments.
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