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ABSTRACT: A modular AI-driven intrusion prevention framework integrating a hybrid machine-learning decision
engine, explainable artificial intelligence, and kernel-level enforcement is presented and experimentally validated.
The solution decouples attack-specific event detection from decision-making and mitigation, allowing heterogeneous
detectors to operate within a shared prevention workflow. Mature detection mechanisms are preserved where appro-
priate, while a hybrid Random Forest (RF) and Long Short-Term Memory (LSTM) engine analyzes standardized
flow-level representations to support behavior-aware blocking decisions. SHAP-based explainability provides feature-
level interpretation of AI decisions, whereas extended Berkeley Packet Filter/eXpress Data Path (eBPF/XDP) enables
packet filtering at the kernel level. Experimental validation was performed through repeated executions of benign traffic,
SSH brute-force attacks, slow SSH brute-force attacks, and port-scanning activity. The results show successful mitigation
of the evaluated attack scenarios without false positives during benign operation. Compared with a conventional
Fail2Ban deployment, the proposed framework introduces additional computational overhead due to feature extraction,
machine-learning inference, explainability, and orchestration services. This overhead represents the cost of a reusable
prevention architecture that combines conventional detection, hybrid AI inference, interpretable decision support,
and kernel-level enforcement. Overall, the study demonstrates the feasibility of integrating heterogeneous detection
mechanisms into a unified AI-driven intrusion prevention pipeline and offers a basis for future extension toward
broader classes of cyberattacks.
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1 Introduction
Maintaining the integrity of enterprise data networks remains a fundamental requirement for modern

organizational infrastructures. Although network technologies continue to evolve, many enterprise environ-
ments still rely on traditional client-server architectures and TCP/IP-based communication. Consequently,
protecting these infrastructures requires security mechanisms capable of operating effectively under increas-
ingly complex network conditions. As network traffic volumes increase and cyberattacks become more
diverse and sophisticated, conventional security mechanisms face growing challenges in distinguishing
legitimate administrative activity from malicious behavior.
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Traditional firewalls and signature-based Intrusion Detection and Prevention Systems (IDS/IPS) remain
essential components of enterprise security platforms; however, their rule-based operation may provide
limited adaptability to evolving attack strategies and previously unseen behavioral patterns. These challenges
have stimulated increasing interest in behavioral analysis and machine-learning-driven security mechanisms
for improving the adaptability of intrusion prevention systems. In this context, improving the adaptability
and extensibility of intrusion prevention solutions has become an important research direction for protecting
modern networked infrastructures [1–3]. In modern enterprise environments, exposed services such as
SSH, FTP, and web administration interfaces remain among the primary targets of cyberattacks. Tradi-
tional IDS/IPS solutions, particularly rule-based mechanisms, continue to be widely deployed because of
their simplicity, predictability, and operational maturity. Their deterministic operation makes them highly
effective against well-defined attack patterns; however, adapting to evolving attack strategies and complex
behavioral characteristics often requires additional analytical capabilities. Recent studies have shown that
machine-learning approaches capable of automatically learning behavioral relationships from network traffic
can effectively complement conventional rule-based detection, particularly in scenarios involving previously
unseen attacks or patterns that are difficult to express using manually defined rules [4].

Threshold-based protection mechanisms rely on predefined configuration parameters, such as event-
count thresholds and observation windows, which provide deterministic, predictable, and operationally
mature behavior. These mechanisms remain highly effective against well-defined attack patterns, particularly
in authentication-oriented scenarios. However, their static decision logic may offer limited adaptability to
adversaries that deliberately distribute malicious activity over extended periods or across multiple sources.
Low-and-slow attack strategies and distributed campaigns are specifically designed to remain below fixed
detection thresholds, reducing the effectiveness of purely rule-based protection mechanisms [5]. The design
philosophy is to decouple attack-specific event detection from decision-making and enforcement. The
architectural separation allows dedicated detection elements to operate independently while sharing an
AI-driven decision engine, explainability module, and enforcement mechanism, facilitating the extension of
the platform toward additional attack categories. Furthermore, regular expression (regex)-based detection is
inherently limited to matching predefined textual patterns and cannot directly capture complex behavioral
relationships or temporal dependencies across multiple events. While this approach remains highly effective
for well-defined log-driven attack scenarios, it enables only a partial view of increasingly diverse attack
behaviors. Combining specialized event detectors with a shared behavior-aware inference layer allows
deterministic detection to be complemented by AI-based behavioral analysis before mitigation is applied [6].
Building on this design principle, the framework integrates hybrid RF–LSTM inference, SHAP-based
explainability, and eBPF/XDP kernel-level enforcement into a unified pipeline.

The principal contributions of this study are summarized as follows:

• A modular and scalable AI-driven intrusion-prevention framework that decouples attack-specific event
detection, hybrid decision making, explainability, and kernel-level enforcement, enabling specialized
detectors to be integrated without modifying the core decision and enforcement pipeline.

• A hybrid RF–LSTM decision mechanism that combines flow-level discrimination with temporal
behavioral analysis using a standardized 78-feature network-flow representation.

• The integration of SHAP-based explainability into an operational prevention workflow, providing
interpretable support for AI-driven blocking decisions.

• The implementation and experimental evaluation of AI-driven eBPF/XDP-based kernel-level
enforcement.
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• An operational evaluation of the proposed framework across benign, authentication-attack, and
reconnaissance scenarios, including comparison with a conventional Fail2Ban deployment as a
reference baseline.

The remainder of this paper is organized as follows. Section 2 reviews the relevant literature. Section 3
presents the proposed architecture together with the model development and implementation
details. Section 4 reports the experimental evaluation and discusses the obtained results and their
implications. Finally, Section 5 concludes the paper and outlines future research directions.

2 Related Work
Traditional intrusion detection and prevention systems are commonly classified into signature-based

and anomaly-based approaches. Signature-based detection identifies malicious activities by matching
observed traffic against predefined attack patterns, providing high accuracy and low false alarm rates for
known threats, but exhibiting limited capability against previously unseen or zero-day attacks. Anomaly-
based detection identifies deviations from established normal behavior, enabling the detection of unknown
threats at the expense of higher false positive rates and computational overhead. To leverage the comple-
mentary strengths of both paradigms, hybrid approaches combine signature- and anomaly-based techniques
to improve detection robustness and adaptability in complex network environments. In operational deploy-
ments, platforms such as Snort, Suricata, and Zeek exemplify different approaches to network monitoring
and intrusion detection. Snort and Suricata primarily rely on rule-based inspection for accurate detection
of known attack patterns, whereas Zeek emphasizes protocol-aware traffic analysis and event generation.
Although these mature solutions provide effective visibility into network activity, their dependence on
predefined rules or protocol semantics may limit their ability to identify previously unseen behavioral
patterns and complex multi-stage attacks [7,8]. Complementing network-based monitoring, host-based
mechanisms such as Fail2Ban [9] provide reactive protection by analyzing service logs and automatically
blocking offending IP addresses. While their simplicity, maturity, and ease of deployment have made
them widely adopted for mitigating authentication-related attacks, their reliance on application logs and
predefined thresholds allows only a partial view of system activity, motivating the integration of more
adaptive intelligence-driven detection mechanisms.

These complementary strengths have motivated increasing research into Machine Learning (ML) and
Deep Learning (DL) techniques capable of extending conventional rule-based detection through behavior
analysis. By learning complex and non-linear relationships from network traffic, these approaches provide
additional decision support beyond manually defined rules, thereby improving the adaptability of IDS/IPS
solutions in increasingly complex environments [7]. Among supervised machine-learning approaches, Ran-
dom Forest (RF) remains one of the most widely adopted algorithms because of its robustness, computational
efficiency, and strong performance on structured cybersecurity datasets such as CICIDS2017 and UNSW-
NB15 [10]. Deep learning approaches have further extended intrusion detection capabilities by modeling
temporal dependencies within network traffic. Recurrent Neural Networks (RNNs), particularly Long Short-
Term Memory (LSTM) architectures, are specifically designed to process sequential data by maintaining
information over multiple observations.

LSTM models are well suited for recognizing behavioral patterns that emerge progressively over
time, making them particularly effective for detecting attack scenarios in which temporal context plays
an important role. These advantages are accompanied by increased computational complexity, since train-
ing sequential neural networks requires substantially greater computational resources than conventional
machine-learning models [11]. Moreover, numerous AI methodologies have been investigated for IDS/IPS
applications with different objectives and deployment strategies, as summarized in Table 1. Despite these
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advances, most existing studies primarily optimize detection performance or individual IDS/IPS compo-
nents. In contrast, the proposed framework focuses on a modular architecture in which heterogeneous
detectors share a common AI inference, explainability, and kernel-level enforcement pipeline. This design
facilitates the integration of additional detection capabilities without requiring changes to the core deploy-
ment workflow. The pipeline is experimentally evaluated through repeated scenarios and compared with
a conventional Fail2Ban deployment that serves as an operational baseline. The study does not aim to
provide a comprehensive benchmark against all existing IDS/IPS platforms. Instead, it focuses on comparing
individual IDS/IPS implementations, and the present work focuses on the design and experimental eval-
uation of a modular AI-driven intrusion prevention architecture. A conventional Fail2Ban deployment is
adopted as the operational baseline because it represents a mature threshold-based protection mechanism
for authentication-oriented attacks and offers a suitable reference for evaluating the AI-driven prevention
workflow. Broader qualitative comparisons with representative machine-learning and deep-learning-based
IDS/IPS approaches are discussed in Section 4.2.

Table 1: Overview of AI methodologies implemented in IDS/IPS architectures.

Methodologies References Use Case

Combined neural network
for low-intensity DDoS

detection
[5]

A combined approach for detecting low-intensity DDoS
attacks that integrates statistical criteria with convolutional

and Transformer blocks, an autoencoder for anomaly scoring,
and a calibrated regressor for estimating attack intensity,

complemented by explainability mechanisms.

AI-XAI models in IoT IDS [12]

A systematic comparative evaluation of three representative
AI models, CNN-BiLSTM, Random Forest, and XGBoost for

intrusion detection on the NSL-KDD and UNSW-NB15
datasets applied in heterogeneous IoT environments.

AI-Driven IDS/IPS in 6G
networks [13]

Implementation of machine learning based on blockchain
federated Gaussian multi-agent Q-encoder neural networks
(BFGMAQENN) in a 6G network, optimized using whale

swarm binary wolf optimization (WSBWO).

AI for IDS to secure IoMT [14]

The proposed IDS hybrid system combines a pre-trained C4.5
classifier and Deep Q-Network reinforcement learning to

dynamically adapt to evolving attacks, evaluated across
WUSTL-EHMS, ECU-IoHT, DF_IOMT, and CICIOT23.

XAI in IDS [15]

An intrusion detection system using DT, RF, and SVM, that
incorporates the XAI algorithm LIME for better explainability

and understanding of the black-box approach to reliable
intrusion detection.

AI-Driven Dynamic
Firewall Optimization [16]

Dynamic firewall optimized using RL & LSTM–CNN for both
detection and prevention, evaluated on the NSL-KDD and
CIC-IDS2017 datasets using a simulated software-defined

network environment.

(Continued)
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Table 1 (continued)

Methodologies References Use Case

XAI techniques with ML
models in IDS [17]

Incorporating XAI techniques such as LIME, SHAP, and ELI5
with multiple ML classifiers in IDS, tested on UNSW-NB15

dataset.

A LIME-based eXplainable
AI for IDS [18]

Local Interpretable Model-Agnostic Explanations (LIME)
coupled with ELI5 and Decision Tree algorithms to provide

local and global explanations and improve the interpretation
of IDS.

3 Methodology

3.1 System Architecture
Fig. 1 illustrates the proposed architecture, which follows a modular event-driven organization com-

posed of four interacting layers. Attack detection, AI inference, kernel-level enforcement, and monitoring
are implemented as independent components that communicate through standardized security events. This
separation allows new attack-specific detectors without modifying the shared inference, enforcement, or
monitoring infrastructure.

Figure 1: AI-driven intrusion prevention framework overview.

Attack detection is performed by specialized detectors, each designed to identify a particular category
of malicious activity. In the current implementation, authentication-related attacks are identified by Fail2Ban
through continuous monitoring of authentication logs (e.g., /var/log/auth.log) using configurable parameters
such as maxretry and findtime, whereas reconnaissance activities are detected by a dedicated PortScan
detector operating directly on network traffic. Each generated event triggers the feature-extraction module,
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which constructs a 78-dimensional feature vector compatible with the representation used during model
training. The feature ordering and preprocessing pipeline are preserved to ensure that the deployed RF and
LSTM models receive input consistent with the data used during training.

The normalized feature vector is evaluated by a hybrid decision engine that combines a Random Forest
(RF) classifier with a Long Short-Term Memory (LSTM) network. Static flow characteristics are analyzed by
the RF model, whereas temporal relationships between consecutive observations are captured by the LSTM
model, improving the detection of low-rate and stealthy attack behavior.

The outputs of both models are fused into a single hybrid attack score, which is compared with a
configurable decision threshold exposed through a REST API. Because inference and enforcement operate
independently of the event source, the same pipeline can be reused as additional detectors are integrated
into the framework. Whenever the hybrid score exceeds the configured threshold, the corresponding source
is inserted into the pinned eBPF blacklist map accessed by the XDP program attached to the network
interface. Subsequent packets from blocked sources are discarded at the XDP layer before entering the
Linux networking stack, reducing unnecessary packet processing. Decision interpretability is provided by
the Explainability and Monitoring Layer through SHAP-based feature attribution, enabling the contribution
of individual features to each prediction to be examined. Operational visibility is further supported by a
Flask-based dashboard that presents model outputs, detector activity, mitigation events, and system status
in real time. Because these functions are decoupled from the inference and enforcement path, they support
system analysis and monitoring without affecting mitigation decisions.

3.2 RF Component Description
The RF classifier was selected because of its strong performance on structured tabular data, robustness to

noisy and heterogeneous features, computational efficiency during inference, and compatibility with SHAP
TreeExplainer for prediction interpretation [19,20]. These properties make RF well suited for deployment-
oriented intrusion prevention systems, where both timely classification and decision transparency are
important [21]. Formally, the Random Forest classifier is an ensemble learning model composed of n decision
trees, denoted by {h(x, Θk)}n

k=1, where x represents the input feature vector and Θk denotes an independent
random vector controlling the construction of the k-th decision tree. The RF prediction score, SRF , is
obtained by aggregating the outputs of all constituent trees through a majority voting or probability averaging
mechanism.

SRF =
1
n

n
∑
i=1

ϕi(x) (1)

In (1), ϕi(x) denotes the prediction of the i-th tree. This bagging (bootstrap aggregating) process has
been shown to reduce model variance without significantly increasing bias, which accounts for the high
robustness to noise and heterogeneity observed in intrusion detection tasks.

3.3 LSTM Component Description
The sequence model complements the RF classifier by modeling temporal dependencies that cannot be

captured from isolated flow records. This capability is particularly relevant for low-rate and evolving attack
patterns, where the temporal ordering of events offers important information for distinguishing malicious
from benign activity [22–25]. The final decision score is computed as a weighted hybrid combination of the
RF output and the LSTM output. The hybrid score combines the RF probability with the LSTM probability,
allowing static flow characteristics and temporal behavior to contribute equally to the final decision. A
runtime-configurable decision threshold, stored in /var/lib/ips-ai/dynamic_config.json, is used to determine
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whether an observed source is classified as malicious. The LSTM component processes the input sequence
x = (x1 , x2, . . . , xT) by maintaining a hidden state ht and a cell state ct , which act as the long-term memory
of the network. At each time step t, the transition is governed by the following gating mechanisms:

ft = σ(Wf ⋅ [ht−1 , xt] + b f )

it = σ(Wi ⋅ [ht−1 , xt] + bi)

ot = σ(Wo ⋅ [ht−1 , xt] + bo)

ct = ft ⊙ ct−1 + it ⊙ tanh(Wc ⋅ [ht−1 , xt] + bc)

ht = ot ⊙ tanh(ct) (2)

where ft , it , and ot represent the forget, input, and output gates, respectively, and σ denotes the activation
function of the sigmoid. The final output of the LSTM component for the sequence, SLST M , is derived from
the last hidden state hT . To take advantage of both static and temporal features, the final hybrid classification
score S f inal is calculated as a weighted linear combination of the RF and LSTM outputs:

S f inal = w ⋅ SRF + (1 −w) ⋅ SLST M (3)

where w ∈ [0, 1] is a weighting coefficient that balances the contribution of each model. An intrusion is
detected if S f inal > τ, where τ is the dynamic threshold retrieved from the system configuration.

3.4 eBPF/XDP Component Description
The proposed architecture integrates the eBPF/XDP as the kernel-level enforcement mechanism that

translates AI-generated security decisions into real-time packet filtering. After the user-space decision engine
identifies a malicious source, the corresponding IP address is inserted into the pinned eBPF hash map located
at /sys/fs/bpf/xdp_block. The XDP program attached to the network interface subsequently checks
incoming packets against this map and immediately discards packets originating from blocked sources
before they traverse the conventional Linux networking stack. Compared with conventional Netfilter-
based frameworks (e.g., iptables or nftables), XDP operates in native driver mode by executing eBPF
programs before packets enter the Linux networking stack. The early execution minimizes unnecessary
packet processing while keeping packet filtering independent of the user-space decision logic. Accordingly,
the AI engine is responsible only for deciding whether a source should be blocked, whereas the XDP program
performs deterministic packet filtering within the kernel once that decision has been made [26]. eBPF/XDP
was selected because it naturally complements the proposed architecture. It enables a clear separation
between decision making and enforcement, allowing different detection modules to share a common
kernel-level mitigation mechanism. In addition, because packet filtering is performed before higher-layer
protocol processing, the enforcement stage remains lightweight and independent of application-specific
services. Moreover, the programmable nature of eBPF enables security policies to be updated dynamically
without modifying kernel code, making the mechanism well-suited for intrusion prevention systems [27].
Previous studies have established XDP as a high-performance programmable packet-processing framework
capable of achieving substantially higher packet-filtering throughput than traditional Netfilter-based firewall
mechanisms under controlled benchmarking conditions [27,28]. Likewise, eBPF has evolved into a mature
and secure kernel execution environment whose verification framework enables programmable networking
and security functionality while preserving kernel integrity [29]. In the present work, the experimental
evaluation includes a dedicated comparison of the eBPF/XDP enforcement mechanism and a conventional
Fail2Ban-based configuration in terms of rule installation time, CPU utilization during the enforcement
phase, and client-observed transition time. These measurements are presented and discussed in Section 4.3.3.



8 Comput Mater Contin. 2026;89(3):76

The objective of this comparison is to validate the practical integration of the enforcement architecture rather
than to provide a comprehensive benchmark of packet-processing performance. Consequently, metrics such
as maximum forwarding throughput or packet-processing capacity under saturated traffic conditions are
outside the scope of the present study and remain part of future work.

3.5 SHAP Component Description
Explainability was incorporated using SHAP to improve the transparency of the AI decision-making

process and to support both operational trust and academic interpretability. For each prediction, the system
records the most influential features together with their direction and relative contribution. Security analysts
can understand not only why a source is considered suspicious but also which network characteristics con-
tributed most to the prediction, enabling them to assess whether model decisions are driven by meaningful
network behavior rather than by irrelevant statistical artifacts. SHAP addresses this requirement by providing
feature-level attribution for individual predictions. In the present work, representative influential features
include packet-length statistics, TCP flag counts, and window-related flow descriptors, which consistently
contributed to malicious classifications during experimental evaluation [30,31]. In the proposed system,
SHAP analysis is performed using TreeExplainer on the RF classifier. The resulting explanations characterize
only the contribution of the RF classifier and are discussed in further Section 4.3.2. The final blocking
decision is produced by the hybrid RF–LSTM model according to Eq. (3), meaning that SHAP does not
directly explain the complete hybrid decision. Extending explainability to the full hybrid model remains
future work.

3.6 Dataset and Model Training
Both the RF and LSTM models were trained on the CICIDS2017 dataset, one of the most widely used

benchmarks for intrusion detection research [32]. The dataset contains labeled benign and malicious traffic
generated across diverse attack scenarios and normal network activities. Each sample is represented by
statistical flow features, including flow duration, bidirectional packet and byte statistics, TCP flag counters,
packet-length metrics, and aggregated communication descriptors. This representation maintains a compact
input for supervised learning while avoiding the computational overhead of packet-level analysis [33].

The experimental validation presented in this study is based on the implemented deployment scenarios,
whereas model training relied on the broader traffic diversity available in CICIDS2017. The reported results
should be interpreted as a proof-of-concept validation of the proposed framework rather than as evidence of
generalization across diverse deployment environments. Extending the evaluation with additional datasets
and real-world deployment scenarios remains part of future work.

3.7 Reproducibility and Model Configuration
This section offers the implementation details necessary to reproduce the implementation, including

the dataset composition, preprocessing pipeline, model hyperparameters, evaluation procedure, and
deployment configuration. For the training phase, the RF model was developed using traffic records
extracted from the Monday-WorkingHours, Tuesday-WorkingHours, Thursday-WorkingHours-Morning-
WebAttacks, Thursday-WorkingHours-Afternoon-Infilteration, Friday-WorkingHours-Morning, and
Friday-WorkingHours-Afternoon-PortScan subsets of the CICIDS2017 dataset. The LSTM model was
trained using data obtained from the Monday-WorkingHours, Thursday-WorkingHours-Morning-
WebAttacks, Thursday-WorkingHours-Afternoon-Infilteration, Friday-WorkingHours-Morning,
Friday-WorkingHours-Afternoon-PortScan, and Friday-WorkingHours-Afternoon-DDos subsets. The
partially different subset composition reflects the resource-constrained model-development configuration
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used for the two learning components. Consequently, the RF and LSTM models were exposed to partially
different training distributions, which may have influenced their individual learned representations and
standalone performance. Therefore, their standalone results should not be interpreted as a strictly controlled
RF-vs.-LSTM comparison under identical training conditions.

The final offline evaluation reported in Section 4.2 was conducted on a common evaluation set
constructed from the CICIDS2017 subsets shared by both training pipelines, providing consistent evaluation
conditions for the RF, LSTM, and Hybrid RF–LSTM classifiers. All three models were evaluated on the
same 293,021 samples. For the hybrid model, the RF classifier was applied to the final flow record of each
LSTM sequence, ensuring that the RF predictions, LSTM predictions, and corresponding ground-truth labels
remained aligned. During preprocessing, the CSV files were imported using Pandas and restricted to the
fixed 78 numerical CICFlowMeter features used by the models together with the class label; dataset fields
outside this predefined model representation were excluded because they were not part of the numerical
input schema used for model training and inference. Infinite values were replaced with NaN values and
incomplete records were removed. The retained representation includes flow-duration metrics, bidirectional
packet and byte statistics, inter-arrival times, TCP flag counters, packet-length statistics, and connection-
level traffic descriptors. The complete list of the 78 features and their fixed input ordering is explicitly
defined in the publicly available training implementation referenced in [34]. Feature standardization was
performed using a StandardScaler generated during the RF preprocessing stage and subsequently reused by
the LSTM and runtime inference pipelines. During deployment, the feature-extraction module initializes
the fixed-length input vector with a predefined raw value of 0.0 for each feature; runtime descriptors that
are available replace the corresponding defaults. The resulting vector is then transformed using the stored
StandardScaler before inference. The RF classifier was configured with 100 decision trees (n_estimators= 100)
and a maximum depth of 20 (max_depth = 20). For RF model development, the preprocessed samples were
randomly partitioned into 80% for training and 20% for internal testing using random_state = 42. The LSTM
model used two stacked recurrent layers with 64 and 32 neurons, each followed by dropout (0.2), and a
fully connected layer with 16 neurons preceding the sigmoid output neuron used for binary classification.
Temporal sequences of length 10 were constructed before model fitting. LSTM training used the Adam
optimizer and binary cross-entropy loss for 10 epochs with a batch size of 1024. Keras validation_split = 0.2
was applied to the resulting sequences during model fitting, corresponding to 80% for training and 20% for
validation. Thus, the LSTM validation fraction was not drawn from the 80% RF training partition. These
model-development partitions are distinct from the common evaluation set described above and used for
the final RF, LSTM, and Hybrid RF–LSTM comparison reported in Section 4.2. The hybrid decision score
was computed as the arithmetic mean of the probabilistic outputs produced by the RF and LSTM models,
assigning equal weights to both classifiers (w_RF = 0.5 and w_LSTM = 0.5). Offline evaluation employed a
decision threshold of τ = 0.50, whereas deployment used a configurable runtime threshold (τ) that can be
adjusted without retraining the models. The source code and implementation artifacts required to reproduce
the framework have been publicly released on GitHub and archived on Zenodo [34].

4 Results and Discussion

4.1 Experimental Environment and Infrastructure
The proposed AI-driven hybrid intrusion prevention system was implemented and evaluated in a

controlled virtualized environment using VMware Workstation. All experimental nodes executed Ubuntu
24.04.4 LTS with Linux kernel version 6.17.0-19-generic and Python 3.12.3. The software environment
included NumPy, Pandas, scikit-learn, TensorFlow/Keras, SHAP, Flask, Joblib, Psutil, Requests, Jinja2,
Matplotlib, together with YAML-based configuration support. These components provided the functionality
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required for the different layers of the framework, including machine-learning inference, sequence modeling,
explainability, runtime monitoring, web-based visualization, and model deployment. The experimental
infrastructure was designed to provide a reproducible execution environment while preserving a consistent
state throughout the evaluation campaign. The modular organization of the framework allows different
event-generation mechanisms to operate with the same AI decision engine and the same kernel-level
mitigation stage, making the architecture independent of a particular detection element and facilitating
future integration of additional detectors. To support independent verification, the public repository includes
the implementation, configuration files, AI decision logs, enforcement records, monitoring data, and
complete experimental artifacts collected during the evaluation campaign. Infrastructure-specific elements,
such as virtual-machine provisioning and network topology, may require adaptation in other deployment
environments. The AI-IPS node used the ens192 network interface driven by the VMware vmxnet3 virtual
network driver (version 1.9.0.0-k-NAPI). The virtual machine operated within an isolated VMware network
(172.32.32.0/20), where the AI-IPS host was assigned the address 172.32.32.7 and the gateway address
172.32.32.1.

The eBPF/XDP program was attached to the ens192 interface in native driver mode, as ver-
ified using bpftool net. The XDP program and its associated blacklist map were pinned under
/sys/ f s/bp f / as /sys/ f s/bp f /xd p_prog and /sys/ f s/bp f /xd p_block, while the compatibility symlink
/sys/ f s/bp f /bl ackl ist referenced the same pinned map. The primary AI-IPS node was configured with
eight virtual CPU cores (Intel Xeon Gold 6226R @ 2.90 GHz, x86_64 architecture), a 25 GB root filesystem,
and 3.8 GB of swap space. During development, the virtual machine was initially provisioned with 16 GB
of RAM; however, offline LSTM training resulted in memory exhaustion and swap-related interruptions.
Increasing the available memory to 24 GB enabled stable model training without further memory-related
failures. This observation illustrates an important practical aspect of AI-enabled security systems: the com-
putational resources required for offline model training should not be confused with the considerably lower
resource requirements associated with online inference during deployment. The experimental campaign
employed three virtual machines: an attacker generating benign and malicious traffic, an AI-IPS node
implementing the proposed framework, and a reference node running a conventional Fail2Ban deployment.
Separating traffic generation from the evaluated systems prevented measurement interference and ensured
that the collected metrics reflected only the behavior of the defense mechanisms. To improve the statistical
reliability of the evaluation, each experimental configuration was executed independently 30 times under
identical operating conditions. The campaign included four representative scenarios: benign traffic (656 s),
SSH brute-force attacks (559 s), slow SSH brute-force attacks (647 s), and port-scanning activities (60 s).
Considering both the proposed framework and the reference baseline, the complete evaluation comprised
240 independent experimental executions. Before each repetition, the experimental environment was
restored to a predefined initial state by resetting temporary logs, clearing the kernel blacklist map, removing
residual blocking entries, and restarting the required monitoring services. This procedure ensured that
every execution started from identical operating conditions and prevented residual state from influencing
subsequent measurements. The experimental environment enabled a comparative evaluation of defensive
behavior, mitigation effectiveness, and runtime resource consumption.

The analysis considered mitigation latency, system-level and application-level CPU and memory
utilization, together with the deployment characteristics of XDP-based kernel enforcement. The evaluation
was intentionally conducted in a controlled virtualized environment to maximize reproducibility and allow
detailed observation of the interaction between AI-driven decision, explainability mechanisms, and kernel-
level packet enforcement. Although the campaign comprised 240 independent executions, the evaluation
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represents a proof-of-concept validation conducted in a controlled virtualized environment. Larger and more
heterogeneous deployments remain the subject of future work.

4.2 Model Evaluation
The offline classification performance of the proposed RF, LSTM, and Hybrid RF–LSTM models was

evaluated using a common evaluation set derived from the CICIDS2017 dataset. To ensure a fair comparison,
all models were assessed on the same 293,021 labeled flow samples, where benign traffic was assigned
to class 0, and all attack categories were aggregated into the malicious class labeled 1. Standard binary
classification metrics, including Accuracy, Precision, Recall, F1-score, ROC-AUC, and confusion matrices,
were used for evaluation. Following common practice for probabilistic classifiers, the offline assessment
employed a decision threshold of τ = 0.50. The evaluation characterizes the intrinsic classification capability
of the models, whereas the operational experiments presented in Section 4.3 employ a lower deployment
threshold (τ = 0.01) to prioritize early attack interception within the AI-driven intrusion prevention system.
As summarized in Table 2, the Hybrid RF–LSTM achieved the highest Accuracy (99.33%), Precision (97.71%),
F1-score (96.95%), and ROC-AUC (99.33%) on the common CICIDS2017 evaluation set, whereas the
standalone LSTM achieved the highest Recall (97.29%). The RF classifier also demonstrated consistently
strong performance, providing a balanced combination of Precision (96.11%) and Recall (96.37%). Overall, at
the conventional offline decision threshold, the hybrid RF–LSTM model provided the most balanced trade-
off between precision and recall on the common evaluation set, supporting its selection as the inference
engine of the proposed framework. The corresponding confusion matrices for the RF, LSTM, and Hybrid
RF–LSTM models are presented in Fig. 2.

Table 2: Performance evaluation of the models on the common CICIDS2017 evaluation set (293,021 samples, τ = 0.50).

Model Accuracy Precision Recall F1-Score ROC-AUC
RF 99.16% 96.11% 96.37% 96.24% 98.15%

LSTM 97.42% 82.62% 97.29% 89.36% 98.83%
Hybrid RF-LSTM 99.33% 97.71% 96.21% 96.95% 99.33%

Figure 2: Confusion matrices of the evaluated models on the common CICIDS2017 evaluation set (293,021 Samples).

The confusion matrices provide additional insight into the classification behavior of the evaluated
models. The RF classifier correctly identified 259,155 benign and 31,412 malicious samples while producing
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1271 false positives and 1183 false negatives. The standalone LSTM achieved the highest Recall by correctly
identifying 31,712 malicious samples; however, this improvement was accompanied by 6672 false positives.
In contrast, the Hybrid RF–LSTM correctly classified 259,691 benign and 31,360 malicious samples while
reducing the number of false positives to only 735, representing an approximately 42% reduction compared
with the standalone RF classifier, while maintaining a comparable Recall. This reduction in false-positive
decisions directly contributes to the higher Precision, F1-score, and ROC-AUC observed for the Hybrid
model, supporting its selection as the inference engine of the architecture.

Table 3 places the proposed framework in the context of representative CICIDS2017-based machine-
learning intrusion detection studies. Although several reported approaches achieve classification accuracies
comparable to, or in some cases slightly higher than, those obtained by the framework, most focus exclusively
on offline intrusion detection. For comparison purposes, Table 3 reports the performance of the best-
performing configuration identified in the present study, namely the Hybrid RF–LSTM model, whereas
the detailed evaluation of the RF, LSTM, and Hybrid RF–LSTM models is provided in Table 2. The studies
summarized in Table 3 primarily evaluate offline intrusion detection performance. This work focuses on the
implementation and operational validation of a modular intrusion prevention architecture that combines
AI inference, explainability, and automated kernel-level enforcement. The comparison presented in Table 3
should be understood as situating the classification abilities of the proposed AI components within a broader
context, rather than implying a direct equivalence between fully developed intrusion prevention systems.
The performance values reported in Table 2 were obtained using the conventional decision threshold of
(τ = 0.50), which is commonly adopted for offline evaluation of probabilistic classifiers. However, the
implementation is intended for operational intrusion prevention, where timely attack interception may be
preferred over maximizing offline classification metrics.

Table 3: Representative CICIDS2017-based machine-learning intrusion detection and prevention approaches.

Study Dataset Model Accuracy (%) Explainability Active
Prevention

[35] CICIDS2017 Hierarchical DT
+ Rules-Based IDS 99.0+ No No

[36] CICIDS2017 CNN-LSTM 99.64 No No
[37] CICIDS2017 Random Forest 99.80 No No

Proposed
Framework CICIDS2017 RF + LSTM + SHAP

+ eBPF/XDP 99.33 Yes Yes

To examine this trade-off, all three models were evaluated using both the operational deployment
threshold (τ = 0.01) and the conventional offline threshold (τ = 0.50). As expected, reducing the decision
threshold increases Recall at the expense of Precision by allowing a larger number of flows to be classified
as malicious. As summarized in Table 4, the conventional offline threshold (τ = 0.50) provides the highest
overall classification performance, whereas the lower operational threshold (τ = 0.01) increases Recall from
96.21% to 98.33%, enabling earlier identification of malicious traffic while increasing the number of false-
positive decisions. Consequently, the threshold adopted during deployment should be interpreted as an
operational design choice that prioritizes early attack interception rather than as the threshold maximizing
offline classification performance.
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Table 4: Threshold sensitivity analysis on the common evaluation set.

Threshold Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
0.01 RF 97.93 86.48 96.47 91.21
0.01 LSTM 94.32 66.52 98.44 79.39
0.01 Hybrid RF-LSTM 95.15 70.11 98.33 81.85
0.50 RF 99.16 96.11 96.37 96.24
0.50 LSTM 97.42 82.62 97.29 89.36
0.50 Hybrid RF-LSTM 99.33 97.71 96.21 96.95

4.3 Operational Evaluation of the Proposed Framework
The operational evaluation validates the modular AI-driven intrusion prevention framework under

four representative scenarios: benign traffic, SSH brute-force attacks, slow SSH brute-force attacks, and
port-scanning activity. Rather than evaluating a single attack detector, the experiments assess a unified
deployment architecture in which heterogeneous attack-specific detectors generate standardized security
events that are processed through a common AI-driven decision, explainability, and kernel-level enforce-
ment pipeline. In the current implementation, authentication attacks are handled by the widely adopted
Fail2Ban authentication detector, whereas reconnaissance activity is identified by a dedicated port-scanning
detector. Despite relying on different detection mechanisms, both detectors interface with the same hybrid
RF–LSTM inference engine, SHAP explainability module, and eBPF/XDP enforcement subsystem. This
architectural separation enables new attack-specific detectors to be integrated without modifying the AI
decision engine or the underlying enforcement mechanism. The following sections evaluate the operational
behavior, explainability, runtime characteristics, and architectural properties of the framework under
representative attack scenarios.

4.3.1 Modular Detection and AI-Driven Mitigation
The architecture was evaluated under four representative deployment scenarios comprising benign

traffic, SSH brute-force attacks, slow SSH brute-force attacks, and port-scanning activity. Fig. 3 compares
operational mitigation latency measured over 30 independent executions for each evaluated scenario. The
reported values correspond to the elapsed time between attack initiation and the first successful mitigation
event, while the error bars represent one standard deviation computed across the repeated experimental runs.

Authentication attacks exhibited stable operational behavior across repeated executions, with mean
mitigation latencies of 8.01 s for SSH brute-force attacks and 58.72 s for slow SSH brute-force attacks.
The longer response in the slow brute-force scenario reflects the reduced rate at which authentication
events accumulate before the detector generates a security event. For the same attack scenarios, the
reference Fail2Ban deployment achieved lower mitigation latency because blocking decisions were applied
immediately after the detector threshold was reached. This difference reflects the additional processing stages
of the proposed framework, including feature extraction, hybrid inference, explainability generation, and
eBPF/XDP-based enforcement. The dedicated reconnaissance detector identified port-scanning activity with
a mean mitigation latency of 5.20 s, although greater variability was observed because detection depended
on the temporal distribution of scanning packets during individual executions.
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Figure 3: Operational mitigation latency comparison.

4.3.2 Explainability of Operational AI Decisions
Unlike conventional intrusion prevention systems, this system supports decision transparency during

operation through the integration of SHAP-based explanations into the AI inference pipeline. Consequently,
each mitigation decision can be accompanied by an explanation of the feature contributions that influenced
the RF component of the hybrid classifier, allowing operators to inspect the rationale behind individual
blocking decisions. The explainability analysis combines complementary global and local perspectives.
Global SHAP analysis summarizes the behavior of the deployed RF model across the operational campaign,
whereas local explanations displayed through the dashboard provide feature-level interpretation for indi-
vidual AI decisions. During runtime, the AI engine computes local SHAP explanations for each inference
request and exposes the most influential RF features to the dashboard, enabling the operator to inspect the
rationale behind individual decisions. Fig. 4a presents the global SHAP summary obtained from the feature
vectors collected during the experiments using the deployed RF model and the same preprocessing pipeline
adopted during inference. The analysis included SSH brute-force, slow SSH brute-force, and port-scanning
scenarios, comprising a total of 178 recorded feature vectors. The resulting importance pattern was stable
across all evaluated scenarios, with PSH Flag Count, Subflow Fwd Bytes, Packet Length Mean, Total Length
of Fwd Packets, and Flow Bytes/s emerging as the most influential features. Complementing this global
perspective, Fig. 4b illustrates the dashboard, where instance-level SHAP explanations provide feature-level
contributions for an individual AI decision.

The integration of explainability directly into the deployment workflow extends the implementation
beyond conventional rule-based intrusion prevention systems by enabling security analysts to associate
mitigation actions with interpretable AI decisions. This capability facilitates operational validation, supports
forensic analysis, and provides a transparent interface for future detector modules integrated into the same
AI-driven decision pipeline.
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Figure 4: SHAP-based explainability in the proposed AI-driven IPS: (a) global SHAP summary during the operational
experiments; (b) runtime dashboard showing local SHAP contributions for an individual AI decision.



16 Comput Mater Contin. 2026;89(3):76

4.3.3 Runtime Resource and Enforcement Characteristics
Beyond detection performance and decision explainability, the evaluation also investigated the run-

time characteristics of the framework. The analysis considered computational resource utilization during
representative scenarios together with the behavior of the kernel-level enforcement mechanism. These
measurements characterize the practical overhead associated with the modular AI-driven architecture rather
than the performance of an individual detector. CPU utilization was evaluated throughout the complete
experimental campaign to quantify the computational overhead introduced by the AI-IPS framework.
The measurements were collected over 30 independent executions of each experimental scenario and are
reported as mean values with the corresponding standard deviations. To provide a comprehensive view of
the deployment cost, CPU utilization was analyzed from two complementary perspectives: (i) the protected
system as a whole and (ii) the intrusion-prevention solution itself. For both perspectives, average and
peak CPU utilization were considered. The comparative system-level and solution-level CPU utilization
measurements for the AI-IPS framework and the reference Fail2Ban deployment are presented in Fig. 5.

Figure 5: Comparative CPU utilization of the AI-IPS system and the reference Fail2Ban deployment across the
evaluated experimental scenarios.
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The figure reports the average and peak CPU utilization measured for both the protected system and
the intrusion-prevention solution over 30 independent experimental repetitions. Error bars indicate one
standard deviation. As shown in Fig. 5a,b, the average system-level CPU utilization remained below 3% for all
evaluated scenarios, although the AI-IPS framework consistently required higher processing resources than
the reference Fail2Ban deployment. The largest increase was observed during the port-scanning scenario,
reflecting the additional processing associated with the dedicated reconnaissance detector and the AI-based
decision pipeline. The solution-level measurements presented in Fig. 5c,d further isolate the computational
contribution of the intrusion-prevention components.

Unlike the lightweight Fail2Ban implementation, the proposed framework performs feature extraction,
hybrid RF–LSTM inference, SHAP explanation generation, REST-based communication between architec-
tural modules, and management of the eBPF/XDP enforcement infrastructure. The observed increase in
CPU utilization reflects the additional processing stages introduced by the architecture. Memory utilization
was monitored throughout the entire experimental campaign to quantify the runtime memory requirements
of the AI-IPS framework relative to the reference Fail2Ban deployment. Measurements were collected over
30 independent executions of each experimental scenario and are reported as mean values together with
the corresponding standard deviations. Fig. 6a presents the average memory consumption, whereas Fig. 6b
summarizes the variability observed across repeated experimental runs.

Figure 6: Comparative memory utilization of the AI-IPS framework and the reference Fail2Ban deployment across the
evaluated experimental scenarios. (a) Mean memory consumption measured over 30 independent executions of each
scenario. (b) Standard deviation of the measured memory consumption across the same experimental repetitions.
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As shown in Fig. 6a, the AI-IPS system maintained a nearly constant memory footprint throughout
the experimental campaign, with average memory utilization ranging from approximately 866 MB during
benign operation to approximately 885 MB under attack conditions. The relatively small differences between
scenarios indicate that runtime memory requirements are primarily determined by the software architecture
rather than by the characteristics of the attacks evaluated. In contrast, the reference Fail2Ban deployment
maintained an almost constant memory footprint of approximately 32 MB in all scenarios, reflecting its
lightweight log-monitoring architecture. Fig. 6b characterizes the repeatability of the memory measurements
by presenting the standard deviation computed from the 30 independent executions of each scenario. For
both AI-IPS and Fail2Ban, the standard deviations remained low, indicating highly consistent memory uti-
lization across repeated experiments. Although the port-scanning scenario produced the largest variation for
AI-IPS, the observed standard deviation (1.67 MB) represents less than 0.2% of the average memory footprint,
demonstrating that the increase reflects normal runtime variability rather than unstable memory behavior
or progressive memory growth. The memory footprint is dominated by the reusable AI infrastructure rather
than by the specific detector or attack scenario.

To further characterize the runtime behavior of the architecture, a dedicated benchmark was performed
to evaluate the kernel-level enforcement mechanism independently of attack detection. The benchmark
compared the eBPF/XDP implementation with a conventional Fail2Ban deployment, focusing exclusively on
the enforcement stage. The results are summarized in Table 5.

Table 5: Benchmark comparison of the proposed eBPF/XDP enforcement mechanism and conventional Fail2Ban
enforcement.

Metric eBPF/XDP Fail2Ban
Rule installation time (ms) 33 103

Client-observed transition (ms) 62 63
Mean CPU utilization (%) 3.55 5.94
Peak CPU utilization (%) 29.70 16.10

Client behavior after enforcement Timeout (DROP) Connection refused (REJECT)

The benchmark demonstrates that updating the eBPF blacklist required approximately one third of the
rule installation time observed for the reference Fail2Ban deployment (33 vs. 103 ms). Although the client-
observed transition between the last connection and the first blocked attempt remained nearly identical
(62 vs. 63 ms), the kernel-level implementation exhibited lower mean CPU utilization than Fail2Ban during
the enforcement phase (3.55% vs. 5.94%). However, eBPF/XDP also exhibited a higher observed peak
CPU utilization (29.70% vs. 16.10%), indicating a trade-off between lower average utilization and higher
short-duration CPU peaks rather than a uniform computational advantage. The two mechanisms also
differed in their observable network behavior: eBPF/XDP silently discarded packets at the XDP layer,
resulting in connection timeouts, whereas Fail2Ban rejected subsequent connections through firewall rules,
producing explicit connection refusal responses. Taken together, the CPU, memory, and enforcement
measurements indicate that the implementation introduces additional runtime overhead as a consequence
of integrating machine-learning inference, explainability, and kernel-level mitigation within a common
pipeline. This overhead represents the cost of providing a reusable AI-driven infrastructure capable of
integrating heterogeneous detectors while maintaining a unified decision and enforcement architecture.
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4.3.4 Discussion
The evaluation indicates that the framework can process standardized security events generated

by different attack-specific detectors within a common AI-driven inference and enforcement workflow.
Authentication attacks detected through Fail2Ban and reconnaissance activity identified by the dedicated
port-scanning detector were both handled using the same feature-extraction, hybrid RF–LSTM inference,
explainability, and kernel-level enforcement pipeline. These results suggest that separating attack-specific
detection from the subsequent processing stages provides a practical basis for extending the framework
with additional detectors while preserving a consistent operational workflow. The experimental results also
illustrate the trade-off associated with this design. Compared with the reference Fail2Ban deployment, the
proposed framework requires additional computational resources because feature extraction, AI inference,
explainability, dashboard services, and kernel-level orchestration are performed in addition to attack
detection. This overhead reflects the cost of the reusable infrastructure rather than the behavior of an
individual detector. In return, the framework supports a common decision and enforcement pipeline that
can be shared by different detection mechanisms. Another aspect highlighted by the experiments is the
integration of explainability into the deployment workflow. The SHAP analysis complements the Random
Forest component by exposing the most influential features associated with individual blocking decisions,
providing additional context for interpreting AI-generated predictions without modifying the mitigation
process. The present evaluation was conducted in a controlled virtualized environment using representative
authentication and reconnaissance scenarios. Although the results support the feasibility of the proposed
workflow, additional validation under larger-scale deployments, more diverse traffic conditions, and broader
attack categories would provide a more comprehensive assessment of its applicability.

5 Conclusions
This paper presented a modular AI-driven intrusion prevention framework integrating attack-specific

detection, hybrid RF–LSTM inference, SHAP-based explainability, and eBPF/XDP kernel-level enforcement
within a reusable deployment architecture. The proposed architecture demonstrates that authentication-
oriented and reconnaissance detectors can operate within a shared AI-driven decision and enforcement
workflow while remaining independent of the underlying detection mechanism. Experimental evaluation
demonstrated the practical feasibility of the architecture under representative authentication and recon-
naissance scenarios. The experimental results showed that the framework integrated heterogeneous event
sources into a common deployment pipeline while providing interpretable AI-driven decisions, automated
mitigation, and predictable runtime behavior. The experiments also characterized the computational cost
associated with the additional AI inference, explainability, and orchestration components, providing a
transparent assessment of the architectural trade-offs introduced by the proposed design. Unlike many
studies that primarily report offline classification performance, this work emphasizes the implementation
and experimental validation of a modular intrusion prevention architecture integrating hybrid AI inference,
explainability, and kernel-level enforcement. The principal contribution lies in the proposed architecture,
while the hybrid RF–LSTM model serves as the decision-making component within this broader framework.
The current implementation represents a proof-of-concept validation conducted in a controlled virtualized
environment using representative attack scenarios. Future work will focus on extending the framework with
additional attack-specific detectors, evaluating larger and more heterogeneous deployment environments,
investigating adaptive decision strategies, and exploring explainability techniques applicable to the complete
hybrid RF–LSTM decision process.
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Cătălin-Eugen Bucur; data curation, Cătălin-Eugen Bucur; writing—original draft preparation, Cătălin-Eugen Bucur;
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