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ABSTRACT: On-chain risky address identification is an important task in blockchain security analysis and digital
asset risk management. In practical on-chain risk control, however, risky addresses are usually far fewer than benign
ones. Fund flows also follow complex propagation paths and strict temporal orders, which makes it difficult for
existing methods to handle class imbalance, structural semantic modeling, and information leakage under temporal
split settings at the same time. To address these challenges, this paper proposes AMLHunter, an on-chain risky
address identification method based on temporally consistent transaction semantic constraints and generative graph
augmentation. AMLHunter first constructs a heterogeneous transaction graph from UpbitHack security incidents. In
this graph, address nodes, transaction nodes, address-transaction-address paths, and projected inter-address fund flow
edges are used to represent transaction event semantics and fund propagation structures. It then uses a teacher model
and a conditional diffusion model to generate synthetic risky nodes in the risky address feature space, so as to alleviate
the shortage of risky samples in the training set. To connect the generated nodes to the original transaction graph in
a way that is consistent with real on-chain behavior, AMLHunter further designs a structural completion mechanism
constrained by temporal consistency and transaction semantics. This mechanism is combined with generated-node
quality gating and generated-edge quality filtering to reduce the influence of low-quality synthetic samples and low-
confidence connections on the augmented graph. Experimental results on the UpbitHack-50k temporal split dataset
show that AMLHunter achieves an area under the precision-recall curve (PR-AUC) of 0.523, a Precision@100 (P@100)
of 0.850, and a risk-class Recall of 0.543. Compared with representative detection baselines from several categories
and graph augmentation baselines, AMLHunter provides better or more stable performance on metrics related to risky
candidate ranking.

KEYWORDS: On-chain risk identification; heterogeneous transaction graph; graph data augmentation; temporal
consistency; class-imbalanced learning; blockchain security

1 Introduction

With the rapid growth of blockchain technology and digital asset trading, on-chain fund flows have
become increasingly large and complex [1,2]. Security incidents such as exchange attacks, phishing scams,
stolen asset transfers, and money laundering remain common in blockchain ecosystems. Unlike traditional
Internet fraud, blockchain fraud is publicly traceable but strongly pseudonymous, and illicit funds are often
hidden through multi-hop transfers, fund splitting, intermediate addresses, and interactions with exchanges
or mixing services. Therefore, identifying addresses related to risk events in large-scale on-chain transaction
records has become an important task in blockchain security analysis and digital asset risk management
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[1-3]. In practical on-chain risk control, model output is usually used to generate high-risk candidate lists for
analysts with limited audit budgets. This makes ranking-oriented metrics such as area under the precision-
recall curve (PR-AUC), Precision@K, and recall at low false-positive rates especially important [1,2,4,5].

Existing methods for on-chain risky address identification can be roughly divided into feature-based
methods and graph-based methods [1-3,6-8]. Feature-based methods rely on address-level statistics, such
as transaction frequency, incoming and outgoing transfer volumes, active period, number of neighbors,
and ratio of failed transactions [1,2]. These methods are easy to implement and interpret, but they mainly
describe individual address behavior and make limited use of transaction structures and fund-flow relations.
Graph-based methods model on-chain transactions as graphs and use graph learning to capture neigh-
borhood patterns and fund propagation structures [2,3,6-9]. However, many existing methods still rely
on homogeneous address graphs, making it difficult to preserve transaction-level semantics and fund-flow
directions simultaneously. Moreover, most graph augmentation methods are designed for static graphs and
may generate connections that violate transaction chronology in temporal split settings.

On-chain risky address identification faces three key challenges. First, risky addresses are usually
much fewer than benign addresses, leading to severe class imbalance and weak recall for risky sam-
ples [10-12]. Second, on-chain transactions are naturally heterogeneous, because addresses and transactions
represent different types of entities and transaction events contain attributes such as amount, gas, status,
and timestamp [3,13]. Homogeneous address graph modeling may lose such fine-grained transaction
semantics [13-16]. Third, temporal order is essential in blockchain transaction graphs. If node, edge, or
neighborhood information from future time windows is used during training or augmentation, information
leakage may occur and lead to overestimated performance [6,9,17-19]. Therefore, effective on-chain graph
augmentation should generate risky samples that are not only discriminative in feature space, but also
structurally plausible and temporally valid.

To address these issues, we propose AMLHunter, an on-chain risky address identification method
based on temporally consistent transaction semantic constraints and generative graph augmentation.
AMLHunter first constructs a heterogeneous transaction graph with address nodes, transaction nodes,
address-transaction relations, and projected inter-address fund-flow edges. It then uses a teacher-guided
conditional diffusion model to generate minority-class risky address features. To integrate generated nodes
into the transaction graph, AMLHunter further designs a structural completion mechanism constrained
by temporal consistency, fund-flow direction consistency, and local transaction semantic consistency.
Generated-node quality gating and generated-edge quality filtering are also used to reduce noisy synthetic
samples and unreliable connections. The entire augmentation process is restricted to the training time win-
dow, while the validation and test sets keep their original temporal split to avoid future information leakage.

The main contributions are summarized as follows.

1. We study on-chain graph augmentation under temporal split settings and identify three key require-
ments for valid augmentation: avoiding future structural leakage, preserving fund-flow direction, and
maintaining transaction semantic consistency.

2. We propose AMLHunter, a generative graph augmentation framework for on-chain risky address
identification. AMLHunter generates minority-class risky address features with a teacher-guided con-
ditional diffusion model and completes generated-node structures under temporal and transaction
semantic constraints.

3. We construct a temporal split heterogeneous transaction graph from UpbitHack security incidents
and evaluate AMLHunter against representative detection baselines and graph augmentation baselines.
Experimental results show that AMLHunter improves PR-AUC, Precision@100, and risky-class recall
under a unified GraphSAGE classifier.
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2 Related Work
2.1 On-Chain Risk Identification and Heterogeneous Graph Learning

On-chain risky address identification aims to detect accounts associated with illicit activities, such as
attacks, asset theft, phishing scams, and money laundering, from blockchain transaction records [2,6-9].
Early methods mainly rely on hand-crafted rules or address-level statistical features, including transaction
frequency, incoming and outgoing fund volumes, active time span, number of neighbors, and failed
transaction ratio [1,2]. These methods are usually interpretable, but they describe individual address behavior
in isolation and are less effective at capturing cross-address propagation and multi-hop fund-flow patterns.

With the development of graph learning, many studies model blockchain transaction data as graphs,
where addresses are treated as nodes and transaction relationships are treated as edges [2,3,6-9]. Homo-
geneous graph neural networks (GNNSs), such as graph convolutional network (GCN), graph attention
network (GAT), and GraphSAGE, capture neighborhood structures through graph convolution, attention
aggregation, or inductive sampling [20-22]. Temporal graph models such as TGAT, TGN, JODIE, DyRep,
and EvolveGCN further characterize graph evolution and temporal interaction patterns [17,18,23-25]. These
studies show that transaction topology, temporal order, and structural evolution are important for on-chain

risk detection.

Blockchain transaction networks are naturally heterogeneous because addresses and transactions
represent different types of entities, and the sending, receiving, and projected fund-flow relations have
clear semantic differences [3,13]. Heterogeneous graph learning methods such as R-GCN, HAN, and HGT
preserve multi-relation and multi-type semantic information through relation-specific parameters, meta-
path attention, or type-aware Transformer mechanisms [14-16]. In fraud detection, SemiGNN, CARE-GNN,
PC-GNN and H2-FDetector further show the effectiveness of graph neural networks in modeling suspicious
behavior, camouflage, imbalance, and homophilic or heterophilic fraud relationships [26-29]. However, most
existing on-chain and heterogeneous graph fraud detection methods focus on representation learning and
supervised detection. How to generate minority risky nodes and connect them to heterogeneous transaction
graphs in a temporally valid and semantically consistent manner remains less explored.

2.2 Imbalanced Graph Learning and Generative Augmentation

Class imbalance is a common problem in risk detection, where risky addresses usually represent only
a small fraction of all addresses [10-12]. Traditional methods such as undersampling, oversampling, class
reweighting, threshold adjustment, Synthetic Minority Oversampling Technique (SMOTE), and Focal Loss
can reduce bias toward majority classes, but are mainly designed for Euclidean data or standard classification
settings [10,30]. In graph data, generated minority samples must not only have plausible features, but also
require reasonable neighborhood structures to participate in message passing.

Several graph imbalance learning methods have been proposed to address this issue. GraphSMOTE
generates minority-class nodes in the embedding space and uses an edge generator to add relational infor-
mation [11]. GraphENS synthesizes ego networks for minority-class nodes to reduce minority-neighborhood
overfitting [12]. GraphSHA, GraphMixup, InGAGN, TAM, and ImGCL address class imbalance from
different perspectives, such as hard sample synthesis, mixup augmentation, generative adversarial learning,
topology-aware margins, and contrastive learning [31-35]. These studies indicate that both feature generation
and structural construction are important for imbalanced node classification.

Generative models provide a flexible way to synthesize samples of minority-class. Compared to
duplication or linear interpolation, generative models can better capture complex minority-class distri-
butions [11,33,36]. Diffusion models, including denoising diffusion probabilistic models (DDPM) and
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score-based generative models, have shown strong distribution modeling ability and stable training behav-
ior [36,37]. Recent studies also extend diffusion models to graph generation tasks [38]. However, most
graph augmentation methods are designed for static graphs and rarely consider transaction time, fund-flow
direction, and future information leakage in on-chain transaction graphs. In this paper, we study generative
graph augmentation in temporal split settings and impose temporal validity, fund-flow direction consistency,
and local transaction semantic consistency during generated-node structural completion.

3 Methodology

Fig. 1 gives an overview of AMLHunter. The method first constructs a temporally split heterogeneous
transaction graph from UpbitHack security incidents. Then it generates risky address features for minority-
class using a teacher-guided conditional diffusion model. These generated nodes are connected to the
training graph by structural completion under temporal consistency, fund-flow direction consistency, and
transaction semantic consistency. Generated-node quality gating and generated-edge quality filtering are
further used to reduce noisy synthetic samples and unreliable connections. Finally, a GraphSAGE classifier
is trained on the augmented graph for on-chain risky address identification.
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Figure 1: Overview of the proposed AMLHunter framework.

3.1 Motivation

In temporal split settings, graph augmentation for on-chain risk identification must satisfy three
requirements: avoiding future structural leakage, preserving fund-flow direction, and maintaining local
transaction semantic consistency. As shown in Fig. 2, conventional graph augmentation may connect risky
generated nodes to future addresses, reverse fund-flow paths, or semantically inconsistent neighborhoods.
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These invalid connections can distort message passing and lead to overestimated performance. Therefore, the
generated nodes should be structurally completed only within the training time window and under temporal,
directional, and semantic constraints.
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Figure 2: Motivation of temporally consistent transaction semantic constrained graph augmentation. AMLHunter
avoids future structural leakage, fund-flow direction violations, and semantically inconsistent generated connections.

In this setting, augmentation validity is more difficult than in conventional static graph learning. A
generated risky node may look plausible in the feature space, but it becomes invalid if its edges connect
to future addresses, reverse fund-flow directions, or link to semantically incompatible neighborhoods.
Therefore, AMLHunter treats generated-node structural completion as a constrained graph construction
problem rather than a simple edge prediction.

3.2 Problem Definition

Given a heterogeneous transaction graph G = (V,E, X, Y ), where V = V, U V; contains address nodes
and transaction nodes, E denotes typed transaction relations, X is the node feature matrix, and Y contains
address labels, this paper studies binary classification over address nodes. Each address node is labeled as
risky or benign.

To avoid information leakage, the address nodes are divided according to their first appearance times.
The training set contains only historical addresses and transactions, while validation and test addresses
appear in later time windows. All generated nodes, candidate neighbors, and generated edges are constructed
only within the training time window. The goal is to improve the identification of risky addresses by
augmenting risky nodes from the minority-class without using future structural or label information.



6 Comput Mater Contin. 2026;89(2):83

3.3 Heterogeneous Transaction Graph Construction

Existing on-chain graph learning methods often project transaction records directly into homogeneous
address graphs, which may lose transaction-level semantic information such as amount, timestamp, gas
usage, and transaction status. To preserve both transaction event semantics and fund propagation structures,
this paper models on-chain transaction records as a heterogeneous transaction graph, as shown in Fig. 3.
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Figure 3: Construction of the heterogeneous transaction graph.

The graph contains two types of nodes and six types of directed relations. Address nodes represent
on-chain accounts, while transaction nodes represent transaction events. The six relation types are sender-to-
transaction, transaction-to-receiver, transaction-to-sender, receiver-to-transaction, sender-to-receiver, and
receiver-to-sender. Address-transaction-address paths preserve transaction event semantics, while projected
address-address edges explicitly describe fund-flow directions. Address node features include historical
transaction statistics such as in-degree, out-degree, inflow and outflow volumes, number of unique neigh-
bors, failed transaction ratio, and temporal activity patterns. Transaction node features include transaction
amount, gas price, gas used, failure status, and normalized timestamp.

The projected address-to-address edges are not redundant with address-transaction-address paths
because they encode different structural information. Address-transaction-address paths preserve
transaction-level event semantics (e.g., amount, gas usage, timestamp, and status), whereas projected
address-to-address edges explicitly model direct fund-flow propagation and shorten message-passing dis-
tance between interacting addresses. These two relation types therefore provide complementary rather
than duplicated structural information. Moreover, projected edges are typed, directed, and constructed
only from training-window transactions, which further reduces the risk of redundant message propagation
and overfitting.
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3.4 Generative Minority-Class Augmentation

As shown in Fig. 4, AMLHunter first trains a teacher classifier on the original training graph to estimate
the risk decision boundary. The teacher provides soft label guidance for risky address generation, because
soft labels contain uncertainty information near the boundary between risky and benign addresses. A
conditional diffusion model is then trained in the risky address feature space to generate minority-class risky
nodes [36,37].

Laigs = Exper [le = e0(x £,5)[3] 0

where s is the teacher-provided soft-label condition and & is the predicted noise.
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® - L 4 o>
tO ttrain_end tvalidfend tnow
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Augment

Figure 4: Generative minority-class augmentation with temporally consistent transaction semantic constraints.

The teacher classifier is a multi-layer perceptron (MLP) trained only on the original training-window
data. It provides soft-label guidance for risky node generation and quality gating, while validation and test
nodes are excluded.

The denoising network is implemented as a conditional U-Net. It takes noisy features, timestep embed-
dings, and teacher-provided soft-label conditions as inputs to generate risky address features. Specifically,
the soft-label condition s is embedded through a linear projection and concatenated with the noisy feature
representation and timestep embedding before noise prediction.

The diffusion model is trained for 6 epochs with a learning rate of 1x107*. During generation,
we use a simplified two-step denoising process for low-dimensional address feature synthesis. The noise
schedule follows a linear beta schedule with f3 € [1 x 107*,2 x 1072]. The number of generated risky nodes is
determined by

Ngen = “(Nmujor_Nminor)) (2)

where « controls the augmentation ratio, and Ny4jor and Niyin,, denote the numbers of benign and risky
addresses in the training set, respectively.

For each generated node, AMLHunter records its source risky address in the training set. This source
address provides the temporal and structural context used in the subsequent structural completion step. In
this way, generated nodes are not treated as isolated synthetic samples, but are associated with real risky
addresses whose local transaction behavior can guide candidate neighbor selection and edge construction.
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3.5 Temporally Consistent Structural Completion

Generating risky node features alone is not sufficient for graph learning, because node representations
depend on neighborhood message passing. A generated node without effective connections cannot provide
useful structural information, while connections that violate transaction chronology or fund-flow semantics
may introduce noise. AMLHunter therefore completes generated-node structures before adding them to the
training graph.

For each generated risky node, candidate neighbors are selected from the local neighborhood and
candidate address set of its source risky address within the training time window. Nodes and edges from
validation and test windows are excluded to avoid future information leakage. Given the representation of a
generated node and that of a candidate node, an edge predictor estimates their connection probability under
different relation types. The edge predictor is trained with real edges and negatively sampled edges from the
training graph, following the encoder-decoder view of graph link prediction [39].

The edge predictor is implemented as an MLP-based relation scorer. Given a generated node u, a
candidate node v, and relation type r, we first obtain their node representations h, and h, from the training
graph. The input to the edge predictor is [h, | A, |[|h, — hy|||h, © hy e, ], where e, is the learnable embedding
of relation type r. The predictor outputs p, (u, v) through a sigmoid layer. It is trained with observed training-
window edges as positive samples and randomly sampled non-edges within the training graph as negative
samples. Negative edges are randomly sampled from non-connected node pairs within the training-window
graph while preserving relation-type constraints. The encoder used to obtain node representations is trained
and applied only on the training-window heterogeneous graph. Validation and test information is excluded
from edge predictor training, candidate selection, and message passing. All representations are obtained only
from the training-window graph.

Candidate edges are filtered by three constraints. Formally, the retained generated edge set is
defined as

Egen = {(u, v, T) ’pr(u) V) 2 Tes tusty < tirains </5r(u, V) = 1} > (3)

where p,(u,v) is the predicted confidence score of relation type r, 7, is the edge confidence threshold, t¢,,ix
denotes the end time of the training window, and ¢,(u,v) indicates whether the candidate edge satisfies
fund-flow direction and local transaction semantic constraints. The temporal validity constraint requires
both endpoints to appear within the training time window. The fund-flow direction constraint prevents
generated edges from violating the chronological direction of on-chain fund propagation. The neighborhood
semantic constraint encourages generated nodes to connect to addresses whose local transaction behavior is
similar to that of the source risky address. The candidate edge pool is controlled by edge_top_factor,
and only high-confidence candidate edges are retained. Through this process, generated nodes not only
expand the minority-class feature distribution, but also form graph connections that are more consistent
with real on-chain transaction behavior.

¢r(u,v) = 1[@"" (u,v) =1] - T[¢" (w,v) = 1] - 1[¢*" (u,v) = 1] (4)

Here, ¢/ requires both endpoints and the transaction context used for candidate construction to
belong to the training window. ¢¢'" checks whether the candidate relation type is consistent with the fund-
flow direction of the source risky address. For example, if the source risky address mainly sends funds
to a local neighbor in the historical graph, the generated node is allowed to form a sender-to-receiver
projected relation with the candidate neighbor, while the reverse direction is retained only when such reverse

sem

behavior exists in the source local context. ¢*¢"" measures local transaction semantic consistency between the
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candidate neighbor and the source risky address using normalized transaction statistics, including in-degree,
out-degree, inflow, outflow, number of unique neighbors, failed transaction ratio, and temporal activity
features. A candidate edge is retained only when all three constraints are satisfied.

3.6 Quality Filtering and Final Classification

After structural completion, AMLHunter applies generated-node quality gating and generated-edge
quality filtering. For generated nodes, the trained teacher model evaluates whether each generated feature
is confidently classified as risky. Generated nodes with teacher confidence lower than generated
teacher_min prob are discarded. For generated edges, the edge predictor assigns confidence scores to
candidate edges, and low-confidence edges are removed according to edge_score_quantile. These
two filters reduce the influence of noisy generated samples and unreliable connections.

The augmented training graph is defined as
G' = (Vtmin U Vgen: Etrain UEgen)y (5)

where Vg, and E,,, denote the generated risky nodes and their retained generated edges. The overall
optimization objective is

L=Les+MLairr +AaLedges (6)

where L, is the risky address classification loss, Ly rf is the diffusion loss, L. 4, is the edge prediction loss,
and A, and A, are loss weights.

For fair comparison among augmentation methods, the main experiments use GraphSAGE as the
unified downstream classifier [22]. The classification threshold is selected on the validation set according
to Macro-Fl, and the test set is used only for final evaluation. Additional experiments also evaluate the
augmented graph with heterogeneous GNN classifiers such as R-GCN, HAN, and HGT [14-16].

4 Experiments and Analysis
4.1 Dataset and Experimental Settings

The experiments are conducted on the self-constructed UpbitHack-50k transaction graph dataset. This
dataset is built from Ethereum transaction records associated with the UpbitHack security incident and
contains both address nodes and transaction nodes. Edges represent sending and receiving relations between
addresses and transactions, as well as projected inter-address fund-flow relations. Address nodes are labeled
as benign or risky according to whether they are associated with risk-related accounts.

The constructed heterogeneous transaction graph contains 18,270 address nodes, 50,000 transaction
nodes, and six types of edge relation. Among the address nodes, 1653 are risky addresses and 16,617 are benign
addresses, resulting in an imbalance ratio of approximately 10.05:1. The detailed statistics of the UpbitHack-
50k dataset are summarized in Table 1. The address nodes are divided into training, validation, and test sets
according to their first appearance times. The training set contains 12,789 addresses, including 1138 risky
addresses. The validation set contains 1827 addresses, including 218 risky addresses. The test set contains 3654
addresses, including 297 risky addresses. The last first appearance time in the training set is earlier than the
first first appearance time in the validation set, and the validation set is earlier than the test set. Therefore,
model training and augmentation do not use address information from future time windows.
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Table 1: Statistics of the UpbitHack-50k dataset.

Item Number
Address nodes 18,270
Transaction nodes 50,000
Edge relation types 6
Risky/benign addresses 1653/16,617
Class imbalance ratio 10.05:1
Train/Val/Test addresses 12,789/1827/3654
Train/Val/Test risky addresses 1138/218/297
Time span 2096.11 days

In the experiments, the training set is used for model training and data augmentation, the validation set
is used for threshold selection and hyperparameter tuning, and the test set is used only for final evaluation. All
generated nodes and generated edges are added only to the training graph. Nodes, labels, and edge structures
in the validation and test sets are excluded from augmentation to prevent temporal leakage.

We use Macro-F1, PR-AUC, ROC-AUC, Precision@K, Risk Recall, Risk F1, MCC, Lift@100, and
Recall@FPR = 5% for evaluation [2,4,5,40]. Risk F1 denotes the Fl-score of the risky class and is calculated
as Flyisk = 2PyiskRrisk/ (Prisk + Ryisk ), where Prig and Ryisx denote the precision and recall of the risky class,
respectively. Since risky addresses are rare and practical risk control usually focuses on high-risk candidate
ranking, PR-AUC, Precision@100, Risk Recall, and Lift@100 are treated as the main metrics. All main
experiments are repeated with three random seeds, and the mean and standard deviation are reported.

4.2 Baselines and Implementation Details

We compare AMLHunter with representative detection baselines and graph augmentation baselines.
Detection baselines include Random Forest, XGBoost, node2vec + XGBoost, GCN, GAT, GraphSAGE,
R-GCN, HAN, HGT, and a TGN-style temporal graph model. These baselines cover feature-based classifi-
cation, graph embedding based detection, homogeneous GNNs, heterogeneous GNNs, and temporal graph
modeling [14-16,18,20-22,41,42].

To improve reproducibility, Table 2 summarizes the main hyperparameters used in AMLHunter. Unless
otherwise specified, the augmentation-method comparison uses GraphSAGE as the unified downstream
classifier, while the classification-head comparison fixes the same augmented graph and changes only
the downstream detection model. The validation set is used for hyperparameter selection and threshold
selection, and the test set is used only for final evaluation.

For comparison of graph augmentation, we use GraphSAGE as the unified downstream classifier and
compare No Augmentation, GraphSMOTE-style augmentation, HeteroSOLID-style controlled baseline,
and AMLHunter [11,22,36,37]. HeteroSOLID-style augmentation is implemented as a controlled baseline
rather than a previously published method. It adapts the idea of heterogeneous graph-aware minority
augmentation to the on-chain transaction graph. Specifically, risky address representations are first obtained
from the training graph, and synthetic risky nodes are generated around minority-class risky addresses in the
learned representation space. Candidate connections are then constructed only within the training window.
Unlike AMLHunter, this controlled baseline does not use the teacher-guided conditional diffusion generator,
generated-node quality gating, or the proposed joint temporal and transaction semantic constraints. We
include this baseline to examine whether heterogeneous graph-aware minority augmentation alone is
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sufficient for on-chain risky address identification. This setting isolates the effect of the augmentation
strategies and avoids performance differences caused by different classification heads. The generated nodes
and generated edges are constructed only within the training time window, while the validation and test sets
keep their original temporal splits unchanged.

Table 2: Main hyperparameters used in AMLHunter.

Module Setting
Temporal split Split by the first appearance time of addresses
Classifier GraphSAGE, 150 epochs, hidden dim. 128, Ir 0.003, weight decay 1 x 107*
Teacher MLP teacher, 3 teacher/encoder joint epochs
Diftusion Conditional U-Net, 6 epochs, Ir 1 x 107%, 2 steps, linear 3 schedule
Augmentation Ratio 0.25, batch size 32

Structural completion time semantic, MLP relation scorer, edge top factor 2, edge score quantile 0.75
Generated-node teacher threshold 0.55
Validation Macro-F1

Quality gating
Threshold selection

To avoid inconsistencies between detection baselines and augmentation baselines, the vanilla Graph-
SAGE baseline in Table 3 and the No Augmentation setting in Table 4 are reported under the same
experimental protocol for augmentation comparison. In the initial manuscript, the two GraphSAGE results
were obtained under different experimental settings, including different feature preprocessing, training
hyperparameters, and random seed protocols, which caused the observed discrepancy. In the revised
manuscript, we unify the temporal split, node features, GraphSAGE architecture, training epochs, learning
rate, random seeds, and validation-based threshold selection strategy for all GraphSAGE-based experi-
ments. Therefore, the GraphSAGE result in Table 3 is identical to the No Augmentation result in Table 4,
while Table 4 further evaluates how different augmentation strategies affect the same downstream classifier.

Table 3: Comparison with representative on-chain risky address detection methods. Values are reported as mean
(standard deviation). The best result is shown in bold, and the second-best result is underlined.

Method

Macro-F1

PR-AUC

ROC-AUC

MCC

P@100

R-Recall

Random Forest

XGBoost

node2vec + XGBoost

0.635 (0.005)
0.523 (0.115)
0.546 (0.041)

0.316 (0.006)
0.316 (0.007)
0.193 (0.020)

0.668 (0.007)
0.684 (0.008)
0.652 (0.026)

0.314 (0.011)
0.179 (0.116)
0.136 (0.030)

0.593 (0.021)
0.540 (0.027)
0.353 (0.051)

0.216 (0.010)
0.552 (0.125)
0.370 (0.088)

GAT 0.565 (0.031)  0.191(0.021)  0.628 (0.019)  0.190 (0.031)  0.347 (0.025)  0.156 (0.133)
GCN 0.669 (0.027)  0.413 (0.017) 0.802 (0.022) 0.354 (0.037)  0.727 (0.049) 0.492 (0.094)
GraphSAGE 0.606 (0.114)  0.408 (0.098) 0.684 (0.082) 0.425 (0.037)  0.780 (0.118)  0.439 (0.090)
HAN 0.655 (0.026)  0.420 (0.039)  0.767 (0.051)  0.326 (0.030)  0.760 (0.017)  0.451 (0.100)
HGT 0.559 (0.098)  0.338 (0.124)  0.692 (0.105)  0.187 (0.146)  0.617 (0.198)  0.477 (0.055)
R-GCN 0.692 (0.050) 0.475 (0.042) 0.716 (0.034)  0.408 (0.082)  0.830 (0.017)  0.477 (0.110)
TGN-style 0.572(0.009)  0.173(0.020)  0.652 (0.032)  0.179 (0.025)  0.230 (0.010)  0.398 (0.137)
AMLHunter 0.720 (0.042) 0.523 (0.027) 0.793 (0.012)  0.447 (0.082) 0.850 (0.079) 0.543 (0.087)
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Table 4: Risk identification performance of different augmentation methods under the unified GraphSAGE classifica-
tion head. Values are reported as mean (standard deviation). The best result is shown in bold, and the second-best result
is underlined.

Method Macro-F1 PR-AUC ROC-AUC P@50 P@100 R-Recall MCC Lift@100

No Aug. 0.606 (0.114)  0.408 (0.098) 0.684 (0.082) 1.000 (0.000) 0.780 (0.118)  0.439 (0.090) 0.425 (0.037)  10.391 (0.000)
GraphSMOTE ~ 0.598 (0.060) 0.294 (0.080) 0.689 (0.020) 0.833(0.289) 0.533 (0.228) 0.259 (0.018)  0.269 (0.021)  10.001 (0.063)
HeteroSOLID-style 0.616 (0.030) 0.437 (0.044) 0.747 (0.043) 0.987 (0.012) 0.780 (0.053) 0.542 (0.045) 0.436 (0.020) 10.102 (0.068)
AMLHunter  0.720 (0.042) 0.523 (0.027) 0.793 (0.012) 0.993 (0.012) 0.850 (0.079) 0.543 (0.087) 0.447 (0.082) 10.458 (0.977)

All experiments were conducted on the UpbitHack-50k temporal split. For long-tailed features such
as amount, gas price, and gas used, a logarithmic transformation is applied to reduce the effect of
extreme values. Continuous features such as timestamps are normalized. The final GraphSAGE classifier
is trained for 150 epochs with a hidden dimension of 128, a learning rate of 0.003, and a weight decay of
le-4. The final setting of AMLHunter uses over_sample_ rate=0.25 edge_constraint_mode=
time_semantic, edge_score_quantile=0.75, and generated_teacher min_ prob=0.55.
During prediction, the classification threshold is selected in the validation set using Macro-F1.

In fairness, the comparison between the augmentation methods is separate from the comparison
between the classification heads. All augmentation methods use the same GraphSAGE classifier, temporal
split, and validation-based threshold selection strategy, so the observed differences come mainly from the
augmentation strategy rather than the downstream classifier.

4.3 Main Results

We first compare AMLHunter with representative on-chain risky address detection methods. The results
are shown in Table 3.

Table 3 shows that AMLHunter achieves the best Macro-F1, PR-AUC, MCC, and P@100, while obtaining
a competitive Risk Recall close to the best baseline. Feature-based methods provide useful but limited per-
formance because they ignore graph structures. GNN-based methods improve risk detection by exploiting
transaction relations, and R-GCN is the strongest baseline among them. However, AMLHunter further
improves PR-AUC and P@100, indicating a stronger ranking ability for the selection of high-risk candidates.
Although GCN obtains a slightly higher ROC-AUC, AMLHunter performs better on metrics that are more
important for imbalanced risk detection and practical audit scenarios.

To further examine the effect of the augmentation strategy, we compare different augmentation methods
under the same GraphSAGE classification head. The results are shown in Table 4.

Table 4 shows that AMLHunter achieves the best overall performance under the unified GraphSAGE
head. Compared with No Augmentation, AMLHunter improves PR-AUC, P@100, and Risk Recall, showing
that minority-class generation and structural completion are useful under severe imbalance. GraphSMOTE-
style augmentation performs worse, suggesting that interpolation-based generation and unconstrained edge
completion may introduce structural noise. HeteroSOLID-style augmentation improves Risk Recall but
remains lower in PR-AUC and P@100, indicating that temporal and transaction semantic constraints are
important for ranking high-risk addresses under limited audit budgets.
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4.4 Ablation Study
4.4.1 Structural Constraint Ablation under the Final Configuration

We first study the contribution of each structural constraint in AMLHunter. Different from the
preliminary constraint analysis in the original manuscript, all ablation variants in the revised experiment
are derived from the final AMLHunter configuration. Specifically, the generation ratio is fixed as over__
sample_rate=0.25, the edge confidence quantile is fixed as edge_score_quantile=0.75, the
generated-node teacher gating threshold is fixed as generated_teacher min prob=0.55, and the
candidate edge pool size is fixed as edge_top_factor=2. All variants use GraphSAGE as the downstream
classifier and follow the same temporal split, random seeds, and validation-based threshold selection strategy.
Each ablation variant disables only one structural constraint, while the w/o all structural constraints variant
disables temporal consistency, fund-flow direction consistency, and local transaction semantic consistency
at the same time. For this ablation study, we additionally report Recall@FPR = 5% to evaluate the ability of
each variant to recover risky addresses under a stricter low-false-positive setting.

Table 5 shows that the full AMLHunter configuration achieves the best performance on PR-AUC,
P@100, risky-class Recall, and Recall@FPR = 5%. Compared with the variant without temporal consistency,
Full AMLHunter improves PR-AUC by 0.0527, P@100 by 0.0567, and Recall@FPR = 5% by 0.0370. This
indicates that temporal constraints help suppress noisy generated connections that violate the chronological
order of blockchain transactions. Compared with the variants without fund-flow direction consistency or
local transaction semantic consistency, Full AMLHunter still maintains better P@100 and Recall@FPR = 5%,
suggesting that direction and semantic constraints improve the ranking quality of high-confidence risky
candidates.

Table 5: Ablation results of structural constraints under the final AMLHunter configuration. Values are reported as
mean (standard deviation). The best result is shown in bold.

Setting PR-AUC P@100 R-Recall R@FPR = 5%

Full AMLHunter 0.5228 (0.0267) 0.8500 (0.0794) 0.5432 (0.0865) 0.3322 (0.0253)

w/o temporal constraint 0.4701 (0.0224) 0.7933 (0.0981) 0.5241 (0.0856) 0.2952 (0.0576)
w/o direction constraint 0.4994 (0.0439) 0.8467 (0.0321) 0.5387 (0.0777) 0.3210 (0.0070)
w/o semantic constraint 0.4982 (0.0352) 0.8467 (0.0451) 0.4489 (0.1426) 0.3210 (0.0108)
w/o all structural constraints  0.5126 (0.0084) 0.8300 (0.0265) 0.4871 (0.1413) 0.3053 (0.0332)

The variant without all structural constraints performs worse than Full AMLHunter on all reported
metrics, especially on P@100, risky-class Recall, and R@FPR = 5%. This result confirms that generated nodes
should not be connected to the historical graph by unconstrained edge completion. In on-chain risk control,
Recall under a low false-positive rate is particularly important because analysts usually inspect only a limited
number of high-risk candidates. Therefore, the ablation results support the design choice of combining
temporal consistency, fund-flow direction consistency, and local transaction semantic consistency in the
final AMLHunter structural completion strategy.

4.4.2 Quality Filtering and Generated-Node Gating

We then analyze the effect of generated-node quality gating and generated-edge quality filtering. The
comparison includes an optimized GraphSAGE baseline without augmentation (Optimized GraphSAGE),
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the proposed method with only edge quality filtering, and variants with teacher-based generated-node qual-
ity gating under different thresholds. Unlike the No Augmentation setting in Table 4, which is designed for
fair comparison among different augmentation methods under a unified GraphSAGE protocol, Optimized
GraphSAGE uses a separately optimized configuration for this ablation study. Therefore, these two settings
serve different evaluation purposes and should be interpreted separately.

It is worth noting that Optimized GraphSAGE is not identical to the No Augmentation baseline
in Table 4. The former represents an optimized non-augmented classifier configuration used to evaluate
the difficulty of the augmentation task, while the latter is the unified baseline used for comparing different
augmentation strategies.

Table 6 shows that edge filtering improves the performance compared with the optimized non-
augmented baseline, while teacher-based node gating further improves PR-AUC and Risk Recall. With
teacher-based node gating, the threshold of 0.55 obtains the highest PR-AUC, ROC-AUC, and Risk Recall.
This confirms that filtering low-quality generated nodes can further improve risk ranking and risky-class
coverage. The no-augmentation baseline remains slightly higher on P@100 and Lift@100, suggesting that
the original graph already ranks some highly confident risky candidates well. Therefore, the main benefit of
quality filtering is to improve overall ranking stability and risk coverage rather than uniformly improving
every metric.

Table 6: Ablation results of quality filtering and generated-node gating under an optimized non-augmented reference
setting. Values are reported as mean (standard deviation). The best result is shown in bold, and the second-best result
is underlined. Optimized GraphSAGE reference denotes a stronger non-augmented GraphSAGE configuration used
only for evaluating the effectiveness of quality filtering and generated-node gating. It is not directly comparable with the
unified GraphSAGE baseline in Table 4, which is designed for fair comparison among different augmentation strategies.
The purpose of the optimized reference is not to replace the unified baseline, but to provide a stronger non-augmented
comparison for analyzing the additional contribution of quality filtering modules.

Setting Macro-F1 PR-AUC ROC-AUC P@100 R-Recall MCC Lift@100

Optimized
GraphSAGE
Edge filter ~ 0.7253 (0.0327) 0.5193 (0.0678)  0.7654 (0.0401)  0.8167 (0.0252)  0.5196 (0.1179)  0.4536 (0.0666) 10.0475 (0.3096)
Node gate 0.50  0.7003 (0.0096)  0.5011 (0.0485) 0.7960 (0.0351)  0.8067 (0.0551)  0.4635 (0.0962)  0.4056 (0.0193)  9.9244 (0.6776)
Node gate 0.55  0.7197 (0.0416)  0.5228 (0.0267) 0.7934 (0.0118)  0.8500 (0.0794) 0.5432 (0.0865) 0.4466 (0.0815)  10.4576 (0.9765)

0.7211 (0.0176)  0.5082 (0.0377) 0.7664 (0.0494) 0.8600 (0.0000) 0.5376 (0.0573)  0.4449 (0.0370) 10.5806 (0.0000)

4.4.3 Structural Completion Schemes

We also examine whether generated nodes need structural completion. Since graph neural networks
rely on neighborhood message passing, generating risky nodes only in the feature space may not provide
effective training signals. We compare three structural integration schemes: generated features with edge-
predictor-based structural completion, generated features without edge completion, and generated features
with random edge completion.

The left part of Fig. 5 shows that generated nodes require proper structural completion to be useful for
graph learning. Compared with Full, Feat-only clearly decreases Macro-F1, PR-AUC, and Risk F1, indicating
that feature-space generation alone is insufficient. Rand-edge improves PR-AUC compared with Feat-only,
but its Risk F1 remains lower than Full. This suggests that random connections may help ranking to some
extent but also introduce structural noise. In contrast, edge-predictor-based structural completion provides
a more stable balance between overall classification and risky-class identification.
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Figure 5: Additional analysis of AMLHunter. Left: structural completion schemes. Right: augmentation parameter
sensitivity.

4.5 Hyperparameter Study

To examine the effects of augmentation strength and the candidate space for structural completion, we
conduct a hyperparameter study with GraphSAGE as the classification head. The generation ratio controls the
number of generated risky nodes, while edge_top_factor controls the size of the high-score candidate
edge pool retained by the edge predictor before final edge completion.

The right part of Fig. 5 shows that reducing the generation ratio to 0.5x does not yield stable gains.
Macro-F1, PR-AUC, ROC-AUC, P@100, and Risk Recall are all lower than those under the default set-
ting, indicating that generating too few risky nodes weakens minority-class augmentation. By contrast,
setting edge_top_ factor=2 improves PR-AUC and P@100 while keeping Macro-F1 nearly unchanged.
This suggests that a moderately smaller candidate edge pool can reduce structural noise from low-confidence
candidate edges and improve the ranking quality of high-risk address candidates.

4.6 Comparison of Different Classification Heads

To evaluate whether the augmented graph works well with different graph neural network classifiers,
we compare four classification heads on the same temporally consistent transaction semantic constrained
augmented graph: GraphSAGE, R-GCN, HAN, and HGT. This experiment focuses on how different
GNN classifiers adapt to the augmented graph. The main comparison of augmentation methods still uses
GraphSAGE as the unified classification head.

Table 7 shows that, on the same augmented graph, GraphSAGE achieves better results on Macro-Fl,
PR-AUC, ROC-AUC, and P@100 than the more complex heterogeneous GNN heads. This suggests that
the performance gain comes mainly from the improved quality of generated structures under temporally
consistent transaction semantic constraints rather than from a more complex classifier. Since complex
heterogeneous models may be more sensitive to sparse risky labels and noisy edges, GraphSAGE provides
more stable generalization in this temporal split risk identification setting.

Table 7: Performance comparison of different graph neural network classification heads. Values are reported as mean
(standard deviation). The best result is shown in bold, and the second-best result is underlined.

Head Macro-F1 PR-AUC ROC-AUC P@50 P@100 R-Recall

GraphSAGE 0.648 (0.082) 0.468 (0.051) 0.753 (0.038) 0.993 (0.012) 0.823 (0.040) 0.519 (0.068)
R-GCN 0.630 (0.060) 0.347 (0.112) 0.678 (0.076) 0.787 (0.090) 0.573(0.183)  0.511 (0.098)
HAN 0.522(0.029) 0.315(0.063) 0.665 (0.086) 0.873(0.202) 0.613 (0.161)  0.519 (0.098)
HGT 0.608 (0.068) 0.387(0.074) 0.723 (0.060) 0.940 (0.087) 0.693 (0.142)  0.459 (0.026)
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4.7 Discussion

The experimental results show that AMLHunter mainly improves ranking-oriented metrics, including
PR-AUC, P@100, and risky-class Recall. These metrics are more relevant to practical on-chain risk screening
than accuracy alone, because analysts usually inspect only a limited number of high-risk candidates. The
ablation studies further show that generated risky nodes are useful only when their structural context
is carefully controlled. Feature-only generation cannot fully participate in graph message passing, while
random or weakly constrained edge completion may introduce noisy paths. These results suggest that
valid on-chain graph augmentation should consider not only minority-class feature generation, but also
temporally valid and semantically meaningful generated connections.

We also evaluate the computational overhead of AMLHunter on the UpbitHack-50k subset using an
Intel i7-11700 CPU, 16 GB memory, and an NVIDIA RTX 3060 12 GB GPU. The full detection-baseline group
with nine methods and three random seeds takes 526.0 s. AMLHunter requires additional training-time
cost because it includes teacher/encoder training, conditional diffusion training, risky-node generation, and
structural completion. The augmentation stage takes 604.1 s for one seed and 1812.3 s for three sequential
seeds, while the downstream GraphSAGE classifier takes about 40.0 s per seed after the augmented graph
is saved. Therefore, AMLHunter should be viewed as an offline or near-offline forensic augmentation
framework rather than a fully online transaction-level detector. In practice, the generative augmentation
module can be executed periodically over historical time windows, while the trained classifier is used for
rapid risky-address ranking after periodic model updates.

This study still has limitations. The current evaluation is conducted on the UpbitHack-50k dataset
constructed from one major Ethereum security incident. Although this dataset provides a temporally
ordered and highly imbalanced on-chain risk identification scenario, it may not cover all illicit fund
propagation patterns, such as sustained phishing campaigns, mixer-assisted laundering, Ponzi-like fund
circulation, or rapid smart contract exploit flows. Extending AMLHunter to cross-chain risk identification
also requires addressing semantic interoperability, because different blockchains may have different account
models, transaction formats, smart contract execution semantics, event logs, bridge transactions, and asset
transfer mechanisms. Future work will evaluate AMLHunter on multi-incident and cross-chain datasets and
introduce bridge-aware relation alignment, amount consistency, time-interval consistency, and multi-hop
fund-path consistency.

5 Conclusion and Future Work

This paper proposes AMLHunter, a generative graph augmentation method for on-chain risky address
identification under temporal split settings. AMLHunter constructs a heterogeneous transaction graph with
address nodes, transaction nodes, address-transaction-address paths, and projected fund-flow edges. It
then generates minority-class risky address features with a teacher-guided conditional diffusion model and
completes generated-node structures through edge prediction, temporal consistency, fund-flow direction
consistency, and local transaction semantic constraints. Generated-node quality gating and generated-edge
quality filtering further reduce noisy synthetic samples and unreliable generated connections.

Experiments on the UpbitHack-50k temporal split dataset show that AMLHunter improves PR-AUC,
P@100, and risky-class recall compared to representative detection baselines and graph augmentation
baselines. The ablation studies further show that effective on-chain graph augmentation requires not only
feature-space generation but also structurally meaningful and temporally valid generated connections.
Future work will evaluate AMLHunter on larger cross-chain security incidents and incorporate richer
constraints, such as amount consistency, time-interval consistency, and multi-hop fund-path consistency.
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