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ABSTRACT: Trust plays an important role in shaping human behaviour in cybersecurity contexts, influencing how
individuals interact with digital systems and respond to security practices. However, existing research on trust and
cybersecurity behaviours remains fragmented, with different studies adopting varied definitions of trust and examining
a wide range of behavioural outcomes. This scoping review aims to systematically map and synthesise the literature on
trust and cybersecurity behaviours. Following the PRISMA-ScR guidelines, relevant studies were identified, screened,
and analysed to examine how trust has been conceptualised, what types of behaviour have been studied, and which
theoretical and methodological approaches have been used. The findings show that trust is a multi-dimensional
construct, including system, institutional, interpersonal, and generalised forms, and that it has been examined in
relation to different cybersecurity behaviours across human and system-level contexts. However, the direction of the
trust–behaviour relationship remains unclear or mixed in the majority of included studies, particularly within the
human-focused subset of 19 studies, which suggests that current evidence is insufficient to establish a stable or consistent
relationship between trust and cybersecurity behaviour. In the human-focused subset, adoption and compliance
behaviours were the most commonly examined, while social engineering received less attention; authentication and
technical risk behaviours were not examined in any human-focused study. This review contributes to the literature by
providing a structured overview of how trust has been conceptualised, measured, and studied in cybersecurity contexts,
and by identifying key conceptual, methodological, and empirical gaps that warrant further investigation.

KEYWORDS: Trust; cybersecurity; risky behaviour; human factors; socio-technical systems; PRISMA-ScR; scoping
review

1 Introduction
The rapid digital transformation of modern societies has made cybersecurity a central concern for indi-

viduals, organisations, and governments [1]. As reliance on online services and intelligent systems increases,
trust plays a central role in shaping users’ decisions and their willingness to rely on automated systems [2].
Appropriate trust enables cooperation, compliance, and adoption of technology, while misplaced or excessive
trust can lead to overconfidence, negligence, and risky cybersecurity behaviours such as ignoring warnings,
sharing credentials, or falling for social-engineering attacks [3]. Understanding how trust influences these
behaviours is therefore critical for developing effective human-centred cybersecurity strategies.

Trust may influence different types of security-related decision-making. In cybersecurity, trust can
operate as a double-edged factor: misplaced or manipulated trust may increase risk by reducing per-
ceived vulnerability and making users more susceptible to deception and social-engineering attacks [4,5],
while appropriately calibrated trust may support compliance with security guidance and engagement with
protective practices [6].
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Cybersecurity research has traditionally been framed as a technological challenge, with an emphasis
on technical defences and system vulnerabilities. However, recent human-centred cybersecurity research
increasingly recognises that human factors, including trust, attitudes, privacy and risk perceptions, cognitive
biases, and organisational culture, play a critical role in shaping cybersecurity vulnerabilities, resilience, and
compliance [1,7].

Trust in this context is multi-layered. At a general level, trust can be understood as a positive expectation
that involves some degree of risk or vulnerability [8]. In cybersecurity contexts, this broader concept can
appear as system trust, institutional trust, interpersonal trust, or generalised trust. System trust refers to
confidence in technology and its reliability [2]. Institutional trust relates to belief in the competence and
integrity of organisations and authorities, while interpersonal trust concerns confidence in other individuals,
such as colleagues or online peers [9,10]. Generalised trust reflects a broader tendency to extend trust beyond
immediate or familiar relationships [8]. These different dimensions of trust may influence behaviour in
various ways, depending on social, cultural, organisational, and technical contexts.

Regardless of increasing scholarly attention, research on trust and cybersecurity behaviour remains
fragmented. Existing studies adopt diverse theoretical frameworks, ranging from psychological models,
including the Theory of Planned Behaviour (TPB) [11], Protection Motivation Theory (PMT) [12], and
the Technology Acceptance Model (TAM) [13], to broader socio-technical and technology acceptance
approaches. Many findings remain descriptive or inconsistent, and the lack of integrated evidence makes it
difficult to determine when trust acts as a protective factor and when it increases risk exposure. Moreover,
the evidence base remains methodologically and contextually uneven, with variation in study designs,
measurement approaches, populations, and regional coverage.

Given this conceptual diversity, methodological imbalance, and inconsistency in definitions, a scoping
review is a suitable approach to mapping existing evidence, clarifying how trust has been operationalised,
and identifying gaps to guide future empirical work. Therefore, this review aims to synthesise how trust
is conceptualised, measured, and linked to cybersecurity behaviours across different populations, sectors,
and contexts.

This review was guided by the following research questions:

1. RQ1: How has trust been defined and operationalised in studies addressing cybersecurity behaviour?
2. RQ2: What types of cybersecurity behaviours are associated with trust in the existing literature?
3. RQ3: What theories and methodologies have been used to evaluate the relationship between trust and

cybersecurity behaviour?
4. RQ4: What conceptual, empirical, and methodological gaps remain in this research domain?

It is important to note that the reviewed literature spans both human-centred studies involving adult
participants and system-level, machine-learning, or testbed-based studies in which trust is operationalised
as a technical property. Both strands are included because they reflect how trust has been studied in
cybersecurity research. Where findings depend on participant characteristics or human-focused behaviour,
the analysis is reported separately for the human-only subset (N = 19) to avoid conflating human-centred
and system-level evidence.

By addressing these questions, the review contributes to a clearer understanding of trust as a socio-
technical construct within cybersecurity and establishes a roadmap for future research in this growing field.



Comput Mater Contin. 2026;89(2):6 3

Paper Motivation and Contribution
Although trust is widely recognised as an important factor in cybersecurity, existing research provides

limited clarity on how different forms of trust influence cybersecurity behaviours. The definition and
measurement of trust in prior studies vary considerably, often leading to mixed or context-dependent
findings. As a result, the conditions under which trust supports or undermines cybersecurity behaviour
remain poorly understood.

Several limitations in the current literature motivate this review. Research has predominantly focused
on system and institutional trust, with far less attention given to interpersonal and generalised trust.
Methodologically, the evidence base remains uneven, with variation across human-centred, system-level,
cross-sectional, qualitative, and mixed methods. In addition, many studies lack strong theoretical grounding,
and researchers have underexplored important sectors, cultures, populations, and emerging technologi-
cal settings.

To address these issues, this paper presents a scoping review that maps how trust has been concep-
tualised, operationalised, and linked to cybersecurity behaviours. A scoping approach is well suited to
this purpose because it accommodates conceptual diversity and methodological variation while offering a
structured overview of the field [14].

The broad conceptual scope of this review, spanning system, institutional, interpersonal, and generalised
trust across both human-centred and system-level cybersecurity contexts, is a deliberate methodological
choice rather than a limitation. Scoping reviews are specifically designed to map diverse and evolving
bodies of literature without imposing narrow domain boundaries [14,15]. Narrowing the scope to a single
trust dimension or cybersecurity domain would risk obscuring the very fragmentation and inconsistency
that motivates this review. At the same time, clear boundaries were applied: studies focused solely on
cryptographic, protocol-level, or mathematical trust mechanisms without behavioural or organisational
relevance were excluded, and the review does not claim that different forms of trust operate equivalently
across contexts.

This review makes four key contributions to the existing literature. First, it offers a structured overview
of trust dimensions used in cybersecurity research, including system, institutional, interpersonal, and
generalised trust, bringing these together in a single analytical framework. Second, it maps the types of
cybersecurity behaviour examined in relation to trust, covering adoption-compliance, social engineering,
authentication, technical risk, and other unclear behavioural categories. Third, it examines the theoretical
and methodological approaches applied in existing studies, highlighting key gaps and imbalances that prior
surveys have not systematically addressed. Finally, it identifies priority areas for future research, including
the need for stronger theoretical integration, more robust methods, and greater attention to interpersonal
trust, emerging technologies, and diverse cultural contexts.

The rest of this paper is organised as follows: Section 2 (Review of Related Surveys) positions the present
study within the existing survey literature and reviews research on cybersecurity behaviour, human factors,
and trust. Section 3 describes the methodology and search strategy used in this scoping review. Section 4
presents the results, including descriptive patterns and thematic findings. Section 5 discusses the implications
of these results and introduces a conceptual framework linking trust and cybersecurity behaviours. Section 6
outlines limitations and directions for future research, and Section 7 concludes the paper.
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2 Review of Related Surveys
A growing number of survey and review papers have examined human aspects of cybersecurity,

including cybersecurity behaviours, human factors, and trust in digital systems. However, these works vary
considerably in their scope, conceptual framing, and analytical focus. Rather than synthesising empirical
findings, this section aims to position the present scoping review within the existing survey-level literature
and clarify how prior surveys have approached cybersecurity behaviour and trust, as well as where key
conceptual gaps remain. Existing survey-level work is summarised in Table 1, highlighting that trust is rarely
treated as a central analytical construct.

2.1 Surveys on Cybersecurity Behaviours
Several surveys focus primarily on cybersecurity behaviour, such as compliance with security policies,

non-compliance, risky decision-making, and security awareness. These reviews provide valuable overviews
of behavioural drivers, organisational influences, and individual factors that shape how users engage with
security practices in both personal and professional contexts. Some emphasise compliance with infor-
mation security policies, while others examine how cybersecurity behaviours are defined and measured
across studies.

Despite their relevance, these surveys generally do not treat trust as a central analytical construct. Trust
is either absent or discussed only implicitly, for example, as a background assumption related to technology
use or organisational structures. As a result, while these reviews offer important insights into cybersecurity
behaviours more broadly, they do not systematically examine how trust influences cybersecurity behaviours
across organisational and everyday contexts [16–18].

2.2 Surveys on Human Factors and Socio-Technical Perspectives
A second group of surveys adopts a broader human factors or socio-technical perspective, addressing

user awareness, social engineering, organisational processes, and the interaction between people and security
technologies. These reviews highlight the importance of human vulnerabilities and decision-making in
cybersecurity incidents, including susceptibility to social engineering and manipulation, and they often argue
for more human-centred security approaches [19,20].

2.3 Surveys Addressing Trust in Digital or Security Contexts
Existing surveys that explicitly address trust in technology or security systems typically approach trust

from technical, architectural, or governance-oriented perspectives. These works clarify trust as a socio-
technical concept by focusing on system reliability, security mechanisms, or institutional arrangements.
However, they generally do not examine how trust relates to specific cybersecurity behaviours, such as
risk-taking, non-compliance, or security neglect among users.

Within this literature, trust is sometimes discussed implicitly, particularly in relation to reliance on
systems, awareness, or susceptibility to manipulation; however, it is rarely defined, operationalised, or used
as an organising lens for reviewing cybersecurity behaviours. As a result, these surveys provide valuable
contextual insight into human involvement in cybersecurity but stop short of systematically mapping trust
constructs to specific risky cybersecurity behaviours [1,3].

Taken together, these strands of survey-level literature indicate that cybersecurity behaviour, human
factors, and trust have largely been reviewed in parallel rather than through an integrated analytical lens
that links trust to specific, risky cybersecurity behaviours. Existing surveys either focus on cybersecurity
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behaviours without systematically addressing trust or examine trust without mapping its relationship to risky
cybersecurity behaviours across different user contexts [21].

Table 1: Comparison of existing survey and review papers related to trust and cybersecurity behaviours.

Author (Year) Review Type Main Focus Cybersecurity
Behaviour

Treatment of
Trust

Population
/Context Key Scope Limitation

Angraini
et al. [18] Systematic Information security

policy compliance
Compliance and
non-compliance Not addressed Organisational

users

Focuses on
policy-compliance

determinants without
examining trust as a
behavioural driver.

Ali et al. [16] Systematic Non-compliance to
compliance

Information
security

compliance
behaviour

Not addressed Organisational
settings

Examines compliance
processes but does not
consider trust-related
perceptions or beliefs.

Rahman
et al. [1] Scoping Human factors in

cybersecurity

Broad
human-centric

security behaviours
Implicit Socio-technical

systems

Addresses human factors
broadly; trust is not

defined or analysed as a
construct.

Khando
et al. [3] Systematic

Methods and factors
for enhancing

information security
awareness

Awareness-related,
compliant, and

risky behaviours
Not addressed Private/public

organisations

Focuses on awareness
methods and influencing

factors rather than trust as
a determinant of

cybersecurity behaviour.

Almansoori
et al. [17] Systematic

Cybersecurity
behaviour studies and

theories

Risky and
protective
behaviours

Not addressed Multiple user
contexts

Provides a broad
behavioural and

theoretical landscape but
does not examine
trust–behaviour

relationships.

Kannelønning
and

Katsikas [21]
Systematic

Assessment and
measurement of

cybersecurity
behaviour

Behavioural
measurement and

evaluation
Not addressed Organisational

contexts

Concentrates on
measurement instruments

rather than behavioural
drivers such as trust.

This review
(2026) Scoping

Trust and
cybersecurity

behaviour

Risky and
protective

cybersecurity
behaviours

Explicit
multi-dimensional

treatment

Adult users and
system/ML/

testbed contexts

Systematically maps trust
as a central construct

across both
human-centred and

system-level cybersecurity
contexts; the

human-focused subset
(N = 19) is treated

separately throughout the
analysis.

2.4 Positioning of the Present Scoping Review
As summarised in Table 1, existing surveys have examined cybersecurity behaviours, human factors,

and trust from different perspectives. However, these areas have mostly been reviewed separately rather than
brought together through a common analytical lens. In many reviews, trust is either not addressed directly
or is discussed only as a background factor, without being clearly defined or linked to specific cybersecurity
behaviours. Although previous socio-technical and trust-focused studies have considered aspects of this
relationship, existing survey-level work has not provided a structured mapping of how trust has been
conceptualised, operationalised, and examined across both human-centred and system-level cybersecurity
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contexts. This scoping review addresses this gap by bringing together behavioural, socio-technical, and trust-
focused literature to provide a clearer overview of how trust has been studied in relation to cybersecurity
behaviours. Rather than claiming that no prior work has considered this topic, the review offers a more
organised and comprehensive mapping of trust dimensions, behavioural categories, theoretical foundations,
and methodological approaches across diverse contexts.

3 Methodology
The methodology for this scoping review was guided by the PRISMA-ScR standards introduced by [22].

The completed PRISMA-ScR checklist is provided in Supplementary Table S1. The aim was to map the
existing evidence on how trust has been studied in relation to cybersecurity behaviours among adults,
identify key patterns, and highlight areas that require further investigation.

A scoping review design was chosen as it enables a structured overview of a diverse and evolving
body of literature, rather than assessing study quality or estimating effect sizes. This approach is particularly
appropriate for topics characterised by conceptual variation and methodological diversity.

Studies focusing on system-level, machine learning, or testbed-based trust were included if they
contributed to understanding how trust is conceptualised, operationalised, or used to evaluate cybersecurity-
related risk, behaviour, or system response. However, studies focused only on purely cryptographic,
protocol-level, or mathematical trust mechanisms were excluded if they lacked behavioural, organisational,
or cybersecurity risk-related relevance. This allowed the review to capture both human-centred and system-
oriented perspectives on trust within cybersecurity research.

3.1 Study Design and Protocol
The review followed the five stages proposed by [14] and further refined by [15]:

1. Identifying the research question.
2. Identifying relevant studies.
3. Selecting studies.
4. Charting the data.
5. Collating, summarising, and reporting results.

A protocol was developed a priori to ensure methodological consistency, in line with best practice
guidance for scoping review protocols [23]. It outlined the objectives, search strategy, and inclusion criteria
and was followed throughout the process, although it was not registered externally.

In line with PRISMA-ScR guidance, the review did not include a formal assessment of study quality, as
the aim was to map the existing evidence rather than evaluate the strength of individual studies.

3.2 Information Sources and Search Strategy
A comprehensive search was conducted across six academic databases: Scopus, Web of Science, IEEE

Xplore, ACM Digital Library, SpringerLink, and ProQuest. Searches were conducted iteratively throughout
April 2025 and finalised on 25 April 2025, covering studies published from January 2019 to April 2025.
These databases were selected to ensure broad coverage of interdisciplinary research across cybersecurity,
information systems, and human factors. Discipline-specific psychological databases such as PsycINFO and
APA PsycExtra were not included. This decision was based on the primary anchoring of the review question
in cybersecurity rather than psychology and on the expectation that the six selected databases index the
most widely cited behavioural cybersecurity venues, including those that draw on psychological theories
such as TPB, PMT, and TAM. However, we acknowledge that trust, risk perception, self-efficacy, and related
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constructs are fundamentally psychological in nature, and that PsycINFO and APA PsycExtra may index
relevant studies not captured by the selected databases. This omission is therefore a meaningful limitation
for the human-focused part of the review, and replication studies should extend the search to these sources.

Search strings combined keywords related to trust and cybersecurity behaviour and were adapted to
the syntax and indexing of each database. The general structure of the search query was as follows:

(“trust” OR “trustworthiness”) AND (“cybersecurity” OR “information security”) AND (“risky behaviour*”
OR “security behaviour*” OR “user behaviour*” OR “compliance” OR “non-compliance” OR “protective
behaviour*” OR “phishing” OR “password” OR “credential*” OR “security awareness” OR “adoption” OR
“information security behaviour*”).

A pilot run with the original three-cluster string (trust, cybersecurity, behaviour) and the extended
string above was used to confirm that the broader behavioural synonyms did not introduce a substantively
different set of eligible records, supporting the consistency of the search. While the core search terms were
consistent across databases, minor variations were applied where necessary to account for differences in
database requirements and terminology. To enhance coverage, the reference lists of included studies were
screened manually using backward and forward citation searching to identify additional relevant papers. All
retrieved records were exported to Microsoft Excel for management, deduplication, and screening.

3.3 Eligibility Criteria
Studies were included if they:

1. Examined trust (system, institutional, interpersonal, or generalised) in relation to cybersecu-
rity behaviour.

2. Focused on adult populations such as employees, students, or general users where human participants
were involved, or examined system-level, machine-learning, or testbed-based trust in relation to
cybersecurity risk, system response, or security-related decision-making.

3. Reported empirical (quantitative, qualitative, or mixed methods) or theoretical research.
4. Were peer-reviewed journal articles, full conference papers, or doctoral dissertations/theses published

in English between 2019 and 2025.

Studies were excluded if they:

1. Focused exclusively on technical trust mechanisms (e.g., cryptographic protocols) without a
behavioural component.

2. Were commentaries, editorials, posters, or non-research items.
3. Did not discuss trust or cybersecurity behaviours.
4. Provided insufficient methodological detail.
5. Were duplicates.

During the screening process, inclusion and exclusion decisions were recorded systematically to support
transparency and consistency. The full set of eligibility criteria is presented in Table 2.
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Table 2: Inclusion and exclusion criteria for study selection.

Category Inclusion Criteria Exclusion Criteria/Rationale

Topic relevance

Studies that explicitly discuss trust (system,
institutional, interpersonal, or generalised) in

relation to cybersecurity behaviours, cybersecurity
risk, system response, or security-related

decision-making

Papers not addressing trust or not focused
on cybersecurity behaviour, cybersecurity
risk, or security-related decision-making

Population
Studies involving adult participants, such as

employees, university students, professionals, or
general users

Studies focused exclusively on children or
adolescents

Study type
Empirical research, conceptual papers, theoretical
papers, or system/testbed-based studies exploring

trust in cybersecurity contexts

Non-research items such as editorials,
commentaries, posters, or opinion pieces

Publication type

Peer-reviewed journal articles, full conference
papers, and doctoral dissertations/theses published

in English between 2019 and 2025. Doctoral
dissertations/theses were included only where they

provided sufficient methodological detail and
directly addressed trust in relation to cybersecurity
behaviour, cybersecurity risk, system response, or

security-related decision-making

Non-English sources, studies published
before 2019, non-academic sources,

editorials, commentaries, posters, opinion
pieces, and records lacking sufficient

methodological detail

Focus of trust

Studies examining human-centred, socio-technical,
institutional, interpersonal, generalised, or
system-level trust where trust was linked to

cybersecurity behaviour, cybersecurity risk, system
response, or security-related decision-making

Studies focused solely on cryptographic,
protocol-level, or mathematical trust

mechanisms without behavioural,
organisational, or cybersecurity

risk-related relevance

Duplicates If a study appeared more than once across
databases, only the unique version was retained Duplicate records were removed

3.4 Selection of Sources of Evidence
The database searches returned 3170 records. After removing five duplicates, 3165 titles and abstracts

were screened, and 2990 records were excluded based on the predefined inclusion and exclusion criteria. A
total of 175 articles were retrieved for full-text assessment, of which 130 were excluded. In line with PRISMA-
ScR guidance [22], each excluded record was assigned a single primary reason for exclusion where more
than one criterion applied. In order of frequency, the reasons were: the study did not examine trust or
trustworthiness in a relevant sense; the study did not focus on cybersecurity behaviour, cybersecurity risk,
or security-related decision-making; the population or study type did not meet the inclusion criteria; and the
study lacked sufficient methodological detail to support data extraction. Where a study met more than one
exclusion criterion, the primary reason was recorded. In total, 45 studies met all inclusion criteria and were
included in the final analysis. Screening was conducted by the first author, with all uncertain cases referred
to the supervisory team for a joint decision. The selection process is illustrated in the PRISMA flow diagram
(Fig. 1).
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Figure 1: PRISMA-ScR flow diagram.

3.5 Data Charting and Extraction
Data from the 45 included studies were extracted using a structured charting form (Table 3). The

charting form was developed iteratively and pilot tested on five papers to ensure clarity and consistency in
data extraction. During piloting, ambiguities in variable definitions were identified and resolved before full
extraction began. Extraction was conducted by the first author, and all uncertain or borderline cases were
referred to the supervisory team for discussion and joint decision. This process was applied consistently
across all 45 studies to support reliability and transparency in the charting process.

Table 3: Data extraction framework and variable definitions.

Category Data Items Extracted Description/Purpose

Bibliographic details Author(s), year, study title, publication source To identify publication patterns, research
domains, and citation details

Study classification Human-centred study or
system/ML/testbed-based study

To distinguish studies involving human
participants from system-level or technical

studies

(Continued)
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Table 3 (continued)

Category Data Items Extracted Description/Purpose
Geographic and

contextual information Country, region, sector, or setting To map the geographical distribution and
application context of the included studies

Study characteristics Sample size, participant type, population
group, and study design

To classify studies by population type and
methodological approach

Trust constructs System, institutional, interpersonal, or
generalised trust

To determine how trust was conceptualised
and operationalised across the literature

Behavioural focus
Adoption–compliance, social engineering,

authentication, technical risk, or
other/unclear behaviour

To classify the main cybersecurity behaviour
or risk focus examined in each study

Theoretical frameworks
Theories or models, such as TPB,

TAM/UTAUT, XAI, Mayer et al.’s trust model,
socio-technical approaches, or other/none

To identify whether studies were guided by
established theoretical or conceptual

frameworks

Measurement approach Self-report, system metric, or mixed/other
measurement

To assess how trust, behaviour, or
cybersecurity risk was measured

Effect direction Positive, negative, mixed, or unclear
To capture how each study described the

relationship between trust and cybersecurity
behaviour or risk

Key findings and
implications

Summary of the main results and conclusions
reported by the authors

To capture evidence of how trust influences
or relates to cybersecurity behaviour, risk, or

system response

Identified gaps or
limitations

Reported limitations, research gaps, or future
directions

To synthesise emerging challenges and areas
requiring further investigation

The following information was recorded for each study:

• Bibliographic details, including author, year, title, and publication source
• Country or context
• Region
• Sector or setting
• Study type, including whether the study was human-centred or system/ML/testbed-based
• Population or sample characteristics
• Study design
• Trust dimension, including system, institutional, interpersonal, or generalised trust
• Behaviour category, including adoption–compliance, social engineering, authentication, technical risk,

or other/unclear behaviours
• Theoretical framework or model
• Measurement type, including self-report, system metric, or mixed/other
• Effect direction, including positive, negative, mixed, or unclear
• Key findings and implications
• Reported research gaps or limitations

A detailed study characteristics matrix is provided in Table 4, summarising the principal categorical
characteristics of all 45 studies. The supplementary material also reports the full bibliographic details for all
included studies, supporting transparency and replication.
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3.6 Data Analysis and Synthesis
The synthesis combined descriptive analysis and thematic synthesis. Quantitative data were summarised

using frequencies and percentages to identify patterns in study type, region, trust dimension, behaviour
category, study design, measurement type, and effect direction. Descriptive findings were calculated for
the full sample of included studies (N = 45). Where findings were related specifically to participant
characteristics or human-focused cybersecurity behaviour, the analysis was based on the human-only subset.
This distinction was applied to avoid mixing human-centred studies with system/ML/testbed-based studies.

For studies reporting a relationship between trust and cybersecurity behaviour or risk, the direction of
the effect was coded based on the authors’ own findings and interpretations, using a pre-defined codebook
with explicit decision rules for each category. A positive (risk-increasing) effect was coded when higher trust
was associated with increased risky behaviour, reduced compliance, or greater risk exposure. A negative
(risk-reducing) effect was coded when higher trust was associated with reduced risky behaviour, improved
compliance, the adoption of protective practices, or lower risk exposure. The terms “risk-increasing” and
“risk-reducing” are used alongside “positive” and “negative” throughout the manuscript to reduce ambiguity.
A mixed effect was coded where the relationship varied across contexts, variables, or outcomes. An unclear
effect was coded when the study discussed trust but did not clearly report the direction of its relationship
with cybersecurity behaviour or risk. It should be noted that, given the diversity of study designs and trust
definitions across the included studies, some degree of interpretive judgement was unavoidable in applying
these codes. This is a recognised limitation of thematic synthesis in scoping reviews and is reflected in the
relatively high proportion of studies coded as unclear for effect direction (64.4%, n = 29).

In line with PRISMA-ScR guidance [22], the review did not include a formal assessment of study quality,
as the aim was to map the existing evidence rather than evaluate the strength of individual studies. Screening
was conducted by the first author, with all uncertain cases referred to the supervisory team for a joint decision,
ensuring consistency in inclusion and exclusion decisions throughout the process.

Qualitative data were analysed thematically following the six-phase process [24]. This approach was
selected because it provides a clear, transparent, and flexible framework for identifying and interpreting
patterns across diverse qualitative findings. It also supports both inductive and deductive coding, enabling
the integration of studies with varied designs.

Overall, this combined approach enabled both descriptive mapping and analytical interpretation of the
literature, supporting the identification of key themes, relationships, and conceptual gaps.
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4 Results

4.1 Overview of Included Studies
The publication trend (Fig. 2) shows a clear upward trajectory, with most studies appearing from 2022

onward. The peak in 2024 (n = 12) reflects the rise of system-level and machine-learning work on trust in
cybersecurity, including AI-driven and IoT-focused testbeds [28,30,32–35]. The earlier years (2019–2021)
include a higher share of policy-compliance and human-factors studies [6,48–51,64]. The studies published
in 2025 (n = 6) included both human-centred and system- or framework-based work [25–27,52,57,67].

Geographically, Europe (31.1%) and Asia (26.7%) accounted for over half of the included studies, with a
further 17.8% conducted across multiple countries (Global/Multiple). Northern America contributed 13.3%,
while Africa (4.4%), Oceania (4.4%), and the Middle East/North Africa (2.2%) each had limited representa-
tion. This distribution shows that evidence on trust and cybersecurity behaviour remains concentrated in a
small number of regions, with limited coverage from Africa, the Middle East, Latin America, and Oceania.
Across the full dataset, 19 studies (42.2%) examined human or organisational behaviour, while 26 studies
(57.8%) focused on system-level, machine-learning, or testbed-based contexts.

Figure 2: Publication trend (2019–2025).

The literature therefore covers both human-centred and system-oriented perspectives, but the system-
level work currently forms the larger share. Where the analysis below depends on participant characteristics
or human-focused behaviour, results are reported for the human-only subset (N = 19); descriptive charac-
teristics are otherwise reported for the full sample (N = 45). Key characteristics of all included studies are
summarised in the study characteristics matrix in Table 4, and a summary of methodological and contextual
characteristics across all included studies is provided in Table 5.
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Table 5: Summary of methodological and contextual characteristics of the 45 included studies (2019–2025).

Characteristic Summary Distribution

Publication year 2019: 4 (8.9%); 2020: 3 (6.7%); 2021: 4 (8.9%); 2022: 5 (11.1%); 2023: 11 (24.4%);
2024: 12 (26.7%); 2025: 6 (13.3%)

Study classification Human: 19 (42.2%); System/ML/Testbed: 26 (57.8%)

Geographic region
Europe: 14 (31.1%); Asia: 12 (26.7%); Global/Multiple: 8 (17.8%); Northern
America: 6 (13.3%); Africa: 2 (4.4%); Middle East/North Africa: 1 (2.2%);

Oceania: 2 (4.4%)

Study design Mixed/Other: 16 (35.6%); System/Testbed: 15 (33.3%); Cross-Sectional: 10
(22.2%); Qualitative: 4 (8.9%)

Trust dimension System: 27 (60.0%); Institutional: 13 (28.9%); Interpersonal: 3 (6.7%);
Generalised: 2 (4.4%)

Behaviour category Other/Unclear: 19 (42.2%); Adoption–Compliance: 17 (37.8%); Technical
Risk: 4 (8.9%); Social Engineering: 4 (8.9%); Authentication: 1 (2.2%)

Theory/model Other/None: 30 (66.7%); XAI: 5 (11.1%); TAM/UTAUT: 4 (8.9%); Mayer et al.:
2 (4.4%); Socio-Technical: 2 (4.4%); TPB: 2 (4.4%)

Measurement type Mixed/Other: 27 (60.0%); Self-Report: 10 (22.2%); System Metric: 8 (17.8%)

Effect direction Unclear: 29 (64.4%); Positive: 7 (15.6%); Negative: 5 (11.1%); Mixed: 4 (8.9%)

Focusing on the human-only studies (N = 19), participant groups were almost evenly split between
general adult users (31.6%, n = 6) and professionals (31.6%, n = 6), followed by mixed or diverse cohorts
(21.1%, n = 4). A further 15.8% (n = 3) did not specify the participant group. The human-focused literature,
therefore, covers both general users and professional samples but offers limited representation of specific
cohorts such as students or older adults, and a small share of studies still report participants in vague terms
(see Fig. 3).

Cross-sectional surveys formed the largest proportion of the human-only sample (52.6%, n = 10),
followed by mixed or other designs (36.8%, n= 7) and qualitative studies (10.5%, n= 2). No human-only study
used an experimental or longitudinal design (see Fig. 4). This pattern is significant for several reasons. First,
cross-sectional designs capture perceptions and reported behaviours at a single point in time, which means
they cannot establish whether trust causes changes in cybersecurity behaviour, whether behaviour shapes
trust, or whether both are driven by underlying factors such as security awareness, organisational culture,
or prior experience with security incidents. Second, the dominance of self-report measurement in 52.6%
of human-only studies introduces the possibility of social desirability bias, where participants report more
secure behaviour than they actually exhibit. Third, the complete absence of experimental or longitudinal
designs means the field currently lacks the evidence needed to test causal claims or to understand how trust
in cybersecurity contexts develops, erodes, or can be shifted through targeted interventions. Together, these
methodological characteristics limit what can be concluded from the available evidence and highlight the
need for more diverse and robust research designs in future work.
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Figure 3: Population distribution (human-only, N = 19).

Figure 4: Study design distribution (human-only, N = 19).
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4.2 Theme 1: Dimensions and Definitions of Trust
Trust was described in several ways, reflecting its multi-layered nature in cybersecurity research. This

conceptual variation is not incidental but reflects the inherently context-dependent nature of trust as a
construct. Studies in this review drawing on Mayer et al.’s trust model conceptualised trust through ability,
benevolence, and integrity, with the relevance of these dimensions varying according to the trust relationship
and context [6,51]. In cybersecurity settings, trust in a technical system draws primarily on perceptions of
reliability and functionality, while trust in an organisation or institution involves assessments of competence
and integrity, and trust in another person depends on interpersonal familiarity and perceived shared values.
These distinctions mean that the definition and measurement of trust will necessarily vary across studies
depending on the type of trust being examined, the population involved, and the cybersecurity context under
investigation. The variation observed in the reviewed literature therefore reflects the multi-dimensional
nature of trust rather than a lack of conceptual rigour [8,9].

• System trust (60.0%) refers to confidence in the reliability, security, or functionality of systems,
algorithms, or platforms.

• Institutional trust (28.9%) relates to belief in the competence and integrity of organisations, service
providers, or authorities.

• Interpersonal trust (6.7%) involves trust in other individuals, such as colleagues, peers, or online users.
• A small group of studies (4.4%) treated trust as a generalised construct without specifying a narrower

trust dimension.

Overall, system trust was the most frequently examined dimension, followed by institutional trust, while
interpersonal and generalised trust received much less attention (see Fig. 5). This pattern is largely driven
by the system/ML/testbed studies, in which trust is operationalised as a numerical score or design property
rather than a human perception [25,33,34,37,38]. When the analysis is restricted to the human-only subset
(N = 19), institutional trust becomes the most frequently studied dimension (n = 10), followed by system trust
(n = 4), interpersonal trust (n = 3), and generalised trust (n = 2). In other words, system trust dominates the
literature mainly because system-level papers dominate the literature; in human-focused work the central
construct is closer to institutional trust [6,55,58]. Across both subsets, trust is typically measured as a static
property rather than a process that develops or erodes over time, which limits comparability across studies
and makes it difficult to establish clear theoretical boundaries.

4.3 Theme 2: Cybersecurity Behaviours Associated with Trust
The reviewed studies examined a range of cybersecurity behaviours and security-related outcomes.

These were grouped into five broad categories:

1. Adoption–compliance behaviours, such as following organisational policies, adopting security tools, or
complying with security guidance.

2. Social engineering behaviours, including phishing, scams, and responses to trust cues used by attackers.
3. Authentication behaviours, such as password use, credential management, or two-factor authentication.
4. Technical risk behaviours, including malware-related activity, ignoring security warnings, unverified

downloads, or weak technical security practices.
5. Other or unclear behaviours, where the behavioural focus was not clearly classifiable from the

study information.
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Figure 5: Trust dimensions (N = 45).

Across the full sample (N = 45), the most common behaviour category was other/unclear (42.2%, n =
19), followed by adoption-compliance (37.8%, n = 17). Technical risk and social engineering each accounted
for 8.9% (n = 4), and authentication for 2.2% (n = 1). The high share of “other/unclear” is driven by system-
level studies where the trust construct was operationalised at the device, model, or architectural level and
the original authors did not link it to a specific human behaviour [25,29,37–41,43].

When the analysis is restricted to human-only studies (N= 19), adoption–compliance dominates (63.2%,
n = 12), followed by social engineering (21.1%, n = 4) and other/unclear behaviours (15.8%, n = 3). Authentica-
tion and technical risk do not appear as the primary focus of any human-only study (see Fig. 6 and Table 4).
The human-focused literature therefore concentrates on policy compliance, technology acceptance, and
phishing-style decisions, while behaviours such as password practice, warning dismissal, or unverified
downloads are addressed only indirectly or at the system level. This narrow behavioural footprint is itself a
finding: it shows that the evidence supporting claims about “trust and cybersecurity behaviour” rests on a
relatively small slice of behaviours, mainly compliance-related.

Overall, the findings suggest that trust is linked to different forms of cybersecurity behaviour. However,
the type of behaviour examined varies across the literature, and several studies did not clearly define a specific
behavioural category. This limits comparison across studies and highlights the need for clearer behavioural
classification in future research.

4.4 Theme 3: Theoretical and Conceptual Foundations
In terms of theoretical grounding, 33.3% of the included studies applied a clear theoretical or conceptual

framework, while 66.7% were coded as ‘other’ or ‘none’. Among the studies that used an identifiable theory
or model, the most common were XAI-related approaches (11.1%) and TAM/UTAUT (8.9%). Smaller
numbers used Mayer et al.’s trust model (4.4%), socio-technical approaches (4.4%), or the Theory of Planned
Behaviour (TPB) (4.4%).
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Figure 6: Behaviour categories (human-only, N = 19).

The theories that emerged addressed very different aspects of cybersecurity behaviour and trust, and
they were rarely combined. XAI-related approaches and TAM/UTAUT focus on system use, transparency,
automation, and user acceptance [28,32,37,40,60]; Mayer et al.’s trust model focuses on trust as a construct
in its own right [6,51]; socio-technical approaches connect individual behaviour to organisational and
technical context [44,49]; and the TPB [64] anchors the work in classical behavioural prediction. It is worth
noting that XAI is more accurately a design paradigm than a behaviour theory, so the share of studies
grounded in an explicit psychological or socio-technical framework is, in practice, closer to 20% than to
33.3%. The remaining 66.7% of studies (n = 30) did not apply a formal framework. Many of these reported
descriptive or correlational findings or treated trust as an implicit construct embedded in a system metric.
This limited theoretical grounding makes it difficult to explain how and why trust shapes cybersecurity
behaviour and risk or to identify the conditions under which trust supports secure behaviour or contributes
to vulnerabilities [69]. Stronger and more integrative use of behavioural, trust-based, and socio-technical
theories would help close this gap and support the development of more predictive models in future research.

4.5 Theme 4: Methodological Characteristics and Effect Direction
The methodological characteristics of the reviewed studies varied widely. Across all 45 studies, the

most common study designs were mixed/other designs (35.6%) and system/testbed-based studies (33.3%).
Cross-sectional studies made up 22.2%, qualitative studies made up 8.9%, and no experimental studies were
identified. This distribution reflects the mixed nature of the literature, which includes both human-focused
empirical studies and system-level or testbed-based research.

Across the full sample, the most common measurement type was mixed/other (60.0%), followed by
self-report (22.2%) and system metrics (17.8%). In the human-only subset (N = 19), self-report was used in
52.6% of studies, while 47.4% were coded as mixed/other. This shows that self-report remains important in
the human-focused literature, although it is not the dominant measurement type across the full sample.
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Focusing specifically on the human-only studies (N = 19), the direction of trust–behaviour relationships
was uneven (Fig. 7).

The most common category was unclear (31.6%, n = 6), followed by negative (26.3%, n = 5), while
positive and mixed effects each accounted for 21.1% (n = 4). In this review, the codebook defines a positive
effect as higher trust being associated with greater risky behaviour or reduced compliance, while a negative
effect indicates that higher trust is linked to safer behaviour or stronger compliance. This polarity differs
from intuitive readings of “positive/negative”, so it should be interpreted in line with the codebook rather
than at face value.

Across all 45 studies the picture is even less conclusive: 29 studies (64.4%) reported unclear
effects, 7 studies (15.6%) reported positive effects, 4 studies (8.9%) reported mixed effects, and 5 studies
(11.1%) reported negative effects. The dominance of “unclear” reflects the inclusion of system/ML/testbed
papers [25,29,37–39,41,43], where the direction of the effect on human behaviour is not defined. Once these
are removed, the human-only evidence shows that clearly directional findings were reported in 9 of the 19
studies, while the remaining 10 studies reported mixed or unclear effects. The relationship between trust and
cybersecurity behaviour is therefore inconsistent and context-dependent based on the available evidence,
and many studies do not report a clear directional effect.

Figure 7: Effect direction (human-only, N = 19).

4.6 Theme 5: Influencing Factors and Research Gaps
Several factors appeared to influence the relationship between trust and cybersecurity behaviour. These

include perceived risk, security awareness, self-efficacy, organisational culture, technology anxiety, and
previous experience with security incidents. However, only a small number of studies examined these factors
directly, and most did so in a limited or descriptive manner.

Overall, these gaps highlight the need for more theory-driven, methodologically balanced, and context-
aware research to develop a clearer and more coherent understanding of how trust shapes cybersecurity
behaviour. These gaps are summarised in Table 6.
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Table 6: Summary of identified research gaps.

Gap No. Research Gap Description/Evidence from Review

G1 Limited theoretical
integration

66.7% of included studies (n = 30) did not apply a clear or unified
theoretical framework linking trust, risk, and cybersecurity

behaviour. Among those that did, theories were rarely combined,
with XAI-related approaches (11.1%), TAM/UTAUT (8.9%), and

TPB (4.4%) applied separately rather than in an integrated
manner [6,36,64].

G2 Methodological
imbalance

In the human-only subset (N = 19), 52.6% of studies used
cross-sectional designs, 36.8% used mixed or other designs, and

10.5% used qualitative designs, with no experimental or
longitudinal studies identified. In terms of measurement,

self-report was used in 52.6% of the human-only studies [6,53,66].

G3
Limited focus on
interpersonal and
contextual trust

Across the full sample (N = 45), system trust accounted for 60.0%
of studies and institutional trust for 28.9%, while interpersonal

trust was examined in only 6.7% (n = 3) and generalised trust in
4.4% (n = 2). Peer influence, group dynamics, and situational

factors were infrequently addressed [53,61,62].

G4
Weak

operationalisation of
trust

Studies varied considerably in how trust was defined and
measured, using different dimensions, scales, and indicators across

human-centred and system-level contexts. This variability is
reflected in the high proportion of studies coded as unclear for

effect direction (64.4%, n = 29), making direct comparison across
studies difficult [36,64,68].

G5

Limited integration
between system-level
and human-centred

evidence

System/ML/testbed studies accounted for 57.8% of the sample
(n = 26), while human-centred studies accounted for 42.2%

(n = 19). These two strands rarely intersected within the same
study. Several system-level studies proposed trust scoring or
zero-trust architectures without measuring how these signals
shaped users’ subsequent cybersecurity decisions [37,56,60].

G6
Lack of longitudinal

and intervention
research

No human-only study in this review used an experimental or
longitudinal design. Very few studies examined how trust develops

or changes over time, or assessed the causal effects of training,
system design, or policy interventions on cybersecurity behaviour.
This represents a critical gap for building an evidence base capable

of supporting practical recommendations [6,59,64].

4.7 Summary of Findings
Overall, the review shows that research on trust in cybersecurity is growing but uneven. System and

institutional trust receive thorough coverage, especially in technical and policy-compliance work, while
interpersonal and generalised trust remain underexplored. The literature includes both human-centred and
system-level evidence, but these strands are rarely connected within the same study, and the direction
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of the trust–behaviour relationship is unclear or mixed in roughly three-quarters of the included papers.
Trust therefore appears as a context-dependent factor that can support or weaken cybersecurity, rather
than a consistently positive or negative influence. These patterns motivate the more integrated reading
of the evidence developed in the following discussion, which links the themes above to the proposed
conceptual framework.

5 Discussion
This section summarises the key patterns identified in the review and interprets them in relation to

the proposed conceptual framework. Fig. 8 presents an integrated view of the relationships among trust
dimensions, cybersecurity behaviours, and influencing factors identified across the reviewed studies. The
framework is used to guide the interpretation of the findings and to show how trust may shape cybersecurity
behaviour in both human-centred and system-level contexts.

Figure 8: Conceptual framework synthesising the relationship between trust and cybersecurity behaviour.

The framework illustrates how system, institutional, interpersonal, and generalised trust relate to
different cybersecurity behaviours and security-related outcomes. These relationships may also be shaped
by factors such as awareness, perceived risk, self-efficacy, organisational culture, and technology-related
experience. Rather than presenting trust as consistently positive or negative, the framework shows that
the evidence is mixed and context-dependent. To move beyond a descriptive mapping, the framework
is presented here as a set of working propositions that future studies can test, refine, or refute. Three
propositions follow most directly from the reviewed evidence.

P1. Institutional trust is most clearly linked to adoption and compliance behaviours in the reviewed
human-focused literature. Studies that examine organisational governance, leadership, and policy clarity
report institutional trust as a meaningful factor in compliant decision-making [6,51].
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P2. System trust, when poorly calibrated, can produce over-reliance on technical controls, which several
studies link to riskier cybersecurity decisions [64]. A related calibration issue, in the form of overconfidence
in security knowledge or judgement, is reflected in studies that examine generalised trust and behavioural
bias [57,62].

P3. Interpersonal and generalised trust shape susceptibility to social engineering, with cues that imitate
familiar senders or in-group identities reportedly increasing the willingness to take security risks [53,66].

Among the relationships represented in the framework, the links between institutional trust and
adoption-compliance, and between system trust and risky decision-making in technical contexts, are the
most clearly supported by the reviewed studies. The links involving interpersonal and generalised trust, and
the connection between system-level trust signals and human cybersecurity behaviour, are plausible but
currently underexamined in the literature; in this review they are presented as priorities for future empirical
work rather than as established findings. The framework is therefore a structured and testable map of where
the evidence is stronger and where future work is needed, rather than a closed model.

The following subsections extend this framework by discussing the thematic insights in more detail,
including the dual role of trust, the dominance of system and institutional perspectives, theoretical
limitations, methodological issues, emerging contexts, and practical implications.

5.1 The Dual Role of Trust
The findings indicate that trust can act as a double-edged factor in cybersecurity. When trust is well

calibrated, it supports cooperation, encourages compliance, and increases users’ confidence in security
technologies. For example, appropriate trust in organisational security tools can help employees follow rec-
ommended practices, whereas misplaced trust, such as assuming that a familiar-looking email or automated
alert is always accurate, may lead users to click on malicious links or overlook threats.

However, the empirical evidence does not support a single direction of influence. In the human-only
subset, 4 studies (21.1%) reported a positive effect, 5 (26.3%) reported a negative effect, and 10 (52.6%)
reported mixed or unclear effects. The role of trust therefore depends on the trust dimension being examined,
the behaviour being studied, and the context in which trust is formed. Some studies linked trust to over-
reliance and reduced compliance [62,70], while others suggested that institutional or interpersonal trust
supports safer behaviour [6,51]; many simply could not establish a clear direction.

This tension reflects the broader balance between security and usability. Users who overtrust systems
may overlook potential threats, while those with very low trust may ignore or avoid protective tools. These
findings highlight trust calibration as an important direction for future cybersecurity research [70,71].
Supporting users in developing an appropriate level of trust, aligned with the actual capability of security
tools, may help improve security decision-making and reduce risky behaviour without encouraging either
unnecessary distrust or overconfidence.

5.2 The Dominance of System and Institutional Perspectives
System trust dominates the literature mainly because system-level studies also dominate it. As Table 4

shows, 26 of the 45 included papers (57.8%) are system, ML, or testbed studies, and the trust construct in
these papers is typically a property of a model, device, or architecture rather than a property of a person.
Once those studies are removed, institutional trust becomes the most frequently examined dimension in the
human-only subset. The visible “system trust” pattern in the headline figures is therefore partly an artefact
of the methodological mix, and not only a substantive finding.
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By contrast, interpersonal and generalised trust have received much less attention. This is important
because systems and institutions do not shape cybersecurity decisions alone. Social relationships, workplace
norms, peer advice, and broader assumptions about whether people or systems can be trusted may also
influence them.

For example, employees may rely on colleagues when making quick security-related decisions, such
as judging whether an unexpected email is safe or whether it is acceptable to share a file or password [72].
Similarly, generalised trust may influence how users respond to unfamiliar systems, online services, or digital
requests. These forms of trust are relevant to cybersecurity behaviour, but they remain less developed in the
existing literature.

These findings suggest greater attention to interpersonal and generalised forms of trust. Incorpo-
rating these dimensions into future research would support a more comprehensive and human-centred
understanding of cybersecurity behaviour, as reflected in the proposed conceptual framework.

5.3 Limited Theoretical Integration
The findings show that 66.7% of the reviewed studies (n = 30) lacked a clear theoretical or conceptual

framework, and the 33.3% that did use theories that were applied separately rather than integrated. The
most common identifiable approaches included XAI-related perspectives, TAM/UTAUT, Mayer et al.’s trust
model, socio-technical approaches, and TPB.

This limited theoretical integration makes it difficult to explain how and why trust influences cyber-
security behaviour and cybersecurity-related risk. For example, technology acceptance models can help
explain why users adopt or rely on a system, while trust models can explain confidence, vulnerability,
and perceived reliability. Socio-technical approaches can also help connect individual behaviour with
organisational and technical contexts. However, researchers rarely bring these perspectives together in a
single analytical framework.

As a result, many studies describe trust-related outcomes without fully explaining the mechanisms
behind them. This is particularly important because the findings show that trust does not have one consistent
effect. It may support secure behaviour in some contexts, but it may also increase the risk when it leads to
over-reliance, reduced caution, or misplaced confidence.

Greater integration of behavioural, trust-based, and socio-technical theories would provide a stronger
foundation for future research. It would also help explain when trust supports cybersecurity and when it
becomes a source of vulnerability.

5.4 Methodological Challenges
The methodological profile of the reviewed studies was varied, reflecting the broad scope of research

on trust and cybersecurity. The full sample included system/testbed-based studies, mixed or other designs,
cross-sectional studies, and qualitative studies. This variation shows that trust has been examined across both
human-centred and system-level contexts.

However, the human-focused evidence remains methodologically thin. In the human-only subset (N
= 19), cross-sectional designs accounted for 52.6% of studies (n = 10), followed by mixed or other designs
(36.8%, n = 7) and qualitative designs (10.5%, n = 2). No human-only study used an experimental or
longitudinal design. In terms of measurement type, self-report was used in 52.6% of human-only studies (n
= 10), while 47.4% (n = 9) relied on mixed or other measures.

These methodological characteristics limit what can be concluded from the existing evidence. Cross-
sectional and self-report-based approaches are useful for exploring perceptions, attitudes, and reported
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behaviours, but they cannot show whether trust leads to behaviour, whether behaviour shapes trust, or
whether both are driven by other factors such as awareness, perceived risk, or organisational culture.

Future studies would benefit from more diverse and robust methodologies. Longitudinal designs could
help explain how trust changes over time, while experimental and intervention-based studies could provide
stronger evidence about how trust influences behaviour in specific cybersecurity contexts. Behavioural
observation, system log analysis, and mixed-method designs could also support a clearer understanding of
how trust operates in real-world security decisions [73].

Overall, the methodological imbalance identified in this review calls for stronger research designs that
can connect trust, behaviour, and context more clearly.

5.5 Emerging Directions and New Contexts
The reviewed literature shows growing attention to trust in emerging technological contexts, including

AI, automation, explainable AI, the Internet of Things (IoT), and system-level cybersecurity models. These
studies are important because they show how researchers are increasingly examining trust beyond traditional
user behaviour and organisational compliance.

However, the connection between system-level trust and human cybersecurity behaviour remains
underdeveloped. Several studies examine trust in technical systems, machine learning models, or testbed
environments, but fewer studies clearly explain how these forms of trust affect users’ actual cybersecurity
decisions. This creates a gap between technical understandings of trust and human-centred behavioural
evidence. More specifically, several studies in this review proposed system-level trust scoring or zero-
trust architectures [25,31,33,34,37], but none of them measured how those signals shaped users’ subsequent
cybersecurity decisions, illustrating the system–human gap noted in Theme 5.

For example, users may rely on AI-generated alerts or recommendations without fully verifying their
accuracy, reflecting automation bias and over-reliance on AI outputs [74,75]. In other cases, users may avoid
or ignore security technologies if they lack an understanding of how these systems work or do not trust their
outputs. These examples show that trust in emerging technologies can shape behaviour in different ways,
depending on system design, transparency, user awareness, and context.

Further research is needed to better connect technical and human-centred perspectives. This includes
examining how users form, adjust, and calibrate trust in automated systems and how factors such as
transparency, explanation, feedback, and previous experience influence cybersecurity behaviour. This need
for stronger system-human integration is also reflected in the proposed conceptual framework (see Fig. 8).

5.6 Practical Implications
The findings have several practical implications for organisations, system designers, and cybersecu-

rity educators.
First, cybersecurity awareness and training programmes should include guidance on trust calibra-

tion [70]. Users should not simply be encouraged to trust or distrust systems, but should be supported
in judging when trust is appropriate and when caution is needed. For example, training can show how
phishing messages imitate trusted sources [64], or how automated tools may still produce errors that require
human judgement [61,62]. Butavicius et al.’s “trust in technical controls” scale [64] suggests that compliance
training should differentiate between trust in tools and trust in organisations, rather than treating them as a
single construct.

Second, organisations can strengthen trust in cybersecurity practices by promoting transparency,
clear communication, senior management support, and consistent governance practices [76]. When users
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understand how security policies are developed, why certain controls are required, and how their data is
protected, they may be more likely to engage with cybersecurity practices in a meaningful way.

Third, the design of AI-enabled, automated, and system-level security tools should support informed
trust. This means providing users with clear explanations, useful feedback, and enough information to
evaluate system recommendations without encouraging over-reliance. In this sense, technical reliability
should be combined with human-centred design.

Finally, the findings suggest that cybersecurity strategies should not treat trust as a single or fixed
factor. System, institutional, interpersonal, and generalised trust may influence behaviour in different ways.
Therefore, organisations should consider how trust operates across technical, organisational, and social
contexts when designing policies, training, and security tools.

Together, these approaches connect technical reliability with psychological, organisational, and
behavioural factors, supporting the development of more resilient and trustworthy human-technology
environments.

5.7 Conceptual and Methodological Gaps
Bringing these threads together, the review identifies a coherent set of conceptual and methodological

gaps. The literature lacks integrative frameworks that connect trust, risk, and behaviour; relies heavily on
cross-sectional and self-report data in the human-focused subset; treats interpersonal and generalised trust
as marginal; defines and measures trust inconsistently; and rarely links system-level trust signals to human
cybersecurity decisions. The conceptual framework in Fig. 8 is intended as a structuring response to these
gaps rather than a closed model: it positions system, institutional, interpersonal, and generalised trust as the
input dimensions, the five behavioural categories as the outputs, and the influencing factors and research
gaps as the contextual layer that future work needs to address with stronger theory, more diverse methods,
and tighter system–human integration.

6 Limitations and Future Work

6.1 Open Research Issues
Beyond the methodological limitations discussed below, the review identifies four open research issues

that represent unresolved theoretical and empirical problems in the current literature. These are distinct from
future research directions in that they reflect fundamental questions the field has not yet answered, rather
than methodological recommendations for how future studies should be designed.

OI1. The trust calibration problem. When is trust in a cybersecurity system, institution, or person
appropriate, and when does it become a source of vulnerability? The reviewed evidence shows that trust can
both support and undermine cybersecurity behaviour, depending on context, but no study clearly identifies
the conditions under which trust transitions from protective to risk-increasing. Developing theoretically
grounded criteria for appropriate trust calibration remains an open problem [70,71].

OI2. The measurement problem. What constitutes a valid, reliable, and comparable measure of trust
across different cybersecurity contexts? The reviewed studies used varied dimensions, scales, and indicators,
making direct comparison difficult and effect directions unclear in 64.4% of cases. A shared measurement
framework for trust in cybersecurity research does not yet exist [69].

OI3. The interpersonal trust gap. How do peer relationships, social norms, and group dynamics shape
cybersecurity decisions in ways that system and institutional trust cannot explain? Only 6.7% of studies (n =
3) examined interpersonal trust, and the mechanisms through which colleagues, peers, and social networks
influence security behaviour remain poorly understood [72].
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OI4. The system-human disconnect. How, if at all, do system-level trust signals translate into
human cybersecurity behaviour? System/ML/testbed studies accounted for 57.8% of the sample, yet none
of the reviewed studies clearly measured how technical trust signals, such as zero-trust architectures or
AI-generated alerts, shaped users’ subsequent security decisions [74,75].

6.2 Limitations
Although this review followed a structured and transparent process, several limitations should

be acknowledged.
First, the review included only English-language academic sources published between 2019 and 2025,

including peer-reviewed journal articles, full conference papers, and a small number of doctoral disser-
tations/theses. Although dissertations can provide detailed methodological and contextual evidence, their
inclusion may introduce variation in publication type, and this should be considered when interpreting
the findings.

Second, the search strategy focused on major academic databases, so studies indexed in smaller or
more specialised sources may not have been captured. In particular, PsycINFO and APA PsycExtra were not
searched; this omission is a meaningful limitation for the human-focused part of the review, and replication
studies should extend the search to these sources.

Third, the analysis depended on the information reported by the original authors. Inconsistencies in
the definitions or measurements of trust and cybersecurity behaviour, missing methodological details, and
ambiguous descriptions could not always be resolved during data extraction. This variability is reflected in
the relatively high proportion of studies coded as “unclear” for effect direction (64.4% across the full sample
and 31.6% in the human-only subset), which limits the strength of any direct claim about whether trust
supports or undermines cybersecurity behaviour.

Fourth, the human-only subset is small (N = 19) and is dominated by cross-sectional and self-report
designs, with no experimental or longitudinal studies. Conclusions about human-focused patterns should
therefore be treated as indicative rather than definitive. The included studies also varied considerably in
design, context, and measurement approach: some focused on human participants, while others examined
system-level, machine learning, or testbed-based trust. This breadth was useful for mapping the field but
limited direct comparison across studies.

In line with PRISMA-ScR guidance, the review excluded a formal critical appraisal or quantitative
meta-analysis; this limitation is a methodological boundary of the scoping approach rather than a flaw,
but it does mean that study quality and effect sizes were not formally assessed. Future research should
address these limitations by including non-English studies and grey literature where appropriate, applying
systematic or meta-analytic approaches once the evidence base becomes more consistent, and adopting
experimental or longitudinal designs to strengthen causal understanding [77]. Stronger attention is also
needed to cross-cultural perspectives [78], interpersonal dynamics, and the calibration of trust in emerging
technological contexts such as artificial intelligence, automation, and the Internet of Things [79]. Greater
geographical diversity is also needed, with underrepresented regions such as Africa, the Middle East,
and Latin America offering important and largely unexplored contextual variation in how trust shapes
cybersecurity behaviour [80]. A specific priority is to better connect system-level and human-centred
perspectives so that trust in technical systems, automated tools, and machine learning models can be
explicitly linked to the cybersecurity decisions and behaviours that follow from them.
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Together, these directions would support stronger theoretical integration, improve methodological
rigour, and provide a more robust foundation for developing human-centred and trustworthy cybersecu-
rity systems.

7 Conclusion
This scoping review mapped and summarised current evidence on how trust relates to cybersecurity

behaviour and cybersecurity-related risk. Drawing on 45 studies published between 2019 and 2025, including
a human-only subset of 19, the findings show that trust is a complex socio-technical factor that can both
support and weaken cybersecurity, depending on how it is formed, maintained, and applied.

Three patterns stand out, although the human-focused subset is small (N= 19) and the conclusions about
that subset should be read as indicative rather than definitive. First, the literature is heavily weighted towards
system and institutional trust, while interpersonal and generalised trust remain underexplored, particularly
in human-focused work. Second, the evidence covers both human-centred and system-level studies, but
these strands rarely intersect within the same paper, limiting what can be said about how technical trust
signals translate into user behaviour. Third, the direction of the trust–behaviour relationship is not consistent
across studies: some studies linked trust to increased risk or reduced compliance, others suggested that trust
supports safer behaviour, and a large share reported mixed or unclear effects. This last pattern signals a need
for stronger theoretical integration and clearer, more comparable measurement approaches rather than a
settled empirical claim about trust.

Overall, the evidence reinforces the view of trust as a dynamic and context-dependent factor in
cybersecurity. Future research should apply stronger theoretical foundations, adopt more robust and diverse
methodologies, and connect system-level trust signals more explicitly to human cybersecurity behaviour.

In practice, the review suggests that organisations and system designers should focus on calibrating
trust rather than simply increasing it. Training and awareness programmes can help individuals recognise
when to trust systems, organisations, or other people and when to exercise caution. Clear communication,
explainable AI, transparent security policies, and human-centred system design can support informed and
adaptive trust, helping to reduce vulnerability to human error.
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