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ABSTRACT: Log parsing is a fundamental prerequisite for automated system monitoring, anomaly detection, and
root cause analysis in large-scale distributed environments. However, existing parsing approaches often rely on
heuristic rules, manually engineered features, or fixed similarity thresholds, limiting their adaptability to heterogeneous
and evolving log structures. To address these challenges, this study presents SemBERT, a fully unsupervised log
parsing framework that integrates semantic BERT embeddings, Incremental Principal Component Analysis (IPCA),
HDBSCAN clustering, and adaptive centroid-based cluster merging for robust template mining. Unlike conventional
methods that employ fixed merging criteria, SemBERT adaptively determines semantic merging thresholds according to
the distribution of cluster centroids, reducing parameter sensitivity across datasets. Experiments on the LogHub HDFS
benchmark demonstrated that SemBERT achieved perfect Grouping Accuracy (GA = 100.00%), Parsing Accuracy
(PA =95.82 + 0.44%), and Template Accuracy (TA =76.59 + 4.49%), outperforming several classical parsers in semantic
template discovery while maintaining competitive parsing performance. Repeated reproducibility experiments using
three different random seed initializations (42, 123, and 999) produced identical adaptive thresholds and final template
counts across all evaluated data scales, confirming the deterministic behavior and reproducibility of the proposed
framework. Additional scalability experiments on randomly sampled subsets ranging from 50K to IM log entries
demonstrated stable threshold estimation and controlled template growth, highlighting the effectiveness of the adaptive
semantic merging strategy. To validate the practical utility of the extracted templates, downstream anomaly detection
experiments were conducted using representative machine learning, deep learning, and transformer-based models. The
semantic templates generated by SemBERT provide informative representations suitable for downstream log analytics.
Furthermore, experiments on the BGL dataset indicate that the framework generalizes effectively to heterogeneous
logging environments through lightweight dataset-specific preprocessing. These findings suggest that SemBERT
provides a scalable and semantically informed solution for unsupervised log parsing in modern distributed systems.

Copyright © 2026 The Authors. Published by Tech Science Press. This work is licensed under a Creative Commons Attribution 4.0 International
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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1 Introduction

Modern large-scale distributed systems, such as the Hadoop Distributed File System (HDFS), continu-
ously generate terabytes of unstructured log data that constitute the primary source for system monitoring,
fault diagnosis, performance optimization, and anomaly detection [I-3]. Accurate and efficient analysis of
these logs is critical for ensuring the reliability and security of cloud and enterprise environments. Never-
theless, the raw, semi-structured, and highly variable nature of system logs—marked by dynamic parameters
(e.g., block IDs, IP addresses, and timestamps), evolving message formats, and massive volumes—poses
significant challenges for automated processing [1,3,4].

Traditional log-parsing techniques predominantly rely on rule-based, heuristic, or clustering-based
approaches, including fixed-depth trees (Drain) [5], unsupervised cluster-evolution analysis [6], self-
supervised semantic template extraction [7], and template-correction-based parsing [8]. Although effective
for small or homogeneous datasets, these methods frequently exhibit limited scalability, high sensitivity to
parameter tuning, and inadequate semantic context capture, resulting in inaccurate templates and degraded
performance in downstream anomaly detection tasks [1,3]. Recent research has advanced toward machine
learning and deep learning solutions, such as n-gram dictionaries (Logram) [9], sentence embeddings
with metadata (DeepSyslog) [2], self-supervised log parsing for heterogeneous log formats [10], and pre-
trained language models for anomaly detection. More recently, large language model (LLM)-driven parsers
(HELP [11], SemanticLog [12], LibreLog [13]) have demonstrated promising accuracy through few-shot
and in-context learning methods. However, most existing approaches remain computationally intensive for
million-scale logs, are heavily reliant on labeled data or prompt engineering, or fail to generate ready-to-use
event sequences suitable for anomaly detection pipelines [1,3,12].

To address these limitations, this study proposes SemBERT, a fully unsupervised, semantically enriched,
and scalable log parsing framework designed for large-scale distributed system logs. The proposed pipeline
begins with lightweight semantic preprocessing and entity masking to normalize raw log messages while
preserving their context. The normalized logs were then encoded using BERT-base-uncased with mean
pooling to generate contextual semantic representations, leveraging GPU acceleration for efficient large-scale
processing. To improve scalability and reduce computational overhead, Incremental Principal Component
Analysis (IPCA) was employed for dimensionality reduction before density-based clustering was performed
using HDBSCAN. Unlike conventional approaches that rely on manually selected similarity thresholds,
SemBERT adopts an adaptive semantic threshold estimation strategy for centroid-based cluster merging,
enabling robust template generation across varying log distribution. Finally, the extracted event templates are
used to construct block-level event sequences that are aligned with the anomaly labels, producing structured
datasets suitable for downstream anomaly detection tasks. This design facilitates accurate template extraction
while mitigating template fragmentation, parameter sensitivity, and the limited semantic understanding
commonly observed in heuristic parsers [5,14-16].

The main contributions of this study are summarized as follows:

1. We propose SemBERT, a fully unsupervised semantic log parsing framework that integrates entity-
aware semantic masking, contextual BERT embeddings, Incremental PCA, HDBSCAN clustering, and
adaptive centroid-based merging to generate compact and semantically coherent log templates from
large-scale unstructured logs.
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2. We introduce an adaptive semantic threshold estimation mechanism for cluster merging, reducing the
dependence on manually selected similarity thresholds and improving robustness across different data
distributions and sampling settings.

3. We conduct extensive experiments on large-scale HDFS datasets containing up to 11.2 million log entries
and demonstrate strong scalability characteristics through multi-scale analyses from 50K to 1M logs,
accompanied by statistical robustness evaluations and confidence interval analysis.

4. We evaluate the proposed framework using standard log parsing metrics, including Grouping Accuracy
(GA), Parsing Accuracy (PA), and Template Accuracy (TA), providing both bootstrap-based confidence
intervals and multiple-run statistical analyses to validate the reliability and reproducibility of the
obtained results.

5.  We further investigate the effectiveness of the generated templates for downstream anomaly detection
using machine learning, deep learning, and transformer-based models, demonstrating that semantically
meaningful parsing substantially benefits subsequent log intelligence tasks.

The remainder of this paper is organized as follows. Section 2 presents a detailed literature review of
the relevant studies. Section 3 describes the proposed method. Section 4 reports the experimental results of
this study. Section 5 discusses the findings of the study. Section 6 concludes the paper with future research
directions, followed by the references.

2 Literature Review

Log parsing is a fundamental preprocessing step in system log analytics that transforms unstructured
raw log messages into structured templates or event types that enable downstream tasks such as anomaly
detection, fault diagnosis, and performance monitoring [3,4,16]. Over the past two decades, a wide spectrum
of parsing techniques has been proposed, which can be broadly categorized into heuristic/rule-based,
clustering-based, and deep learning/embedding-based approaches. Representative methods from these
categories and their main strengths and limitations are summarized in Table 1.

Table 1: Comparison of representative log parsing approaches and their characteristics.

Method Category Strengths Limitations
High effici li iti h
Drain [5] Heuristic igh efficiency and online Sensitive to tree depth and
processing capability predefined rules
Spell [14] LCS-based Supports strfzaming log Threshold sensitivity .and
parsing template fragmentation
Dynamic cluster Unsupervised Incremental cluster an.alysis ‘ Depefldent on
, . and anomaly detection time-window and
evolution [6] clustering

under evolving logs

clustering parameters

LogStamp [15]

Sequence labelling

Online parsing using
pretrained language
representations

Requires model training
and labeled or partially
labeled data

LogSL [10]

Self-supervised
parsing

Robust template extraction
across heterogeneous log
formats

Higher model complexity
and computational
requirements

(Continued)
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Table 1 (continued)

Method Category Strengths Limitations

Hierarchical semantic Higher computational
HELP [11] Embedding based . 5 . P

representations requirements

Depends on
Large-scale semantic feature language-model-based

SemanticLog [12] Semantic parsing extraction and parameter representations and
interpretation substantial computational
resources

Efficient online inference Dependent on prompt
InferLog [19] LLM-based , engineering and LLM
through prefix caching
resources

Early research has focused on heuristic and rule-based methods. Landauer et al. [6] proposed an
unsupervised cluster-evolution approach for dynamic log-file analysis. Their method incrementally groups
log lines within time windows and analyzes cluster splits, merges, and other transitions to identify anomalous
temporal behavior. Yu et al. [7] introduced a self-supervised log parsing method that models the semantic
contribution of words and uses these semantic differences to distinguish template words from variable words
during log-template extraction. He et al. [5] developed Drain, an online log-parsing approach using a fixed-
depth parse tree, which has become one of the most widely adopted methods owing to its efficiency and
accuracy on structured logs. Other notable parsing approaches include template-correction-based parsing
(Cognition) [8], online streaming parsing (Spell) [14], and n-gram dictionary-based parsing (Logram) [9],
the latter of which uses frequent n-gram patterns to support efficient log-template extraction. Although
these methods perform well on small or moderately sized datasets, they often suffer from poor scalability,
high sensitivity to parameter tuning, and limited semantic understanding when applied to large-scale,
heterogeneous logs [3,17].

To address the limitations of purely syntactic approaches, researchers have incorporated machine
learning and embedding techniques. DeepSyslog [2] combines sentence embeddings with metadata for
syslog anomaly detection. Cao etal. [10] proposed a self-supervised log-parsing method that models template
extraction as a multi-token prediction task and learns template-token distributions from unlabeled log
messages. LogStamp [15] formulated online log parsing as a sequence-labelling problem using a pretrained
language model to distinguish template tokens from dynamic variables. Recent advances have introduced
large language model (LLM)-based log parsers that utilize prompt engineering, in-context learning, and
adaptive caching mechanisms to improve generalization across heterogeneous formats. Prompt-based
approaches leverage few-shot examples to infer event templates without explicit rule construction [18],
whereas semantic approaches such as SemanticLog [12] extract informative representations and semantic
information from log messages. More recent LLM-based methods such as InferLog [19] and self-correcting
frameworks such as SCULP [20] further improve parsing efficiency and quality through inference optimiza-
tion and template correction. LibreLog [13] demonstrates the potential of open-source large language models
for unsupervised log parsing tasks.

Despite these advances, LLM-based methods often require substantial computational resources, prompt
engineering, or carefully designed in-context examples, which may limit their applicability in large-scale pro-
duction environments and resource-constrained systems. In contrast, SemBERT adopts a fully unsupervised
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paradigm that combines lightweight semantic preprocessing, contextual BERT embeddings, density-based
clustering, and adaptive centroid merging, eliminating the need for labeled data, prompt construction, or
proprietary foundation models while maintaining high scalability and parsing effectiveness.

Although existing heuristic, embedding-based, and LLM-driven approaches have achieved considerable
progress in automated log parsing, several challenges remain to be addressed. Rule-based methods frequently
suffer from parameter sensitivity and template fragmentation, whereas semantic parsers often require
manually selected similarity thresholds that may not generalize across datasets. Despite their strong repre-
sentational capabilities, LLM-based solutions introduce additional computational costs and dependencies
on prompt engineering or proprietary models. These limitations motivate the development of a lightweight,
fully unsupervised, and semantically aware framework that combines contextual embeddings with adaptive
clustering mechanisms to achieve a scalable and robust log template extraction. The proposed SemBERT
framework addresses these challenges through semantic masking, BERT-based representations, Incremental
PCA, HDBSCAN clustering, and adaptive centroid-based merging.

3 Methodology

3.1 Overview of the Proposed Framework

The proposed methodology introduces a fully unsupervised, semantically aware, and highly scalable
end-to-end framework for log parsing and anomaly detection in large-scale distributed systems. The pipeline
transforms raw, unstructured log messages into compact and semantically meaningful event templates and
subsequently constructs block-level event sequences that can be directly used for downstream anomaly
detection tasks. By leveraging contextual representations from a pre-trained BERT model, incremental
dimensionality reduction, density-based clustering, and adaptive centroid-level refinement, the proposed
framework preserves the semantic relationships among log events while maintaining computational effi-
ciency on datasets of millions of scale.

As illustrated in Fig. 1, the overall workflow consists of nine sequential stages. The process begins with
large-scale log sampling and data acquisition, followed by semantic preprocessing, which includes message
extraction, entity masking, and textual normalization. The cleaned messages were then encoded using BERT-
base-uncased, where mean pooling was applied to obtain fixed-dimensional contextual embeddings. To
support scalable processing, Incremental Principal Component Analysis (IPCA) is employed to reduce the
dimensionality of the embedding space while preserving the semantic structure.

The reduced representations were subsequently grouped using HDBSCAN, followed by an adaptive
centroid-based semantic merging strategy that consolidated highly similar clusters according to the under-
lying similarity distribution of each dataset. The refined clusters were then transformed into concise log
templates and assigned unique event identifiers. Using HDFS block identifiers as session keys, the extracted
templates were organized into ordered event sequences and integrated with official anomaly labels to facilitate
downstream machine learning, deep learning, and transformer-based anomaly detection experiments.

The framework adopts a modular design in which each stage can operate independently while main-
taining end-to-end reproducibility and scalability of the model. GPU acceleration is used for semantic
embedding generation, whereas memory-efficient techniques, such as Incremental PCA, enable the process-
ing of large-scale log collections. Furthermore, reproducibility analyses across multiple random samples were
conducted to verify the stability of the adaptive clustering mechanism and the consistency of the generated
templates. The overall workflow of the proposed SemBERT framework is summarized in Algorithm 1. The
following subsections describe each component of the framework, including the underlying algorithms,
parameter configurations, and implementation details of the framework.
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Figure 1: Overview of the proposed log parsing and anomaly detection framework.

Algorithm 1: SemBERT: adaptive semantic log parsing framework

Require: Raw log dataset L
Ensure: Final template set T and event sequences S
l: L, < SampLELogs(L)

22 M<+g

3. foralll/ €L, do

4 m < EXTRACTMESSAGE(])

5: m < SEMANTICMASK(m)

6: m < NORMALIZE(m)

7: Append m to M

8: end for

9: E < BERTENCODE(M)
10: E, < INCREMENTALPCA(E)
11: C <+ HDBSCAN(E,)
12: P < ComPUTECENTROIDS(C)
13: 7 < ADAPTIVETHRESHOLD(P)
14: C, < MERGECLUSTERS(C, T)
15: T < EXTRACTTEMPLATES(C,,)
16: S < CONSTRUCTSEQUENCES(T)
17: OPTIONALLABELALIGNMENT (S)
18: return T,S

3.2 Dataset Description

The experiments in this study utilized the well-known Hadoop Distributed File System (HDES) log
dataset obtained from the LogHub repository [3]. LogHub is a large-scale, publicly available collection
of real-world system log datasets specifically designed for research on automated log parsing, anomaly
detection, and Al-driven log analytics. To further evaluate the scalability and generalization capability of the
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proposed framework, we employed the BGL (BlueGene/L) dataset from the same LogHub repository. The
main characteristics of the datasets are summarized in Table 2.

Table 2: Dataset description.

Dataset Original Log Lines Sampled Log Lines
HDFS 11,175,629 50K-1M
BGL 4,631,261 50K-1IM

3.3 Log Sampling Strategy

A deterministic streaming-based sampling approach was adopted to ensure scalability evaluation while
maintaining computational feasibility in a standard GPU environment. The completely sorted HDFS log file
was processed line by line without loading the entire dataset into memory. Five sample sizes were generated:
50,000, 100,000, 200,000, 500,000, and 1,000,000 log entries. Similarly, the BGL dataset was sampled using
the identical streaming method for cross-dataset validation. This approach preserves the original temporal
sequence of events. The official block-level anomaly labels from LogHub were aligned with the resulting
sequences. This strategy enables a direct comparison of the parsing efficiency across different data scales
while ensuring full reproducibility.

3.4 Semantic Preprocessing

Semantic preprocessing constitutes a crucial stage in the proposed framework, transforming raw and
noisy log messages into semantically consistent representations that are suitable for contextual embedding
and clustering. This process aims to reduce structural variability while preserving the underlying semantic
information contained in the system events. The preprocessing pipeline consisted of three sequential
operations: message extraction, semantic entity masking, and text normalization.

3.4.1 Log Message Extraction

The raw log entries in both the HDFS and BGL datasets contain metadata, including timestamps, sever-
ity levels, and component identifiers, followed by the actual event message. The extract_message ()
function separates the semantic content from the metadata by splitting each log line at the first occurrence
of the colon (:) delimiter and retaining only the message.

3.4.2 Semantic Masking

To handle the highly variable nature of logs, a set of regular expressions is applied to replace the
dynamic entities with fixed semantic tokens. The patterns mask IP addresses (<IP>), IP:Port combinations
(<IP_PORT?>), block identifiers (<BLOCK_ID>), numeric values (<NUM>), and file paths (<PATH>). This
masking is performed by the semantic_mask() function, which produces standardized log messages while
preserving their structural and semantic meanings. The regular-expression rules used for semantic masking
are presented in Table 3.

3.4.3 Log Normalization

After semantic masking, a normalization step was applied to eliminate minor formatting inconsistencies
and improve token uniformity. The normalization procedure removes redundant whitespace, collapses
consecutive occurrences of identical semantic tokens (e.g., <IP > <IP > to <IP >), and standardizes textual
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representations across log messages. These operations reduce unnecessary lexical variations while preserving
the semantic structures of the original events.

The three-stage preprocessing pipeline produces compact and semantically enriched log representations
that serve as high-quality inputs for the subsequent BERT embedding stage, thereby improving the clustering
effectiveness and template generation quality.

Table 3: Regular-expression rules used for semantic masking.

Entity Type Regular Expression Replacement Token
IP Address with Port /\d+\.\d+\.\a+\.\a+:\a+ <IP_PORT >
IP Address /\d+\.\d+\.\a+\.\a+ <IP>
Block Identifier blk -?\d+ <BLOCK_1ID>
Numeric Value \b\d+\b <NUM >
File Path (/[\w\.-1+)+ <PATH >

3.5 Log Representation Using BERT

After semantic preprocessing, the normalized log messages were transformed into dense contextual
vector representations using a pretrained BERT model. The ‘bert-base-uncased model was loaded and
moved to the GPU (Tesla T4) for accelerated inference. Each cleaned log message was tokenized with a
maximum sequence length of 64, padded within batches, and passed through the BERT encoder. Contextual
embeddings were obtained from the last hidden state and aggregated using mean pooling weighted by the
attention mask, producing a fixed 768-dimensional vector for every log entry.

The resulting embeddings capture contextual semantic relationships among log events beyond the
lexical similarities exploited by traditional rule- and frequency-based approaches. Depending on the experi-
mental scale, the generated embedding matrices ranged from 50,000 x 768 t0 1,000,000 x 768 dimensions and
served as inputs for the subsequent dimensionality reduction and clustering stages. By leveraging contextual
representations learned from large-scale natural language corpora, the proposed framework achieves a more
semantically coherent grouping of structurally diverse log messages.

3.6 Dimensionality Reduction

Although BERT embeddings provide rich contextual representations of log messages, their high
dimensionality (768 dimensions) increases the computational cost of large-scale clustering, particularly
when processing hundreds of thousands or millions log entries. To improve scalability while preserving
semantic information, dimensionality reduction was performed using Incremental Principal Component
Analysis (IncrementalPCA).

Unlike conventional PCA, IncrementalPCA processes data in mini-batches, making it well-suited for
the memory-efficient analysis of large log datasets. In our implementation, the algorithm was configured
with #components = 50 and a batch size of 5,000 samples. Consequently, the original embedding matrices
were transformed from dimensions ranging from 50,000 x 768 to 1,000,000 x 768 into corresponding
low-dimensional representations with 50 principal components.

Given an embedding matrix X € RV*7%® IncrementalPCA projects the data onto a lower-dimensional
subspace according to

Z=XW, oy
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where W e R768*°? contains the principal component vectors corresponding to the largest eigenvalues of the

covariance matrix, and Z € RV**? is the reduced representation used for subsequent clustering.

The incremental processing strategy substantially reduces memory consumption and computational
overhead while retaining the dominant semantic variations that are encoded by BERT. These low-
dimensional embeddings serve as direct inputs to the HDBSCAN clustering stage, enabling the efficient
semantic grouping of log events across both the HDFS and BGL datasets at scales of up to one million
log entries.

3.7 Log Clustering

Following dimensionality reduction, the 50-dimensional semantic embeddings were grouped into event
types using a two-stage clustering framework consisting of density-based clustering and adaptive semantic
refinement. This design enables the robust identification of log templates while maintaining scalability across
datasets ranging from 50K to 1M log entries.

3.71 HDBSCAN Clustering

The reduced embeddings were initially clustered using the Hierarchical Density-Based Spatial Clus-
tering of Applications with Noise (HDBSCAN) algorithm. HDBSCAN was selected because of its ability to
discover clusters of varying densities while explicitly identifying outliers and noise points, which are common
characteristics of large-scale system log data.

The clustering process employs the following parameters:
. min_cluster_size = 100,
. min_samples = 10,
e metric = Euclidean,

. cluster_selection_method = eom.

Unlike traditional clustering methods, HDBSCAN does not require prior knowledge of the number
of event types present. Instead, it automatically determines the cluster structure based on local density
variations and assigns ambiguous samples to the noise class (-1). This property makes the method partic-
ularly suitable for heterogeneous log environments, such as HDFS and BGL, where event frequencies are
highly imbalanced.

3.7.2 Adaptive Semantic Cluster Refinement

Although HDBSCAN effectively groups semantically similar log messages, closely related event types
may still be separated into multiple clusters because of subtle lexical differences. To address this issue, an
adaptive centroid-based merging strategy was employed.

For each valid cluster C;, a centroid vector is computed as
= — X, 2

where x; denotes a reduced embedding belonging to cluster C;.
The semantic similarity between two clusters is then measured using cosine similarity:
Ci ¢

Sim(C;,C;) = ————.
m(Co C) = TeTle]

(3)



10 Comput Mater Contin. 2026;89(2):81

Instead of employing a fixed similarity threshold, the proposed framework determines an adaptive
threshold based on the distribution of centroid similarities within each dataset and sampling scale. This
adaptive mechanism improves the robustness across heterogeneous log collections and prevents both
over-merging and template fragmentation.

Clusters whose similarity exceeds the adaptive threshold are merged using a disjoint-set (union-find)
structure to produce the final set of semantic templates. The experimental results demonstrate that this
refinement stage substantially reduces redundant clusters while preserving meaningful event distinctions,
thereby improving template compactness and consistency across large-scale datasets.

The combination of HDBSCAN and adaptive semantic merging provides an effective balance between
clustering accuracy, robustness to noise, and computational scalability, enabling the proposed framework to
process up to one million log entries while maintaining a high template quality.

3.8 Template Extraction

Following adaptive semantic cluster refinement, each merged cluster was transformed into a single
canonical log template that represented a unique event type. The objective of this stage was to generate a
compact, semantically coherent, and human-interpretable event vocabulary that could be directly utilized
for downstream sequence construction and anomaly detection tasks.

For every refined cluster ¢, the representative template is determined by selecting the most frequent
normalized log message within that cluster.

T.={ti|yi=c},

where y; denotes the refined cluster label assigned to the i-th normalized log message. Formally, given the
set of normalized messages, the template for cluster c is obtained as:

template_ = arg max count(t).
teT,

where count(#) denotes the occurrence frequency of the normalized message ¢ within cluster c. This
majority-vote strategy ensures that the selected template corresponds to the most representative event pattern
while minimizing intra-cluster lexical variations.

To remove any residual redundancy arising from the merging process (i.e., cases in which distinct
merged clusters converge to identical normalized strings), an exact-string deduplication step is applied.
Only the first occurrence of each unique template was retained, ensuring a minimal and non-redundant
event vocabulary.

The extracted templates are stored in a structured CSV file in which the cluster_id corresponds
to the identifier of the final merged cluster and serves as the event ID for subsequent analyses. In addition,
an augmented dataset is generated that contains the original log message, its normalized representation, the
initial HDBSCAN label, the refined cluster assignment, and the resulting template. This dual representation
facilitates manual validation, statistical analysis, and seamless integration into the block-level sequence
construction process described in the following sections.

3.9 Sequence Construction

Following template extraction in Section 3.8, the final stage of the HDFS parsing pipeline constructs
ordered event sequences at the block-level. This transformation converts individually labeled log entries into
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structured execution traces that capture the temporal evolution of each data block, thereby providing the
input representation required for downstream anomaly detection models.

Notably, sequence construction is performed exclusively on the HDES dataset, as the official anomaly
labels provided by LogHub are defined at the block level. In contrast, the BGL dataset was utilized solely to
evaluate the scalability and generalization capability of the proposed log-parsing framework.

For each log entry, the corresponding refined cluster identifier (i.e., the event ID obtained after
HDBSCAN clustering and adaptive semantic merging) is associated with the original log message.
Block identifiers are subsequently extracted using a lightweight regular expression matching the pat-
ternblk_ - ?\d+. Onlylog entries containing valid block identifiers are retained, thereby ensuring that each
generated sequence corresponds to a unique HDFS data block.

The extracted event IDs were then grouped according to their block identifiers while preserving their
original chronological order. Formally, for a block b, the resulting event sequence is represented as

Sb = [el’ €25...5 en])

where e; denotes the event ID assigned to the i-th log message associated with block b, and # is the length of
the sequence. Preserving temporal ordering enables anomaly detection models to learn both the occurrence
patterns and execution dynamics of normal and abnormal system behaviors.

Finally, the constructed sequences were aligned with the official anomaly labels provided by LogHub,
producing a fully structured dataset for supervised learning experiments. Each sequence is assigned a binary
label indicating whether the corresponding block is normal or anomalous in nature. The resulting event-
sequence dataset served as the foundation for the machine learning, deep learning, and transformer-based
anomaly detection models evaluated in this study.

3.10 Anomaly Label Integration and Final Dataset Preparation

The primary objective of this study was to develop and evaluate an unsupervised semantic log-parsing
framework. Subsequent anomaly detection experiments were conducted solely as a downstream validation
task to assess whether the event templates and sequences generated by SemBERT preserved sufficient
semantic information for practical log analytics applications. No new anomaly detection algorithms or
learning architectures were proposed in this study.

Following the construction of block-level event sequences in Section 3.9, the generated sequences were
aligned with the official HDFS anomaly labels provided by LogHub. These labels are defined at the block level
and indicate whether a particular HDFS block exhibits normal or anomalous behaviors.

The label annotations were converted into a binary representation, where anomalous blocks were
encoded as 1 and normal blocks as 0. A relational join operation is subsequently performed using the
common key block_1id, ensuring that each event sequence is associated with its corresponding ground
truth label. Only entries present in both datasets were retained in the final corpus.

Each resulting instance therefore consists of:
o A unique HDFS block identifier;

«  An ordered sequence of event template IDs generated by SemBERT;
«  Abinary label indicating normal or anomalous behavior.

The resulting labeled sequence dataset served as an evaluation benchmark for assessing the utility of
the proposed parser in downstream anomaly detection scenarios. To this end, a diverse set of conventional
machine learning, deep learning, and transformer-based classifiers were employed in Section 4. The purpose



12 Comput Mater Contin. 2026;89(2):81

of these experiments was not to introduce a novel anomaly detection framework but rather to demonstrate
that the semantic representations produced by SemBERT can effectively support existing detection methods.

3.11 Evaluation Metrics

To comprehensively evaluate the effectiveness of the proposed SemBERT framework, three widely
adopted log-parsing metrics were employed: Parsing Accuracy (PA), Template Accuracy (TA), and Grouping
Accuracy (GA). These metrics assess different aspects of parsing quality, including instance-level correctness,
template extraction capability, and clustering consistency [4,17,21].

3.11.1 Parsing Accuracy (PA)

Parsing Accuracy measures the proportion of log messages that are assigned to their correct event
templates. Let N denote the total number of log entries and N, the number of correctly parsed entries. PA is
defined as

N
PA=—.
N

A higher PA indicates that the parser successfully preserves the semantic structure of the original log

events and minimizes incorrect template assignments.

3.11.2 Template Accuracy (TA)

Template Accuracy evaluates the ability of the parser to discover the correct set of event templates. Let
T, represent the number of correctly identified templates and T, denote the total number of ground-truth
templates. TA is computed as
T
TA= L.
T,
This metric reflects how effectively the parser captures the underlying event vocabulary while avoiding
template fragmentation or excessive merging.

3.11.3 Grouping Accuracy (GA)

Grouping Accuracy assesses whether log messages belonging to the same event type are assigned to a
common cluster. Following prior studies [21], GA is defined as

GA = 2Npair i
N(N-1)

where N4, denotes the number of correctly grouped log-message pairs and N is the total number of log
entries. GA provides a direct measure of clustering consistency and semantic coherence among parsed events.

3.11.4 Robustness and Scalability Evaluation

Beyond the standard parsing metrics, the robustness of SemBERT was assessed through repeated
experiments using multiple random seeds (42, 123, and 999) at each sampling scale. For each experimental
setting, the mean and standard deviation of the adaptive similarity threshold, number of extracted templates,
and noise ratio were reported to quantify the statistical stability.
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Scalability was evaluated on progressively larger subsets ranging from 50K to 1M log entries for both
the HDFS and BGL datasets. The analysis focuses on the evolution of template discovery, adaptive threshold
behavior, and parsing consistency as the data volume increases, thereby demonstrating the applicability of
the proposed framework to million-scale industrial log repositories.

3.12 Implementation Details

The proposed framework was implemented in Python 3.11 using PyTorch, Transformers, Scikit-learn,
HDBSCAN, NumPy, and Pandas. All experiments were conducted on Google Colaboratory using an
NVIDIA Tesla T4 GPU with 16 GB of memory.

The BERT encoder employed the bert -base-uncased model from the Hugging Face Transformers
library. The log messages were processed using a maximum sequence length of 64 tokens and a batch size of
128. Dimensionality reduction was performed using Incremental PCA with 50 principal components and a
batch size of 5000 samples.

To evaluate robustness, each experiment was repeated using three random seeds (42, 123, and 999),
and the reported results corresponded to the mean and standard deviation across runs. All preprocessing,
clustering, and template extraction procedures were implemented in a fully unsupervised manner, without
requiring any manually annotated templates.

3.13 Use of AI-Assisted Tools

The authors used Al-assisted tools during the implementation and preparation of this study for two
limited purposes. First, the tool was used to assist with Python-code debugging, identify possible implemen-
tation errors, explain programming-related issues, and suggest alternative programming approaches. The
tool did not autonomously design, implement, execute, or validate the SemBERT framework. All code used
for the experiments was written, inspected, modified, executed, and validated by the authors.

Second, the tool was used to improve author-written manuscript text through grammar correction,
linguistic refinement, sentence restructuring, and paraphrasing. It was not used to generate the research
objectives, methodology, experimental protocol, datasets, results, statistical analyses, figures, interpretations,
or scientific conclusions. AI-generated suggestions were treated only as editorial or programming assistance
and were critically reviewed by the authors

4 Results and Discussion

This section presents a comprehensive evaluation of the proposed SemBERT framework on the HDFS
and BGL benchmark datasets obtained from Loghub. Experiments on the HDFS dataset investigated the
scalability, robustness, and semantic parsing quality of the proposed approach across multiple data volumes
ranging from 50,000 to 1 million log entries. The BGL dataset was further employed to assess the cross-
dataset generalization capability of SemBERT under substantially different logging characteristics and system
environments. All experiments were conducted according to the methodology described in Section 3 and
were repeated under three different random seed initializations to verify the reproducibility of the proposed
deterministic pipeline.

The proposed approach was compared with representative state-of-the-art log parsers, including Drain,
AEL, Spell, and LogMine, using the standard evaluation metrics of Grouping Accuracy (GA), Parsing
Accuracy (PA), and Template Accuracy (TA). In addition, block-level event sequences generated from the
parsed HDFS logs were utilized in downstream anomaly detection experiments using machine learning,
deep learning, and transformer-based models. These experiments were performed solely to demonstrate the
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practical utility and semantic quality of the extracted templates, rather than to propose a novel anomaly
detection framework.

4.1 Parsing Accuracy and Robustness on the HDFS Dataset

The proposed SemBERT framework achieved the highest Parsing Accuracy (PA) among all evaluated
methods, attaining a bootstrap mean PA of 95.82 + 0.44% with a 95% confidence interval of [94.95%,
96.70%]. This represents a substantial improvement over Drain (88.92%), AEL (62.11%), Spell (62.11%), and
LogMine (60.01%). SemBERT also maintained perfect Grouping Accuracy (GA =100.00%), demonstrating
its ability to consistently cluster semantically identical log events into coherent event groups without
introducing fragmentation.

Fig. 2 presents the comparative performance of SemBERT and four representative log parsing baselines
on the HDFS dataset and Table 4 summarizes the quantitative results of all methods.

100.00 100.00 100.00 100.00 100.00

100 A

529

80 A

60 A

Accuracy (%)

20 4

Spell
Log Parsers

LogMine SemBERT

Figure 2: Comparison of log parsing performance on the HDFS dataset using Grouping Accuracy (GA), Parsing
Accuracy (PA), and Template Accuracy (TA).

Table 4: Performance comparison of SemBERT and representative log parsers on the HDFS dataset.

Method GA (%) PA (%) TA (%)
Drain 100.00 88.92 62.15
AEL 100.00 62.11 5714
Spell 100.00 62.11 5714

LogMine 100.00 60.01 60.01

SemBERT 100.00 95.82 + 0.44 76.59 + 4.49
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For Template Accuracy (TA), SemBERT achieved a bootstrap mean of 76.59 +4.49% with a 95%
confidence interval of [71.43%, 83.33%], outperforming all baseline methods while preserving meaningful
semantic distinctions among structurally similar log messages. The higher variability observed in TA reflects
the inherent diversity of valid semantic template representations rather than instability in the clustering
process, as the final number of extracted templates remained identical across multiple experimental runs.

Unlike heuristic parsers that primarily rely on handcrafted rules, fixed tree structures, or lexical match-
ing, SemBERT combines semantic masking, contextual BERT embeddings, Incremental PCA, HDBSCAN
clustering, and adaptive centroid-based merging to capture both structural and contextual relationships
among log events. This semantic representation enables the framework to group conceptually similar
messages, even when their surface forms differ substantially.

Furthermore, the adaptive semantic threshold mechanism eliminates the need for manually selecting
similarity parameters by automatically identifying the largest semantic gap among the cluster centroids. This
dynamic merging strategy improves the robustness across datasets of different scales and characteristics,
reducing template fragmentation while preserving semantic fidelity. Overall, the results demonstrate that
SemBERT provides a scalable, statistically robust, and semantically aware alternative to conventional log-
parsing approaches for large-scale distributed systems.

4.2 Efficiency and Scalability on the HDFS Dataset

The computational efficiency of SemBERT was evaluated on the HDFES dataset using an NVIDIA Tesla
T4 GPU. The complete end-to-end pipeline, including semantic preprocessing, BERT embedding generation,
Incremental PCA, HDBSCAN clustering, adaptive threshold estimation, and template extraction, required a
total execution time of 1623 s (approximately 271 min) for 1 million log entries. Table 5 presents the runtime
contribution of each processing stage.

Table 5: Runtime breakdown of the SemBERT pipeline for 1 million HDFS log entries.

Processing Stage Time (s)
Semantic Preprocessing 42
BERT Embedding Generation 497
Incremental PCA 420
HDBSCAN Clustering 660
Adaptive Threshold Estimation 2
Template Extraction 2
Total 1623

The experimental results indicate that most of the computational cost originates from semantic rep-
resentation learning and density-based clustering, whereas the adaptive threshold estimation and template
extraction stages introduce negligible overhead. Despite relying on contextual embeddings, the frame-
work remains computationally feasible for million-scale log datasets and benefits significantly from GPU
acceleration during embedding generation.

To evaluate scalability, the proposed framework was executed on HDEFS subsets containing 50,000,
100,000, 200,000, 500,000, and 1,000,000 log entries. The detailed scalability characteristics across different
HDES log volumes are presented in Table 6 in the following subsection. Fig. 3 illustrates the relationship
between input size and the number of extracted templates. The number of templates remains remarkably
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compact, increasing from only seven templates at 50K logs to eighteen templates at one million logs.
This near-linear growth demonstrates that the semantic clustering and adaptive centroid-merging strategy
effectively mitigate template fragmentation, preventing the combinatorial explosion commonly observed in
large-scale clustering-based parsers.

Table 6: Scalability characteristics of SemBERT on the HDFS dataset.

Log Volume Initial Clusters Merged Clusters Adaptive Threshold Final Templates

50K 14 7 0.6509 7
100K 14 7 0.6488 7
200K 16 10 0.8179 10
500K 38 17 0.8365 17
1M 43 18 0.8362 18
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Figure 3: Scalability analysis of SemBERT on the HDFS dataset: number of input logs vs. extracted templates.

Furthermore, the adaptive similarity threshold remained relatively stable as the dataset size increased,
converging to approximately 0.84 for larger samples. This behavior suggests that the semantic structure
learned by the framework becomes increasingly consistent with more training data, enabling robust cluster
merging without requiring manually tuned similarity parameters. Overall, these findings demonstrate that
SemBERT scales effectively to million-scale log collections while maintaining a compact and semantically
meaningful event vocabulary.

4.3 Scalability and Reproducibility on the HDFES Dataset

To evaluate the scalability and reproducibility of the proposed framework, SemBERT was applied to
HDEFS subsets containing 50K, 100K, 200K, 500K, and IM log entries. Each experiment was repeated under
three different random seed initializations (42, 123, and 999) as a reproducibility check. Since the proposed
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pipeline is deterministic, identical parsing outputs were expected across repeated executions. Therefore,
these repeated executions were performed to verify the reproducibility and implementation stability of the
proposed framework, rather than to evaluate the stochastic variability. Table 6 summarizes the scalability
characteristics of SemBERT, including the numbers of initial clusters, merged clusters, adaptive thresholds,
and final extracted templates across different dataset sizes.

The results demonstrate a highly stable scaling behavior as the number of input logs increases. Although
the number of initial HDBSCAN clusters grows from 14 at 50K logs to 43 at 1M logs, the adaptive semantic
merging strategy consistently consolidates these clusters into a compact set of meaningful templates. The
final template vocabulary increases gradually from seven templates at 50K and 100K logs to only 18 templates
at 1 million log entries, indicating that the proposed framework effectively prevents template explosion while
preserving semantic distinctions among log events.

The adaptive similarity threshold also exhibited consistent behavior across larger datasets. The threshold
values converged to approximately 0.84 for the 500K and 1M experiments, suggesting that the semantic
relationships learned by the BERT embedding space remained stable as additional log instances were
introduced. This automatic threshold estimation mechanism eliminates the need to manually tune the
similarity parameters and improves the robustness of the clustering process across different data volumes.

Repeated executions with three different random seed initializations confirmed the reproducibility
of the proposed framework. For every dataset size, identical numbers of initial clusters, merged clusters,
adaptive thresholds, final templates, and noise logs were obtained, demonstrating that the proposed parsing
pipeline produced deterministic outputs for identical inputs. Minor differences were observed only in the
execution time, which were attributable to hardware scheduling and GPU resource allocation rather than
algorithmic randomness.

These findings demonstrate that SemBERT maintains both scalability and reproducibility when process-
ing large-scale log repositories, making it suitable for deployment in real-world distributed systems, where
log volumes may vary substantially over time.

4.4 Qualitative Analysis of Extracted Templates

To further examine the semantic quality of the generated templates, Table 7 presents a comparison
between representative HDFS templates provided by LogHub and the corresponding templates produced
by SemBERT. Five frequently occurring events were selected to illustrate how semantic preprocessing and
contextual clustering preserve meaningful system information while maintaining template generalization.

Table 7: Comparison between LogHub reference templates and SemBERT-generated templates on the HDFS dataset.

LogHub LogHub Template SemBERT SemBERT Template
<*> Verification Verification succeeded for
E2 Cluster 4
succeeded for <*> <BLOCK_1ID >
<*> Served block <*> Served block <BLOCK_ID> to
E3 Cluster 19
to <*> <IP>
< *> Received block <*> Received block <BLOCK_ID >
E9 ) Cluster 18 ,
of size <*> from <*> of size <NUM> from <IP>
<*> Deleting block <*> Deleting block <BLOCK_ID >
E21 : Cluster 1 i
file <*> file <PATH ><PATH >

(Continued)
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Table 7 (continued)

LogHub LogHub Template SemBERT SemBERT Template

<* > BLOCK* NameSystem BLOCK~*
<*> addStoredBlock: NameSystem.addStoredBlock:
Redundant Redundant addStoredBlock

E27 . Cluster 10 v )

addStoredBlock request request received for
received for <*> on <BLOCK_ID> on <IP_PORT >
<*> gize <*> size <NUM >

The comparison reveals that SemBERT preserves substantially richer semantic information than the
generic LogHub templates. While the reference templates replace most variable components using anony-
mous wildcards (< * >), SemBERT employs semantic masking to distinguish between different entity types,
such as block identifiers, IP addresses, ports, numeric values, and file paths. Consequently, the resulting
templates remain both generalized and semantically interpretable.

For example, the LogHub template for block transmission events (E3) abstracts the destination host
as a generic wildcard, whereas SemBERT explicitly represents it as an <IP > token. Similarly, redundant
block storage requests (E27) retain meaningful distinctions between block identifiers, network endpoints,
and numerical attributes through the use of <BLOCK_ID >, <IP_PORT >, and <NUM > placeholders. Such
semantic preservation improves the interpretability of the extracted templates and provides more informative
event sequences for downstream log analysis tasks, including anomaly detection.

These observations further support the quantitative results reported in the previous sections, demon-
strating that SemBERT achieves high parsing accuracy while maintaining semantically meaningful template
representations across large-scale distributed system logs.

4.5 Cross-Dataset Generalization on the BGL Dataset

To evaluate the generalization capability of SemBERT beyond HDEFS, experiments were conducted on
the BGL dataset using log volumes ranging from 50K to IM entries. Table 8 summarizes the clustering
behavior, adaptive semantic thresholds, and final template counts across different scales.

Table 8: Scalability analysis of SemBERT on the BGL dataset.

Log Volume Initial Clusters Merged Clusters Adaptive Threshold Final Templates

50K 24 15 0.9181 14
100K 57 17 0.7751 16
200K 74 25 0.8374 24
500K 91 25 0.7626 24

IM 122 50 0.8752 53

The results demonstrate that SemBERT maintains strong scalability and semantic consistency when
applied to fundamentally different log environments. While the HDEFS dataset primarily consists of storage
and replication events, the BGL dataset contains heterogeneous system-level messages, hardware faults,
kernel exceptions, and application errors. Despite this increased complexity, the proposed framework
successfully controlled template growth, producing only 53 semantic templates from one million log entries.
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The adaptive semantic threshold mechanism exhibited dataset-dependent behavior, varying from 0.7751
to 0.9181 for different input sizes. Unlike fixed similarity thresholds, the proposed approach automatically
adjusts the merging criterion according to the semantic distribution of the data, enabling robust clustering
without manual parameter tuning. At the 1M scale, the mean adaptive threshold of 0.8752 yielded 53
final templates after semantic merging, indicating the effective consolidation of structurally diverse yet
semantically related log events.

The representative templates extracted from the BGL dataset are presented in Table 9. The results show
that SemBERT preserves meaningful operational semantics by generating interpretable templates for kernel
failures, application errors, hardware exceptions, and system-level information messages while abstracting
variable entities such as file paths, memory addresses, numerical identifiers, and IP addresses.

Table 9: Representative semantic templates extracted by SemBERT from the BGL dataset.

Templ
empate Semantic Template
ID
Tl NULL DISCOVERY ERROR: <MESSAGE >
T2 RAS APP FATAL ciod: Error creating node map from file <PATH >: <ERROR >
T3 RAS KERNEL FATAL data storage interrupt
T4 RAS KERNEL INFO <NUM > DDR errors detected and corrected on rank <NUM >,
symbol <NUM >, bit <NUM >

Ts RAS LINKCARD INFO MidplaneSwitchController performing bit sparing on

R27-M1-1L3-U18-C bit <NUM >

These findings demonstrate that the proposed semantic parsing framework generalizes effectively across
heterogeneous distributed systems without requiring dataset-specific heuristics or handcrafted parsing rules.
The ability to maintain compact, interpretable, and semantically meaningful templates across both HDFS and
BGL suggests that SemBERT provides a robust foundation for large-scale log understanding and downstream
analytics tasks in diverse computing environments.

4.6 Downstream Validation through Anomaly Detection (HDFS Dataset)

To assess the practical utility of the proposed semantic parser, the extracted event templates were
converted into block-level event sequences and aligned with the official HDFS anomaly labels. The result-
ing sequences were subsequently evaluated using representative machine learning, deep learning, and
transformer-based models. This experiment serves solely as a downstream validation of template quality and
does not constitute a new anomaly detection methodology.

Fig. 4 presents the confusion matrices of the best-performing model from each category, namely
Random Forest (machine learning), CNN-BiGRU (deep learning), and Transformer-CNN (transformer-
based). These models were selected to illustrate the effectiveness of the semantic templates in supporting
diverse learning paradigms.

Table 10 summarizes the performance of the representative machine learning models. Random Forest
achieved the strongest overall performance, attaining an accuracy of 98.01%, an Fl-score of 71.63%, and
a precision of 98.52%. XGBoost produced comparable results with the highest precision (99.39%), while
Logistic Regression provided a competitive baseline despite its simpler linear formulation. These results
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indicate that the semantic event sequences generated by SemBERT preserve sufficient contextual information
to support effective anomaly discrimination using conventional learning algorithms.

Random Forest Confusion Matrix CNN-BiGRU Confusion Matrix Transformer-CNN Confusion Matrix
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2000 2000 2000
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Figure 4: Confusion matrices of representative downstream models on the HDFS dataset: (a) Random Forest,
(b) CNN-BiGRU, and (c) Transformer-CNN.

Table 10: Representative machine learning models for downstream anomaly detection on HDFS.

Model Accuracy Precision Recall F1
Logistic Regression 0.9731 0.8611 0.4729 0.6105
Random Forest 0.9801 0.9852 0.5627 0.7163
XGBoost 0.9797 0.9939 0.5492 0.7074

The deep learning models further confirmed the effectiveness of the extracted semantic templates. As
shown in Table 11, the CNN-BiGRU architecture achieved the highest overall performance, obtaining an
accuracy of 98.05%, perfect precision (100%), and an Fl-score of 72.02%. Standard CNN and LSTM models
also demonstrated competitive performance, suggesting that the generated event sequences provide robust
representations that generalize across different sequence-learning architectures without requiring additional
feature engineering.

Table 11: Representative deep learning models for downstream anomaly detection on HDFS.

Model Accuracy Precision Recall F1

LSTM 0.9795 0.9819 0.5508 0.7058

CNN 0.9802 0.9852 0.5644 0.7177
CNN-BiGRU 0.9805 1.0000 0.5627 0.7202

Table 12 presents the results obtained using transformer-based architectures. The Transformer-CNN
hybrid achieved the highest accuracy (97.97%) and Fl-score (70.79%), while the Deep Transformer model
produced slightly higher recall values. The standard Transformer Encoder yielded comparable performance,
demonstrating that the semantic structures produced by SemBERT remain informative across fundamentally
different neural modeling approaches.

Although anomaly detection is not the primary contribution of this work, the consistently strong
performance across machine learning, deep learning, and transformer-based models provides additional
evidence that the semantic templates generated by SemBERT capture meaningful execution patterns and
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preserve sufficient contextual information for downstream system analytics. These findings demonstrate that
the proposed parsing framework can serve as an effective preprocessing component for log-based monitoring
and anomaly analysis in large-scale distributed systems.

Table 12: Representative transformer-based models for downstream anomaly detection on HDFS.

Model Accuracy Precision Recall F1
Transformer Encoder 0.9784 0.9810 0.5254 0.6843
Deep Transformer 0.9778 0.9157 0.5525 0.6892
Transformer-CNN 0.9797 0.9849 0.5525 0.7079

5 Discussion

The experimental findings demonstrate that SemBERT provides an effective balance between semantic
parsing quality, scalability, and practical applicability in large-scale distributed systems. By leveraging
contextual BERT embeddings and density-based clustering, the framework captures semantic relationships
that conventional heuristic and rule-based parsers often overlook, achieving a Parsing Accuracy of 95.82 +
0.44%, a Template Accuracy of 76.59 + 4.49%, and perfect Grouping Accuracy on the HDFS benchmark. The
adaptive semantic gap thresholding mechanism further improves robustness by automatically determining
suitable merging thresholds according to the semantic characteristics of each dataset, eliminating the need
for manually selecting similarity parameters. Across HDFS and BGL, the method consistently produced
compact template vocabularies and demonstrated identical results across multiple random seeds, confirming
the reproducibility of the proposed pipeline. Moreover, the scalability analysis showed controlled template
growth, increasing from seven templates at 50K HDFS logs to only 18 templates at one million logs, suggesting
that the combination of Incremental PCA and HDBSCAN effectively mitigates template fragmentation and
cluster explosion in large-scale environments. The generated templates were also useful for downstream
analytics, where representative machine learning, deep learning, and transformer-based models achieved
competitive performance without additional feature engineering, supporting the practical value of the parsed
event sequences while not constituting a separate anomaly detection contribution.

Experiments on the BGL dataset further indicated that the semantic embedding and clustering
framework generalizes across heterogeneous logging environments with only minor adjustments to dataset-
specific message extraction and masking rules. Nevertheless, this study has several limitations. The current
evaluation focuses on HDFS and BGL benchmarks, and broader validation on enterprise-scale systems,
such as Spark, OpenStack, and cloud-native infrastructures, would strengthen the generalizability of the
findings. In addition, the use of transformer embeddings benefits substantially from GPU acceleration,
which may limit deployment in resource-constrained environments and motivate future investigations into
lightweight or distilled language models. The present implementation is also designed for offline batch
processing and does not support online or streaming log analysis for real-time monitoring scenarios. Finally,
although recent LLM-based parsers offer promising few-shot capabilities, they typically depend on prompt
engineering and external supervision, whereas SemBERT remains fully unsupervised and deterministic,
requiring neither annotated data nor hand-crafted prompts. These observations suggest that semantic
representations combined with adaptive density-based clustering provide a promising foundation for future
research on scalable automated log analytics and intelligent system monitoring.
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6 Conclusion

This study presents SemBERT, a fully unsupervised semantic log parsing framework that integrates
entity-aware preprocessing, contextual BERT embeddings, Incremental PCA, HDBSCAN clustering, and
adaptive semantic-gap thresholding to transform large-scale unstructured logs into compact and meaningful
event templates. Experimental results on the HDFS benchmark demonstrated strong parsing performance,
achieving a Parsing Accuracy of 95.82 + 0.44%, a Template Accuracy of 76.59 + 4.49%, and perfect Grouping
Accuracy while producing identical parsing results across multiple random seeds, confirming the repro-
ducibility of the proposed framework. The generated templates also produced informative event sequences
that supported downstream analytics tasks using representative machine learning, deep learning, and
transformer-based models, without additional feature engineering.

Experiments on the BGL dataset further showed that the proposed framework generalizes to heteroge-
neous logging environments with only minor dataset-specific preprocessing adjustments, highlighting the
practicality of semantic representations for automated log analysis. Although the current implementation
focuses on offline batch processing and relies on GPU-accelerated transformer embeddings, the results
suggest that adaptive density-based semantic clustering offers a promising direction for scalable and
reproducible log parsing in the future. Future work will explore broader evaluations of enterprise-scale
datasets, lightweight language models for resource-constrained environments, and streaming extensions for
real-time system monitoring and fault diagnosis.

Acknowledgement: The authors acknowledge the use of AI for assistance with Python code debugging and
programming-related suggestions during implementation and Al for language editing, grammar correction, and para-
phrasing during manuscript preparation. All research activities, experimental validation, data analysis, and scientific
conclusions are the original work of the authors and were independently verified before submission.

Funding Statement: The authors received no specific funding for this study.

Author Contributions: The authors confirm contribution to the paper as follows: Conceptualization, Gobinda
Bhattacharjee and Joy Dey; methodology, Gobinda Bhattacharjee, Tanjim Mahmud; software, Gobinda Bhattacharjee;
validation, Gobinda Bhattacharjee, Joy Dey and Tanjim Mahmud; formal analysis, Gobinda Bhattacharjee; investi-
gation, Gobinda Bhattacharjee; data curation, Gobinda Bhattacharjee; writing—original draft preparation, Gobinda
Bhattacharjee; writing—review and editing, Gobinda Bhattacharjee, Tanjim Mahmud, Mohammad Shahadat Hossain
and Karl Andersson; visualization, Gobinda Bhattacharjee; supervision, Tanjim Mahmud. All authors reviewed and
approved the final version of the manuscript.

Availability of Data and Materials: The data that support the findings of this study are openly available in the LogHub
repository at https://github.com/logpai/loghub.

Ethics Approval: Not applicable.

Conflicts of Interest: The authors declare no conflicts of interest.

References

1. Khan ZA, Shin D, Bianculli D, Briand LC. Impact of log parsing on deep learning-based anomaly detection. Empir
Softw Eng. 2024;29(6):139. d0i:10.1007/s10664-024-10533-w.

2. Zhou], Qian Y, Zou Q, Liu P, Xiang J. DeepSyslog: deep anomaly detection on syslog using sentence embedding
and metadata. IEEE Trans Inf Forensics Secur. 2022;17(6):3051-61. doi:10.1109/TIFS.2022.3201379.

3. Zhu]J, HeS, LiuJ, He P, Xie Q, Zheng Z, et al. Tools and benchmarks for automated log parsing. In: Proceedings of
the 41st International Conference on Software Engineering: Software Engineering in Practice (ICSE-SEIP); 2019
May 25-31; Montreal, QC, Canada. p. 121-30.


https://github.com/logpai/loghub
https://doi.org/10.1007/s10664-024-10533-w
https://doi.org/10.1109/TIFS.2022.3201379

Comput Mater Contin. 2026;89(2):81 23

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

He P, Zhu J, He S, Li ], Lyu MR. Towards automated log parsing for large-scale log data analysis. IEEE Trans
Dependable Secur Comput. 2018;15(6):931-44. doi:10.1109/TDSC.2017.2762673.

He P, Zhu ], Zheng Z, Lyu MR. Drain: an online log parsing approach with fixed depth tree. In: Proceedings of the
2017 IEEE International Conference on Web Services (ICWS); Honolulu, HI, USA. p. 33-40. doi:10.1109/ICWS.
2017.13.

Landauer M, Wurzenberger M, Skopik F, Settanni G, Filzmoser P. Dynamic log file analysis: an unsupervised
cluster evolution approach for anomaly detection. Comput Secur. 2018;79(4):94-116. doi:10.1016/j.cose.2018.08.009.
Yu S, Chen N, Wu Y, Dou W. Self-supervised log parsing using semantic contribution difference. J Syst Softw.
2023;200(1):111646. doi:10.1016/j.jss.2023.111646.

Tian R, Diao Z-L, Jiang H-Y, Xie G-G. Cognition: accurate and consistent linear log parsing using template
correction. ] Comput Sci Technol. 2023;38(5):1036-50. doi:10.1007/s11390-021-1691-3.

Dai H, Li H, Chen C-S, Shang W, Chen T-H. Logram: efficient log parsing using n-gram dictionaries. IEEE Trans
Softw Eng. 2022;48(3):879-92. doi:10.1109/TSE.2020.3007554.

Cao ], DiX, Liu X, Xu R, Li ], Ren W, et al. Towards robust log parsing using self-supervised learning for system
security analysis. Intell Data Anal. 2024;28(4):1093-1113. doi:10.3233/IDA-230133.

Xu A, Gau A. HELP: hierarchical embeddings-based log parsing. arXiv:2408.08300. 2024.

Zhang C,XuW, Liu ], Zhang L, Liu G, Guan J, et al. SemanticLog: towards effective and efficient large-scale semantic
log parsing. IEEE Trans Softw Eng. 2026;52(1):155-70. doi:10.1109/TSE.2025.3625121.

Ma Z, Kim DJ, Chen T-HP. LibreLog: accurate and efficient unsupervised log parsing using open-source large
language models. In: Proceedings of the 2025 IEEE/ACM 47th International Conference on Software Engineering
(ICSE); 2025 Apr 27-May 3; Ottawa, ON, Canada. p. 924-36. doi:10.1109/ICSE55347.2025.00103.

Du M, Li F. Spell: online streaming parsing of large unstructured system logs. IEEE Trans Knowl Data Eng.
2019;31(11):2213-27. doi:10.1109/TKDE.2018.2875442.

Tao S, Meng W, Chen Y, Zhu Y, Liu Y, Du C, et al. LogStamp: automatic online log parsing based on sequence
labelling. ACM SIGMETRICS Perform Eval Rev. 2022;49(4):93-8. doi:10.1145/3543146.3543168.

Zhang T, Qiu H, Castellano G, Rifai M, Chen CS, Pianese F. System log parsing: a survey. IEEE Trans Knowl Data
Eng. 2023;35(8):8596-614. d0i:10.1109/TKDE.2022.3222417.

Vervaet A, Callau-Zori M, Chabchoub Y, Chiky R. Online log parsing using evolving research tree. Knowl Inf Syst.
2024;66(2):1231-55. doi:10.1007/s10115-023-01953-z.

Le V-H, Zhang H. PreLog: a pre-trained model for log analytics. Proc ACM Manag Data. 2024;2(3):163. doi:10.
1145/3654966.

Wang Y, Chen P, Huang H, He Z, Tan G, Zhang C, et al. InferLog: accelerating LLM inference for online log parsing
via ICL-oriented prefix caching. arXiv:2507.08523. 2025.

Zhang L, Meng X, Chen ], Chi Y. SCULP: an unsupervised LLM-based log parser with self-correcting capabilities.
J Syst Softw. 2026;240(8):112935. doi:10.1016/j.jss.2026.112935.

He P, Zhu ], He S, Li ], Lyu MR. An evaluation study on log parsing and its use in log mining. In: Proceedings of
the 2016 46th Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN); 2016 Jun
28-Jul 1; Toulouse, France. p. 654-61. doi:10.1109/DSN.2016.66.


https://doi.org/10.1109/TDSC.2017.2762673
https://doi.org/10.1109/ICWS.2017.13
https://doi.org/10.1109/ICWS.2017.13
https://doi.org/10.1016/j.cose.2018.08.009
https://doi.org/10.1016/j.jss.2023.111646
https://doi.org/10.1007/s11390-021-1691-3
https://doi.org/10.1109/TSE.2020.3007554
https://doi.org/10.3233/IDA-230133
https://doi.org/10.1109/TSE.2025.3625121
https://doi.org/10.1109/ICSE55347.2025.00103
https://doi.org/10.1109/TKDE.2018.2875442
https://doi.org/10.1145/3543146.3543168
https://doi.org/10.1109/TKDE.2022.3222417
https://doi.org/10.1007/s10115-023-01953-z
https://doi.org/10.1145/3654966
https://doi.org/10.1145/3654966
https://doi.org/10.1016/j.jss.2026.112935
https://doi.org/10.1109/DSN.2016.66

	SemBERT: Semantic BERT Embeddings and HDBSCAN Clustering for Unsupervised Log Parsing and Template Mining in Large-Scale Distributed SystemsSup hyperlink afn#
	1 Introduction
	2 Literature Review
	3 Methodology
	4 Results and Discussion
	5 Discussion
	6 Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


