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ABSTRACT: The development of deepfake technologies is a threat to digital media authentication and cybersecurity
infrastructure. The current paper proposes a method for detecting manipulated images of faces based on the Vision
Transformer architecture. We fine-tune a pre-trained ViT-Base-Patch16-224 model based on this well-curated dataset of
12,137 face images, which includes an almost equal number of real and synthetic face images using a variety of different
generation methods. The data set contains real-life photographs of CelebA and FFHQ, along with artificial samples of
the publicly available Kaggle repositories (FaceForensics++, Celeb-DF, and DFDC) and 600 self-collected photos (300
real-life photographs of personal cell phones and 300 artificial ones created with the help of modern tools) to make it
closer to real-life use. Methodology involves assessment of the quality of data, systematic preprocessing by ImageNet
normalization, data augmentation, and stratification of a 70-20-10 partitioning of the data. AdamW optimization using
a learning rate of 2 × 10–5 was used with 8 epochs. The test accuracy of the system was 99.01%, the precision was 98.85%,
and the recall was 99.18%, with 12 misclassifications. The results demonstrate that Vision Transformers can effectively
model global image dependencies for detecting Deepfakes. The complete methodology is documented in this paper to
ensure reproducibility.

KEYWORDS: Deep learning; deepfake detection; digital forensics; facial manipulation; image authentication; machine
learning; vision transformer

1 Introduction
Deepfake technology has become a significant challenge to the integrity of digital media. Synthetic

media created using Generative Adversarial Networks and diffusion models are capable of producing photo-
realistic facial manipulations that can deceive both human observers and conventional forensic processes by
Goodfellow et al., Ho et al., and Dhariwal and Nichol [1–3]. Verdoliva, Cao and Gong, Chesney and Citron,
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and Mirsky and Lee state that implications extend to information integrity, cybersecurity, identity verification
systems, and authentication of digital evidence [4–7]. Deepfake generation techniques encompass face-
swapping using encoder-decoder architectures, facial reenactment enhanced through adversarial training,
and attribute manipulation with style-based generators [8–11]. Recent developments have introduced
advanced text-to-image models such as DALL-E, Midjourney, and Stable Diffusion, which generate highly
realistic synthetic faces [12,13]. These tools are becoming democratized through user-friendly and highly
accessible online applications, meaning they are available to any user at any level of skill or experience. As a
result, the ability for almost any actor to produce effective manipulative content has been greatly increased.

As generation methods continue to advance, detection systems must evolve correspondingly to identify
increasingly subtle manipulation artifacts across diverse generation paradigms. Although the detection of
deepfakes has made great strides, there are still critical issues that are yet to be addressed. The CNN-
based detectors have been shown to have poor cross-dataset generalization and tend to fail when applied
to manipulation strategies that were not seen during training [14]. Although effective against GAN-based
synthesis, frequency-domain methods are less sensitive to diffusion-generated content, which has fewer
spectral anomalies [15,16].

Moreover, majority of the existing systems are tested on single benchmark datasets in controlled settings
and thus their applicability is restricted. The availability of easily accessible deepfake generation software has
also increased the urgency of highly generalizable systems of detection, which can be applied in a variety
of real-world imaging settings. In their patch-based self-attention mechanism, Vision Transformers provide
an option that is especially promising since they model the dependencies in global images that cannot be
captured by local convolutional operations [17,18].

The detection of deepfake content has become an active research area with various approaches proposed.
Convolutional Neural Networks have been widely adopted due to their ability to extract local spatial features
and hierarchical representations. However, recent advances in transformer architectures have demonstrated
potential advantages in modeling global dependencies and capturing long-range relationships within images.
Cybersecurity systems are increasingly at risk from identity theft, financial fraud, and social engineering
attacks utilizing deepfake technologies. Vision Transformers process images as sequences of patches and
employ self-attention mechanisms to model relationships across spatially distant regions, which may be
beneficial for detecting manipulation artifacts that manifest as global inconsistencies.

This work investigates the application of the Vision Transformer architecture for deepfake detection
using transfer learning. The study addresses key challenges, including cross-dataset generalization, method-
ological transparency, and computational efficiency. We present a systematic approach combining public
benchmark datasets with self-collected real-world images to enhance practical applicability and provide
comprehensive documentation to support reproducibility.

The principal novelty of this work is threefold. First, we construct a balanced multi-source dataset
of 12,137 facial images spanning conventional face-swapping methods and state-of-the-art diffusion-based
synthesis tools, augmented with 600 self-collected smartphone images to improve ecological validity. Second,
we demonstrate that a fine-tuned ViT-Base-Patch16-224 model achieves 99.01% test accuracy on this diverse
dataset, outperforming or matching existing CNN-based and transformer-based detectors while maintaining
a simpler single-stream architecture. Third, we provide full methodological transparency through compre-
hensive documentation of the complete pipeline, directly addressing the reproducibility gap identified in
prior deepfake detection research.
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The rest of this paper will be structured in the following way: Section 2 reviews related work; Section 3
describes the dataset and methodology; Section 4 presents experimental results and analysis; and Section 5
concludes with directions for future research.

2 Related Work
A number of approaches have been used in the Deepfake detection research. Convolutional Neural

Networks have gained widespread use because of their ability to extract local spatial structures. Chollet
have shown that the XceptionNet architectures are very accurate on benchmark data sets [19]. Afchar
et al. suggested a small-scale architecture of facial video forgery detection MesoNet [20]. Rossler et al.
suggest FaceForensics++ that has become a standard benchmark [21]. Nevertheless, CNN-based approaches
have demonstrated weak cross-dataset generalization, indicating that it is dependent on dataset-specific
artifacts [14].

Frequency-domain techniques exploit spectral properties introduced by generative models. Durall et al.
showed that spectral analysis reveals up-convolution artifacts in GAN-generated images [15]. Qian et al.
came up with F3-Net that represents frequency information and spatial features [16]. Li et al. proposed Face
X-Ray where the emphasis was made on blending boundaries in face swapping operations [22].

Deepfake detection has been researched in transformer architectures. Wang et al. proposed the Anti-
Deepfake Transformer (ADT), which applies attention mechanisms across forensically relevant regions [23].
Khormali and Yuan suggested DFDT on multi-stream architecture to overcome the receptive field short-
coming in CNNs [24]. Nguyen et al. investigated self-supervised vision transformers, and one of their ideas
is that attention mechanisms can be beneficial in terms of generalization [25]. Unlike the selective attention
approach in ADT, which requires forensically relevant regions to focus on, or the multi-stream architecture in
DFDT, which seeks to overcome the limits of CNN receptive fields, the proposed method uses a single-stream
architecture to model global patch dependencies with lower architectural complexity and no specialized
forensic preprocessing.

Classical machine learning methods are still applicable in some situations. Rana and Sung mentioned
that engineered feature Random Forest classifiers yielded high accuracy on deep fake data [26]. Yasir and
Kim established that lightweight methods are capable of performing relatively well with less computation
needs [27]. Fig. 1 summarizes this taxonomy.

This paper focuses on various facets of deepfake detection: To begin with, there is a problem of cross-
dataset generalization between training and deployment distributions. Second, the level of methodological
transparency of published research differs, which influences reproducibility. Third, the combination of
classical forensic principles and the modern architectures needs to be investigated further. Fourth, trade-offs
between detection accuracy and computational efficiency affect practical deployment.

The three contributions of this paper are (1) A balanced dataset of 12,137 facial images with documented
quality analysis, consisting of authentic images from CelebA and FFHQ, synthetic images from publicly
accessible Kaggle repositories (FaceForensics++, Celeb-DF, and DFDC), and 600 self-collected images
to increase ecological validity. (2) Fine-tuning instructions of Vision Transformer such as preprocessing,
augmentation, and training set-up with the full code at hand. (3) Assessment of the test accuracy of 99.01%
with error analysis and comparative evaluation [10,21,28–30].
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Figure 1: Taxonomy of deepfake detection approaches showing four main categories (CNN-based spatial, Frequency-
domain, Transformer-based, and Classical ML) with the proposed ViT method achieving 99.01% accuracy.

3 Methodology
This section describes the complete pipeline developed for deepfake detection with the Vision Trans-

former architecture. The methodology is organized into four stages: dataset construction, preprocessing,
model architecture and transfer learning, and training configuration. Fig. 2 summarizes the end-to-end
workflow, with each stage detailed in the subsections below.

Figure 2: End-to-end methodology pipeline. The framework proceeds through four stages: (1) multi-source data
acquisition combining public benchmarks with self-collected smartphone imagery; (2) preprocessing including quality
filtering, resolution normalization, and augmentation; (3) transfer learning from ImageNet-pretrained ViT-Base-
Patch16-224 with a binary classification head; and (4) evaluation covering standard metrics, robustness tests, and error
analysis.



Comput Mater Contin. 2026;89(2):39 5

3.1 Dataset Construction
The dataset was constructed using a deliberate multi-source strategy to ensure diversity across gen-

eration methods and imaging conditions. A total of 12,137 images of faces were collected, including 6070.
real and 6067 simulated samples sampled off of public benchmark. smartphone photographs self-collected
and repositories. The following subsections explain the sources of data, mode of acquisition and quality
assessment procedures applied before training.

3.1.1 Data Sources and Acquisition Strategy
The dataset contains 6070 authentic and 6067 synthetic facial images, assembled through a multi-

source strategy to ensure diversity and practical applicability. There were three main aspects in our data
acquisition plan:

Public Benchmark Datasets: Our dataset was assembled from a curated Kaggle repository (available at:
https://www.kaggle.com/datasets/adham7elmy/deepfake-detection-dataset) that aggregates samples from
several well-established benchmark datasets. The original sources are as follows:

• Authentic samples: Celeb A which holds celebrity faces with various attributes that are taken in con-
trolled conditions and FFHQ that holds high quality photographs that are taken in natural conditions
and vary in age, ethnicity and imaging equipment [10,28].

• Synthetic samples: Deepfakes created in the Kaggle repository through a variety of generation methods:
– FaceForensics++: Face-swapping with FaceSwap and DeepFakes algorithm, facial reenactment

using Face2Face and texture synthesis with NeuralTextures [21].
– Celeb-DF: Deepfakes of high quality based on advanced synthesis methods and fewer visual

artifacts [29].
– DFDC: Diverse manipulation procedures with demographic heterogeneity and problematic situa-

tions [30].

The Kaggle data is divided into several sub-folders with the various generation styles (DALL-E, Deep-
FaceLab, Face2Face, FaceShifter, FaceSwap, Midjourney, NeuralTextures, Stable Diffusion, and StyleGAN
images) and actual images in the “Real folder”. Our validation approach had several criteria which were used
to ensure strong model selection and avoid overfitting to the validation set. Besides the accuracy of validation,
we tracked the trajectory of validation loss in order to detect possible patterns of overfitting. The F1-score was
used as a balanced measure that takes into consideration both the precision and recall which was important
given that the class are equally distributed in our datasets. The overall framework covers a wide range of
deepfake generation methods, including both conventional face-swapping techniques and state-of-the-art
diffusion-based synthesis.

Self-Collected Data: We added 600 self-collected images to the public benchmark data to help increase
the usefulness of our detection system in practice and its ecological soundness. This component includes:

• Authentic photographs (300 images): Actual face to face pictures taken with personal cell phones
(different models of smart phones: Samsung, iPhone, and Android versions) in different environmental
conditions. These images encompass:
– Different lighting (indoor or outdoor, natural, artificial lights)
– Dissimilar camera qualities and resolutions
– Through many angles and distances.
– This can be different backgrounds and environmental settings
– After processing situations such as social media filters and primary editing

https://www.kaggle.com/datasets/adham7elmy/deepfake-detection-dataset
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• Synthetic samples (300 images): Contemporary deepfake samples generated using the following
publicly available tools to ensure the model encounters current synthesis techniques:
– FaceMe (face-swapping application, accessed 2025): used to generate face-swapped synthetic

samples under varied identity and lighting conditions.
– Gemini (Google, image generation feature, accessed 2025): used to produce photorealistic synthetic

face images representing diffusion-based generation.
– Samples were reviewed manually and instances spanning a range of synthesis quality, from

visible artifacts to photorealistic output, were retained to improve model robustness across the
quality spectrum.

The 300 authentic photos were of the university colleagues and personal acquaintances of the authors.
Each person portrayed was told that his or her picture would be taken and included in this research data set.

Self-collected data is integrated to deal with a critical drawback of most deepfake detection papers: the
time-based delay between benchmark development and model implementation. With 300 original photos
taken with personal cellphones, we will have the model in the kinds of pictures that people generally see
and take in real-life situations and scenarios. The 300 artificial samples give the examples of the modern
manipulation methods that are in the modern generation of deepfakes. This moderate stance makes sure
that the model is trained on both known manipulation methods used in benchmark data and more recent
synthesis methods, and also on real smartphone images, and on professional photographs.

3.1.2 Data Quality Assessment
Integrity Checking had established that 12,137 images were readable with zero corrupted files. Image

dimensions had a mean of 323.94 × 329.55 pixels, with a median concentration at 256 × 256 pixels. A total of
263 outlier images (2.2% of the dataset) had dimensions below 200 pixels, distributed approximately equally
between the two classes. The full dataset, before splitting, contained these 263 outlier images, which are
therefore not included in any of the training, validation, or test sets. This exclusion ensures a stable learning
mechanism and sufficient spatial resolution for patch-based Vision Transformer processing.

The quality measures of each subset were calculated: average file dimensions of 45.2 KB, color space
evenly 24-bit RGB and JPEG compression scores of 85 to 100. No noticeable difference in the quality of
authentic and synthetic samples that might have influenced classification was found. The self-reported smart-
phone photographs shared natural variation in the quality that matches consumer smartphone photography,
up to 4K resolutions, after being preprocessed.

Examples of both classes are shown in Fig. 3. The real images have a wide distribution of pose, lighting,
age, gender, and background, covering professional photography datasets (CelebA, FFHQ) and personal
smartphone captures. Synthetic samples demonstrate a broad spectrum of manipulation quality, from cases
with visible generation artifacts to photorealistic output indistinguishable to human observers.

3.2 Preprocessing Pipeline
All images were subjected to a standardized preprocessing pipeline before training to ensure consistency

across the heterogeneous dataset sources. The pipeline is made up of three consecutive steps: resolution
normalization to meet the ViT input specification, pixel-level normalization using ImageNet statistics
to match the only pre-training distribution and data augmentation to the training division to enhance
generalization. Each step is described in the subsections below.
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Figure 3: Dataset examples. Top row: authentic facial images across demographics and imaging conditions, including
professional and cellphone photography. Bottom row: synthetic faces generated using methods ranging from traditional
face-swapping to state-of-the-art photorealistic diffusion models.

3.2.1 Resolution Normalization
In order to fit the ViT input size (224 × 224 pixels), each image was resized with bilinear interpolation

to 224 × 224. Downsampling and upsampling of larger and smaller images respectively occurred with the
same interpolation method. This resolution represents a tradeoff between image quality and computational
efficiency, matching the ViT-Base pre-trained resolution [31].

3.2.2 Normalization
The pictures were converted to RGB format, where pixel intensities are such that the range is [0, 1].

ImageNet, the statistics on normalization have been used (mean: [0.485, 0.456, 0.406], standard deviation:
[0.229, 0.224, 0.225]), matching the distribution in transfer learning pretraining [31].

3.2.3 Data Augmentation
In order to enhance generalization, the training images were made more difficult as follows: (1) random

horizontal flipping with probability 0.5 to represent the variation of left-right orientation; (2) random
rotation within−15 to+15 degrees of rotation to represent the variation in head tilt and camera-angle artifacts;
(3) color jittering with ±20% variation in brightness and contrast to simulate lighting differences and (4)
random Gaussian blur with probability 0.3 to model focus variation and compression artifacts. Validation
and test sets were only resized and normalized no augmentation was applied to ensure unbiased evaluation.

3.3 Dataset Partitioning
The dataset was partitioned using stratified sampling, which had a 70-20-10 ratio: 8495 training images,

2428 validation images and 1214 test images. Stratification ensured a prior class balance (50–50 authentic-
synthetic split) across all subsets and provided proportional representation of various generation methods in
each partition. To mitigate the risk of near-duplicate leakage, images were verified to originate from distinct
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source identities across splits. No augmented version of a training image was present in the validation or test
sets, as augmentation was applied dynamically during training only and was not saved as additional samples.

Several benchmark subsets in the dataset (FaceForensics++, Celeb-DF, and Video-derived (DFDC)) are
images that come from individual frames of a video from the same video source or identity. In the Kaggle-
aggregated repository, this is because per-frame video metadata was not available in this case. However, the
stratified split was used at the image level, and the potential splits are not allowed to have frames from the
same source video entirely excluded. This is recognized as a drawback, which can make some contribution
to optimistic accuracy estimates, and in the future, use identity-disjoint or video-disjoint splitting when
applicable metadata is available. Fig. 4 shows this split.

Figure 4: Dataset distribution across 70-20-10 split: 8495 training images, 2428 validation images, and 1214 test images.

3.4 Model Architecture
The detection model is based on the ViT-Base-Patch16-224 architecture, a Vision Transformer pre-

trained on ImageNet. This architecture was selected for its ability to model global image dependencies
through patch-based self-attention, which is well suited to detecting manipulation artefacts that manifest
as inconsistencies across spatially distant facial regions. The architecture design and the transfer learning
strategy used to adapt the model for binary classification are described in the subsections that follow.

3.4.1 Vision Transformer Structure
The ViT-base-patch16-224 model works with a sequence of patches of images. Each 224 × 224 input

is split up into 196 non overlapping 16 × 16 patches. Each input image I ∈ RH×W×C is divided into N
non-overlapping patches of size P × P, where N = HW/P2. For our configuration, H =W = 224, P = 16,
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C = 3, yielding N = 196 patches. Each patch xi ∈ RP2 ⋅C is linearly projected into a D-dimensional embedding
space via a trainable projection matrix E ∈ R(P

2 ⋅C)×D , where D = 768. A learnable classification token xcls is
prepended, and fixed positional embeddings Epos are added to encode spatial information:

z0 = [xcls; x1E; x2E; . . . ; xN E] + Epos, E ∈ R(P
2 ⋅C)×D , Epos ∈ R(N+1)×D (1)

where z0 denotes the input sequence to the first transformer encoder layer.
Each of the L = 12 transformer encoder layers applies Multi-Head Self-Attention (MHSA) to model

long-range dependencies between image patches. For each attention head h, the input sequence z is
projected into queries Q, keys K, and values V using learned weight matrices WQ

h , WK
h , WV

h ∈ R
D×dh , where

dh = D/Hheads = 64:

Attention(Q, K, V) = softmax(QK⊺√
dh
)V (2)

The outputs of all Hheads = 12 attention heads are concatenated and projected back to dimension D:

MHSA(z) = Concat(head1, . . . , headH)WO (3)

where headh = Attention(zWQ
h , zWK

h , zWV
h ), with H = 12 attention heads and WO ∈ RD×D being the output

projection matrix. Fig. 5 illustrates this mechanism.

Input image & patch tokenization

Patches projected to 768-d tokens

Red: manipulation artifacts Green: reference regions

Global self-attention across patches

CLS

Cross-patch attention compares spatially distant regions

Inconsistencies in lighting, texture, and geometry become detectable

linear projection

+ positional enc.

Figure 5: Global consistency modeling in the Vision Transformer. The input is partitioned into non-overlapping
patches (left), each projected to a 768-dimensional token. Multi-head self-attention (right) computes pairwise rela-
tionships between all patch tokens and the [CLS] token, enabling the model to compare spatially distant regions.
Manipulation artifacts typically introduce inconsistencies in illumination, skin texture, or geometry between distant
regions; these become detectable in the attention graph, whereas purely local convolutional features may miss such
global cues.

This attention mechanism enables the model to simultaneously compare every patch pair in the image,
making it particularly effective at identifying cross-patch manipulation artifacts such as inconsistencies in
illumination direction, skin texture boundaries, and geometric distortions between spatially distant facial
regions [18]. Fig. 6 depicts the full pipeline.
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Figure 6: Architecture of the proposed ViT-Base-Patch16-224 deepfake detection pipeline: patch tokenization
(196 patches, 16 × 16), 768-dimensional embedding with learnable [CLS] token and positional encodings, 12 stacked
Transformer Encoder layers (MHSA + FFN + residual connections), and a binary MLP head producing the authen-
tic/synthetic prediction.

3.4.2 Transfer Learning
The model was initialized with ImageNet-pretrained weights. The original 1000-class classification head

was replaced with a binary classification head for authentic/synthetic prediction. Full fine-tuning was applied
to all model parameters, enabling adaptation across all layers while retaining the visual representations
acquired during ImageNet pretraining [17].

3.5 Training Configuration
Training employed the AdamW optimizer [32] with learning rate 2 × 10−5, weight decay 0.01, and

gradient clipping with maximum norm 1.0 to prevent gradient explosion. Batch size was 16 with gradient
accumulation over 2 steps (effective batch size 32) to balance memory constraints and training stability.
Training proceeded for 8 epochs with early stopping based on validation accuracy with patience of 3 epochs.
Binary cross-entropy loss quantified prediction quality.

Given a training set of M samples, where yi ∈ {0, 1} denotes the ground-truth label (0 = authentic,
1 = synthetic) and p̂i ∈ [0, 1] denotes the model’s predicted probability of an image being synthetic, the Binary
Cross-Entropy (BCE) loss is defined as:

LBCE = −
1

M

M
∑
i=1
[yi log(p̂i) + (1 − yi) log(1 − p̂i)] (4)

where p̂i = σ(Wc zcls
L + bc), σ(⋅) denotes the sigmoid activation, zcls

L is the output classification token from
the final transformer layer L, and Wc , bc are the learnable parameters of the binary classification head.
Dropout with probability p = 0.1 was applied to zcls

L before the linear projection to reduce overfitting.
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Due to hardware availability at the time of experimentation, training was performed in standard float32
precision on CPU. This configuration is reported to take 8 to 12 h to train, but this does not reflect GPU-
accelerated training, which would significantly reduce wall-clock time. The choice of CPU training does not
impact the validity of the reported accuracy metrics or reproducibility of the methodology.

Parameter optimization employed the AdamW algorithm [32], which decouples weight decay from the
gradient-based update. For a parameter θt at timestep t, with first and second moment estimates mt and vt ,
the update rule is:

θt+1 = θt − α ( m̂t√
v̂t + ε

+ λ θt) (5)

where α = 2 × 10−5 is the learning rate, m̂t =mt/(1 − βt
1) and v̂t = vt/(1 − βt

2) are bias-corrected moment
estimates with β1 = 0.9, β2 = 0.999, ε = 10−8, and λ = 0.01 is the decoupled weight decay coefficient. Gradient
clipping with maximum norm ∥∇∥max = 1.0 was applied prior to each update to prevent gradient explosion
during fine-tuning of the pre-trained ViT backbone.

A learning rate warmup schedule was employed for the first 500 steps to stabilize early training
dynamics. Dropout with probability 0.1 was applied in the classification head to prevent overfitting. Layer
normalization was applied throughout [33]. The model was trained on CPU with checkpointing at each
epoch, retaining the best model based on validation performance.

4 Results and Discussion

4.1 Training Progression
Fig. 7 illustrates training progression across 8 epochs. Training loss decreased from 0.072 at epoch 2

to 0.001 at epoch 8, demonstrating effective optimization. Validation loss stabilized at approximately 0.050–
0.062 by epoch 4. The limited gap between training and validation loss suggests that the model learned
features with reasonable generalization rather than overfitting to training data. Precision and recall exceeded
98% by epoch 4, indicating rapid adaptation of the pretrained model to the binary classification task.

Effective transfer is one of the factors that has led to the rapid convergence. ImageNet pre-training is
based on learning and is also a strong representation of visual features, which need task-specific representa-
tions to be fine-tuned. The consistency of validation metrics after the 4th epoch implies that further training
epochs played the main role of refining decisions rather than uncovering new discriminative features.

Figure 7: (Continued)
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Figure 7: Training performance across 8 epochs showing loss, accuracy, precision, recall, and F1-score.

4.2 Test Set Performance
The model achieved 99.01% accuracy on the withheld test set of 1214 images. Table 1 shows balanced

performance across both classes.

Table 1: Performance metrics on test set.

Class Precision Recall F1-Score
Authentic 0.9885 0.9918 0.9901
Synthetic 0.9917 0.9885 0.9901

Macro Average 0.9901 0.9901 0.9901

The confusion matrix shows 602 true positives, 600 true negatives, 5 false positives, and 7 false negatives
(12 total errors) as shown in Fig. 8, with the corresponding ROC curve presented in Fig. 9.

Figure 8: Confusion matrix showing true positives = 602, true negatives = 600, false positives = 5, false negatives = 7.
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Figure 9: ROC curve for the proposed ViT-Base-Patch16-224 model on the held-out test set (N = 1214). The oper-
ating point (FPR = 0.0083, TPR = 0.9885) is derived directly from the reported confusion matrix (Section 4.2).
AUC = 0.9956, computed from the predicted class probabilities output by the sigmoid layer across all 1214 test images.

4.3 Performance Across Generation Methods
The analysis of the test set by generation method demonstrated some interesting trends. The model

was tested on standard face-swapping systems (FaceSwap, DeepFakes, Face2Face) and the accuracy was
close to a perfect level (99.5%), whereas on more recent diffusion-based samples (DALL-E, Stable Diffusion,
Midjourney) precision was lower (97%–98%). This indicates that while Vision Transformers effectively detect
manipulation artifacts from GAN-based approaches, it is much more challenging to identify manipulation
in images generated by a diffusion model. The reason for this is that diffusion models create images with
global coherence and even fine detail much better than GANs.

4.4 Comparative Assessment
The comparison in Table 2 should be understood as contextual background rather than a competitive

benchmark. Each listed method was evaluated on different datasets under different protocols; XceptionNet,
for instance, was evaluated exclusively on FaceForensics++, while the proposed model was evaluated on a
multi-source internal split. No claim of definitively outperforming these methods is made on the basis of this
table, and controlled head-to-head benchmarking on a shared dataset remains a direction for future work.
We also tested model performance on images with different resolutions than the 224 × 224 pixels which
were used in training. Images were tested at 128 × 128, 384 × 384, and 512 × 512 pixels, each resized to the
model’s input size. Performance was rather stable between resolutions with accuracy ranging between 97.2%
and 98.8%, which indicates the learned features to be generalized with respect to image scales. The small
performance loss at lower resolutions (128 × 128) is probably due to some loss of information in the form of
lower spatial detail. The ViT model obtains performance that is comparable to other detection methods, and
has a simplified architecture relative to specialized multi-stream or frequency-domain methods.
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Table 2: Contextual comparison with existing methods. Results are not directly comparable due to differences in
datasets, preprocessing pipelines, and evaluation protocols.

Method Accuracy Dataset
XceptionNet [19] ≈99% FaceForensics++

MesoNet [20] 95%–97% FF++, Celeb-DF
F3-Net [16] 98%–99% Multiple
ADT [23] 98.5% Cross-dataset

DFDT [24] 98.8% FF++, Celeb-DF
Proposed ViT 99.01% Multi-source

4.5 Robustness Analysis
Table 3 shows how accuracy changes when images are compressed at different quality levels. This

evaluation was conducted on the full held-out test set of 1214 images. JPEG re-compression was applied at
each quality level prior to inference, with no other modification to the images. A direct comparison with
CNN-based detectors under identical compression conditions is not available in this study, as published
robustness evaluations use varying compression ranges and test set compositions. This remains a limitation
of the current robustness analysis and is noted as a direction for future work.

Table 3: Accuracy under JPEG compression.

JPEG Quality Accuracy (%) Notes
95 99.01 Baseline
60 96.00 Acceptable
50 89.00 Severe drop

Table 4 shows accuracy under a white-box FGSM adversarial attack applied to the full held-out test set
of 1214 images. The attack was untargeted and applied directly to the input pixel values with perturbation
bounds ε ∈ {0.01, 0.05} on a normalized [0, 1] scale. Target labels were not used; the attack maximized the
loss with respect to the ground-truth label.

Table 4: Accuracy under FGSM adversarial attack.

Epsilon (ε) Accuracy (%) Notes
0.00 99.01 No attack (baseline)
0.01 94.00 Small attack
0.05 87.00 Stronger attack

4.6 Error Analysis
Analysis of the 12 misclassified images revealed two distinct error patterns. False positives (authentic

images classified as synthetic, n= 5) were associated with beauty-filter post-processing, heavy makeup, strong
directional lighting producing unusual shadows, or JPEG compression artifacts that introduced synthetic-
looking characteristics.
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False negatives (synthetic images classified as authentic, n = 7) were associated with high-quality
synthetic samples exhibiting few artifacts. Characteristic features included natural skin-texture variation,
uniform illumination and shadow patterns, realistic facial proportions and geometry, and natural eye
reflections. Five out of the seven false negatives were created with Stable Diffusion or Midjourney; it can be
confirmed that diffusion-based models are more difficult to detect as a challenge. These instances imply that
generation techniques are under development, and detection systems can take an extra signal. Beyond spatial
appearance, there are such sources as temporal coherence in video, audio-video cohesion, or physiological
signals [34,35].

4.7 Computational Requirements
ViT-Base has a trainable parameter of about 86 million. On standard float32, training on the entire

dataset took 8–12 h on CPU. The model could be used to perform batch processing and offline forensic
analysis with an average inference time of 100–150 ms per image on a CPU. This configuration best suits
offline forensic and batch-analysis applications due to its high computational requirements, compared
to lightweight CNN architectures (10–30 million parameters). Memory was greatest at training with a
consumption of the approach of about 8 GB and a batch size of 16 available in consumer-grade CPUs.
For deployment scenarios under tight computational constraints, model compression techniques, such as
quantization or knowledge distillation techniques, would downsize models by half or three-quarters at little
cost degradation.

4.8 Analysis of Results
The ViT architectures are highly adapted to detect deepfakes as they are capable of capturing long-

range relationships between different regions of the image. The self-attention mechanism is able to capture
discrepancies in lighting, texture coherence, facial geometry, and visual distributions and patch-based
processing allows analyzing both local (16 × 16) and global image scales. By applying constant learning
strategies, the model can evolve to integration of new generation techniques and prevent relating already
learned generated patterns of catastrophic forgetting. Online learning schemes where detection models
update their learning parameters incrementally as more synthetic examples are created might ensure
detection efficacy over time, but without having to completely retrain the models.

The model showed high accuracy on the test set, but there are several limitations to be noted. First,
all evaluation was carried out on one stratified internal split of the collected dataset. We have not validated
performance on fully external, unseen datasets and the accuracy reported should not be interpreted as a
measure of cross-dataset generalization.

Second, the static image-based approach fails to exploit the temporal consistency information that
can be found in the video sequences and this information could provide further discriminative signals for
deepfake detection. Video-based manipulations tend to have known temporal artifacts such as flickering,
frame-by-frame inconsistencies or unnatural motion patterns that cannot be utilized by our image-based
model. In addition, ImageNet pre-training enhances the extent of learning using small forensic samples,
taking advantage of representations acquired using large-scale natural images.

The article combines data collected by the author and official benchmark data to overcome the
weaknesses of static data. Integrating audio-visual analysis of deepfake videos is a natural extension of what
we are doing. Lip-sync discrepancies, voice quality degradation or match between the audio and visual
term can offer orthogonal detection signals. Multi-modal transformers that process both visual and acoustic
information could potentially have a higher level of robustness than single modality methods. Whereas this
is very diverse in the generation method but represents a snapshot of deepfake technology at the end of
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2024. The fast-changing nature of the generation methods means that the future synthesis techniques may
generate artifacts that did not seen in the training. This temporal generalization challenge is inherent to all
detection systems, and requires constant updating and retraining of the models in view of new generation
paradigms coming into the picture. The presence of 300 real smartphone images and 300 modern synthetic
images partially counters the issue of temporal validity in deepfake detection. This helps to make sure that the
model is trained on both the natural variation and artifacts that are characteristic of real-world smartphone
imagery, and not just on curated benchmark data.

4.9 Practical Considerations
This system can support forensic workflows as an automated triage tool, flagging suspicious images for

expert review. The applications like TimeSformer or Video Vision Transformer (ViViT) are based on video-
based deep ambiguities which extend the Vision Transformer architecture with temporal modeling could
enhance the detection of video-based manipulations. Temporal inconsistencies on facial movements, lighting
variations on the facial elements or background could be powerful discriminative features complementing
the spatial analysis. Thresholds can be adjusted using sigmoid output probabilities: conservative settings (e.g.,
95% synthetic) reduce false positives in high-stakes scenarios like legal cases, while lower thresholds (e.g.,
50%) improve recall for broader applications such as content moderation.

By documenting our methodology and making the dataset available on request, we provide the com-
munity with an opportunity to enhance the models and optimize them to various fields of application. Our
evaluation is mainly directed to face-swapping and facial synthesis scenarios. Other types of manipulations
such as morphing of faces to commit a face identity document fraud, partial edit of facial attributes or puppet-
master applications in which facial expression is remapped to static faces are not widely represented in our
dataset and may have different detection characteristics. The computational needs of Vision Transformers,
whilst feasible for forensic applications as well as batch processing applications, may be prohibitively costly
in the scenario of real-time detection applications on resource-constrained hardware. The model’s 86 million
parameters and processing time of 100–150 ms per image on CPU has a significant advantage over the
inference speed of light CNN architectures. Customization of the detector to the business can also be carried
out by organizations by adding domain-specific examples, e.g., ID documents or camera footage.

4.10 Ethical Considerations and Responsible Deployment
Automated deepfake detection also raises ethical concerns beyond classification accuracy. First, the

ability to detect may vary across demographic groups, by age, gender, or ethnicity; thus, systematic fairness
audits are needed to avoid discriminatory outcomes in downstream applications, such as content moder-
ation or identity verification. Balanced data sampling and fairness-aware training goals can help mitigate
such disparities.

A formal demographic performance analysis was not performed in this study. The public benchmark
subsets (CelebA, FFHQ) contain demographic metadata but the Kaggle-aggregated repository used here
does not provide demographic labels per image and the self-collected subset of 600 images is too small to
provide statistically reliable subgroup evaluation. Therefore, systematic fairness auditing over age, gender,
and ethnicity groups is identified as one of the necessary directions for future work, especially before
deploying the model in identity verification or content moderation settings.

Second, the culture and legal provisions on image manipulation, privacy, and freedom of expression
differ among jurisdictions. International detection systems should meet these differences instead of enforcing
a uniform set of regulations and the inclusion of multiple parties in the development of the system
is significant to achieve inclusive results. Third, over-aggressive detection thresholds have the potential
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to suppress valid creative uses of synthesis technology, such as creative expression, entertainment and
accessibility tools. It is context-specific and is not solvable solely by the classifier to distinguish between
harmful and benign synthetic content. Fourth, the adversarial robustness is something of an open problem.
A plausible direction to enhance resilience is adversarial training where perturbed examples are added
during optimization. Some of the perturbations can be reduced by input-preprocessing defenses, like JPEG
re-compression or median filtering, or denoising, but their impact on clean-image accuracy has not been
systematically studied. Lastly, it is relevant to forensic use with interpretability. Focus on visualization and
feature-attribution methods would enable analysts to investigate what areas of an image led to a classification
judgment, facilitating hand examination and enhancing the credibility of automated pipelines.

5 Conclusion and Future Implications
This paper demonstrates that the Vision Transformer architecture, combined with transfer learning,

can produce highly competitive results when detecting deepfake images, achieving 99.01% test accuracy with
balanced precision (98.85%) and recall (99.18%) on a multisource dataset of 12,137 images. The methodology
clearly focuses on transparency and reproducibility by means of recorded data analysis, systematic prepro-
cessing of data structures, and access to public datasets in Kaggle. Future work should address cross-dataset
generalization through rigorous external validation, extend the techniques to video-based detection with the
use of temporal cues, explore multi-modal fusion of visual and audio signals, evaluate adversarial robustness
systematically, and assess demographic fairness to ensure equitable performance in real-world deployments.
As deepfake generation tools become increasingly accessible, detection systems must evolve continuously,
particularly against diffusion-based models such as Stable Diffusion and Midjourney, which produced
the most challenging misclassifications in this study. Future architectures combining temporal modeling
and audio-visual fusion, such as ViViT, offer a promising path toward more robust real-world forensic
deployment. Model compression techniques including quantization and knowledge distillation may further
extend the applicability of Vision Transformer–based detection to resource-constrained environments.
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