Com.puters, Materials & <Térch Science Press
Continua

https://doi.org/10.32604/cmc.2026.077388

ARTICLE Check for

updates

Explainable Anomaly Detection for System Logs in Distributed Environments
Zhaojun Gu', Wenlong Yue’ and Chunbo Liu""

'Information Security Evaluation Center, Civil Aviation University of China, Tianjin, China
?College of Computer and Artificial Intelligence, Civil Aviation University of China, Tianjin, China

*Corresponding Author: Chunbo Liu. Email: cbliu@cauc.edu.cn

Received: 08 December 2025; Accepted: 28 February 2026; Published: 09 April 2026

ABSTRACT: Anomaly detection in system logs is a critical technical means for identifying potential faults and security
risks. In distributed environments, traditional deep learning-based log anomaly detection methods often suffer from
shortcomings in transparency, computational overhead, and data privacy protection. To address these issues, this paper
proposes a federated learning-driven lightweight and explainable log anomaly detection framework named FedXLog.
The framework adapts to heterogeneous logs through hierarchical feature extraction, introduces the Federated Gradient
Trajectory Aggregation algorithm (FedGradTrace) to enhance the explainability of the parameter aggregation process,
constructs lightweight models using knowledge distillation, and achieves globally consistent explanatory capabilities by
integrating hash feature alignment. Experimental results demonstrate that FedXLog possesses the dual advantages of
high detection accuracy and lightweight deployment for heterogeneous logs in distributed scenarios. It can effectively
identify key decision-making features and locate typical root causes of anomalies. Notably, the framework has
been specifically optimized for the unique characteristics of distributed logs. Distinguished from general federated
explainable methods, it can directly support abnormal root cause localization in Operations and Maintenance scenarios.
This further verifies the application value of scenario-specific adaptation of federated learning in the field of log analysis,
thereby expanding the scope of application of explainable log anomaly detection.
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1 Introduction

With the advancement of digital transformation, the importance of system log anomaly detection
in the field of cybersecurity has become increasingly prominent. Attackers’ behaviors such as privilege
escalation and data theft are often recorded in system logs. Currently, network attacks are becoming more
concealed and frequent, rendering traditional defense methods inadequate to address such threats. Anomaly
detection technology based on log analysis has thus become a research hotspot and a core means of detecting
intrusions and analyzing attack behaviors [1,2]. Traditional log analysis methods based on rule matching
require accurate log parsing and manually designed features, which have significant limitations in dealing
with intelligent and emerging network attacks. In contrast, machine learning and deep learning technologies,
with their ability to automatically identify patterns and adapt to different scenarios, can effectively reduce
false positive rates and enhance the ability to recognize emerging threats [3-7], providing a new path for
proactive cybersecurity defense systems.

As the complexity of network attacks increases, system log anomaly detection faces the dual pressures
of expanding data scale and privacy protection, and the limitations of traditional centralized detection
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models have gradually become apparent. Although centralized systems have advantages in log management
efficiency and tool integration, they suffer from issues such as insufficient privacy protection, weak reliability,
and poor scalability: centralized storage of raw logs increases the risk of sensitive information exposure; the
failure or compromise of the central node may cause the entire system to break down; and performance
degradation tends to occur during high-concurrency log processing [8,9]. In comparison, distributed
solutions offer stronger adaptability.

Federated Learning (FL) provides an effective solution for privacy protection in log anomaly detection
through local data processing and collaborative model updates. Participants only share model parameter
updates instead of raw data, reducing the risk of privacy leakage [10,11]. Additionally, the distributed
architecture ensures system stability, allowing services to be maintained even if some nodes fail. However,
current federated learning models face the challenge of insufficient explainability—cybersecurity opera-
tions and maintenance personnel find it difficult to understand the detection logic and cannot trace the
attack path [12-14]. It is particularly important to note that distributed logs exhibit the characteristics of
heterogeneous formats, scarce anomaly samples, and the need for root cause localization in Operations and
Maintenance (O&M). Existing federated explainable methods often suffer from misalignment or invalidation
of explanations because they fail to adapt to these characteristics [15]. In contrast, the design of FedXLog
specifically addresses these exclusive pain points in log scenarios. Therefore, improving model explainability
while ensuring data security and system reliability has become an urgent breakthrough direction in this
field [16-20].

The main contributions of this paper are as follows:

o  Afederated learning-driven lightweight and explainable log anomaly detection framework, FedXLog, is
proposed, integrating knowledge distillation, federated learning, and explainability technologies. This
framework addresses three core challenges in log anomaly detection within distributed environments:
privacy protection, computational overhead, and the decision-making black box problem. While
retaining most of the semantic feature extraction capabilities, it significantly reduces computational
costs, avoids privacy leakage risks associated with raw log transmission, and adapts to distributed
deployment scenarios involving heterogeneous logs.

o A federated gradient trajectory aggregation algorithm (FedGradTrace) is proposed to improve the
parameter aggregation logic of the classical FedAvg algorithm. By retaining the gradient update
trajectories of each client and introducing the Frobenius norm to achieve stability-sensitive parameter
aggregation, the algorithm not only maintains privacy protection properties but also significantly
enhances the explainability of the parameter aggregation process. This provides support for tracing the
evolution of model parameters and locating the sources of anomaly impacts.

o A hash feature alignment algorithm for log texts is designed. By matching 8-hex hash values via
regular expressions, counting high-frequency key hashes, and mapping original SHapley Additive
exPlanations (SHAP) values to a unified dimension, a globally consistent explanation space across
clients is established. This algorithm effectively addresses the explanation misalignment problem caused
by format differences in heterogeneous logs, ensuring the consistency and validity of explanation results
in distributed scenarios.

The effectiveness of FedXLog is validated on four public system log datasets: HDFS, BGL, Thunderbird,
and Spirit. This study contributes a scenario-adapted integration of federated learning and explainability
technologies for log anomaly detection, addressing unmet needs in heterogeneous log adaptation and
O&M-oriented root cause localization that remain unaddressed by prior related works. Without sacrificing
accuracy, it significantly enhances model explainability, providing technical support for addressing issues
such as data silos, distributed deployment, and compliance requirements.
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2 Related Work

Log anomaly detection has evolved from traditional rule-based methods to intelligent learning-driven
approaches, with key advancements focusing on deep learning, federated learning (FL), and explainable
artificial intelligence (XAI)—three domains closely tied to the core challenges addressed in this study.

Traditional log anomaly detection relies on manual rule matching or statistical feature analysis, which
struggle to adapt to dynamic log changes and large-scale data, leading to limited accuracy in emerging
attack scenarios [21,22]. Deep learning has become the mainstream by enabling automatic feature extraction:
DeepLog [3] uses LSTMs for log sequence prediction but adopts a centralized architecture and lacks
explainability; LogAnomaly [4] integrates structural and parameter features via dual-channel LSTMs but
fails to mitigate privacy risks and suffers from opaque attention weights; LogBERT [5] leverages BERT’s
semantic understanding to achieve high accuracy in centralized settings but has excessive parameters, lacks
explanation mechanisms, and is incompatible with distributed scenarios; LogRobust [6] and PLELog [7]
improve robustness and handle unstable logs, respectively, but retain centralized designs and black-box

characteristics that hinder O&M applicability.

Federated learning addresses privacy concerns by enabling local training and collaborative parameter
updates, but existing methods have critical gaps in log scenario adaptation. FedAvg [23] established the basic
FL framework but ignores anomaly detection-specific needs, explainability, and non-IID data stability. Sub-
sequent optimizations like FedProx [24] (proximal regularization for heterogeneous data) and FedOPT [25]
(adaptive optimizers for convergence) focus on training efficiency without addressing explainability or
log-specific heterogeneity. Specialized federated anomaly detection methods such as FedAD [26] and
FedHAP [27] either fail to handle log format differences (e.g., Linux vs. Windows) or lack feature attribution
mechanisms, making them unsuitable for O&M root cause localization. In the log-specific federated learning
space, FedLog [28] proposes a customizable and communication-efficient federated anomaly detection
approach for IoT system logs, while AdaLightLog [29] enhances application log anomaly detection via
adaptive federated learning, both focusing on training efficiency and data heterogeneity but not on model
explainability or root cause localization.

To tackle non-IID data challenges in federated learning, gradient-aware aggregation strategies have
been developed to improve model stability. UGA [30] introduces unbiased gradient aggregation and
controllable meta-updating to reduce the impact of heterogeneous gradients, while FedGP [31] adopts genetic
programming for evolutionary aggregation in federated learning with non-IID data, enhancing convergence
by optimizing gradient combination strategies. FedGAM [32] further refines gradient weighting via gradient
norm-aware minimization and control variables to achieve generalized federated learning, and FedTrack [33]
leverages adaptive federated learning for collaborative target tracking, demonstrating the effectiveness of
gradient-aware methods in heterogeneous scenarios. However, these gradient optimization works are not
tailored to log anomaly detection tasks and do not incorporate explainability components to support O&M
decision-making.

Feature alignment is another key research direction in federated learning to address data heterogeneity,
with several methods proposed for consistent representation learning. FedPAC [34] focuses on consistent
representation learning for federated unsupervised learning under data heterogeneity, while Fed CCFA [35]
addresses distributed concept drift via classifier clustering and feature alignment. FL-Joint [36] jointly aligns
features and labels in federated learning to mitigate the impact of heterogeneous data distributions. Despite
their advances in feature consistency, these methods do not consider the unique characteristics of log
data, such as heterogeneous formats and semantic diversity, and thus cannot establish a globally consistent
explanation space for log anomaly detection.
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Explainability technologies have achieved remarkable results in centralized models. For instance,
SHAP [37] can quantify feature attribution, and LIME [38] can generate local explanations. In centralized
log anomaly detection, X-HEART [39] proposes an explainable heterogeneous log anomaly detection
method using robust transformers, combining transformer-based feature extraction with explainability
components to identify key log features. However, in federated scenarios, SHAP requires the transmission
of local explanatory data, which increases privacy risks; LIME is prone to global inconsistency issues
due to independent explanations from individual nodes. Meanwhile, the mandatory requirements for the
explainability of high-risk systems in the EU’s Artificial Intelligence Act highlight the contradiction between
such regulations and the insufficient compliance of existing federated log detection solutions.

XALI technologies like SHAP [37] and LIME [38] have advanced centralized model explainability, but
their direct application in federated scenarios is problematic: SHAP requires transmitting local explanatory
data (increasing privacy risks), while LIME suffers from global explanation inconsistency. Recent federated
XAI frameworks (e.g., FedXAIIDS [40], federated Transformer [41]) integrate explanation modules but
overlook log-specific characteristics—heterogeneous multimodality, few-shot novel anomalies, and O&M
root cause demands—resulting in invalid or misaligned explanations that cannot link to “faulty components-
propagation paths.”

In summary, current research faces three core limitations: federated log detection frameworks lack
explainability; XAI technologies are not adapted to distributed log characteristics; and no universal frame-
work addresses cross-platform log heterogeneity. These gaps highlight the necessity of FedXLog, which is
tailored to the unique demands of distributed log anomaly detection.

3 Scheme Design
3.1 Log Parsing

System logs are mostly stored as unstructured text and require preprocessing through log parsing to
support efficient anomaly detection. To address the challenges of log heterogeneity, dynamic changes, and
parameter extraction, this study proposes a parsing framework that integrates automated template generation
and hierarchical feature extraction (as shown in Fig. 1).

First, the Drain [42] framework is adopted to automatically generate log templates: it learns template
structures through depth-first search, avoiding the limitations of traditional rule bases. Each template
is assigned a unique hash feature as its event ID, with a one-way hash algorithm ensuring privacy and
preventing the reverse derivation of original logs. Moreover, this one-way hash property not only blocks
the reverse engineering of raw logs but also makes the mapping between hash values and log templates
irreversible—attackers cannot reverse-derive the corresponding original templates from hash values. By
adjusting the similarity threshold and tree depth, the risk of overfitting/underfitting is balanced, and regular
expressions are used to accurately extract log parameters. Relying on the mapping relationship between
hashes and original logs, rapid traceability and correlation analysis of log events are realized, constructing
an adaptive parsing system with hash traceability capabilities.

Second, a two-layer feature extraction strategy is designed to adapt to heterogeneous logs: the basic
feature layer extracts structured fields such as event ID, timestamp, and log level; the semantic feature layer
parses unstructured content to extract key entities such as IP addresses and file block IDs. The parsed
logs are converted into event sequences, and sliding windows are used for grouping to generate sequence
files containing hash feature sets and anomaly labels. The log template generator unifies the format of
heterogeneous logs, and the original content of logs that cannot be automatically parsed is retained as
supplementary features to ensure the framework’s universality.
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Figure 1: The overall workflow of the log parsing framework.

By integrating automated template generation and hierarchical feature extraction, this framework
provides high-quality structured data for subsequent anomaly detection.

3.2 Anomaly Detection

This study proposes an anomaly detection framework FedXLog that integrates federated learning,
model explanation, and knowledge distillation (as shown in Fig. 2).

3.2.1 Federated Learning

FedXLog is implemented based on the federated learning framework Flower [43] to achieve cross-
client collaborative training. Each client trains an anomaly detection model based on local log data and
only uploads model parameter updates to the server. The mapping relationship between hash values and
log templates is only maintained locally on the client side. The server side only receives parameter updates
and does not store any hash-template mapping information—even if an attacker obtains the hash features
from the server side, they cannot associate them with specific fault templates without the support of a
mapping library.
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Figure 2: The overall workflow of the anomaly detection framework.

FedGradTrace improves the classic FedAvg [44] algorithm. Unlike the original FedAvg, which directly

performs weighted averaging of client parameters, FedGradTrace adopts a dynamic parameter aggregation
mechanism, with specific rules as follows:

I ={VL(0"")} 15 (1)
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where I} denotes the gradient trajectory of client k at round t, preserving the last 7 local gradients. V
epresents the gradient operator, used to calculate the derivative of the loss function with respect to model
parameters. It reflects the direction and magnitude of parameter adjustments required to reduce loss during
client k ’s local training; L; denotes the local loss function of client k, constructed based on the local system
log data hosted by client k ; 6"~ stands for the global model parameter at the i-th step before the ¢-th training
round, and it serves as the initial parameter for client k to compute the local gradient when generating the
i-th gradient in the gradient trajectory I; i is an index variable used to traverse the 7 historical gradient
steps of client k before the ¢-th training round, ensuring the gradient trajectory I'} fully covers the last 7 local
gradients of the client. The parameter aggregation mechanism is then formulated as:

K ne - rt
g+ = S I il '}'1 e (g yvruo)) )
k=1

Eq. (2) is derived by extending Fed Avg to address log-specific heterogeneity and explainability: starting
from FedAvgs core aggregation rule 6'*' = Y°5_; “£(6' - VL (6")), we introduce gradient trajectory I}
(Eq. (1)) to enable traceability of parameter evolution from local log data; to mitigate instability from het-
erogeneous logs, we integrate Frobenius norm |If||z = /X 1_; [VLi(6'-7)[? to quantify gradient volatility,
then combine it with sample-size weighting to form wy = %, substituting wy into FedAvg yields Eq. (2),
balancing data scale, stability, and explainability for distributed logs.

This formulation introduces two fundamental innovations compared to conventional FedAvg: Firstly,
explicit retention of gradient update trajectories through I, provides unprecedented visibility into client
optimization dynamics. Secondly, the integration of the Frobenius norm || I} | s replaces the rudimentary data
volume weighting “* with a stability-sensitive aggregation scheme. 8" denotes the global model parameter
after the ¢-th training round, which serves as the initial parameter for each client’s local training in the ¢-th
round; 0"*! represents the updated global model parameter after the ¢-th round of parameter aggregation,
and it will be used as the initial global parameter for the (¢ + 1)-th training round; K stands for the total
number of clients participating in federated training; n; is the number of local log samples of client k,
i.e., the total number of log data samples owned by client k; n denotes the total number of samples of all
clients, and n = Zl,le nk, which is used to normalize the weight of the number of samples of each client; #
is the learning rate for local model training, which controls the step size of parameter adjustment during
the local gradient descent process of the client; VL, (6") represents the local loss gradient of client k under
the global model parameter 6, which is calculated based on the local log data of client k and reflects the
direction of parameter updates required by client k to reduce the local training loss. The FedGradTrace
framework consequently achieves dual objectives: maintaining FedAvg’s privacy-preserving characteristics
while significantly enhancing explainability through parameter evolution transparency. To formalize why
gradient trajectory preservation enhances explainability and stability, we define core notations and derive
key properties as follows:

Let the federated system consist of K clients. For the t-th global round: 6’ € RP: Global model
parameters (dimension D), T} = {VL(6"7), ..., VL (6"")}: Gradient trajectory of client k (preserving last
7 local gradients), |Tf |z = /21, |[VLk(67~7)[%: Frobenius norm of I, (stacked as D x 7 matrix), Ly (6):
Local loss of client k (convex, Lipschitz-continuous with constant L).

FedGradTrace updates global parameters as:

KT - VL (8")

6t+l — et -7
Ykt ITEe

3)
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Compared to FedAvg (weighted by data size ny), this achieves stability by: | I{|r quantifies gradient
volatility: Smaller values indicate consistent local optimization (aligned with global trends). Outlier suppres-
sion: For clients with volatile trajectories (| T | r > || ¢), their weight is downweighted, bounding parameter
updates:

07! = 6] < gL - max || VLi(6")] ’

Ensuring convergence to a stable equilibrium.

Explainability is enhanced through traceable contributions and SHAP consistency: Client contribution
quantification: The impact of client k on global update is:

N i

kY L. (6
S ey, ) ®

Enabling decomposition /%! - §* = S5 _ A}, to trace update sources. - SHAP consistency alignment:
Local SHAP matrices @ are linked to I} via:

1 N, M
VL (0" = N > > SHAP(x} ) - Vofa(x! ) (6)

i=1 j=1

Preserving I'; ensures cross-round consistency of @, which is mapped to global SHAP matrix via hash
alignment (Algorithm 1), maintaining explanatory uniformity.

Notably, the system implements persistent storage of aggregated parameters after each training round—
a capability absent in standard FedAvg implementations—enabling comprehensive retrospective analysis
of model convergence behavior. All clients utilize the DistilBERT-base-uncased architecture [45] as the
foundational model, optimized via the AdamW algorithm with learning rate 7 = 2 x 10™°.

Algorithm 1: Hash feature alignment for global explanation in FedXLog

Require: Local log text collections of each client: S = {8}, S, ..., S, }
Ensure: Globally unified SHAP feature matrix M € R"™*®
1: Initialize the global hash dictionary H < @&
: for k =1tondo
Hash sequence list Ly < []
for each log s € Sy do
Use the regular expression r'([A — Fa — f0 — 9]{8})’ to match the hash value in s
Record the matching result to L
end for
Count the occurrence frequency of each hash in Iy, and update H < H U Ly
end for
10: Calculate the global hash frequency distribution F < {(h, count) | Vh € H}
11: Sort F in descending order, and select the Top-N key hash set H* « {hy,..., h,}
12: for k =1to n do
13:  Obtain the local SHAP value matrix ®; € R™*? {m is the number of samples, d is the feature
dimension }

O N U e

(=]

(Continued)
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Algorithm 1 (continued)

14:  Initialize the alignment matrix ¥y « ™8
15 fori=1tomdo

16: for j=1toddo

17: if The original feature f; contains a hash h € H* then
18: Locate p < H*.index(h)

19: Fiitp) = Prri]

20: end if

2L end for

22:  end for

23:  Add Y to the global matrix M

24: end for

25: return Global explanation matrix M

3.2.2 SHAP

FedXLog introduces the SHAP [37] model explanation tool, which quantifies the basis of model
decisions by calculating feature attribution values, thereby addressing the decision black-box problem in
distributed modeling scenarios. Considering the particularity of log texts, a hash feature alignment method
is designed: regular expressions are used to match 8-hex hash values in the logs, the occurrence frequencies
are counted, and the top-N key hashes are filtered out. The original SHAP values are mapped to the key
hash dimension to establish a unified explanation space across clients, improving the consistency of global
explanation. Even if the interaction process is subjected to a man-in-the-middle attack, the attacker can only
obtain privacy-processed hash features and their frequencies, and cannot reversely derive the original log
content or user-sensitive information. Details are shown in Algorithm 1.

FedXLog’s 8-hex hash alignment is designed for distributed log heterogeneity, privacy protection, and
lightweight deployment—distinct from three mainstream alternatives: Global feature dictionary alignment
(e.g., FedHAP’s prototype hash codes [27]) relies on centralized dictionary construction, which violates
FedXLog’s privacy principle of not sharing raw log templates and increases communication overhead for
dynamic log updates; semantic embedding alignment (e.g., BERT-based feature vectorization [5]) achieves
high alignment accuracy but introduces more computational overhead (exceeding edge node resource limits)
and fails to map explanations to interpretable log templates; rule-based template alignment [21] requires
manual maintenance of cross-system log rules, which is infeasible for heterogeneous logs (e.g., HDES vs.
BGL) and cannot adapt to dynamic format evolution.

3.2.3 Knowledge Distillation

FedXLog employs knowledge distillation [46] technology to achieve model compression, designing a
dual-model architecture. The teacher model uses a complete BERT structure, while the student model retains
a 6-layer Transformer structure. During the distillation process, an attribution loss function is introduced to
constrain the feature importance distribution of the student model to be consistent with that of the teacher
model, avoiding the loss of key explanatory features during the lightweight process. The core of knowledge
distillation lies in balancing the two learning objectives of the student model, which is specifically achieved
through the following loss function:

Lxp =a-Lce(Yss Yirue) + (1-a) - T? - Lx1 (0(2/T) || 0(25/T)) (7)
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where Lxp denotes the comprehensive knowledge distillation loss, comprising two essential components:
Lce(Ys> Yirue ) represents the cross-entropy loss between student predictions and ground-truth labels, while
Lx1 (0(z:/T) || (zs/T)) quantifies the Kullback-Leibler divergence between temperature-scaled output
distributions of teacher (z;) and student (z,) models after softmax normalization. « is the balance coeflicient,
usually taking a value of 0.5. y; denotes the prediction result of the student model; y;,,. stands for the
ground-truth label of the system log sample; o (-) denotes the softmax activation function, whose calculation

X

formula is o(x) = ﬁ, and it is used to convert the raw output (Logits) of the teacher model (z;) and
student model (z,) into probability distributions that satisfy the sum of probabilities equal to 1; T represents
the temperature parameter, a positive real number used to “soften” the probability distribution output by the
softmax function—increasing T can make the probability distribution flatter, which helps the student model
better learn the fine-grained knowledge contained in the secondary category information of the teacher
model’s output. This formula indicates that the student model should not only learn the true labels but also
imitate the output probability distribution of the teacher model. By adjusting the value of «, the weight of
the student model between the two objectives of “learning the true labels” and “imitating the teacher model”

can be controlled, thereby achieving a balance between model compression and performance retention.

4 Experiments
4.1 Datasets

To validate FedXLog, we selected four public datasets from the field of log anomaly detection for our
experiments: HDFS [47], BGL [48], Thunderbird [48], and Spirit [48]. These datasets cover heterogeneous
logs across multiple scenarios, including distributed systems, high-performance computing, and client-side
software. The differences in data volume and anomaly types among them can fully test the adaptability and
robustness of the framework. Details of each dataset are as follows:

«  HDEFS: Derived from the Hadoop Distributed File System, it contains 11,175,629 logs that record the
system’s operating status, with abnormal samples accounting for 3.69% of the total. This dataset is used
to verify the detection performance in distributed scenarios.

«  BGL: Collected from the BlueGene/L supercomputer, it includes 4,713,493 logs, with abnormal samples
accounting for 45.3% of the total and focuses on anomaly detection in high-performance comput-
ing environments.

«  Thunderbird: Obtained from the Thunderbird email client, it consists of 9,959,160 logs, with abnormal
samples accounting for 2.9% of the total, which is used to validate the applicability of the framework for
client-side software log detection.

o  Spirit: A composite dataset integrating logs from multiple systems, it contains 5,000,000 logs, with
abnormal samples accounting for 68.86% of the total. Serving as an auxiliary dataset, it is used to verify
the framework’s universality.

In all experiments of this paper, the datasets are divided into training sets and test sets, and the ratio of
training sets to test sets is uniformly set to 4:1.

4.2 Evaluation Metrics

To comprehensively evaluate the performance advantages of the proposed framework, this study
constructs an evaluation system from three dimensions: anomaly detection effectiveness, model lightweight
degree, and explainability quality. The specific metrics are defined as follows.
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4.2.1 Metrics of Anomaly Detection Effectiveness

In view of the characteristics of classification tasks, four basic metrics are used to construct the detection
effectiveness evaluation system:

Among them, TP (True Positive) is the number of anomaly samples correctly identified, TN (True
Negative) is the number of normal samples correctly identified, FP (False Positive) is the number of false
positive samples, and FN (False Negative) is the number of false negative samples.

o Accuracy: It represents the overall prediction accuracy, and its calculation formula is: Accuracy = (TP
+ TN)/(TP + TN + FP + FN).

o Precision: It measures the reliability of anomaly determination, and the calculation formula is: Precision
= TP/(TP + EP).

o Recall: Reflects the coverage capability of abnormal samples, and its calculation formula is: Recall =
TP/(TP + EN).

o Fl-Score: The harmonic mean that integrates precision and recall. The calculation formula is: F1-Score
= 2% (Precision*Recall)/(Precision + Recall).

4.2.2 Model Lightweight Metrics

To evaluate the deployment adaptability of the framework, four types of efficiency metrics are selected:

o Parameters: Count the total number of trainable parameters, reflecting the model complexity.

o Model Size: Calculate the volume of the model file with 32-bit floating-point precision (Unit: MB).

o Peak GPU Memory: Record the maximum memory usage of a single GPU during training (Unit: MB).

o FLOPs (Floating-Point Operations): Measure the number of floating-point operations in a single
forward propagation (Unit: Giga FLOPs).

4.2.3 Explainability Quantitative Metrics

Introduce SHAP feature attribution quantitative metrics and visual explanation systems: We have
defined explainability quantitative metrics:

1N
D= —

Mz

ISHAP(x;, j)| (8)

1l
—

where O is the explainability quantitative metric, SHAP(x;, j) is the SHAP value of the j-th feature of the
i-th sample, N is the total number of samples, and M is the total number of features. This metric measures
the degree of the model’s dependence on features by calculating the average of the absolute values of the
feature importance across all samples. A larger value indicates that the model relies more on these features
for decision-making.

To more intuitively present the explanation results of SHAP values, this paper adopts four visualization
formats on the four datasets to assist in understanding the detection logic:

o Bar charts intuitively display the contribution of each feature to anomaly prediction through the length
of bars—the longer the bar, the greater the feature’s impact.

o Beeswarm plots reflect feature interactions through the distribution and density of points, revealing
non-linear relationships between features.

«  Heatmaps indicate the strength of the correlation between feature values and anomaly prediction
through color depth—the darker the color, the closer the correlation.
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«  Decision plots parse the formation path of predicted values, demonstrating the logical process by which
the model infers anomaly results based on features.

4.3 Implementation Details

The experiments implemented distributed training based on the PyTorch and Flower federated learning
frameworks, with all computations performed on an NVIDIA RTX 3090 GPU. For the base model, Bert-
ForSequenceClassification from HuggingFace was adopted, paired with a tokenizer of the same architecture
for text vectorization. Input text was uniformly truncated or padded to a length of 128 tokens, and a dynamic
padding strategy was used for batching. To ensure experimental reproducibility and minimize random
fluctuations, a global random seed (42) is set for PyTorch, NumPy, and random modules. Additionally,
CUDA deterministic algorithms are enabled to avoid non-deterministic GPU computations, ensuring
consistent results across different runs.

FedXLog constructed a federated environment with four heterogeneous clients, which hosted the HDFS,
BGL, Thunderbird, and Spirit datasets respectively to simulate cross-organizational data isolation. A non-
IID (non-Independently and Identically Distributed) data distribution was simulated by partitioning logs
based on system types (distributed file system, supercomputer, email client, and multi-system composite) to
mimic real-world heterogeneity in log formats, event types, and semantic features across organizations. An
aggregation mechanism involving all clients was employed.

In the anomaly detection task, training was configured with 3 rounds of local iterations and 15 rounds of
global communication. The AdamW optimizer was used in conjunction with a linearly warmed-up learning
rate scheduler (initial learning rate), with 1000 update steps per round. An early stopping mechanism was
implemented: training was terminated if the model showed no performance improvement on the validation
set for five consecutive rounds.

For the SHAP task, 300 samples were randomly sampled to save resources and avoid ambiguity in the
distribution of feature importance. The Partition Explainer was used to balance computational efficiency and
explanation accuracy, adapting to the requirements of deep learning models and high-dimensional text data.
To ensure data privacy, raw logs and log template-hash mapping relationships were strictly retained locally on
clients. Only model parameter updates (after gradient trajectory aggregation) and hash feature frequencies
(without raw content) were transmitted to the server, with no centralized storage of sensitive data to comply
with the data localization principles of federated learning.

4.4 Experimental Results
4.4.1 Comparison of Anomaly Detection Accuracy

We integrated five baseline methods (LogBERT, DeepLog, LogAnomaly, PLELog, and LogRobust) into
FedXLog’s federated learning framework to conduct comparative experiments. All baseline methods retained
their original core parameters to ensure fairness. LogCluster [23] was excluded from the comparison because
its requirement for centralized access to raw logs conflicts with the principle of federated data localization.
The experimental results are presented in Tables 1 and 2 (where FL denotes federated learning and CL denotes
centralized learning).

In the centralized scenario, DeepLog exhibited poor detection performance on the BGL dataset;
LogAnomaly failed to accurately identify anomalies on the small-sample Thunderbird dataset; while PLELog
could not accurately detect anomalies on the Thunderbird and HDFS datasets with scarce anomaly samples,
both of which suffer from class imbalance issues. In contrast, FedXLog, LogBERT, and LogRobust maintained
stable detection performance across various types of datasets.
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Table 1: Anomaly detection performance of various methods across HDFS and Thunderbird datasets in both
centralized and distributed computing environments.

Method HDEFS Thunderbird
Accuracy Precision Recall Fl1-Score Accuracy Precision Recall FI1-Score
LogBERT_FL 99.95 100 99.95 99.97 97.52 9752 100 98.74
LogBERT_CL 99.95 100 99.95 99.97 98.50 98.93 99.54 99.23
DeepLog FL 98.16 98.47 99.67 99.06 57.82 96.93 58.50 72.96
DeepLog_CL 99.95 99.99 99.96 99.97 98.65 99.30 99.30 99.30
LogAnomaly FL 99.57 100 82.91 90.66 50.15 2.00 37.14 3.80
LogAnomaly CL  99.92 98.98 97.99 98.48 96.36 0.00 0.00 0.00
LogRobust_FL 97.90 97.90 100 98.94 9752 9752 100 98.74
LogRobust_CL 99.94 99.99 99.95 99.97 99.32 99.77 99.54 99.65
PLELog FL 97.81 0.00 0.00 0.00 97.07 0.00 0.00 0.00
PLELog CL 97.81 0.00 0.00 0.00 97.07 0.00 0.00 0.00
FedXLog FL 99.94 99.99 99.95 99.97 97.52 97.52 100 98.74
FedXLog CL 99.96 100 99.96 99.98 98.42 98.40 100 99.20

Table 2: Anomaly detection performance of various methods across BGL and Spirit datasets in both centralized and
distributed computing environments.

Method BGL Spirit
Accuracy Precision Recall Fl1-Score Accuracy Precision Recall FI1-Score
LogBERT_FL 975 94.34 99.52 96.86 99.79 99.44 99.87 99.65
LogBERT_CL 97.58 94.32 99.74 96.95 99.84 99.65 99.83 99.74
DeepLog_FL 7728 74.43 63.77 68.69 78.15 59.00 96.59 73.25
DeepLog_CL 82.61 75.09 83.08 78.88 99.26 98.00 99.65 98.82
LogAnomaly_ FL 95.04 97.55 94.23 95.86 7712 59.14 80.18 68.46
LogAnomaly_CL 98.42 98.69 98.73 98.71 88.26 82.28 79.14 80.68
LogRobust_FL 38.70 38.70 100 55.80 30.80 30.80 100 47.10
LogRobust_CL 100 100 100 100 99.96 99.91 99.96 99.93
PLELog FL 94.35 95.33 95.44 95.38 56.04 100 36.16 53.11
PLELog_CL 94.61 94.80 96.48 95.63 63.68 100 47.26 64.18
FedXLog FL 97.61 94.30 98.97 97.00 99.81 99.52 99.87 99.70
FedXLog CL 97.44 99.83 100 98.63 99.77 99.53 99.74 99.63

In the distributed scenario, affected by parameter interference from multi-source heterogeneous data,
the detection accuracy of LSTM-based methods (DeepLog, LogAnomaly, and LogRobust) decreased signif-
icantly. However, BERT-based methods (FedXLog and LogBERT) demonstrated stronger robustness—their
performance was less affected by differences in heterogeneous data distributions, making them more suitable
for the needs of complex log analysis in federated learning environments.
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4.4.2 Comparison of Model Lightweighting

A comparison of the lightweight metrics between FedXLog and LogBERT (as shown in Table 3) reveals
the following results:

o Model Parameters: FedXLog has approximately 42.52 million fewer parameters (66,955,010 vs. Log-
BERT’s 109,483,778), reducing the overhead of parameter processing.

«  Model Size: FedXLog is 38.9% smaller in size (255.41 MB vs. LogBERT’s 417.65 MB), making it easier to
deploy and transmit in resource-constrained environments.

o  Peak Memory Usage: FedXLogs peak memory usage (769.11 MB) is only 61.2% of LogBERT’s
(1255.44 MB), resulting in stronger hardware adaptability.

«  Floating-Point Operations (FLOPs): FedXLog’s FLOPs (1.71 G) account for 50.1% of LogBERT’s (3.41
G), significantly reducing computational costs.

Table 3: Lightweight metrics of BERT-based methods.

Method Model Parameters Model Size Memory Usage Floating-Point Operations
FedXLog 66,955,010 255.41 769.11 1.71
LogBERT 109,483,778 417.65 1255.44 3.41

To further verify the practical deployability of the model, we extended the resource profiling by
supplementing metrics for dynamic federated learning efficiency, server aggregation overhead and edge-
side inference under the experimental configuration of an RTX 3090 GPU, four heterogeneous clients and
a non-IID log distribution. Specifically, FedXLog achieved a round time of 205 s (including 198 seconds
for local training, 5 s for gradient trajectory calculation and 2 s for parameter upload), a per-round
communication volume of 255.51 MB, and a total communication volume of 3.83 GB to converge to the
target performance over 15 rounds. Compared with federated LogBERT, which had a round time of 382 s,
a per-round communication volume of 417.75 MB and a total communication volume of 7.52 GB over 18
rounds, FedXLog improved the round efficiency by 46.3% and reduced the total communication volume by
50.9%. For server-side performance, FedXLog incurred a per-round aggregation time of 8.2 ms (including
2.1 ms for Frobenius norm weighting and 0.6 ms for SHAP feature alignment), with a peak server CPU
utilization of 32% and a peak memory usage of 128 MB. This aggregation time was only 26.2% higher than
that of FedAvg (6.5 ms), yet lower than those of FedProx and FedOpt, which involve additional proximal
term calculation and adaptive optimizer update, respectively. In terms of edge-side inference performance,
on edge nodes equipped with an 8-core CPU and 16 GB of RAM, FedXLog achieved an inference latency of
1.8 ms per log sequence, a throughput of 555 sequences per second and a peak memory usage of only 320 MB.
In comparison with LogBERT, FedXLog reduced the inference latency by 57.1%, increased the throughput
by 133.2% and lowered the memory usage by 47.1%, fully meeting the real-time detection requirements in
high-frequency log scenarios.

4.4.3 Overhead Comparison

To verify the deployment feasibility of FedXLog, we compare its computational and communication
overhead with FedAvg and FedProx (configured with the same base model), as shown in Table 4.
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Table 4: Overhead comparison with FedAvg/FedProx.

Metric FedXLog FedAvg FedProx
Model Parameters (M) 66.96 66.96 66.96
Model Size (MB) 255.41 255.41 255.41
FLOPs (G) 1.71 1.68 1.70
Communication per Round (MB) 255.51 255.41 255.41
Convergence Rounds 15 18 17

Computationally, FedXLog introduces gradient trajectory preservation (Frobenius norm calculation)
and SHAP feature attribution, but this is offset by knowledge distillation. With 66.96 M parameters (42.5%
fewer than standard BERT-based models) and 1.71 G FLOPs (50.1% of LogBERT), its overall computational
overhead is only marginally higher than FedAvg/FedProx, remaining lightweight for edge deployment.

In terms of communication, FedXLog transmits compressed model parameters (255.41 MB, 38.9%
smaller than LogBERT) and lightweight hash/SHAP statistics (<100 KB per round). Its FedGradTrace
algorithm reduces convergence rounds by 15%-20% under non-IID data, offsetting additional transmission
costs and resulting in comparable or lower cumulative communication overhead than Fed Avg/FedProx.

To further quantify the system-level trade-ofts of FedXLog and its advantages over mainstream feder-
ated optimization methods, we analyze four key metrics: per-client trajectory storage, extra communication
per round, server aggregation computation cost, and wall-clock time to target Fl-score (99.97% on HDFS
dataset).

For per-client trajectory storage, with gradient trajectory length 7 = 3 and model dimension D = 800
(DistilBERT-base-uncased), each client stores 7 x D x 4 = 9600 bytes (#9.4 KB) of gradient data, slightly
higher than Fed Avg/FedProx/FedOpt which do not retain historical gradients.

Regarding extra communication per round, FedXLog transmits an additional scalar Frobenius norm
IT{|r (4 bytes per client) besides model parameter updates (255.41 MB), resulting in negligible extra
overhead (16 bytes for K = 4 clients); this marginal cost is offset by its 15 convergence rounds (15%-20%
fewer than FedAvg’s 18 rounds and FedProx’s 17 rounds), leading to lower cumulative communication cost
in practice.

In terms of server aggregation computation cost, FedXLog’s aggregation complexity is O(K), com-
parable to FedAvg; it only adds simple arithmetic operations for norm-based weighting, which is lower
than FedProx (with proximal term calculation, O(K + D)) and FedOpt (with adaptive optimizer update,
O(K + D)).

For wall-clock time to target Fl-score, under the same experimental configuration (RTX 3090 GPU, 3
local iterations per round), FedXLog converges in 51 min, faster than FedAvg (62 min), FedProx (58 min),
and FedOpt (55 min); this acceleration is attributed to the stability-sensitive aggregation of FedGradTrace,
which suppresses gradient volatility from heterogeneous log data.

Notably, the extra storage and communication overhead of FedXLog is justified by its unique
trajectory-based client contribution tracing and cross-client SHAP alignment capabilities, which are absent
in FedAvg/FedProx/FedOpt. This tradeoff is justified by FedXLog’s unique explainability and stability
advantages, which FedAvg/FedProx lack.
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4.4.4 SHAP Visualization

To address the black-box problem of distributed decision-making, FedXLog incorporates the SHAP
tool to quantify feature attribution and designs a hash feature alignment method specifically for log
text: it matches 8-hex hash values using regular expressions, filters the Top-N key hashes by counting
their frequencies, maps the original SHAP values to the key hash dimension, and establishes a unified
explantory space across clients. This not only ensures privacy security but also enhances the consistency of
global explanations.

As illustrated in Figs. 3-6, FedXLog uses four visualization types—feature importance ranking plots,
feature impact distribution plots, cumulative impact decision plots, and feature interaction heatmaps—to
overcome the “average value trap” inherent in single-dimensional feature importance ranking: distribution
charts reveal individual differences in how features exert their impact; decision charts reconstruct the logical
chain of the model’s decision-making process; heatmaps quantify the synergistic effects between features.
These visualizations enable the identification of key features and facilitate in-depth analysis of “why they
matter” and “how they matter” (for example, TLB errors need to be combined with high system load to
trigger severe anomalies). Additionally, they can identify variations in anomaly sensitivity among different
clients caused by differences in hardware configurations, realizing an upgrade from mere feature screening
to comprehensive root cause analysis.
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Figure 3: SHAP explanation analysis of FedXLog on the HDFS dataset.
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Figure 4: SHAP explanation analysis of FedXLog on the thunderbird dataset.
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Figure 5: SHAP explanation analysis of FedXLog on the BGL dataset.
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Figure 6: SHAP explanation analysis of FedXLog on the spirit dataset.

Tables 5 and 6 demonstrate the framework’s effectiveness in explaining log features by presenting the
mapping relationships between the top-8 key hashes and original log templates across the four datasets: in
HDFEFS, the hash “d63ef163” (corresponding to “a data block being added to an invalid set”) acts as a strong
anomaly metric, guiding O&M teams to quickly locate faulty NameNode components and problematic
data blocks, reducing troubleshooting time from hours to minutes; in BGL, hashes like “6265¢739” (corre-
sponding to “hardware alignment anomalies”) and “lae4ale2” (corresponding to “floating point alignment
exceptions”) accurately capture supercomputer fault patterns, narrowing the fault scope to the CPU-
GPU interconnection module and avoiding software bug misdiagnosis; and in Spirit, the hash “7b933a56”
(corresponding to “disk not ready”) along with “b4b7c412” (disk status error) and “669elffc” (DHCP address
exhausted) highlights typical server faults and reveals the fault propagation path from storage to network,
ensuring comprehensive resolution. Notably, such high frequency of these hashes is not solely driven by
abnormal events. In the original experimental datasets (e.g., HDFS), normal events—such as the hash
“bbb51b95” (corresponding to “data block reception”)—occur significantly more frequently than abnormal
ones. This makes it difficult for attackers to distinguish between abnormal and normal templates based solely
on hash frequency, let alone accurately pinpoint specific fault patterns.

The top features of each system reflect domain-specific characteristics, and the hash-template mapping
mechanism enables fault traceability without accessing raw logs. Furthermore, the high frequency of normal
events confirms the model’s accurate grasp of system baselines, thus demonstrating that FedXLog can
effectively identify key decision-making features in heterogeneous logs, locate typical causes in distributed
scenarios, and provide actionable O&M guidance directly linked to “faulty components-propagation paths”
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Table 5: Top-8 key hash mappings to raw log templates in FedXLog across HDFS and thunderbird datasets.

Dataset Event ID Event Template Event Summary Output Result
Receiving block <*> src:
bbb51b95 ecelving voc ore Receiving data block Normal
/<*> dest: /<*>
d38aa58d PacketResponder <*> for Packet r.esponder Normal
block <*> <*> terminated
46003790 Re.ceived block <*>of  Data block reception Normal
size <*> from /<*> completed
BLOCK* NameSys-
sd5dedlc tem.addStoredBlock: . Block mapping table Normal
blockMap updated: <*> is updated
added to <*> size <*>
HDES BLOCK*
NameSystem.delete: <*>  Data block added to
d63ef163 Ab 1
¢ is added to invalidSet of invalid set norma
<>
. . .
dbag96ef Deleting block <*> file Deleting data block Normal
<> file
*> Served block <*> t
4dec0816 <o erve /< *>OC <ot Data block service Normal
BLOCK* . Bl 11 i
3d91£a85 OCK*NameSystem ocka o‘catlon Normal
allocateBlock:<*><*> operation
data_thread() got not No response from
6391d957 answer from any <*> P Abnormal
data source
datasource
synchronized to <*> NTP time
ef226888 Y . synchronization Normal
stratum <*>
successful
%RPMO-P:CP <*> Interface state
Thunderbird €2083cld Changed interface state changed Normal
to <> <> <>
i .C:<*>]: Topol
8f90f53c [ib_sm_sweep.c:<*>]: No opology scan no Normal
<> <> change
[ib_sm_sweep.c:<*>]:
26 26 56 5 5 5 5 6 5 2 2 5 X 6 6 6 6 ¢ TOpOlOgY scan CYCle
2 1
c8da9b23 NEW SWEEP started Norma
65 5 5 5 5 X 5 b 2 S 5 X 5 56 56 5656 %
7624832 session closed for user User session Normal

<*>

terminated

(Continued)



20

Comput Mater Contin. 2026;87(3):94

Table 5 (continued)

Dataset Event ID Event Template Event Summary Output Result
Scheduled task
1becl5e9 (#<*>#) CMD (<*> chedu e. as Normal
execution
. f Privil .
09789b2b session opened for user rivileged session Normal

<> by <>

established

Table 6: Top-8 key hash mappings to raw log templates in FedXLog across BGL and spirit datasets.

Dataset Event ID Event Template Event Summary Output Result
<*> double-hummer Hardware alignment
6265c739 _ . 18 Abnormal
alignment exceptions exception
<*> floating point Floating point
lae4ale2 , & POl HHIg point Abnormal
alignment exceptions operation exception
CE sym <*> at <*> mask Memory symbolic
cb2160e4 Y oy Abnormal
<> correctable error
Core dum
070de4aa generating <*> P Normal
generated
<*> microseconds spent
in the rbs signal handler
during <*> calls. <*> Memory error
BGL 322228ab microseconds was the correction Normal
maximum time for a performance metric
single instance of a
correctable ddr.
rogram interrupt: <*> Illegal instruction
cc8ftede Prog N P & , Abnormal
<> exception
<*> total interrupts. <*>
critical input interrupts.
<*> microseconds total
spent on critical input Interrupt
0045c3a8 pet . P performance Normal
interrupts, <*> -
. . statistics
microseconds max time
in a critical input
interrupt.
. Storage interrupt
d2c9dbob data storage interrupt _ Abnormal
exception
last message repeated <*>
e98fe941 g€ fep Log repeat alert Normal

times

(Continued)
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Table 6 (continued)

Dataset Event ID Event Template Event Summary Output Result
Mail
e32a0816 postfix<*> at queue Normal
processing
fix<*> <*>M Mail deli
43720294 postfix<*> <*> essage ail delivery Normal
accepted for delivery successful
kernel: hda: dri Disk
7b933a56 ernel: hda: drive not isk not }*eady Abnormal
ready for command exception

ki l: hda: stat :
b4b7c412 erne a: status error Disk status error Abnormal
status=0x00 { }

Spirit <*> LAuS error - <*> -
03badb70 <*> (19) <*> No such Audit device missing Abnormal
device
dhcpd:
669elfic DHC.PDISCOVER from DHCP address Abnormal
<*>via <*> network <*> exhausted

no free leases

<*> (root) CMD (test -x  Privileged scheduled
<> && <*> cron) task execution

fa9c45af Normal

5 Conclusion

This study addresses the challenges of data silos and model explainability in system log analysis by
proposing an anomaly detection framework based on federated learning, namely FedXLog. By integrating
distributed training with explainability technologies, FedXLog safeguards data privacy, effectively prevents
the leakage of attack-related information, and ensures detection results have traceable decision-making
bases. Experiments have demonstrated that this method can maintain high detection accuracy across four
mainstream log datasets such as HDFS, and intuitively display the impact of key features on anomaly deter-
mination through various visualization methods. The FedXLog framework inherently mitigates template
reverse attack risks: the one-way hash algorithm in log parsing (Section 3.1) guarantees irreversible hash-
template mapping, and the hash-template relationship is only maintained locally on clients (Section 3.2.1)
without being transmitted to the server, thus avoiding the leakage of specific system fault patterns via
high-frequency anomaly hashes—such as d63ef163, which corresponds to HDFS ‘data blocks added to
invalid sets.

FedXLog’s core breakthroughs are highly tailored to the unique demands of log scenarios, which clearly
distinguish it from general federated explanable methods: First, aiming at the heterogeneous structure of
logs, it adopts a hash feature alignment strategy to unify semantic dimensions of cross-system log features—
this solves the “explanation misalignment” issue that general methods cannot address, as the latter ignore log
format heterogeneity and easily misclassify distinct semantic features. Second, targeting the small-sample
novel anomalies in logs, it realizes unsupervised anomaly root cause tracing through the FedGradTrace
parameter update mechanism: by retaining gradient trajectories of each client, it can locate the source
of unknown faultswithout relying on labeled anomaly data, breaking the limitation of general federated
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methodsthat require large-scale labeled samples to generate valid explanations. Third, focusing on the O&M
root cause positioning demand of log analysis, it links hash features with original log templates and combines
SHAP visualization to directly map anomaly detection results to “faulty components-diffusion paths”—for
example, associating the hash “d63ef163” with HDFS “data block invalidation” to locate storage component
faults, avoiding the “useless explanation” of general methods that only output feature importance without
O&M relevance. Additionally, FedXLog compresses the model size by nearly 40% through knowledge
distillation, ensuring lightweight deployment while retaining explanability, which is well-suited for edge
nodes in distributed log systems.

Future work will focus on exploring the model adaptation mechanism in dynamic log environments,
further lightweighting the model, and developing more efficient feature explanation methods. This study
provides a new technical path for building secure and reliable intelligent operation and maintenance systems,
and is of positive significance for promoting the application of artificial intelligence in critical infrastructure.
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