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ABSTRACT: The technological advancement of the vehicular Internet of Things (IoT) has revolutionized Intelligent
Transportation Systems (ITS) into next-generation ITS. The connectivity of IoT nodes enables improved data availabil-
ity and facilitates automatic control in the ITS environment. The exponential increase in IoT nodes has significantly
increased the demand for an energy-efficient, mobility-aware, and secure system for distributed intelligence. This article
presents a mobility-aware Deep Reinforcement Learning based Federated Learning (DRL-FL) approach to design an
energy-efficient and threat-resilient ITS. In this approach, a Policy Proximal Optimization (PPO)-based DRL agent is
first employed for adaptive client selection. Second, an autoencoder-based anomaly detection module is considered for
malicious node detection. Results reveal that the proposed framework achieved an 8% higher accuracy increase, and
15% lower energy consumption. The model also demonstrates greater resilience under adversarial conditions compared
to the state of the art in federated learning. The adaptability of the proposed approach makes it a compelling choice for
next-generation vehicular networks.

KEYWORDS: Intelligent Transportation Systems (ITS); energy efficiency; mobility management; federated learning;
deep reinforcement learning

1 Introduction
The vehicular Internet of Things (IoT) has seen massive growth across an extensive range of features

in Intelligent Transport Systems (ITSs). The incorporation of IoT into ITS has transformed it into next-
generation ITS with higher connectivity and intelligence [1,2]. This transformation can be leveraged to
enhance traffic management, route optimization, and accident prevention. Federated Learning (FL) has
emerged as an innovative learning paradigm to address the challenges of high communication cost, privacy
risks, and latency. The cooperative model training is enabled on edge nodes to improve data privacy and
reduce network congestion [3].

FL deployment in heterogeneous environments is a challenging task regardless of its potential [4].
The model’s convergence and accuracy can be significantly degraded by high vehicular mobility and
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frequent disconnections. The vehicular nodes continuously move in ITSs, which affects learning stability.
Studies have shown that learning performance can be improved with reliable connections and timely node
engagements [5]. The direct influence of mobility patterns has been ignored in existing FL frameworks,
leading to aggregation delays and suboptimal accuracy in dense scenarios [6].

Energy efficiency is another challenging concern in FL-oriented IoT environments [7]. In vehicular
networks, IoT devices are deployed and powered by batteries, which limits their power reserves. A significant
amount of computational power is consumed during communication and model training. It not only
shortens the device’s lifetime but also disrupts the network connectivity. The proposed FL algorithms focus on
energy consumption to optimize communication cost. The impact of node mobility on energy consumption
in the ITS-FL environment remains an open challenge [8,9].

Privacy and trust management are other critical issues in addition to the energy and mobility
constraints [10–12]. FL systems have a distributed architecture, which makes them vulnerable to data
manipulation and to attacks on attack detection. Uncompromised nodes in vehicular networks can introduce
malicious information that disrupts the global model. Various detection methods and trust-based schemes
have been proposed to address these risks, but most techniques rely on centralized verification [13,14].
There is a need to develop an intelligent mechanism to detect mobile characteristics for secure and efficient
FL procedures.

This research proposes an enhanced IoT-based DRL-FL framework for ITS. The main contribution of
the paper includes a DRL agent for optimizing accuracy, energy usage, and trust level. An analytical mobility
model is considered to estimate the client stability and minimize data loss. It also includes continuous
monitoring of the node’s energy and local parameter adjustment. Malicious node detection has been
performed using an autoencoder mechanism for secure model aggregation.

Mobility-aware associate learning frameworks (such as MOB-FL, ESAFL, and MDFL) have focused
on synchronous or semi-asynchronous aggregation under vehicle mobility. This framework optimizes
energy efficiency, mobility stability, and robustness against malicious nodes in a unified architecture. A
node selection mechanism and trust-weighted aggregation based on deep reinforcement learning (DRL)
have been introduced. This integration includes a policy proximal optimization (PPO) based DRL agent
for adaptive client selection, an autoencoder-driven anomaly detection, and a trust-weighted aggregation
scheme for predicted connectivity, trust score, threat mitigation, and reliable global model updates. The
novelty of the proposed model lies in integrating DRL and FL functionality in a mobile environment. This
framework will not only improve the efficiency of intelligent traffic management but also enhance the smart
vehicular network.

The remainder of this paper is organized as follows. Section 2 reviews related studies on federated
learning in ITS, energy optimization, and security enhancement. Section 3 presents the system model and
detailed methods of the proposed framework. Section 4 discusses the experimental setup and evaluation,
followed by a conclusion and future work in Section 5.

2 Literature Review
Federated learning (FL) for vehicular and intelligent connected vehicle (ICV) environments is gaining

increasing attention because it enables collaborative model training without sharing raw data within the
vehicle. Much recent literature focuses on addressing the unique challenges posed by vehicle mobility—short
contact times, frequent handovers, and intermittent connectivity—and on improving FL convergence and
robustness under these dynamic conditions. Below, we summarize and critically assess recent representative
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contributions addressing mobility, synchronization/aggregation strategies, decentralized learning, client
selection, and self-supervised pre-training in vehicular FL settings.

Xie et al. proposed MOB-FL, a mobility-aware federated learning framework that explicitly optimizes
the duration of each training round and the number of local iterations to maximize resource utilization in
short-term wireless connections [13]. MOB optimizations to effectively utilize available contact time in each
vehicle, thereby reducing wasted computation/communication opportunities and accelerating convergence.
This approach has been validated on beam selection and trajectory prediction tasks. The results show that
adapting round duration and workload per client to mobility substantially improves FL convergence in high-
mobility scenarios. The strength of MOB-FL lies in operationally calculating contact times and mapping
them to FL parameters; however, this approach primarily targets convergence speed through scheduling and
does not address complementary issues such as client device energy sustainability or adversarial resilience
in updates.

Jin et al. recognized the complementary issues arising from mobility and heterogeneity and proposed
ESAFL, a semi-asynchronous FL scheme explicitly designed for vehicular networks [14]. ESAFL mitigates
the straggler effect by grouping connected vehicles into layers based on arrival order and employing an
Age-of-Information (AoI) aggregation strategy to balance delayed contributions. This semi-asynchronous
design mitigates the negative impact of late or missing client uploads and empirically improves accuracy
and convergence on standard image datasets. ESAFL is renowned for its practical focus on asynchronous
aggregation and its intelligent use of AoI to weight delayed updates. However, ESAFL assumes a certain level
of layering and coordination in RSUs. At the same time, it addresses availability and delay, but it does not
explicitly optimize energy usage per client or incorporate vehicle reliability into aggregation weights.

Recent research has focused on decentralized or leader-based formulations that are more resilient to
infrastructure failures and scale better for dense vehicular deployments. The Mobility-Aware Decentralized
Learning (MDFL) framework formulates local iteration and leader election as joint optimization and solves
them using a multi-agent RL (MAPPO) approach under the Dec-POMDP formulation [15]. MDFL aims
to improve training efficiency in vehicular networks by enabling neighboring vehicles to collaborate in a
decentralized manner and selecting a leader that optimally coordinates local aggregation. The multi-agent
perspective is powerful for fully distributed settings and can better leverage local vehicle clusters; however,
MDFL primarily focuses on iteration/leader selection and on decentralized coordination, raising questions
about continuous energy monitoring, client safety thresholds, and security against malicious updates in
realistic ITS environments.

Client selection has also been studied from a more classical optimization perspective. Chang et al.
proposed a mobility-aware vehicle selection strategy that jointly considers geographic location, speed, and
data quality to select vehicles capable of completing training and upload within the available time frame [16].
This dynamic selection approach demonstrated that combining mobility metrics with data utility and
resource capability yields faster convergence and greater accuracy compared to naive selection. The strength
of this line of work lies in its focus on selecting the highest-value participants under time constraints; its
limitation is that selection heuristics are generally reactive and do not learn from long-term results (e.g., they
do not utilize DRL to optimize the long-term trade-off between energy, confidence, and accuracy).

The integration of self-supervised learning (SSL) with FL for vehicle perception tasks is another
complementary avenue. A mobility-adaptive federated self-supervised learning scheme has been presented
using FLSimCo [17]. This scheme uses image blur levels as a quality metric for pre-training aggregation.
It also addresses the practical problem that high vehicle speeds can produce blurred images that, if
naively aggregated, would corrupt the overall model. FLSimCo improves the stability and convergence
of SSL in the vehicular context by weighting or filtering updates based on modality-specific quality. This
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research underscores the importance of adapting data quality for FL aggregation. Still, it focuses on the
pre-training/SSL task rather than broader issues such as scheduleability, energy consumption, or security.

Energy-efficient and privacy-preserving federated learning (FE) are recent advances that have signif-
icantly impacted the development of ITS and smart vehicle networks [18]. A hybrid FE-based model for
energy-efficient IoT systems demonstrates energy-aware aggregation and lightweight local optimization to
reduce communication overhead. Improved model accuracy and device sustainability, reaching accuracy
above 93% with lower communication latency, is also a further achievement. An Explainable Federated
Learning (XFL) framework has been introduced for vehicular energy control in smart cities that combines
hierarchical FE with explainable AI to improve transparency and achieve superior predictive accuracy (R2

up to 99.83%) [19]. It has been complemented by a Weighted Explainable FL (WEFL-XAI) approach that
adaptively assigns weight to client updates based on data relevance and local model performance to improve
privacy and scalability.

A collaborative air-to-ground ground transportation AF system was proposed that integrates Bayesian
prediction mechanisms and incentives [20]. The objective was to manage large-scale, energy-efficient,
privacy-protecting intelligent traffic networks. The growing convergence of energy, privacy, and urban
mobility has gained valuable space in these studies [21–24]. Adaptive decision-making in critical mobility
scenarios has also been lacking, underscoring the need for an improved, energy-aware, and threat-resilient
urban mobility framework for next-generation vehicular networks. Table 1 compares various federated
learning approaches in ITS environments.

Table 1: Comparison of various federated learning approaches in ITS environments

Approach Key features Objectives/Metrics
improved Limitations

MOB-FL [13]
Mobility-aware scheduling,

adaptive local epochs,
contact-time prediction

Reduce wasted training
time, improve FL

convergence under dynamic
mobility

Ignores malicious updates,
energy constraints, client

safety guarantees

ESAFL [14]

Semi-asynchronous
aggregation,

Age-of-Information-based
update weighting

Mitigate stragglers, reduce
synchronization delay,

improve accuracy

Requires layered grouping;
does not optimize energy or

trust parameters

MDFL [15]
Decentralized learning,

leader election, multi-agent
RL coordination

Improve scalability and
decentralized robustness in

dense networks

Focuses on
routing/coordination,

limited security, complexity
increases with node density

WEFL/XFL [19]
Weighted explainable
update aggregation,

privacy-preserving training

Enhance data relevance,
transparency, and privacy
without raw data sharing

Does not address mobility
or resource availability in

ITS

Energy-
Aware
FL [18]

Lightweight optimization,
energy consumption, and
communication reduction

Improve device lifetime and
reduce overhead for

IoT/vehicular devices

Does not incorporate
threat-resilience or

mobility-aware scheduling

FLSimCo [17]
Self-supervised federated
pre-training, blur-aware

update filtering

Improve SS pre-training
quality and convergence for

vehicular cameras

Focus limited to SSL; lacks
client selection and

energy/trust modeling



Comput Mater Contin. 2026;87(2):47 5

3 Methodology
This research aims to develop a mobility-based intelligent Deep Reinforcement Learning, Federated

Learning (DRL-FL) framework in an IoT-assisted intelligent transportation system (ITS), shown in Fig. 1.
The data has been collected for the IoT nodes, including mobility and energy constraints derived from
the Udacity Self-Driving Car Dataset. The global objective and local updates are calculated via federated
optimization, followed by the mobility prediction and stability score. The Energy Modeling is performed
for energy consumption per client, calculated as the sum of computational and communication energy.
Anomaly detection and trust updates have been done for device-level anomaly using a local autoencoder. The
combined energy-trust-mobility selection has been posed as a round-by-round constrained optimization
problem. This framework allows the DRL-FL components to explore a broader range of possible schemes. It
also develops the framework’s ability to enhance learning performance, optimizing ITS solutions in dynamic
situations. The key parameters used in the proposed framework have been shown in Table 2.

Figure 1: DRL-FL architecture

Table 2: Key parameters and their assigned values

Symbol Description Value/Range
wt Global FL model updated at round t Updated every round

Δwi Local model update of client i Depends on model dimensions
Erem

i Remaining energy level of client i 50–100 J
Emin Minimum energy threshold for participation 30 J

Ti Trust score of client i [0, 1]
Tmin Minimum trust threshold for secure participation 0.4
Ai Anomaly score via autoencoder reconstruction [0, 1]

(Continued)
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Table 2 (continued)

Symbol Description Value/Range
πθ PPO-based DRL policy 2-layer NN (64 units)
St DRL state: energy, trust, mobility, update quality Vector of all features
At DRL actions (client selection, epochs, power) Selection: 0/1; epochs: 1–10
Rt Reward: accuracy-energy-trust weighted α = 0.5, β = 0.3, γ = 0.2
λT Trust update coefficient 0.05–0.1

τsim Similarity threshold for detecting anomalies 0.7
θanom Autoencoder anomaly threshold 0.15

I PPO policy update interval Every 10 rounds
ρi Local computation fraction for client i 0.5–1

3.1 Global Objective and Local Updates
The set of N clients is denoted by N = {1, . . . , N}. Client i has a local dataset Di of size ∣Di ∣, and the

total size of the dataset is ∣D∣ = ∑N
i=1 ∣Di ∣. The global federation’s objective is the weighted average of the local

objectives.

min
w

F(w) where F(w) =
N

∑
i=1

∣Di ∣
∣D∣ Fi(w). (1)

The Eq. (1) defines the global loss to be minimized by federated optimization, where Fi(w) is the local
loss at client i. The local model update is performed at client i during ei local epochs with a learning rate η

wt+1
i = wt − η

ei

∑
k=1

∇Fi (wt ,k
i ), (2)

where wt ,k
i denotes the local model after k local mini-batch updates during round t. The Eq. (2) represents

standard gradient-based local training. The edge/cloud aggregates client updates using a confidence-
weighted average

wt+1 = ∑
i∈St

αi T t
i

∑ j∈St α jT t
j

wt+1
i , (3)

where St ⊆ N is the set of selected clients at round t, αi = ∣Di ∣/∣D∣ is the data size weight, and T t
i ∈ [0, 1] is

the trust score for client i at round t.

3.2 Mobility Prediction and Stability Score
Each client i has a mobility state vector containing position and kinematic features

Mi(t) = [pi(t), vi(t), ai (t), θi (t)], (4)

where p is position, v is velocity, a is acceleration, and θ is direction. A sequence model is used to predict the
next step position or waiting time. Suppose the predictor is fmob(⋅), then the predicted waiting time within
the current RSU coverage is,

τ̂i(t) = fmob(Mi(t − Δt), . . . , Mi(t)). (5)
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The dwell-time predictor estimates how long client i will remain connected, which is used for scheduling
feasibility. Determine the connection stability score Si(t) ∈ [0, 1] that decreases with lower estimated
distance to RSU or dwell time.

Si(t) = exp( − d̂i(t)
dmax

) = exp( − vi(t) ⋅ τ̂i (t)
dmax

), (6)

where d̂i(t) is the predicted displacement during the residence time interval and dmax is a normalization
constant. A small Si(t) indicates a high risk of disconnection.

3.3 Energy Modeling and Feasibility Constraints
The energy consumption per client is modeled as the sum of the computational and communication

energy required to participate in one round. The computational (local training) energy for client i executing
ei epochs is,

Ecomp
i (ei) = ηi ⋅ FLOPsper_epoch ⋅ ei , (7)

where ηi (Joules per FLOP) is the device-specific energy coefficient and FLOPs_per_epoch depends on the
model and batch size. The communication (upload) energy is,

Etx
i (Δ i , Ri ) = Ptx

i ⋅ ttx
i with ttx

i = Δ i

Ri
, (8)

where Ptx
i is the effective transmit power (W), Δ i is the compressed update size (bits), and Ri is the uplink

rate (bps). The total expected energy for client i in round t,

Ei(t) = Ecomp
i (ei ) + Etx

i (Δ i , Ri). (9)

The feasibility of computation time and transmission time must comply with the estimated dwell time:

Tcomp
i (ei) + T tx

i (Δ i , Ri ) ≤ τ̂i (t), (10)

where Tcomp
i (ei) ≈

FLOPsper_epoch ⋅ ei

FLOPSi
and T tx

i is from (8). The (10) constraint ensures that the client is
most likely to complete local training and upload before disconnection. Remaining battery update after
participation:

Erem
i (t + 1) = Erem

i (t) − Ei(t) + Hi(t), (11)

where Hi(t) models the probability of energy harvesting between rounds. The security constraints are
enforced

Erem
i (t + 1) ≥ Emin, (12)

with Emin a predetermined safety threshold (e.g., 10%) battery capacity.
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3.4 Anomaly Detection and Trust Update Equations
Device-level anomaly detection uses a local autoencoder to reconstruct the telemetry vector xi(t)

(energy, loss, gradient norm, and telemetry). The mean-squared reconstruction error is calculated as,

Ai(t) = 1
d

d
∑
j=1

(xi , j(t) − x̂i , j(t))2 (13)

and the normalized anomaly score for trust weighting is computed as,

Anorm
i (t) = Ai(t) − μA(t)

σA(t) (14)

where: xi(t) is the local model update vector of client i at round t, x̂i(t) is the reconstructed vector from the
autoencoder, d is the dimension of the update vector, μA(t) and σA(t) are the mean and std of reconstruction
errors across all clients. The Cosine similarity can be given as,

simi = ⟨Δwi , Δ̃w⟩
∥Δwi ∥ ∥Δ̃w∥

. (15)

If simi < τsim, the update is suspicious. The confidence score Ti (t) ∈ [0, 1] is updated as a convex
combination that penalizes anomalies as,

Ti(t + 1) = λT Ti (t) + (1 − λT ) (1 − min(Ai(t),Amax)
Amax

) ⋅ I[simi ≥ τsim], (16)

where λT ∈ [0, 1] is the forgetting factor, Amax normalizes the anomaly score, and the indicator confirms that
low-similarity updates reduce trust. Trust-weighted aggregation uses Ti (t) as in (3).

3.5 Threat Model
The proposed framework used model poisoning and backdoor injection integrated with the trust

evaluation mechanism to identify and suppress malicious contributions. The local gradients are manipulated
using a subset of adversarial clients before transmission to the RSU. The poisoning is calculated as,

g̃i = gi + α δ, (17)

where gi is the benign local gradient of client i, δ is a randomly sampled perturbation vector (Gaussian noise),
and α controls the severity of the attack. A target backdoor is also injected by the malicious clients, including
local training labels. Let x be an input sample and y its correct label, the poisoned labels are generated as

y′ =
⎧⎪⎪⎨⎪⎪⎩

t, if x ∈ Dtrigger ,
y, otherwise,

(18)

where t is a predefined target class and Dtrigger denotes samples containing the backdoor trigger. The
poisoned updates are detected using gradient direction similarity, energy sufficiency, and mobility stability.
Each client’s gradient and the median gradient direction compute the cosine similarity as,

Si = cos (∠ (g̃i , median(g̃))) , (19)
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where lower values indicate potential poisoning. The final trust score is then updated as,

T(t+1)
i = λT Si + (1 − λT ) f (Ei , vi), (20)

where f (Ei , vi) incorporates energy availability Ei and mobility stability vi of client i, and λT controls the
weight of anomaly-based trust adjustment.

3.6 MDP Formulation and PPO-Based DRL Optimization
This scheduling problem is transformed into an MDP with states St , actions At , and rewards Rt . The

state vector at round t is,

St = {Erem
i (t), Ti(t), Si(t), Ri(t), ΔFi (t)}N

i=1 , (21)

where Ri(t) is the uplink rate and ΔFi (t) indicates the current local contribution. The action is client
selection and per-client configuration.

At = {ai(t) = (si(t), ei (t), ρi (t))}N
i=1 , (22)

with selection flags si(t) ∈ {0, 1}, epoch ei(t) ∈ Z+, and compression ratio ρi(t) ∈ (0, 1]. The reward function
is multi-objective.

Rt = ωaccΔAcct − ωE E(t) − ωDDropt + ωT T(t) + ωS S(t), (23)

where:

• ΔAcct = global validation accuracy gain at round t,
• E(t) = 1

∣St ∣
∑i∈St Ei(t) is the average energy consumed,

• Dropt = fraction of selected clients that fail to upload (disconnect or energy depletion),
• T(t) = average trust among selected clients,
• S(t) = average stability score among selected clients,
• ω∗ is a scalar weight that balances the objectives.

The agent learns a policy πθ (A∣S) parameterized by θ (a neural network) to maximize the expected
discounted return is

J(θ) = Eπθ [
∞

∑
t=0

γt Rt], (24)

where γ ∈ (0, 1] is discount factors. Using Proximal Policy Optimization (PPO), the surrogate objective for
policy updating is,

LPPO(θ) = Et[ min (rt(θ)Ât , clip(rt(θ), 1 − ε, 1 + ε)Ât)], (25)

where rt(θ) = πθ (At ∣St)
πθold (At ∣St)

, Ât is the advantage estimate, and ε is the clip parameter.
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3.7 Optimization Problem (Mixed-Integer Form) and Relaxation
The combined energy-trust-mobility selection can be posed as a round-by-round constrained optimiza-

tion problem expressed as,

min
s i ,ei ,ρi

N
∑
i=1

si Ei(ei , ρi )

subject to
N

∑
i=1

si = K ,

Tcomp
i (ei) + T tx

i (Δ i (ρi), Ri ) ≤ τ̂i ∀i ∶ si = 1,
Erem

i − Ei (ei , ρi ) ≥ Emin ∀i ∶ si = 1,
Ti ≥ Tth ∀i ∶ si = 1,
si ∈ {0, 1}, ei ∈ Z+, ρi ∈ (0, 1] (26)

where K is the number of selected target clients. Eq. (26) presents a mixed-integer nonlinear program
(MINLP); in practice, the DRL policy approximates the solution online. For analysis, relax si ∈ [0, 1] to obtain
a solvable convex surrogate for comparison. The total energy consumption is minimized by selecting devices,
the number of local computation epochs, and the fraction of local data used. Each device contributes a
minimum amount, ensuring devices are selected exactly with respect to latency and energy limits.

3.8 Metrics and Derived Quantities
The average energy per round is defined as,

Eround(t) = 1
∣St ∣

∑
i∈St

Ei(t). (27)

The equation above calculates the mean energy consumption of all selected devices, given the typical
energy cost per device. The energy efficiency (EE) as accuracy per unit energy can be calculated as,

EE(t) = Acc(t)
Eround(t)

, (28)

where Acc(t) is the global validation accuracy at round t. The model is considered convergent at round T⋆
if

∣F(wT⋆) − F(wT⋆−Δ)∣ ≤ εF (29)

This equation confirms the training convergence by comparing the global model’s loss. Convergence is
confirmed if the loss is below the threshold. The detection rate (DR) and false alarm rate (FAR) are calculated
from the anomaly detector output as,

DR = #{true positives}
#{malicious clients} , FAR = #{false positives}

#{benign clients} . (30)

Algorithmic Framework Overview
The proposed framework consists of three integrated Algorithms 1–3 that collaboratively achieve

adaptive, secure, and energy-efficient federated learning for intelligent transportation systems (ITS). Each
algorithm corresponds to a specific operational stage in the federated learning (FL) cycle: client-side
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participation, server-side aggregation, and policy optimization through deep reinforcement learning (DRL).
A mobility-aware self-learning system has been developed that optimizes communication, computation,
and trust in dynamic IoT-based vehicular environments. A single-tier centralized aggregation has been
implemented in the proposed framework. Global model aggregation has been performed at each round
using the Roadside Unit (RSU), which acts as the centralized FL coordinator. The local updates from the IoT
nodes are sent to the RSU, which aggregates using an averaging rule. The nodes’ participation, along with
the energy allocation and trust-aware update, is optimized directly by keeping the communication pipeline
simple. Table 3 shows the computational complexity of the proposed algorithms.

Algorithm 1: Client selection and local training
Require: global model w0, DRL policy πθ , trust T0

i , thresholds Emin, Tmin, Smin, total rounds T
1: Initialize w0, θ0, T0

i for all clients; set replay buffer B ← ∅
2: for each round t = 0 to T − 1 do
3: Telemetry: each client i sends {Erem

i (t), Mi (t), Ri (t), ∣Di ∣} to edge server
4: Mobility: predict dwell time τ̂i and stability Si for all i
5: DRL Selection: At ← πθ ({Erem

i , Ti , Si , Ri , ∣Di ∣})
6: for each client i do
7: if si = 1 and Erem

i ≥ Emin and Si ≥ Smin and Ti ≥ Tmin then
8: send (wt , ei , ρi ) to i and start local training on Di
9: if energy use > Erem

i −Emin then stop early and send partial Δwi
10: end if
11. compute anomaly score Ai(t) via autoencoder
12: label as suspicious if Ai(t) > θanom; else normal
13: send {Δwi ,Ai(t), Ei (t)} to server
14: end if
15: end for
16: end for

Algorithm 2: Server aggregation and DRL update
Require: updates {Δwi ,Ai(t), Ei (t)}, trust Ti, similarity threshold τsim, anomaly threshold θanom, update
interval I

1: for each communication round t do
2: Trust Update and Threat Handling
3: for each received update Δwi do
4: compute similarity simi ← cos(Δwi , median(Δw))
5: if simi < τsim or Ai(t) > θanom then
6: penalize trust: Ti(t + 1) ← λT Ti(t)
7: flag client i as malicious
8: else
9: reward trust: Ti (t + 1) ← λT Ti (t) + (1 − λT )

10: end if
11: end for
12: if client i dropped out or did not respond then
13: Ti (t + 1) ← λT Ti(t) ▷penalize for dropout
14: exclude client i from aggregation

(Continued)
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Algorithm 2 (continued)
15: end if
16: Trust-Weighted Aggregation

17: normalize trust weights T̃i = Ti

∑ j∈St Tj

18: update global model wt+1 = ∑i∈St T̃i (wt + Δwi )
19: Reward Computation for DRL Agent
20: compute metrics: accuracy gain ΔAcct , mean energy Ēt , drop rate Dt, average trust T̄t
21: Rt ← WeightedReward(ΔAcct , Ēt , Dt , T̄t)
22: Normalize reward: Rt ← (Rt − μR)/σR
23: store (St , At , Rt , St+1) in replay buffer
24: if t mod I = 0 then
25: update DRL policy θ via PPO (Algorithm 3))
26: end if
27: if global accuracy converges or energy threshold violated then
28: break ⊳ terminate early if criteria met
29: end if
30: end for
31: return final global model wT and policy πθ

Algorithm 3: PPO-based DRL policy update
Require: experience buffer B, policy πθ , value function Vϕ , clip range ε, learning rates αθ , αϕ

1: initialize advantage estimator Ât , epochs Nepo
2: for each epoch =1 to Nepo do
3: sample minibatch {(St , At , Rt , St+1)} from buffer
4: compute return Gt = Rt + γVϕ(St+1)
5: compute advantage Ât = Gt − Vϕ(St)
6: compute ratio rt = πθ(At ∣St)

πθold(At ∣St)

7: if Ât > 0 then
8: encourage similar actions: rt ← min(rt , 1 + ε)
9: else

10: discourage poor actions: rt ← max(rt , 1 − ε)
11: end if
12: compute policy loss: Lπ = −rt Ât
13: compute value loss: LV = (Vϕ(St) − Gt)2

14: compute entropy term: LH = −βH(πθ (⋅∣St))
15: total loss: L = Lπ + cVLV + cHLH
16: update θ ← θ − αθ ∇θL
17: update ϕ ← ϕ − αϕ∇ϕLV
18: end for
19: clear buffer B
20: update reference policy πθold ← πθ
21: return updated policy πθ
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Table 3: Computational complexity summary of ESFL framework algorithms

Algorithm Main operations Per-round
complexity

Per-epoch/Additional
complexity

1
Telemetry, mobility prediction,
DRL selection, local training,

anomaly detection

O(N + ∑i∈St ei ∣Di ∣ +

∣Di ∣dAE)
local epochs ei included in

per-round

2
Trust updates, similarity checks,

aggregation, reward
computation, buffer update

O(∣St ∣ ⋅ d +
reward/DRL

bookkeeping)

DRL update every I rounds;
depends on minibatch size

and gradient steps

3
Minibatch sampling, advantage

computation, policy/value
gradient update

–
O(Nepo ⋅ B ⋅ (dπ + dV )), B =

minibatch size, dπ , dV =
network sizes

Note: N = total clients, ∣St ∣ = selected clients per round, ei = local epochs, ∣Di ∣ = dataset size, dAE = autoencoder cost,
d = model dimension, Nepo = PPO epochs, B = minibatch size, dπ , dV = policy/value network dimensions.

4 Results and Discussion
This section presents detailed results and a discussion of the proposed framework for intelligent trans-

portation systems. TensorFlow Federated and PyTorch were used to perform the simulations. One hundred
IoT vehicle clients operating under mobility and energy constraints derived from the Udacity Autonomous
Vehicle Dataset were deployed. The framework integrates a deep reinforcement learning (DRL) based client-
selection mechanism and an autoencoder-based threat-detection module. The evaluation focuses on six key
metrics: model accuracy, energy consumption, energy efficiency, threat resilience, communication overhead,
and DRL reward convergence. A comparative study of several benchmark FL methods was also performed,
including FedAvg, FedProx, MOFedAvg, and Energy-Aware FL.

4.1 Simulation and Network Setup
A comprehensive simulation framework was developed using Python with TensorFlow Federated

(TFF), PyTorch, and Stable-Baselines. Experiments were run on a workstation equipped with an Intel Core
i9 CPU, 32 GB of RAM, and an NVIDIA RTX 4070 GPU. Table 4 shows the detailed simulation parameters
and their description. The network of 100 IoT vehicle nodes has been created with a single central aggregator.
Telemetry, sensor readings, and steering features have been selected using a random waypoint mobility
model. The energy range for the local training epoch has been set to 0.5 to 1.2 J, while the energy per data
transmission has been set to 0.2 to 0.8 J. Simulations of over 200 communication rounds were performed.

The experimental setup was simulated for 100 IoT nodes that represent a practical and widely adopted
configuration as per MoFeL, ESAFL, and FedProx models. It is consistent with a typical fuzzy-logic-
based system, which usually considers 50-200 clients. The increasing number of nodes does not affect the
algorithm’s trend but increases the computational load. The training analysis covers an average of 200 rounds,
which provides sufficient iterations for convergence analysis. Moreover, the model performance saturates
after approximately 150–300 rounds. The Udacity Autonomous Vehicle Dataset has been selected, which con-
tains real-world sensor data and driving scenarios. The mobility features, including acceleration, change of
direction, and duration, have been considered with the required parameters for energy consumption, power
transmission, and latency. The baseline models, including FedAvg, FedProx, MoFeL, and Energy-Aware FL,
have been selected for fair comparison.
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Table 4: Simulation parameters

Parameter Value
Number of clients (ICVs) 100

Central aggregator 1
Dataset Udacity Self-Driving Car Dataset

Local optimizer Learning rate = 0.01
Batch size 32

Local epochs per round 5
Communication rounds 200

Speed 10–60 km/h
Energy per local training epoch 0.5–1.2 J
Energy per data transmission 0.2–0.8 J

Simulation duration 200 rounds

4.2 Discussion and Analysis
Fig. 2 illustrates the variation in global model accuracy over 50 communication rounds for the conven-

tional FL and the proposed DRL-based FL models. A gradual increase in accuracy for the conventional FL
has been observed, reaching 89% after 50 rounds, while the proposed DRL-FL reached 93%. It shows that
mobility-aware optimization affects the learning rate and that faster convergence balances local updates and
global aggregation.

Figure 2: Accuracy vs. communication rounds for FL and DRL-FL. Error bars show standard deviation across rounds

Table 5 shows the comparison results for the proposed DRL-FL with the baseline models. DRL-FL
outperforms the other models in terms of the highest accuracy (93.4%), lowest energy consumption (160 J),
and highest robustness (86.7%).

The mobility evaluation and the scalability comparison have been shown in Table 6. A gradual decrease
in model accuracy and an increase in training latency are observed for both models as the number of IoT
nodes increases from 10 to 50. DRL- FL also outperforms FL, maintaining 10% higher accuracy and up to
40% lower latency. The learning performance and energy consumption have been illustrated in the mobility
analysis as the vehicle speed increases. The increase in vehicle speed reduces accuracy for both models due
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to the lower communication stability and less connection time. DRL-FL comparatively maintains higher
accuracy and also consumes less energy.

Table 5: Performance comparison of federated learning algorithms

Algorithm Accuracy (%) Energy (J) Robustness (30% Malicious)
FedAvg 88.4 190 70.5
FedProx 89.7 182 74.3

MOFedAvg 90.9 176 77.1
Energy-Aware FL 91.8 168 81.2
Proposed DRL-FL 93.4 160 86.7

Table 6: Impact of IoT node count on model accuracy and training latency

IoT nodes Accuracy (%) Latency (s)

FL DRL-FL FL DRL-FL
10 83.5 88.3 2.6 2.0
20 82.0 87.6 3.2 2.3
30 80.6 86.9 3.8 2.6
40 79.2 86.3 4.4 2.9
50 77.9 85.8 5.0 3.2

The energy consumption per communication round has been shown in Fig. 3 for both approaches. The
proposed DRL-FL model converges to approximately 150 J, while the FL model converges to approximately
180 J. It shows that the proposed model consumes less energy than the simple FL model up to 16.7%. It is due
to the reduced data transmission overhead that ensures the continuous involvement of the IoT nodes.

Figure 3: Average energy consumption per communication round. DRL-FL reduces consumption through adaptive
selection and power control
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The robustness of the proposed framework has been evaluated using parameter sensitivity analysis.
Various key design parameters have been assessed, including PPO hyperparameters, trust thresholds, and
anomaly-detection parameters. The detailed results are presented in Tables 7–10. Results demonstrated that
the proposed model outperforms the baseline models in terms of stability and consistency. A predictable
behavior has been observed for PPO in terms of learning rate and discount factor, with aggressive values,
while the moderate settings achieved a reasonable balance. The most effective observed parameter is the
trust mechanism, with a value range of 0.5–0.7 without increasing the false-positive rate. The anomaly
detection parameter demonstrated resilience behavior, avoiding unnecessary exclusion of benign nodes.
The overall performance indicates that the framework parameters are not overly sensitive to narrow
hyperparameter tuning.

Table 7: PPO hyperparameter sensitivity

Config Final Acc (%) Energy (J) Rounds to Conv.
LR = 1e–4 92.4 ± 0.5 150.2 ± 1.6 142 ± 4
LR = 3e–4 94.1 ± 0.4 148.8 ± 2.0 135 ± 3
LR = 1e–3 90.7 ± 0.9 156.1 ± 2.8 159 ± 6

Table 8: Sensitivity analysis of PPO hyperparameters

Configuration Accuracy (%) Energy (J) Rounds to convergence
LR = 1 × 10−4 92.4 ± 0.5 150.2 ± 1.6 142 ± 4

LR = 3 × 10−4 (baseline) 94.1 ± 0.4 148.8 ± 2.0 135 ± 3
LR = 5 × 10−4 93.2 ± 0.6 152.4 ± 2.5 147 ± 5
LR = 1 × 10−3 90.7 ± 0.9 156.1 ± 2.8 159 ± 6

γ = 0.95 92.8 ± 0.7 152.1 ± 1.8 146 ± 5
γ = 0.99 (baseline) 94.7 ± 0.3 148.2 ± 1.9 132 ± 3

γ = 0.995 93.1 ± 0.4 155.4 ± 3.4 158 ± 7
ε = 0.1 91.9 ± 0.6 151.7 ± 1.5 149 ± 4

ε = 0.2 (baseline) 94.3 ± 0.4 149.1 ± 2.3 134 ± 3
ε = 0.3 93.2 ± 0.5 150.8 ± 2.1 142 ± 6

Table 9: Sensitivity analysis of trust parameters

Setting Accuracy (%) Malicious detection rate False positive rate Energy (J)
Tmin = 0.3 89.7 ± 0.8 0.73 0.11 158.9 ± 2.9

Tmin = 0.5 (baseline) 93.8 ± 0.4 0.87 0.06 148.4 ± 1.7
Tmin = 0.7 92.1 ± 0.5 0.93 0.17 152.1 ± 2.3

Penalty λT = 0.1 91.2 ± 0.7 0.81 0.09 150.4 ± 2.0
Penalty λT = 0.2 (baseline) 94.4 ± 0.3 0.89 0.05 147.9 ± 1.8

Penalty λT = 0.3 92.9 ± 0.6 0.91 0.14 154.1 ± 2.5
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Table 10: Sensitivity analysis of anomaly detection parameters

Threshold/Setting Accuracy (%) Detection delay (Rounds) FPR Energy (J)
θanom = 0.4 90.5 ± 0.9 6.3 0.15 160.2 ± 3.1
θanom = 0.5 92.7 ± 0.6 5.1 0.09 152.7 ± 2.5

θanom = 0.6 (baseline) 94.9 ± 0.3 3.2 0.05 148.3 ± 2.0
θanom = 0.7 93.3 ± 0.4 2.8 0.14 155.1 ± 2.8

Window size = 3 92.1 ± 0.5 5.8 0.08 151.9 ± 1.7
Window size = 5 (baseline) 94.5 ± 0.4 3.6 0.06 149.4 ± 2.1

Window size = 10 93.9 ± 0.5 2.9 0.09 154.8 ± 2.3

Fig. 4 exhibits the energy efficiency of various learning configurations. Results indicate that the FL
achieves an efficiency of 0.62, while DRL-FL achieves 0.89. It highlights an overall improvement of 43.5%,
demonstrating the minimization of redundant computation. Moreover, each training round effectively
contributes to the overall learning process without the energy loss.

Figure 4: Energy efficiency comparison among baseline algorithms. DRL-FL achieves the highest accuracy-per-joule
ratio

The impact of malicious nodes on accuracy has been shown in Fig. 5. FL accuracy decreases gradually
from 93% to 69% as the malicious nodes increase from 0%–40%. A minor decrease in the proposed DRL-FL
has been observed, thus maintaining the accuracy around 82%. It shows that the proposed model effectively
detects suspicious updates, confirming its robust threat detection.

Fig. 6 demonstrates the learning behavior of the DRL agent for 100 training episodes. In the first few
episodes, the cumulative reward increased rapidly and stabilized around episode 80. It specifies that the DRL
effectively learns to optimize energy and balances competing goals.

The communication efficiency for the FL and DRL-FL models is shown in Fig. 7. The average commu-
nication overhead for the FL has been 6.5 MB, while it has been 4.7 MB for the DRL-FL. The nodes are
allowed to transmit the model updates using the adaptive share mechanism, which is useful for ITS. It not
only reduces the bandwidth but also maintains low-latency communication.
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Figure 5: Accuracy degradation under increasing malicious-client ratio. DRL-FL maintains robustness due to trust and
anomaly filtering

Figure 6: DRL reward convergence across training episodes, showing stable policy learning

Figure 7: Communication overhead per round. DRL-FL reduces bandwidth usage through optimized participation
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The inclusion of core design elements, mobility-aware client selection, dynamic energy management,
trust-weighted aggregation, and anomaly detection in the proposed framework leads to superior perfor-
mance. Algorithms, including FedAvg and FedProx, with static connectivity with rapid change in client
availability, may lead to unstable convergence. The proposed DRL-FL model continuously evaluates client
stability, avoiding wasting computational resources on potentially disconnected nodes. The issue of overly
erratic update quality is avoided by the energy-aware DRL policy, which adjusts the local training workload
of battery usage. The trust-weighted aggregation reduces the overall number of malicious model updates
based on anomaly scores to prevent malicious influence. The PPO-based policy simultaneously balances
accuracy, energy consumption, and robustness, achieving faster convergence and lower energy consumption.
The computational cost comparison per communication round for the proposed framework and several
models is presented in Table 11.

Table 11: Computational cost comparison per communication round

Method Training cost Aggregation cost Total runtime
(GFLOPs/client) (ms/round) (s/round)

FedAvg 1.42 11.3 0.92
FedProx 1.53 12.6 0.98

MOFedAvg 1.61 13.1 1.04
Energy-Aware FL 1.67 14.4 1.09
Proposed DRL-FL 1.83 15.7 1.18

The contribution of each system module for the ablation study has been presented in Table 12. Removing
the mobility predictor may increase energy consumption and reduce accuracy by selecting unstable clients.
The robustness to adversarial nodes decreases as trust-weighted aggregation is reduced. Convergence can
also be delayed by replacing PPO with a heuristic selection strategy, and removing the autoencoder-
based anomaly detector increases the exposure to the malicious activities. The analysis confirms that each
component in the proposed framework contributes meaningfully to the observed performance metrics.

Table 12: Ablation study: effect of removing modules (mean ± std, N = 5 runs)

Configuration Accuracy (%) Energy (J) Rounds to 90% Robustness (30% mal.) (%)
Full (DRL-FL) 93.4 ± 0.4 160.8 ± 2.1 26 ± 2 86.7 ± 1.2

No mobility model 90.1 ± 0.6 169.4 ± 2.8 38 ± 4 80.2 ± 1.8
No trust mechanism 89.3 ± 0.7 162.0 ± 2.5 41 ± 5 73.5 ± 2.4

No PPO selection 91.0 ± 0.6 166.7 ± 2.6 35 ± 3 78.9 ± 2.0
No anomaly detection 90.5 ± 0.8 164.2 ± 2.9 37 ± 4 75.8 ± 2.6

5 Conclusion
In this study, an integrated Deep Reinforcement Learning (DRL) and Federated Learning (FL) frame-

work has been presented for an intelligent transportation system (ITS). The framework is designed for an
IoT environment to address energy efficiency, mobility management, and threat detection issues. The client
selection was performed using DRL, while the threat detection mechanism used an autoencoder. Malicious
node identification was accomplished for threat identification in a highly dynamic ITS. The proposed model
has been trained on factors such as energy availability, trust levels, and mobility dynamics, with a focus on
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learning stability and reduced energy consumption. Results reveal that the DRL-FL outperforms the existing
model, achieving higher accuracy, lower bandwidth, and less energy loss. The mobility evaluations further
endorse the model’s effectiveness for different network densities and vehicle speeds. The research can readily
be extended to edge computing environments and blockchain-based trust management for dense ITSs.
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