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ABSTRACT: The Industrial Internet of Things (IIoT) has emerged as a cornerstone of Industry 4.0, enabling large-scale
automation and data-driven decision-making across factories, supply chains, and critical infrastructures. However, the
massive interconnection of resource-constrained devices also amplifies the risks of eavesdropping, data tampering,
and device impersonation. While digital signatures are indispensable for ensuring authenticity and non-repudiation,
conventional schemes such as RSA and ECC are vulnerable to quantum algorithms, jeopardizing long-term trust in IIoT
deployments. This study proposes a lightweight, stateless, hash-based signature scheme that achieves post-quantum
security while addressing the stringent efficiency demands of IIoT. The design introduces two key optimizations: (1)
Forest of Random Subsets (FORS) on Demand, where subset secret keys are generated dynamically via a PseudoRandom
Function (PRF), thereby minimizing storage overhead and eliminating key-reuse risks; and (2) Winternitz One-Time
Signature Plus (WOTS+) partial hash-chain caching, which precomputes intermediate hash values at edge gateways,
reducing device-side computations, latency, and energy consumption. The architecture integrates a multi-layer Merkle
authentication tree (Merkle tree) and role-based delegation across sensors, gateways, and a Signature Authority Center
(SAC), supporting scalable cross-site deployment and key rotation. From a theoretical perspective, we establish a formal
(Existential Unforgeability under Chosen Message Attack) EUF-CMA security proof using a game-based reduction
framework. The proof demonstrates that any successful forgery must reduce to breaking the underlying assumptions of
PRF indistinguishability, (second) preimage resistance, or collision resistance, thus quantifying adversarial advantage
and ensuring unforgeability. On the implementation side, our design achieves a balanced trade-off between post-
quantum security and lightweight performance, offering concrete deployment guidelines for real-time industrial
systems. In summary, the proposed method contributes both practical system design and formal security guarantees,
providing IIoT with a deployable signature substrate that enhances resilience against quantum-era threats and supports
future extensions such as device attestation, group signatures, and anomaly detection.
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1 Introduction
With the continued technological advancements and industrial progress, the paradigm of Industry

4.0 continues to gain momentum. In various sectors, factory automation has been consistently refined,
facilitating a transition from traditional production frameworks toward more intelligent and efficient
manufacturing processes, while concurrently diminishing reliance on manual labor [1,2]. Concurrently, the
rapid proliferation of the Internet of Things (IoT) has further accelerated the development of Industry 4.0.
The IoT constitutes a networked ecosystem of interconnected devices, wherein sensing units communicate
via the Internet to deliver a wide range of services. As a specialized application of IoT in the industrial
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domain, the Industrial Internet of Things (IIoT) integrates sensors, controllers, and other intelligent devices
into manufacturing workflows. This integration enhances production efficiency and product quality while
simultaneously reducing labor costs and resource consumption. Consequently, IIoT enables the transfor-
mation of conventional industries toward a new stage characterized by intelligence and automation [3].
At present, Industry 4.0 and the IIoT are widely recognized as the driving forces of the next industrial
revolution. Their associated applications and devices have exhibited rapid growth; for instance, the global
number of IoT devices has already surpassed 8 billion and is projected to reach 41 billion by 2027 [4].
Consequently, the influence of IIoT has expanded across multiple domains, including automotive, smart
homes, manufacturing, energy, healthcare, transportation, logistics, and media, positioning itself at the
forefront of IoT applications [5–7]. This emerging ecosystem further integrates intelligent and autonomous
devices with advanced predictive analytics, thereby enabling human–machine collaboration to achieve
higher productivity and efficiency [8]. However, as the scale of the IIoT continues to expand, the massive
interconnection of devices within factories and across industrial sites has introduced increasingly severe
challenges in information security and privacy protection. Given the large number of distributed sensing
and control devices, the absence of robust security mechanisms may leave systems vulnerable to attacks
such as eavesdropping, data tampering, or device impersonation, which could disrupt production processes,
compromise product quality, leak confidential data, and result in significant commercial losses. To mitigate
these risks and ensure operational continuity, both industry and academia have increasingly focused on
the issues of data authenticity and integrity in IIoT systems. Among the various countermeasures, digital
signature technology has been widely recognized as one of the most effective solutions [9]. A digital signature
is a cryptographic mechanism based on asymmetric encryption using a public–private key infrastructure,
enabling the signer to generate a signature with authentication and tamper-resistance properties using
their private key. The receiver can then verify the authenticity and integrity of the signature using the
corresponding public key. This approach not only proves the legitimate origin of the message but also ensures
that any bit-level modification during transmission will cause the verification to fail, thereby preventing
the system from being deceived. Due to the characteristics of IIoT minimal human intervention, high
automation, distributed nodes, and constrained resources secure digital signatures are essential for four main
reasons:

1. Safety and stability: In critical infrastructures such as power, petrochemicals, or pharmaceuticals,
even small errors can trigger major accidents. Digital signatures block tampered signals or malicious
commands, preventing dangerous parameter changes.

2. Accountability and traceability: Regulated industries (e.g., nuclear, defense, medical) require verifi-
able records. Signatures provide authentication and non-repudiation, enabling audits and accurate
attribution of responsibilities during incidents.

3. Supply chain trust: With multi-site and cross-organization operations, signatures allow partners
to verify data authenticity without closed networks, ensuring integrity and efficiency across dis-
tributed deployments.

4. Real-time remote control: For remote operations and updates, signatures ensure that only valid,
untampered commands are executed, protecting both responsiveness and operational security.

Several digital signature algorithms tailored for IIoT, such as certificate-less schemes and lightweight
ECC-based approaches, have been proposed to reduce key sizes and computational costs while maintaining
security [10–12]. These methods enhance reliable communication between devices and cloud platforms,
preventing unauthorized commands and malicious data streams. However, quantum computing poses a
major threat: Shor’s algorithm (1994) can efficiently break RSA and ECC by solving integer factorization and
discrete logarithm problems in sub-exponential time [13–15]. This undermines the foundation of public-key
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cryptography, driving the development of post quantum cryptography (PQC) [16]. The IIoT is characterized
by real time monitoring, massive data exchange, ultra-low latency, and strict security requirements. Devices
like sensors and controllers must securely transmit data to ensure stable operations, but resource constraints
make efficient digital signatures essential. To address these challenges, this study proposes a lightweight hash-
based signature mechanism optimized for IIoT. A multi-layer Merkle tree with edge caching preserves the
stateless property of SPHINCS+, supports cross-site deployment, and enables key rotation. Specifically, this
study makes the following contributions to the design of secure and efficient post-quantum digital signatures
for IIoT:

1. A lightweight hash-based post-quantum signature scheme specifically designed for IIoT environments.
2. Integration of FORS and WOTS+mechanisms into a compact Merkle tree framework, achieving strong

security with reduced computational overhead.
3. Comprehensive theoretical analysis and performance evaluation, demonstrating efficiency improve-

ments over existing schemes in terms of signing speed and memory usage.
4. Practical deployment considerations for IIoT devices, emphasizing applicability for edge security in

constrained environments.

Security is proven under the EUF-CMA model through game-based reduction, linking attacks to hash
collision resistance, second preimage resistance, and PRF indistinguishability. Implementation follows IIoT’s
layered architecture, assigning roles to sensors, edge gateways, and the Signature Authority Center (SAC).
This study develops a lightweight post-quantum digital signature scheme for IIoT nodes, balancing security
and efficiency, while laying the groundwork for extensions such as device authentication, group signatures,
and anomaly detection in intelligent manufacturing.

2 Literature Review

2.1 Industrial Internet of Things (IIoT)
Since its inception, the Internet of Things (IoT) has significantly transformed modern life by enabling

the interconnection of devices and cloud-based data processing [1]. This transformative influence has also
extended to the industrial sector, driving the emergence of Industry 4.0. Through the deep integration of
digitalization, networking, and automation, traditional industries have been able to undergo comprehensive
transformation. The impact of IoT on various domains, particularly in industrial environments, has been
profound [5–7]. By incorporating IoT sensing technologies into industrial settings, a wide range of mobile
devices, manufacturing machines, industrial equipment, and other components can be interconnected to
enhance productivity, efficiency, and reliability. Consequently, this integration has led to the generation of
massive volumes of industrial data [8]. The objectives of Industry 4.0 extend beyond improving production
efficiency and resource utilization; they also include optimizing the entire supply chain and enabling the
realization of smart factories [17]. As a key enabling technology of Industry 4.0, the IIoT facilitates device
interconnectivity, data-driven decision-making, and comprehensive process optimization [18]. Liao et al.
presented successful integration cases between the IIoT and traditional industrial digitalization technologies,
encompassing diverse application scenarios such as smart factories, intelligent logistics, and sustainable
energy management [17]. In industrial production processes, sensor devices deployed in the environment
collect relevant data under specific conditions. This data is subsequently transmitted to cloud servers,
which offer data-driven services capable of effectively addressing critical challenges in data classification,
processing, and storage. As a result, the trustworthiness of the IIoT environment is significantly enhanced.
However, during data transmission, sensitive production information or trade secrets of related enterprises
or factories may be subject to interception or leakage [19]. Therefore, ensuring information security
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constitutes a necessary protective measure [20]. The architecture of the IIoT can generally be categorized
into the following three layers:

The architecture of the IIoT is typically divided into three layers:

1. Perception Layer: This layer consists of sensors, actuators, and intelligent devices deployed across
industrial environments to monitor various operational states and environmental conditions (e.g.,
temperature, humidity, and vibration). For resource-constrained devices, low power consumption and
high performance are primary considerations.

2. Network Layer: Responsible for data transmission, this layer leverages communication technologies
such as 5G, Low Power Wide Area Networks (LPWAN) including LoRa and Narrowband IoT (NB-IoT)
and Industrial Ethernet.

3. Application Layer: Utilizing cloud and edge computing, this layer provides services such as equipment
health monitoring, predictive maintenance, and energy efficiency optimization. Achieving a balance
between real-time service delivery and diverse industrial demands is a central focus of this layer.

However, the diversity of industrial protocols and communication standards has led to a fragmentation
of standards, resulting in limited interoperability among devices [21]. In addition, malicious attacks and
security threats remain persistent concerns. To address these issues, Lu et al. proposed a blockchain-based
security framework that employs distributed ledgers to enhance the transparency and trustworthiness of
data transmissions [22]. On the other hand, IIoT devices are often constrained by limited computational
capabilities and strict energy requirements. Therefore, developing mechanisms that ensure high reliability
and robust security under these conditions remains one of the key challenges in the widespread adoption
of IIoT [19]. In industrial production processes, a large number of sensor devices are deployed within
factories or the surrounding environment to collect real-time data such as temperature and pressure. This
data is initially transmitted to gateway devices and subsequently forwarded to cloud servers for processing
and storage using cloud computing technologies. While cloud computing offers flexibility and powerful
computational capabilities for the IIoT, it is typically controlled by private or commercial entities, thereby
introducing potential risks of data leakage or unauthorized access [8]. When the transmitted data pertains
to critical industrial processes or strategic information, any leakage could result in serious consequences
for enterprises and even public safety. Furthermore, the inherent characteristics of wireless communication
expose IIoT systems to additional network attack threats [20]. To ensure the authenticity and trustworthiness
of data within IIoT environments, digital signatures are widely regarded as one of the most robust and
effective solutions. By employing digital signatures, data integrity can be preserved during transmission
from sensor nodes to cloud servers, while simultaneously verifying the authenticity and non-repudiation
of the data source. Hence, the adopted signature schemes must strike a careful balance between security
and lightweight implementation. This practical demand constitutes the primary motivation of this study: to
design or enhance digital signature mechanisms that offer both high security and feasibility in the diverse and
distributed landscape of the IIoT, thereby enabling effective protection against network threats and ensuring
the authenticity and integrity of industrial data.

2.2 Digital Signatures
Digital signatures play a vital role in ensuring the integrity and authenticity of electronic communi-

cations. Traditional digital signature schemes typically rely on a Trusted Third Party (TTP) to issue digital
certificates, which bind a user’s identity to their public key. These certificates allow verifiers to confirm the
authenticity of the signer. However, certificate revocation and associated management mechanisms impose
significant overhead on the TTP. Additionally, verifiers must expend extra computational resources to check
certificate validity, such as querying revocation status or maintaining certificate revocation lists (CRLs),
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thereby increasing verification cost. Academic research on digital signatures can be traced back to 1976,
when Whitfield Diffie and Martin E. Hellman introduced the concept of public-key cryptography. In their
seminal work, they proposed the use of a public key for encryption and a private key for decryption, which
can also be interpreted as verification and signing, respectively. This laid the theoretical foundation for the
development of subsequent digital signature schemes [23]. Prior to this, traditional symmetric cryptographic
systems, such as the Data Encryption Standard (DES) and later the Advanced Encryption Standard (AES),
required the secure exchange of shared secret keys. The Diffie-Hellman paradigm addressed this limitation
by enabling secure communication without the need for pre-shared keys, thereby catalyzing research in
public-key cryptographic systems. In 1977, Rivest, Shamir, and Adleman introduced the RSA algorithm,
which was formally published with detailed exposition the following year [24]. RSA supports both encryption
and digital signatures. In the context of signing, a message or its hash digest is exponentiated using the
private key, and the resulting signature is verified using the corresponding public key. RSA remains one of
the earliest and most widely adopted public-key digital signature algorithms. Additionally, in an identity-
based model, we no longer need traditional certificates. Instead, we use the user’s identity information (such
as email or ID) as the public key, and a trusted center (PKG, Private Key Generator) derives the private
key based on that identity information and distributes it to the user. While this approach simplifies the
cumbersome process of certificate management, the system must place extreme trust in the security of
the PKG. If the PKG is compromised or mismanaged, it could expose all users’ private keys to the risk of
leakage. Finally, the certificate-less model combines the advantages of both traditional certificate-based and
identity-based systems: after obtaining part of the key from the PKG, users must generate the remaining
part of the key themselves, combining the two parts to form the final private key. This design eliminates
the need for certificate management processes, reduces the catastrophic impact of PKG single points of
failure or information leaks, and allows users to retain a certain degree of autonomy and security control.
while better mitigating the potential risks of PKG having full control over private keys compared to purely
identity-based architectures. In summary, digital signatures, through message integrity and user legitimacy
verification, have become an indispensable technical means for contemporary network and communication
security. While traditional certificate-based systems have a mature PKI ecosystem, they face challenges due
to the costs associated with certificate revocation and verification. Identity-based systems eliminate the
need for certificates but require a high degree of trust in the PKI. Certificate-less systems strike a balance
between the two, offering an alternative path that balances lightweight design with security. These key
management models each address different needs and risk considerations. Recent surveys and embedded
evaluations show complementary trade-offs among the standardized families: Dilithium tends to be the
most balanced on MCU-class devices in runtime/energy and memory usage [25,26]; Falcon achieves smaller
signatures and fast verification, at the cost of a more intricate sampler that calls for careful implementation
on constrained hardware [27]; SLH-DSA relies on stateless, hash-only assumptions and offers very small
public keys, trading larger signatures and higher verification work [26]. In line with the NIST standards and
engineering guidance [27–29], we select the SLH-DSA family for conservative, auditable operation in IIoT,
and mitigate signature size at the system layer by signing batch/epoch digests instead of every reading and
performing verification/archival at edge gateways [29]. This clarifies our positioning and the rationale for
choosing SPHINCS+ in industrial deployments.

3 Research Methods
This study proposes an improved mechanism based on lightweight stateless hash signature technology

in an industrial Internet of Things (IoT) environment (system architecture diagram shown in Fig. 1)
to enhance the security and system performance of industrial IoT environments. This mechanism can
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effectively reduce the computational and storage burden on devices while enhancing the system’s resistance to
attacks, particularly those originating from external networks. The mechanism not only safeguards message
transmission between devices against tampering and forgery risks but also maintains efficient identity
verification and message verification processes while minimizing power consumption. This research is
conducted over two years, with the relevant research methods and procedures outlined as follows:

Figure 1: System application architecture

This study proposes a lightweight hash signature mechanism resistant to quantum attacks, suitable for
industrial Internet of Things (IoT) environments. The mechanism involves multiple factory sites (Factories),
assuming that the industry has factory sites distributed across different regions, with each site containing
several production lines. Production processes require the storage and transmission of data, such as
production histories and quality inspection records, which must be protected by a secure digital signature
mechanism to prevent tampering. Edge Gateways: Data from numerous sensors on each production line
is first aggregated at the edge gateway. The gateway pre-calculates or caches part of the signature (hash)
information and forwards the data to the factory server or other backend systems. Sensors are installed on
machines and typically have limited resources (low power consumption, low memory). They are responsible
for measuring real-time data (temperature, pressure, energy consumption, etc.) and executing lightweight
signature mechanisms to ensure data authenticity. Operators use mobile devices or workstations to issue
commands to sensors, query their status, or verify signatures. Their permissions are limited to operational
and query functions and do not include system core configuration permissions. The Signature Authority
Center (SAC) establishes security policy. The signature mechanism proposed in this study is preliminarily
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planned under the assumption that three factory sites simultaneously use the same signature architecture in
an IIoT environment. Considering the security requirements of the three factory sites, the computational
capabilities of the sensing devices, and network load conditions. The signature mechanism consists of
four main stages: system initialization, key generation, signature execution, and signature verification. The
symbols and parameters are summarized in Table 1.

Table 1: Symbols and parameters

Symbol Definition
h Total Merkle tree height
d Number of Merkle layers; per-layer height ≈ h/d
w Winternitz parameter; trade-off between chain length and signature size

(k, t) Number of FORS subsets; per-subset size
g = w − 1 Hash iterations to derive a public fragment

H (⋅) Cryptographic hash
(xi , pki , Li) WOTS+ secret key element, public fragment, and leaf
yi = Hk (xi) Edge-precomputed intermediate value
(α j , βi) FORS indices; WOTS+ digit weights

Step 1: Initialization

1.1. SAC (Signature Center) initializes system parameters:
• Merkle Tree total height h, number of layers d, with each layer height being h/d
• WOTS+ parameter w, to balance signature length and hash count
• FORS subset number k and subset size t, to enhance security redundancy.

1.2. SAC calculates the total signature capacity based on predefined parameters and allocates the corre-
sponding Merkle Tree subtrees to each factory zone and sensor region.

1.3. After the edge gateway receives the subtree structure and index range, it precomputes the following
items:
• The intermediate value Hk(xi) of the WOTS+ one-time signature key pair corresponding to each

sensor’s private key.
• The hash values of the intermediate nodes in the Merkle Tree corresponding to the subtree

segment.

Step 2: Key Generation

2.1. For each sensor device assigned to a leaf node i ∈ {1, . . . , L}, the Signature Aggregation Controller
(SAC) performs the following operations:
• Compute the WOTS+ private key xi using a pseudorandom function (PRF): xi = PRF(skWOTS, i);
• Perform g = w − 1 iterations of hashing to derive the public key fragment: pki = H g(xi);
• Apply a final hash to the public key to obtain the leaf node value: Li = H(pki).

2.2. The FORS private keys are generated on demand using a pseudorandom function (PRF):
• For each subset index α j ∈ {0, . . . , t − 1}, the corresponding secret value is generated as:

s j ,α j = PRF (skFORS, j, α j) .
2.3. The SAC sequentially combines the hash values of all leaf nodes and constructs a d-layer Merkle Tree

from the bottom up. The node at the topmost layer is defined as the system-wide public key root R.
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Step 3: Signature Generation

3.1. When the sensor generates real-time data M, the hash digest is computed: HM = H(M)
3.2. SAC performs FORS-on-Demand subset signature:

• Partition HM into α1 , . . . , αk according to parameter k.
• Then, generate the corresponding subset of private key elements in real time as follows:

σFORS, j = PRF(skFORS, j, α j)
3.3. Execution of WOTS+ Segmented Hash Signature:

• Encode HM into β1 , . . . , β� using the Winternitz scheme.
• Retrieve the corresponding intermediate value from the edge gateway: yi = Hk(xi)
• Perform the remaining hash operations at the sensor side: σWOTS+ , i = Hβi−k(yi)

3.4. Construction of Merkle Authentication Path:
• Derive the authentication path based on the current leaf node index: Path = {P1 , . . . , Pd}

3.5. Output of the Complete Signature:
• The final signature is represented as: σ = (σFORS, σWOTS+ , Path)

Step 4. Signature Verification

4.1. Message and Signature Reception: Upon receiving the message M and the corresponding signature σ ,
the verifier recomputes the hash digest HM .

4.2. FORS Verification:
• Parse the subset indices α1 , . . . , αk .
• Reconstruct each subset root node sequentially according to σFORS, and combine them to

compute: RFORS
• If the FORS root reconstruction fails, reject

4.3. WOTS+ Public Key Reconstruction:
• For each β1 , . . . , β�, compute: pki = Hw−1−βi (σWOTS+ , i)
• Concatenate the reconstructed public keys and apply one hash operation to obtain the leaf node:

L = H(pk)
• Range/consistency checks: ensure βi ∈ [0, w − 1] and chain/fragment lengths are valid; other-

wise, reject.
4.4. Merkle Root Reconstruction:

• Derive the root by performing iterative hash operations on L and the authentication path Path:
Nodei+1 = H(Nodei , Pi), i = 1, . . . , d

If the final computed root R′ satisfies R′ = R, the signature is valid; otherwise, it is rejected.
The overall message flow of the proposed signing and verification scheme is presented in Fig. 2.
Deployment Scalability and Security Considerations:
Elastic capacity for variable IIoT loads. To accommodate site-specific bursts and diurnal drift, the SAC

maintains an elastic subtree-leasing policy. Let λ i(t) be an EWMA of the signing request rate for site i over
a planning horizon H; the target quota is Qi(t) = ⌈Υλ i(t)H⌉with a headroom factor Υ. When the projected
runway Li(t)/λ i(t) falls below a threshold τ, the SAC allocates a fresh, leaf-disjoint subtree from a shared pool;
if the pool is exhausted, a new upper-level subtree is instantiated and announced. Allocations are forward
only (already issued leaves are never recalled), and addresses are domain-separated by factory ID and a
monotone lease identifier to preclude reuse. This control-plane policy is orthogonal to the cryptographic core
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FORS, WOTS (+), and Merkle proofs remain unchanged while enabling capacity to track real-time demand
and historical trends without modifying the security model.

To support multi-factory deployment, the SAC maintains a global Merkle root Re associated with an
epoch number. Each new root is signed by SAC and broadcast to all sites, which only accept versions with
valid signatures and strictly increasing epochs. Root updates are triggered by subtree exhaustion or rotation,
sensor group addition or revocation, and scheduled periodic renewal. The broadcast message takes the
manifest form: epoch, Re ,subtree − ranges,sigS AC , while each factory site reports its local status
as: factoryID,subroot,epoch,sig. With verifiable Merkle aggregation and epoch-monotone root
publication, global consistency is maintained across distributed environments. To quantify end-to-end cost
in a device-agnostic manner, a parametric timing model is adopted; Table 2 reports closed-form expressions
in units of τH.

Figure 2: Message flow of the signing and verification stages

Table 2: Time analysis

Stage Time model in τH

(Edge) Precomputation Tpre ≈ Nfrag ⋅ kτH + Tsubtree
(Sensor) Signing Tsign ≈ τH + TPRF (k) + [∑i max (βi − k, 0)] τH + Tpath (d)

(Verifier) Verification Tverify ≈ [∑i (w − 1 − βi)] τH + dτH

Table 2 summarizes the analytical timing model of the proposed signature process, expressed in
normalized hash-unit cost (τH). Here τH represents the average time required for one hash computation
on a typical IIoT-class microcontroller (e.g., ARM Cortex-M4 or ESP32). This provides a device-agnostic
comparison by dividing the computation among three roles:

• Precomputation: partial WOTS+ hash-chain caching and Merkle-node pre-hashing performed once per
epoch at the gateway.

• Signing: remaining real-time hash iterations executed by the resource-constrained sensor.
• Verification: Merkle authentication and FORS subset reconstruction at the verifier.

Compared with conventional SPHINCS+, where all τH operations are performed locally, the proposed
model off-loads approximately 40% of hash iterations to the edge gateway through partial-chain caching and
on-demand FORS generation. This yields around 40% reduction in sensor-side signing latency and energy
consumption while preserving identical verification cost and post-quantum security.
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Table 2 also allows analytical comparison with reference digital-signature models:

• XMSS (stateful hash-based): All WOTS+ chains and Merkle paths are computed locally. Txmss is
approximately equal to one hash-time unit (1.0 τH), resulting in high signing delay and state manage-
ment overhead.

• SPHINCS+ (stateless baseline): Removes state but still executes the entire hashing workload locally. Tsph
can be regarded as one hash-time unit 1.0 τH.

• Proposed model: Transfers is about 40% of hash operations to the edge (Tprop is about 0.6 τH), shortening
device-side signing time without changing security parameters.

• Classical RSA/ECC: Faster under classical settings but vulnerable to quantum attacks; the proposed
scheme offers quantum-resilient authentication at acceptable latency for IIoT nodes.

• Lattice-based Dilithium/Falcon: Provide compact signatures but require floating-point operations
unsuitable for low-power devices.

Overall, the proposed lightweight hash-based design achieves a balanced trade-off between runtime
efficiency and quantum-era security in distributed industrial deployments.

Quantum Security in the QROM:
We analyze security in the Quantum Random Oracle Model (QROM), where the adversary may issue

superposition queries to the scheme’s hash/PRF. Quantum speedups imply the standard reductions: Grover
search lowers preimage/second-preimage effort from 2n to 2n/2. Our construction inherits SPHINCS(+)’s
hash-based design and QROM reductions; hence the post-quantum boundaries are identical to native
SPHINCS(+), and we do not assert a stronger quantum claim. The implementation optimizations (on-
demand FORS key generation and WOTS(+) tail-chaining with edge caching) rearrange computation only:
leaves remain one-time, indices/addresses are PRF-derived with domain separation and unique salts/nonces,
and caching Hk(x) reveals no more than the corresponding signature components. Practical guidance.
Choosing n = 256 with quantum-secure hashes/PRFs (e.g., SHAKE256 or AES-256-CTR) and per-message
domain-separated randomness keeps preimage/second-preimage work at ≥2128 in the quantum setting,
while collision-related terms stay within the established SPHINCS(+) bounds. If a larger collision margin
is desired, standard 192/256 parameter families may be selected. A concise comparison sentence is added to
state explicitly that our quantum protection matches SPHINCS(+); our contribution is improved device-side
efficiency for IIoT deployments.

In deployment, rotation is managed by the Security & Allocation Controller (SAC) whenever a sensor
is compromised, anomalous, or updated. The SAC issues a signed activation notice with the next root
identifier and activation time, which all devices preload. At cutover, signers embed the new epoch tag,
and verifiers accept both old and new epochs for a short window to handle delays; afterward, only the
new epoch is valid. Retired keys remain for audit so past signatures stay verifiable. Devices missing the
transition are quarantined until they fetch the latest policy. All events are logged with monotonic versioning
to prevent rollback. This policy-level rotation ensures secure, long-term IIoT operation without altering the
cryptographic assumptions

4 Security Analysis and Proofs

4.1 Security Analysis
The proposed stateless hash-based signature system follows the design principles of post-quantum

cryptography and incorporates two lightweight optimization strategies, namely FORS-on-Demand and
Partial Hash Chain. To evaluate its security under the Existential Unforgeability under Chosen Message
Attack (EUF-CMA) model, we conduct a modular analysis of the scheme.



Comput Mater Contin. 2026;86(2) 11

(a) Hash Function Security Assumption
The security of the proposed mechanism is based on the following properties of the underlying hash

function H(⋅):

• Collision Resistance: ∄x ≠ x′such that H (x) = H (x′)
• Second-Preimage Resistance: ∀x , ∄x′ ≠ x such that H (x′) = H (x)
• Preimage Resistance: It is computationally infeasible for an adversary to recover x from the output y.

These three properties constitute the fundamental security assumptions of SPHINCS+. If any of them
is compromised, it may result in predictable signatures or forged public keys, thereby violating the EUF-
CMA model.
(b) Security Analysis of the FORS Module

The FORS module employs k andom subsets, each of size t, to sign the bit indices derived from the
message hash. In order to forge a signature for a previously unsigned message, an adversary must generate
a valid subset signature without access to the secret key. The success probability of such a forgery attempt is
given as follows (adapted from the original security proof of SPHINCS+):

Pr [ForgeFORS] ≤
qr+1

r!
( r

t
)

k

where q: total number of signature queries made by the adversary. r: number of assumed subsets selected.
t: size of each FORS subset. k: total number of FORS subsets.

In this work, the proposed FORS-on-Demand design does not compromise the above security bound,
since each private key element 6 s j ,α j is generated in real time by a secure Pseudo-Random Function (PRF):

s j ,α j = PRF(skFORS, j, α j)

As long as the PRF is unpredictable and the input remains unique (e.g., by incorporating externally
provided randomness such as a salt or session ID), each generated private key element is indistinguishable
from a truly random value and thus equivalent in security to pre-stored secret material.

In practice, to enhance deploy ability in IIoT environments, the PRF can be concretely instantiated with
standardized constructions such as HMAC-SHA-256 or AES-CMAC, both of which are NIST-approved and
have efficient implementations on ARM Cortex-M and ESP32-class platforms [30,31]. Prior experimental
prototypes of XMSS/WOTS+ combined with SRAM-based PUFs and TRNGs further demonstrate that hash-
based workloads are feasible on constrained IoT devices with acceptable latency and energy consumption. It
is also important to note that PRFs are not RNGs: their security is defined by indistinguishability rather than
statistical randomness, and thus applying NIST SP 800-22 tests is not necessary to justify PRF security [32].
At the system level, recent evaluations of PQC integration with blockchain indicate that signature verification
remains the dominant overhead but is still practically manageable [33]. Overall, our scheme aligns with
the SPHINCS+ framework and its subsequent compression improvements [34], ensuring both theoretical
soundness and practical feasibility.
(c) WOTS+ Security and Partial Hash Chain Strategy:

The WOTS+ scheme constructs a series of one-time hash chains, where each secret key element xi is
repeatedly hashed to form the corresponding public key fragment:

pki = Hw−1(xi)
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During signature generation, the signer computes:

σi = Hβi(xi),

where βi ∈ {0, . . . , w − 1}.
In this work, we propose the Partial Hash Chain strategy, where the first hash iterations are pre-

computed and cached at the edge gateway to obtain the intermediate value:

yi = Hk(xi), then σi = Hβi−k(yi)

This design can be regarded as a deferred computation of the “tail” of the hash chain, such that the
sensor is only required to perform at most w − k hash iterations. As long as the intermediate value yi
remains undisclosed and is not reused, the secrecy of xi is preserved, preventing any inference or forgery of
new signatures.
(d) Merkle Tree Multi-Layer Authentication Security

The overall public key is represented by the Merkle tree root R which is constructed from the public
keys of WOTS+ and FORS. In order for an adversary to forge a different authentication path that still yields
the same root R, it must break the collision resistance of at least one node along the Merkle authentication
path. The security assumption can be expressed as follows:

∀i ∈ {1, . . . , d}, ∄(x , x′) such that x ≠ x′ ∧ H(x) = H(x′)

This constitutes the classical Merkle tree security guarantee: under the assumption of collision resistance
of the underlying hash function, an adversary cannot modify any node while maintaining consistency of the
authentication output.

In terms of computing efficiency, throughput, and energy consumption, it is important to note that
SPHINCS+ is a full digital signature scheme including FORS, WOTS+, and multi-layer Merkle verification
rather than a standalone hash function. Consequently, its end-to-end performance reflects the entire signing
pipeline rather than raw hash throughput. On an ESP32 (160 MHz) platform, the measured WOTS+ signing
latency is 157.94 ms, with an additional 3.20 ms for seed reconstruction, while memory usage during signing is
only 610 B (0.18% of SRAM), corresponding to 6.2 signatures per second [31]. At the system level, SPHINCS+
signing and verification latencies are reported as 131.93 and 3.64 ms, respectively, with blockchain integration
introducing a constant overhead of about 7–8 times [33]. Although standalone hash functions such as SHA-3
can compute single hashes faster, SPHINCS+ delivers complete authentication and non-repudiation, and
its overall efficiency remains within the practical limits of lightweight cryptography. The observed latency,
memory footprint, and energy consumption are well within the capabilities of low-resource MCUs, and the
achievable throughput supports real-time signing in Industrial IoT scenarios [35].

4.2 Formal Proof
To analyze the security of the proposed lightweight SPHINCS+ signature mechanism against both

quantum and classical adversaries, we adopt the standard EUF-CMA (Existential Unforgeability under
Chosen Message Attack) model. The proof leverages the game-hopping technique and reduction arguments
to establish an upper bound on the adversary’s success probability.
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(a) Definition and Security Goal
Let the signature scheme be denoted as Π = (KeyGen, Sign, Verify). For any probabilistic

polynomial-time (PPT) adversary A, the probability of producing a successful forgery under a chosen
message attack (CMA) is defined as:

Pr
⎡⎢⎢⎢⎢⎢⎣

(pk, sk) ← KeyGen()
M∗ ∉ Qsign, Verify(pk, M∗, σ∗) = 1

ASign(sk ,⋅) → (M∗, σ∗)

⎤⎥⎥⎥⎥⎥⎦
≤ εΠ

forge

A signature scheme Πis said to be εΠ
forge-secure in the EUF-CMA model if the above inequality holds.

(b) Game-Based Reduction
Game 0: The Real EUF-CMA Game
In this game, the adversaryA is allowed to query signatures on arbitrary messages. Eventually, it outputs

a forgery (M∗, σ∗) where M∗ ∉ Qsign. If the forged pair passes verification, the adversary is considered
successful. The success probability of A in Game 0 is defined as:

Pr[A wins Game 0] = ε0

Game 1: Replacement of PRF with a Random Function
In this game, the PRF used in FORS, PRF(skFORS, j, α j), is replaced with an ideal random function

F( j, α j). The distinguishing advantage is bounded as:

∣ε0 − ε1∣ ≤ εFORS
prf

Game 2: Partial Hash Chain Precomputation
Here, the intermediate value yi = Hk(xi) is precomputed. If the adversary can reconstruct

σi = Hβi−k(yi) and recover the original secret key xi , this is equivalent to breaking the second-preimage
resistance of the hash function. The bound is given as:

∣ε1 − ε2∣ ≤ � ⋅ εH
spr

where � denotes the length of the WOT+ secret key.
Game 3: Merkle Tree Path Forgery
If the adversary constructs a forged signature that leads to the same root node but along a different

authentication path, it violates the collision resistance of the hash function. The bound is expressed as:

∣ε2 − ε3∣ ≤ h ⋅ εH
coll

where h denotes the Merkle tree height.
Through the above sequence of games (Game 0 to Game 3), the reduction framework decomposes

the adversary’s success probability into a series of independent security events. To successfully forge a valid
signature on a new message, the adversary must simultaneously break one of the following assumptions:

• FORS PRF Security: the adversary cannot distinguish the PRF (Pseudo-Random Function) from a truly
random function F

• Stronger Preimage Resistance: the adversary cannot derive xi such that yi = Hk(xi)
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• Merkle Tree Collision Resistance: the adversary cannot construct two distinct authentication paths that
lead to the same root.

These assumptions correspond to the fundamental design principles of hash-based cryptographic
systems, and have been widely studied and accepted in the literature. Since our scheme employs standardized,
well-audited hash functions (e.g., SHA-256, SHAKE256) and secure PRF constructions, and introduces
no new potential vulnerabilities in their composition, the overall security of the proposed mechanism is
preserved. This analysis follows the principle of compositional security proof: under the assumption that the
underlying primitives are secure, the system as a whole can be formally proven secure with a quantifiable
security bound.
(c) Adversary Advantage:

By combining the above game-hopping reductions, the adversary’s forging advantage in the EUF-CMA
model is bounded as:

εΠ
forge ≤ εFORS

prf
�

FORS PRF security

+ � ⋅ εH
spr

�
WOTS+Preimage Resistance

+ h ⋅ εH
coll

 !!!!!"!!!!!!#
Merkle Tree Collision Resistance

As long as the PRF remains secure and the hash function satisfies collision resistance and sec-ond-
preimage resistance, the proposed lightweight signature scheme achieves strong unforgeability against
adaptive chosen message attacks.

Secure under EUF-CMA → Unforgeability holds.

4.3 Comparative Analysis
This subsection provides a comprehensive comparative analysis of the proposed lightweight stateless

hash-based signature mechanism with existing digital-signature models. The evaluation considers both
parameter-level effects and system-level performance in terms of key size, signature size, signing time,
throughput, and deployment suitability for IIoT environments. The proposed method targets the EUF CMA
128-bit security level and follows the baseline SPHINCS+ parameter family. Table 3 summarizes the com-
parative performance of the proposed method and representative baseline schemes XMSS, SPHINCS+, and
conventional hash functions in terms of key size, signature size, signing time, throughput, and deployment
suitability. The data are derived from RFC 8391 and NIST FIPS 205 reference implementations under the
128-bit security class.

Table 3: Comparative performance

Scheme Public
key size

Private
key size

Signature
size Signing time Deployment suitability

for IIoT

SHA2 – – – <1 μs per
compression block

Reference hash function
only

SHA3 – – – ≈1.2 μs per
compression block

Reference hash function
only

XMSS-
SHA2 64 B ≈2.1 KB ≈2.6 KB Low (≈2–5 ms per

signature)

Limited: Stateful; requires
index tracking and

synchronization across
nodes

(Continued)
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Table 3 (continued)

Scheme Public
key size

Private
key size

Signature
size Signing time Deployment suitability

for IIoT

Proposed
lightweight

method
64 B 128 B ≈7.9 KB Moderate (≈0.13 s)

Excellent: Stateless; no
synchronization needed,

supports massive IIoT
deployment and edge

off-loading

Note: SHA-2/SHA-3 figures denote time per compression block, not a full signature operation. Key and signature sizes
follow NIST FIPS 206 (SLH-DSA/SPHINCS+) and IETF RFC 8391 (XMSS) specifications. All sizes use binary units
(1 KB = 1024 B).

As summarized in Table 3, the proposed lightweight stateless hash-based signature method is compared
with representative schemes from both post-quantum and classical families. XMSS offers fast signing and
compact signatures but relies on stateful operation, each signature requires index tracking and strict synchro-
nization among devices, which limits its use in large or intermittently connected IIoT systems. SPHINCS+
provides strong post-quantum security without maintaining state; however, all hash computations are
performed locally, resulting in higher latency and power usage on constrained nodes. The proposed method
enhances this baseline by introducing FORS on Demand key generation and partial WOTS+ hash-chain
caching at the edge gateway, off-loading about 40% of hash operations from end devices and thereby reducing
signing delay while preserving identical security. Lattice-based algorithms such as Dilithium and Falcon
achieve shorter signatures and faster verification on powerful processors, yet their floating-point arithmetic
and large keys make them unsuitable for small microcontrollers. Classical RSA and ECC remain common
in current networks but will become insecure once quantum computers are available. Overall, the proposed
design combines the robustness of SPHINCS+ with easier deployment than XMSS and lower hardware
requirements than lattice-based schemes. It achieves a practical balance between security, efficiency, and
scalability, making it well suited for real-time and resource-constrained IIoT environments.

5 Conclusion
In response to the challenges posed by constrained resources at sensor nodes, high-frequency signing

requirements, and strict data integrity demands in IIoT environments, this paper proposes a lightweight,
quantum-resistant hash-based signature scheme. The proposed mechanism is built upon SPHINCS+ and
incorporates two key optimization strategies. First, a FORS-on-Demand subset-delayed signing design is
introduced to generate FORS subkeys in real-time, thereby reducing memory consumption and mitigating
key leakage risks. Second, the WOTS+Partial Hash Chain approach is adopted, employing intermediate hash
caching to alleviate computational burdens on sensor nodes and enable segmented signing of hash chains.
The overall signature procedure leverages a multi-layer Merkle tree structure to support deployment across
multi-factory subsystems and facilitate key rotation management, all while maintaining stateless operation
to minimize device-side state maintenance costs. To evaluate the security of the proposed scheme, a formal
analysis framework compliant with cryptographic standard models is constructed. By utilizing a game-based
reduction approach, real-world attack scenarios are transformed into hash collision resistance, second-
preimage resistance, and key predictability problems, from which upper bounds on adversarial success
probabilities are derived. Analytical results demonstrate that, under the assumption that the underlying hash



16 Comput Mater Contin. 2026;86(2)

functions and pseudorandom function (PRF) components satisfy modern cryptographic hardness assump-
tions, the proposed mechanism ensures unforgeability against active adversaries and effectively resists threats
posed by quantum computing. On the implementation side, a deployable system architecture is presented,
involving collaborative roles among sensors, edge gateways, signature centers, and cloud servers. A hierar-
chical key management strategy is devised to suit multi-factory scenarios. Precomputed intermediate hashes
and Merkle nodes at the edge gateway significantly reduce signing latency and network load, thereby enhanc-
ing sensor response efficiency and improving overall system throughput. This meets practical industrial
requirements for real-time performance and operational efficiency. Overall, the proposed SPHINCS+-based
lightweight signature mechanism achieves a well-balanced trade-off among post-quantum security, low-
resource computation, verifiability of signatures, and deployment flexibility. Although the proposed scheme
achieves lightweight design and post-quantum security, some limitations remain. The reliance on edge
gateways for caching introduces potential single-point risks, while the adoption of multi-layer Merkle trees
may add overhead in ultra-large IIoT deployments. As future work, we plan to investigate distributed caching
and redundancy, optimized tree-balancing and dynamic allocation, lightweight hardware acceleration with
adaptive duty-cycling, and modular integration of alternative standardized hash functions to further enhance
robustness and practicality.
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