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ABSTRACT: Transformer-based models have significantly advanced binary code similarity detection (BCSD) by
leveraging their semantic encoding capabilities for efficient function matching across diverse compilation settings.
Although adversarial examples can strategically undermine the accuracy of BCSD models and protect critical code,
existing techniques predominantly depend on inserting artificial instructions, which incur high computational costs
and offer limited diversity of perturbations. To address these limitations, we propose AIMA, a novel gradient-guided
assembly instruction relocation method. Our method decouples the detection model into tokenization, embedding,
and encoding layers to enable efficient gradient computation. Since token IDs of instructions are discrete and non-
differentiable, we compute gradients in the continuous embedding space to evaluate the influence of each token.
The most critical tokens are identified by calculating the L2 norm of their embedding gradients. We then establish a
mapping between instructions and their corresponding tokens to aggregate token-level importance into instruction-
level significance. To maximize adversarial impact, a sliding window algorithm selects the most influential contiguous
segments for relocation, ensuring optimal perturbation with minimal length. This approach efficiently locates critical
code regions without expensive search operations. The selected segments are relocated outside their original function
boundaries via a jump mechanism, which preserves runtime control flow and functionality while introducing “deletion”
effects in the static instruction sequence. Extensive experiments show that AIMA reduces similarity scores by up to
35.8% in state-of-the-art BCSD models. When incorporated into training data, it also enhances model robustness,
achieving a 5.9% improvement in AUROC.

KEYWORDS: Assembly instruction relocation; adversary attack; binary code similarity detection

1 Introduction
Deep learning models have been increasingly applied to Binary Code Similarity Detection (BCSD).

BCSD measures similarity between binary code snippets based on their instruction sequences and has
become fundamental for vulnerability discovery [1], software plagiarism analysis [2], patch analysis [3], and
software supply chain analysis [4]. With the success of Transformer models in natural language processing
(NLP), researchers have recognized structural and semantic parallels between assembly language and natural
language. Consequently, BERT-based (Transformer encoder) models have been widely adopted for BCSD
tasks, with models like jTrans [5]and CLAP [6] achieving state-of-the-art (SOTA) performance in detecting
functional similarities among binary programs.

However, deep learning models exhibit inherent fragility and susceptibility to adversarial attacks—a
phenomenon extensively documented in computer vision [7–9]. Enhancing the robustness of BCSD models
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is therefore critically important. As demonstrated in prior work [10,11], adversarial examples play a crucial
role in evaluating and improving model robustness. By comparing predictions on adversarial vs. original
inputs, these examples reveal vulnerabilities in decision-making processes. Furthermore, incorporating
adversarial examples into training data enhances model generalization and perturbation resistance.

Current research on adversarial examples in code-related domains primarily focuses on source-level and
binary-level modifications. Source-level techniques employ variable renaming or dead code insertion [11,12],
while binary-level approaches either modify non-code regions of PE/ELF files (e.g., metadata or padding
areas) [13–15] or inject trigger instructions into function bodies (e.g., PELICAN [16]). These methods provide
valuable insights but exhibit significant limitations: 1) Source-level modifications are often stripped during
compilation; 2) File-level perturbations don’t affect code segments; 3) Trigger injection requires extensive
search spaces to construct target instructions, resulting in low efficiency.

To address these limitations, we propose AIMA (Assembly Instruction Movement Adversary), an
innovative assembly instruction movement adversary method. The core innovation lies in our gradient-
based identification of critical instruction segments, where we use the L2 norm of embedding gradients
to pinpoint instructions that most significantly affect model decisions. This precise identification enables
efficient generation of adversarial examples without the complex search operations required by instruction
injection methods.

Furthermore, Assembly files as compilation outputs retain comprehensive symbolic information [17,18].
Assembly-level instruction relocation leverages identified critical segments to move them outside function
bodies via jump mechanisms, preserving control flow and introducing “deletion” effects at the instruction
sequence level.

By integrating these techniques, AIMA demonstrates superior performance in functional equivalence,
stealth, and operational efficiency compared to conventional methods. Our experimental results show a
reduction in similarity scores by up to 35.8% and a 5.9% improvement in AUROC when adversarial examples
are incorporated into training data. The mean space and runtime overhead of the samples is 1.061 and 1.035.

The main contributions of this work are summarized as follows:
1. Gradient-Based Identification of Critical Instruction Segments: This gradient-guided approach

enables precise identification of key instructions affecting model similarity judgments. By focusing on these
critical segments, AIMA achieves higher efficiency and effectiveness in adversarial example generation.

2. Assembly-Level Instruction Relocation Strategy: This strategy not only preserves functionality but
also introduces “deletion” effects at the instruction sequence level. Compared to conventional approaches,
this method eliminates the need for constructing perturbation instructions within large search spaces,
thereby enhancing generation efficiency and stealth.

3. Prototype System Implementation (AIMA): We have designed and implemented AIMA as an
end-to-end system that identifies critical instruction segments via gradient-based importance analysis,
performs precise code relocation using jump table mechanisms, and generates adversarial binaries with
controllable overhead.

4. Open Research Initiative: To facilitate reproducibility and advance research in binary analysis security,
we have publicly released the source code of AIMA on GitHub1. This initiative encourages further exploration
and development in secure binary analysis systems.

1https://github.com/xiazixiazi/AIMA (accessed on 01 September 2025)

https://github.com/xiazixiazi/AIMA
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2 Related Work

2.1 Binary Code Similarity Detection
As a fundamental technique in software security, BCSD measures the functional similarity between

binary code fragments based on their instruction sequences. BCSD has critical applications in vulnerability
discovery [19], malware analysis [20], software plagiarism detection [21], patch analysis [22], and supply
chain security [23].

Deep learning techniques have been widely adopted in BCSD. Inspired by the success of Transformer
models in Natural Language Processing (NLP), recent approaches exploit the structural and semantic
parallels between assembly language and natural language. This paradigm shift has led to the widespread
adoption of BERT-based architectures, resulting in notable models such as Palmtree [24], UniASM [4],
BinBERT [2], jTrans [5], and CLAP [6].

Among these, jTrans and CLAP represent significant advancements. jTrans introduces jump-aware rep-
resentations and embeds control flow information via specialized pre-training [5]. CLAP, built on RoBERTa
with 110M parameters, employs instruction embedding, address rebasing, WordPiece tokenization, and jump
relationship modeling [6]. Both exhibit excellent performance in binary similarity detection and thus serve
as the adversarial baselines in this study.

2.2 Adversarial Example Generation
Research on adversarial example generation in code-related domains has primarily focused on three

distinct levels of manipulation: source code-level transformations, binary file-level modifications, and
function-level modification.

Source Code-Level Adversarial Examples. These approaches generate adversarial examples by mod-
ifying program source code. Notable methods include MHM [10], CARROT [12], and ALERT [11], which
typically employ a two-phase methodology: (1) defining semantics-preserving transformation rules (e.g.,
identifier renaming, dead code insertion); (2) identifying target locations where these rules are applied, and
optimizing the perturbations using feedback from model predictions.

Binary File-Level Adversarial Examples. At the binary level, researchers have targeted non-code
regions of PE/ELF files [13–15], by employing optimization techniques to perturb metadata or padding
sections to evade detection systems like MalConv. For example, Demetrio et al. [25] demonstrated that
strategic modifications to DOS headers or section gaps could effectively deceive CNN-based classifiers that
process binary files as raw byte streams.

Function-Level Adversarial Techniques. These approaches primarily involves the careful injection of
specifically designed redundant code sequences into function bodies. PELICAN [16] introduces an advanced
approach through the construction of backdoor triggers,which is carefully crafted instruction sequences.
When the tirgger is injected, it cause BCSD models to misclassify the modified functions.

Overall, the three categories of adversarial methods exhibit significant limitations when applied
to BCSD tasks. Source code-level approaches have limited impact on the resulting binary’s instruction
sequences, as variable names are discarded during compilation and redundant instructions (e.g., dead code)
may be optimized away by the compiler. Binary file-level methods preserve program functionality by mod-
ifying only non-code regions (e.g., headers, padding), but they fail to perturb actual function instructions.
Consequently, they are unlikely to evade function-level BCSD models. Instruction injection techniques face
two major challenges: (1) the enormous search space required to identify effective trigger patterns, and (2)
the high computational overhead of micro-execution verification needed to ensure functional and semantic
correctness. These limitations motivate us to propose a new approach.
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3 Motivation
Deep learning models exhibit inherent fragility and susceptibility to adversarial attacks, a phenomenon

that has been extensively documented in computer vision and NLP [7,8,26]. However, BCSD differs from
NLP tasks.

BCSD models typically rely on disassembled instructions to evaluate functional similarity. Nevertheless,
there exist fundamental distinctions between assembly operands/opcodes and natural language words:

1. Lack of Semantic Diversity in Assembly Instructions: NLP adversarial attacks (e.g., character sub-
stitution or synonym replacement) exploit lexical richness and semantic flexibility. Assembly instructions,
however, feature rigid syntax and unambiguous semantics [27], with no genuine synonyms between
instructions. This prevents direct transfer of NLP adversarial techniques.

2. Data-Dependent Instruction Semantics: Unlike NLP words carrying intrinsic meaning, assembly
instructions (e.g., mov, jmp) derive semantics from runtime values of their operands (registers/memory
addresses), which function as “pronouns” [28]. For instance, in Linux’s Procedure Linkage Table (PLT)
mechanism, the instruction jmp [Addr] redirects control flow based on the memory value at Addr, enabling
dynamic binding.

Regarding adversarial perceptibility, binary code differs significantly from natural language: about
natural language sensitivity, removing words often creates grammatical errors or semantic inconsistencies
easily detectable by humans. But in binary opacity, users primarily evaluate programs through input/output
behavior, file size, and execution time. Internal implementation changes (e.g., instruction reordering) remain
imperceptible if functionality is preserved. Compiler causes identical source code to yield functionally
equivalent but instructionally distinct binaries under different compilation options [1]. This diversity further
obscures such modifications.

Traditional software adversarial methods, inspired by image/NLP domains, perform gradient-based
synonym substitution or modify non-critical bytes. However, binary code demands specialized approaches
due to its unique characteristics. Crucially, assembly files—as intermediate representations in compilation—
retain rich symbolic information [29]. This enables relocating instruction segments outside function bodies
while maintaining functionality through:

1. Symbolic Binding: Assemblers (as) and linkers (ld) resolve symbols to memory addresses during
compilation [30].

2. Control Flow Preservation: jump instructions redirect execution to/from relocated segments.
Therefore, we propose a novel adversarial method. As shown in Fig. 1, by using gradient-based

importance to identify critical segments and moving them outside function bodies, we circumvent the
limitation of searching for semantically equivalent instructions,avoid inefficient trigger generation, leverage
indirect jumps for runtime adaptability (e.g., memory-dereferenced targets), and maintain functionality with
minimal overhead (<5% runtime overhead in experiments).



Comput Mater Contin. 2026;86(1) 5

Figure 1: An illustrative example of motivation: Key instruction segments are relocated outside the function body while
maintaining functional correctness through jump-based redirection. This induces a “deletion” effect at the instruction
sequence level in static disassembly views

4 Methodology

4.1 Overview
We propose an adversarial method against Transformer-based BCSD models. The core insight involves

relocating critical instruction sequences from their original function bodies to alternative code sections,
creating a “deletion” effect in static disassembly views while preserving runtime functionality.

We design AIMA (Assembly Instruction Movement Adversary), with the workflow illustrated in Fig. 2.
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Figure 2: Overview of AIMA

The first stage, Compilation Preprocessing, involves compiling source code into assembly files
(.s/.asm) with full symbolic information while simultaneously generating object files (.o) to serve as
inputs for BCSD models.
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The second stage, Instruction Importance Calculation, computes token-level importance using
embedding gradients and aggregates these scores to determine instruction-level significance. This gradient-
based attribution identifies semantically critical instructions that maximally influence similarity judgments.

The third stage, Sliding Window Selects Critical Segments, employs a variable-size sliding win-
dow to identify optimal relocation segments through cumulative importance summation. This approach
addresses the limitation of single-instruction perturbations by selecting contiguous blocks that collectively
maximize impact.

The final stage, Assembly-Level Transformation, performs the actual code modification: removing
target segments from assembly files, inserting jump table-based redirection logic, and reassembling the
modified assembly into adversarial binaries. The jump table mechanism dynamically redirects control flow
during execution while appearing as static jumps in disassembly views.

4.2 Compilation Preprocessing
Our approach initiates by compiling C source files into two complementary artifacts: Assembly

files(.s/.asm) containing symbolic information for subsequent instruction relocation; Object files (.o)
serving as inputs to BCSD models for embedding generation and gradient computation

Crucially, the instruction sequences in assembly files maintain strict one-to-one correspondence with
disassembled views of object files (processed by tools like IDA Pro). This alignment enables precise mapping
between tokens generated during BCSD model tokenization and their originating assembly instructions—a
critical prerequisite for targeted instruction manipulation.

To address complications introduced by compiler-generated auxiliary data, we implement strategic
compilation options with GCC that streamline assembly output: -masm=intel: Enforces Intel syntax for
consistent disassembly representation -fno-asynchronous-unwind-tables: Suppresses exception
handling metadata -fcf-protection=none: Prevents insertion of control-flow integrity instructions
-fno-dwarf2-cfi-asm: Eliminates DWARF debugging directives

These optimizations specifically target three categories of non-essential elements (in Table 1) that
complicate instruction relocation:

Table 1: Compiler-generated artifacts suppressed by preprocessing

Category Impact mitigation
Debug Info (DWARF) Removes line numbers and variable metadata

Exception handling Eliminates unwind opcodes and landing pads
Stack unwinding Discards frame pointer manipulation

This curated compilation strategy yields assembly files containing only semantically essential instruc-
tions, significantly simplifying subsequent relocation operations while preserving the structural integrity
required for precise adversarial transformations.

4.3 Gradient-Based Importance Computation for Assembly Instructions
BCSD models typically standardize disassembled instruction sequences by replacing immediates,

addresses, and other operands with symbolic placeholders (e.g., [IMM], [ADDR]) before tokenization. Tok-
enization strategies vary across SOTA approaches: Whole-instruction tokenization [4,31], Opcode-operand
separation [2,5], Fine-grained tokenization [24]. To bridge the granularity gap between instruction-level
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operations and token-based analysis, we establish a mappingM ∶ xi → I j during tokenization, where each
token xi is associated with its originating assembly instruction I j. This enables consistent importance
propagation from tokens to instructions.

4.3.1 Function Embedding Generation in BERT-Based Models
For a binary function F with token sequence X = {x1 , x2, . . . , xn}, the model input is constructed as:

tokens = [[CLS], x1 , x2, . . . , xn , [SEP]] (L = n + 2) (1)

The embedding process involves: Token Embeddings: Xtoken = Lookup(Etoken, tokens) ∈ RL×d , Position
Embeddings: Xpos ∈ RL×d , Combined Input: Xinput = Xtoken +Xpos.

After processing through N Transformer layers, the output vector at the [CLS] position is extracted as
the function embedding:

h[CLS] = BERT(Xinput)[0] ∈ Rd (2)

4.3.2 Gradient Computation in Embedding Space
In BERT-based BCSD models, binary functions are first tokenized into discrete token sequences

X = x1 , x2, ..., xn . These tokens are converted to integer IDs id ∈ Zn through embedding lookups, creating
non-differentiable representations. This poses a fundamental challenge: how to compute gradients for dis-
crete tokens that lack differentiable properties? We propose computing gradients in continuous embedding
space, leveraging the differentiable nature of embedding vectors.

To enable efficient gradient computation while maintaining model integrity, we redesign the BERT
architecture using a decoupled computation paradigm. As illustrated in Fig. 3, this involves partitioning the
model into two isolated computational units:

Figure 3: Workflow for assembly instruction importance computation: BERT model decoupled into embedding and
encoder modules; (1) Assembly instructions tokenized into discrete tokens; (2) Discrete tokens mapped to continuous
embedding space; (3) Function embeddings computed through encoder processing; (4) Similarity loss backpropagated
to compute token embedding gradients; (5) Caculate the L2 norm of gradients as importance quantification; (6)
Instruction importance determined via gradient norm aggregation
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1. Embedding Module (Membed): Performs token-to-vector mapping:

Membed ∶ Zn → R
n×d (3)

where n is token sequence length and d is embedding dimension.
2. Encoder Module (Mencoder): Processes continuous embeddings:

Mencoder ∶ Rn×d → R
d (4)

We map token IDs id to continuous vectors E ∈ Rn×d via embedding layer Membed. We exploite
embedding space differentiability: E ∈ C∞, and reformulate gradient computation as:

∇EL =
∂L
∂E

replacing the infeasible ∇idL (5)

we make a Loss Definition, for original function F1 and adversarial variant F2:

Lsim = 1 − cos (h(1)[CLS], h(2)[CLS]) (6)

As shown in Fig. 3, we employ gradient attribution to identify tokens critical for similarity decisions.
First, we compute gradients with respect to token embeddings ei (continuous proxies for discrete tokens):

gi = ∇e iLsim ∈ Rd (7)

This measures sensitivity of similarity loss to embedding perturbations. Then, compute the L2 norm of
gradients as as importance quantification

si = ∥gi∥2 (8)

Higher si indicates greater influence on model decisions.

4.3.3 Instruction-Level Importance Aggregation
Token importance scores are aggregated to the instruction level via mapping M:
Given: I = {I1 , . . . , Im} (instruction sequence)
T j = {xi ∈ X ∣M(xi) = I j} (tokens per instruction), compute:

ϕ j = ∑
xi∈T j

si (9)

The resulting ϕ j represents the overall importance of instruction I j in the similarity decision.

4.4 Sliding Window Selection for Critical Instruction Segments
Experimental analysis reveals that perturbing single instructions yields insufficient similarity reduction,

necessitating the relocation of contiguous instruction blocks to achieve the target threshold ε. To address
this, we design Algorithm 1 for optimal segment selection:
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Algorithm 1: Optimal instruction segment selection
Require:
1: I = {I1 , . . . , Im} {Instruction sequence}
2: Φ = {ϕ1 , . . . , ϕm} {Instruction importance scores}
3: k ∈ [kmin, kmax] {Window size range}
Ensure:
4: start∗ {Optimal start index}
5: l en∗ {Optimal segment length}
6: Smax ← −∞
7: for i = 1 to m − k + 1 do
8: Si ←∑i+k−1

j=i ϕ j {Cumulative importance of window Wi}
9: if Si > Smax then
10: Smax ← Si
11: start∗ ← i
12: l en∗ ← k
13: end if
14: end for
15: return (start∗, l en∗)

The algorithm identifies the optimal contiguous instruction segment for relocation through three key
steps:

1. Initialization (Line 6): Set Smax ← −∞ to track the maximum cumulative importance score.
2. Sliding Window Search (Lines 7–14): For each possible window of size k:

• Compute cumulative importance Si = ∑i+k−1
j=i ϕ j (Line 8).

• Update Smax, start∗, and l en∗ if Si > Smax (Lines 9–12).
3. Output (Line 15): Return the optimal segment (start∗, l en∗).

The algorithm identifies the maximally impactful contiguous segment of k instructions by solving:

(start∗, l en∗) = arg max
i∈{1,2, . . . ,m−k+1}

i+k−1
∑
j=i

ϕ j (10)

where the selected segment I∗ = {Istar t∗ , Istar t∗+1 , . . . , Istar t∗+k−1} will be relocated to maximize similar-
ity reduction.

4.5 Assembly-Level Transformation
After identifying the critical instruction segment I∗, we move it from function F’s body to a new

location within the .text section. To preserve functionality, we insert a jump instruction (e.g., jmp) at the
vacated position (Fig. 4b), redirecting control flow to the transferred segment. This operation leverages
symbolic information in assembly files (.asm)—including function labels and variable declarations—which
enable logical-physical address decoupling through symbolic addressing. Consequently, semantic integrity
is maintained despite removement, as symbol resolution occurs during assembly and linking.
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Figure 4: Instruction transfer mechanism: (a) Original function sequence with critical segment I∗ highlighted; (b)
I∗ transferred to new.text section with jump instruction insertion; (c) Jump table initialization and init_function
registration in.init_array

When disassembling binary files, there are two disassembly methods: one is Linear Sweep, which
processes instructions sequentially and continues past unconditional jumps, and the other is Recursive
Descent, which traces control flow (branches/jumps/calls) and incorporates jump targets into function
boundaries. Direct relative jumps (e.g., jmp <offset>) are vulnerable to reconstruction by reverse engineering
tools (e.g., IDA Pro) using Recursive Descent.

To prevent the transferred code from being recovered by disassembly tools, we implement an evasion-
proof transfer mechanism, as shown in Fig. 4c:

1. Indirect Jump: which utilizes memory-indirect mode (e.g., jmp [JT_Entry]) to redirect execution
flow during runtime.

2. Dual-Value Jump Table: in the static view, points to an internal label (e.g.,.L_safe_loc), but during
runtime execution, redirects to a transferred code segment.

3. Return Jump Repair: Insert jmp [JT_Return] at segment end. Initialize to safe address, runtime target
to original return point.

4. Dynamic Initialization:
__attribute__((constructor))
void init_function() {

JT_Entry = &transferred_segment;
JT_Return = &original_ret_addr;

}
5. ELF Integration: Place init_function pointer in.init_array,and loader executes during program ini-

tialization.
This multi-stage approach ensures removed instructions appear disconnected from the original func-

tion in static analysis while maintaining full runtime functionality through position-transparent execution.
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5 Experiments
This section systematically evaluates AIMA through four research questions:
RQ1: Do adversarial examples preserve functionality? (Section 5.1)
RQ2: How effective is instruction relocation in evading BCSD models? (Section 5.2)
RQ3: Which critical instruction segment identification method maximizes attack efficacy?

(Section 5.3)
RQ4: Can gradient-guided adversarial examples enhance model robustness? (Section 5.4)
All experiments were conducted on a workstation equipped with an Intel(R) Xeon(R) Gold 6330

CPU @ 2.00 GHz, 128 GB DDR4 RAM, and an NVIDIA GeForce RTX 3090 GPU (24 GB GDDR6X
VRAM), running Ubuntu 22.04 LTS. The GCC-9.4 compiler was used for code compilation and adversarial
example generation.

Dataset. We selected the GNU coreutils toolset as the experimental benchmark. As a widely
adopted open-source utility collection, coreutils is commonly included in training datasets for code
similarity detection tasks. Prior studies confirm that SOTA BCSD models achieve high recognition accuracy
(typically >85%) on functions within this benchmark [5]. This ensures observed performance changes stem
from adversarial perturbations rather than model unfamiliarity with target functions.

5.1 Functional Correctness of Adversarial Examples
This section addresses RQ1: Do adversarial examples preserve functionality?
We evaluated 91 utilities from GNU Coreutils-8.30 (includingls,cat, anddd) compiled with GCC 9.4

under-c -O0 optimization. This process generated 1411 functions containing 137,861 assembly instructions.
Throughout the experiment, we produced 364 executable binaries. All adversarial variants main-

tained full functional equivalence with originals, exhibiting no runtime crashes or behavioral deviations.
Comprehensive memory analysis using Valgrind confirmed the absence of memory leaks or corruption.

5.1.1 Space and Runtime Overhead Characteristics
Space overhead is one of the primary costs introduced by our method. Instruction relocation results in

increased binary size due to the addition of jump instructions in the .text section and the allocation of jump
tables in the .data section. To quantify this overhead, we used the size tool to measure the sizes of the .text
and .data sections of both the original and adversarial binaries, and compared them statistically. The results
show that the average size overhead for the .text section is 1.076, for the .data section it is 1.307, and the overall
binary size overhead is 1.06.

Runtime overhead is another key performance cost. The execution time increases due to the additional
instruction jumps and access to the jump tables. We measured the runtime overhead by executing 13
representative utilities (e.g., ls, false) with empty arguments over 10,000 iterations. As shown in Table 2,
the mean execution latency increased by 3.5%.

Table 2: Space and runtime overhead

Object
file (.o)

Spacebe f ore
(.text+.date)

Spacea f ter
(.text+.date)

Space
overhead

Execute file
(.out)

Timebe f ore
(ms)

Timea f ter
(ms)

Time
overhead

pwd.o 5636 6113 1.085 pwd 1.887 1.908 1.011
seq.o 10,116 10,715 1.059 seq 1.628 1.721 1.057

(Continued)
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Table 2 (continued)

Object
file (.o)

Spacebe f ore
(.text+.date)

Spacea f ter
(.text+.date)

Space
overhead

Execute file
(.out)

Timebe f ore
(ms)

Timea f ter
(ms)

Time
overhead

logname.o 1969 2103 1.068 logname 1.628 1.760 1.081
uname.o 4489 4699 1.047 uname 1.309 1.337 1.021

date.o 11,570 11,889 1.028 date 1.438 1.472 1.024
echo.o 4407 4577 1.039 echo 1.786 1.877 1.051
sync.o 3375 3553 1.053 sync 1.723 1.757 1.020

whoami.o 2118 2252 1.063 whoami 1.733 1.824 1.053
stat.o 21,508 22,672 1.054 stat 1.695 1.766 1.042
false.o 1960 2090 1.066 false 1.437 1.482 1.032
true.o 1960 2090 1.066 true 1.793 1.810 1.010

ls.o 64,110 70,017 1.092 ls 1.890 1.949 1.031
tty.o 2351 2521 1.072 tty 1.950 2.006 1.029

Mean – – 1.061 – – – 1.035

5.1.2 Comparative Analysis with OLLVM Obfuscation
We conducted a comparative analysis with OLLVM [32], a prominent obfuscation framework

employing techniques including control flow flattening (FLA), bogus control flow (BCF), and instruction
substitution (SUB). These methods were applied both individually and in combination (FLA_BCF_SUB) to
the same 1411 functions.

The function size was measured using objdump, and runtime overhead was evaluated using the same
methodology as described in the previous section. Similarity between the original and obfuscated functions
was assessed using the jTrans and CLAP models, and the average similarity score was computed. The results
are presented in Table 3.

• Size Overhead: OLLVM’s BCF and hybrid modes caused substantial bloat (7.42×–12.79×), while AIMA
maintained near-original size (1.06×)

• Runtime Overhead: OLLVM introduced 1.03×–1.98× slowdown due to inserted opaque predicates and
redundant blocks, contrasting with AIMA’s minimal penalty (1.04×)

• Similarity: SUB replaces arithmetic/logical operations with semantically equivalent alternatives. Since
Transformer architectures encode operational semantics rather than specific opcodes, this yields high
similarity scores (0.965). BCF and FLA reorganize basic block sequencing while preserving original
instructions within blocks. Transformer models exhibit inherent robustness to such structural per-
mutations through self-attention mechanisms, resulting in limited similarity reduction (0.717–0.788).
FLA+BCF+SUB combines these techniques, achieving significantly lower similarity (0.213) at the
cost of exponential overhead (12.79× size expansion). AIMA strategically removes saliency-identified
critical instruction segments. While its similarity reduction (0.64) is less pronounced than composite
obfuscation, it accomplishes this with minimal overhead (1.06× size ratio).

Table 3: Comparison of cost overhead and similarity across different methods

Metric SUB BCF FLA FLA_BCF_SUB AIMA
Size overhead 1.068 7.42 2.04 12.79 1.061

(Continued)
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Table 3 (continued)

Metric SUB BCF FLA FLA_BCF_SUB AIMA
Runtime overhead 1.033 1.367 1.22 1.98 1.035

Similarity 0.965 0.717 0.788 0.213 0.641

5.1.3 Effectiveness of Assembly Instruction Relocation
We implement instruction relocation through a jump table mechanism that preserves program func-

tionality while concealing critical code segments moved from function bodies. This approach ensures:
1) semantic equivalence through dynamic redirection, 2) evasion of static analysis detection, and 3)
compatibility with Binary Code Similarity Detection (BCSD) models.

Fig. 5 demonstrates this technique applied to the do_copy function in Coreutils’ cp utility. The IDA
Pro disassembly view reveals:

• Original critical instructions (int the red boxes) removed from the function body
• Control flow redirected via jmp [jump_table_entry_8] (offset loc_137a)
• Seamless continuation at loc_137a post-relocation

Notably, the relocated instructions maintain identical opcode sequences while being logically discon-
nected from the original function body in static views. This confirms our method’s capability to induce
semantic perturbations without altering runtime behavior.

Figure 5: Disassembly comparison: (a) Original do_copy function; (b) Adversarial variant with removed instruc-
tions.The red boxes indicate the removed instruction segments
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Answer to RQ1: AIMA achieves functional preservation with significantly lower overhead than tradi-
tional obfuscation techniques, particularly in size-constrained and performance-sensitive environments.

5.2 Effectiveness of Adversarial Examples
This section addresses RQ2: How effective is instruction relocation in evading BCSD models?
Target Model: We selected jTrans and CLAP as primary adversarial targets. Both employ

Transformer-based architectures and achieve state-of-the-art performance in BCSD.

5.2.1 Similarity Distribution
Adversarial Examples Generation: The adversarial examples were generated from 1411 distinct func-

tions compiled from GNU Coreutils 8.30. For each function Fi , we generated adversarial variants using
sliding window sizes k ∈ [1, 0.3Li], where Li denotes the number of instructions in Fi . Among these variants,
we selected the one with the maximum drop in similarity as the final adversarial example. The distribution
of similarity is shown in Fig. 6.

Figure 6: Distribution of similarity scores between original and adversarial examples

Attack Impact Metric: The fundamental measure of attack success is similarity reduction ΔS = 1 −
Sadv, where Sadv denotes cosine similarity between original and adversarial function embeddings. Baseline
similarity without attack is 1.0. Attack impact distribution is shown in Table 4.

Table 4: Adversarial impact classification by similarity reduction

Model Reduction ΔS Distribution Avg. Sadv Threat level

jTrans
≥ 0.5 14.1% 0.386 High

0.2 ≤ ΔS < 0.5 77.0% 0.669 Medium
< 0.2 8.9% 0.829 Low

CLAP
≥ 0.5 26.1% 0.317 High

0.2 ≤ ΔS < 0.5 42.3% 0.657 Medium
< 0.2 31.6% 0.880 Low
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The adversarial attacks demonstrate significant effectiveness across both models:

• High-Impact Attacks: 20.1% of samples achieved >50% similarity reduction (ΔS ≥ 0.5), CLAP shows
higher vulnerability with 26.1% high-impact cases.

• Moderate Impact Dominance: 59.7% of samples achieved 20%–50% similarity reduction (0.2 ≤ ΔS <
0.5), jTrans exhibits a relatively high proportion (77.0%).

• Attack-Resistant Cases: 20.3% of samples showed limited reduction (ΔS < 0.2).

The method effectively reduces similarity scores in 64.4% (jTrans) and 63.7% (CLAP) of samples, with
20.1% achieving high-impact reduction (ΔS ≥ 0.5). This confirms its capability to evade state-of-the-art
BCSD models.

5.2.2 Relationship between Similarity and Sliding Window Ratio
In this experiment, we generated adversarial examples across all possible window sizes ranging from

1 to 0.3 L (where L represents function length). For each function, we selected the window ratio yielding the
maximum similarity reduction as the optimal perturbation. Fig. 7 presents the distribution of these optimal
window ratios across the dataset, revealing a non-uniform distribution pattern:

Figure 7: Optimal perturbation window ratio distribution and corresponding similarity reduction

Analysis shows a pronounced concentration in the 24%–30% window ratio range (cumulative 54.9%
occurrence), with peak density at 27%–30% (35.5%). Crucially, the 24%–27% window ratio achieved
the lowest mean similarity (0.578), indicating optimal attack efficacy. This distribution demonstrates two
key phenomena:

1. Nonlinear efficacy: While larger windows generally increase similarity reduction (mean similarity
decreases from 0.770 at 0%–3% to 0.578 at 24%–27%), the 27%–30% window shows reduced effectiveness
(mean similarity 0.709), revealing a saturation point beyond 27%.

2. Efficacy-reversal boundary: Optimal perturbation occurs at 24%–27% window ratio (min similarity
0.578), not at the maximum allowed 30% ratio. This suggests functional over-perturbation beyond critical
thresholds may diminish attack effectiveness.
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Thus, we conclude that while larger perturbation windows generally enhance attack effectiveness, the
relationship is non-monotonic with diminishing returns beyond critical thresholds (≈27% window ratio).
This necessitates window size optimization rather than maximal perturbation.

5.2.3 Function Search Evaluation
To assess the real-world impact of adversarial examples, we conducted function search experiments as

follows. First, we compiled the original Coreutils binaries (GCC 9.4,-O0) with debug symbols and generated
adversarial variants across relocation window sizes ranging from 1% to 30% of function instruction length.
We then established ground truth mapping through 1:1 function correspondence using symbol tables. After
stripping debug symbols to simulate production environments, we executed similarity searches from original
to adversarial examples (function matching task). Performance was evaluated using Precision@1, defined as
the proportion of queries where the correct match ranked first in the results.

Fig. 8 demonstrates statistically significant degradation in search accuracy. At maximum attack strength
(30% window size), Precision@1 of jTrans decreased to 0.347 (65.3% reduction from baseline 1.0), and CLAP
decreased to 0.29, confirming AIMA’s practical threat to binary analysis workflows.

Figure 8: Function search accuracy (Precision@1) under varying sliding window size ratio

Answer to RQ2: Adversarial examples significantly reduce similarity scores in both models (mean
ΔS > 35%). This demonstrates the effectiveness of our approach against state-of-the-art Transformer-based
BCSD models.

5.3 Comparative Analysis of Token Saliency Methods
This section addresses RQ3: Which critical instruction segment identification method maximizes attack

efficacy?
Identifying an efficient instruction saliency evaluation method is crucial for AIMA’s adversarial example

generation. To this end, this section comparatively analyzes three importance assessment approaches:

1. Gradient-based attribution [33]
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2. Attention-weight aggregation [34]
3. Gradient-embedding dot product [34]

In BERT-based models, the attention mechanism computes association weights between all tokens
(including the [CLS] token) [35,36]. Through these attention operations, the [CLS] token interacts with all
other tokens in the sequence, progressively integrating global information.

To calculate the attention weights of the [CLS] token (position 0) with respect to all other tokens (using
a single attention head as an example):

Attention[CLS], j = softmax
⎛
⎝

QCLSKT
j√

dk

⎞
⎠

, j ∈ [0, n] (11)

where dk is the dimension of the key vectors, and the softmax operation ensures normalized weights. The
attention weight AttentionCLS, j indicates the degree to which the [CLS] token attends to the j-th token in
the sequence.

The contextual representation of the [CLS] token is then derived as a weighted sum of the value vectors:

h[CLS] =
n
∑
j=0

AttentionCLS, j ⋅ Vj (12)

Attention layers assign weights to each input token which are often interpreted as indicators of
contextual semantic importance. However, the explanatory power of attention weights remains debated in
NLP literature [37–39].

Gradient-embedding dot product [34] calculate the dot product of the gradient vector∇e iLsim and the
corresponding input embedding vector ei to derive a scalar value representing the saliency score (Si) of the
i th input:

Si = ∇e iLsim ⋅ ei (13)

The magnitude of Si reflects the contribution of the ith token to the model’s decision-making process.
To systematically evaluate token importance estimation strategies, we compare three established tech-

niques with random token selection serving as the baseline. This comparison addresses whether attention
mechanisms reliably identify semantically critical instructions in assembly code.

5.3.1 Experimental Protocol
For each function, we generated adversarial examples across relocation window sizes ranging from 1%

to 30% of total instructions (1% increments). At each window size k, the most impactful instruction segment
identified by each saliency method was relocated. This process yielded 122,792 adversarial variants, with
similarity to original functions recorded for analysis.

5.3.2 Results Analysis
To quantify the differences in function similarity across mechanisms, we computed descriptive statistics

and summarize them in Table 5. The table reports the mean similarity, standard deviation (Std Dev), median,
and range (min–max) for each mechanism.
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Table 5: Similarity metrics by saliency methods and models

Model Method Mean sim. Std. dev. Median Min Max

jTrans

Gradient-based 0.6436 0.1392 0.6605 −0.0694 0.9425
Attention-weight 0.6734 0.1509 0.6977 −0.0556 0.9962

Dot_product 0.7746 0.1534 0.7828 −0.0556 0.9919
Random 0.7793 0.1629 0.8035 0.0484 0.9971

CLAP

Gradient-based 0.6389 0.2309 0.6809 −0.0814 0.9910
Attention-weight 0.6471 0.2360 0.6966 −0.0814 0.9910

Dot_product 0.8176 0.1898 0.8869 0.0412 0.9978
Random 0.7962 0.1982 0.8652 0.0264 0.9962

ANOVA confirmed significant differences between methods (FjTrans = 315.3, FCLAP = 312.5; p < 0.001).
Gradient-based attribution consistently reduced similarity more effectively than dot_product and random
baselines (p < 0.01 both models), though its advantage over attention was model-specific (jTrans: p < 0.001;
CLAP: p = 0.74).

Fig. 9 details the similarity distributions across saliency methods, with Fig. 10 further revealing distri-
bution patterns. Gradient-based attribution demonstrates the highest effectiveness, attention-weight shows
moderate efficacy, while both dot_product and random baselines exhibit minimal effectiveness.

Figure 9: Distribution of similarity scores across saliency methods

During experimentation, we systematically recorded similarity scores of adversarial examples generated
across sliding window sizes ranging from 1% to 30% of function length. Fig. 11 illustrates the relationship
between similarity reduction and window size ratio for four saliency methods.

Gradient-based attribution (blue curve) consistently achieves the lowest similarity scores. This confirms
its superiority in identifying semantically critical instructions.

Attention-weight aggregation (green curve) shows competitive but inferior effectiveness, maintaining
a 0.05–0.12 similarity gap vs. gradient-based methods.

Gradient-embedding dot product (orange curve) and random selection (pink curve) perform signifi-
cantly worse (similarity >0.86), indicating their inadequacy for adversarial targeting.
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Figure 10: Proportional distribution of similarity scores across saliency methods

Figure 11: Mean similarity under varying window ratio by saliency method

Answer to RQ3: These results demonstrate that gradient-based attribution most effectively identifies
critical instructions for similarity reduction, while attention-based methods provide competitive alternatives.
The weak performance of dot-product and random approaches underscores the importance of theoretically
grounded saliency measures.

5.4 Model Robustness Enhancement
This section addresses RQ4: Can gradient-guided adversarial examples enhance model robustness?
Dataset and Task: We evaluate our approach on the BCSD task using Coreutils-8.30 benchmark

dataset. This dataset contains 29,993 function pairs compiled with 4 optimization levels (O0-O3). The task
requires determining whether two binary functions originate from the same source code (positive pairs) or
different source code (negative pairs).

Evaluation Metric: We adopt Area Under the Receiver Operating Characteristic Curve (AUROC) as our
primary evaluation metric due to its threshold-agnostic nature and ability to comprehensively evaluate model
discrimination capability under adversarial conditions.

Test Models: Base Model–the standard jTrans and CLAP architecture, and Robust Model–the adversar-
ially trained jTrans and CLAP variant.
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For each target function in the Coreutils dataset, we generated adversarial examples using the AIMA
method. These adversarial examples were incorporated into the training set alongside original functions.

The Baseline models were fine-tuned using the augmented dataset. The adversarial training objective
was defined as:

min
θ

E(x , y)∼D [L( fθ(x), y) + λL( fθ(xadv), y)] (14)

where L denotes the contrastive loss, λ = 0.7 controls the adversarial regularization strength, and xadv
represents AIMA-generated adversarial examples.

Experimental Results: Table 6 summarizes the AUROC performance across all experimental condi-
tions. Our robust model demonstrates significant improvements in adversarial robustness while maintaining
competitive performance on clean data.

Table 6: Adversarial robustness evaluation results for jTrans and CLAP

Model Condition AUROC Performance change

jTrans

Base (Clean) 0.921 –
Base (Adversarial) 0.527 ↓42.8%

Robust (Clean) 0.967 ↑5.0%
Robust (Adversarial) 0.789 ↑66.5% (Rel.)

CLAP

Base (Clean) 0.874 –
Base (Adversarial) 0.527 ↓39.8%

Robust (Clean) 0.933 ↑6.8%
Robust (Adversarial) 0.717 ↑54.8% (Rel.)

Rel. = Relative Improvement: (RobustAdv - BaseAdv)/(BaseClean - BaseAdv)

Base models exhibit significant AUROC degradation under attack (jTrans: ↓42.8%, CLAP: ↓39.8%);
after training, robust models show substantial improvement (jTrans: 66.5%, CLAP: 54.8%). Fig. 12 provides
the ROC curve visualization, revealing three findings: The base model’s performance collapses under attack
(orange curve); Our robust model maintains a steep ROC curve under attack (red curve); The robust model
shows improved separability between positive and negative pairs(green curve).

Figure 12: Adversarial robustness evaluation: AUROC curves under clean and adversarial conditions
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Answer to RQ4: Adversarial training significantly enhances resilience for both models. CLAP shows
higher clean-data improvement (+6.8% vs. +5.0%), while jTrans achieves greater relative robustness gain
(66.5% vs. 54.8%). This demonstrates AIMA’s effectiveness in enhancing state-of-the-art BCSD models.

6 Discussion
Although this work primarily targets Transformer-based BCSD models,such as jTrans and CLAP, the

core idea of gradient-guided critical segment identification is inherently generalizable to other deep learning
architectures. The vulnerability of deep neural networks to gradient-based adversarial attacks has been widely
observed across domains, including computer vision and natural language processing, suggesting that such
susceptibility is not limited to a specific model family.

Our approach builds on two fundamental principles that are largely architecture-agnostic. First,
gradient sensitivity: in any differentiable model—whether RNN, CNN, or GNN—the gradients with respect
to input embeddings can serve as indicators of feature importance. This enables the identification of
semantically critical components in the input. Second, semantic-preserving perturbation: by performing
assembly-level code relocation, our method decouples the adversarial process from model internals. The
modifications occur at the structural level of the binary, preserving runtime behavior while subtly altering
the representation seen by the model.

Given the superior performance and growing dominance of Transformer models in BCSD tasks,
we focus our empirical evaluation on this architecture. However, the underlying mechanism—identifying
sensitive input regions via gradient analysis and applying semantics-preserving transformations—is not
exclusive to Transformers. In future work, we will extend this investigation to CNN-, RNN-, and GNN-based
BCSD systems, and explore defense strategies against such architecture-agnostic adversarial attacks.

7 Conclusion
This paper introduces AIMA—a novel approach for generating adversarial examples against

Transformer-based BCSD models via assembly-level instruction relocation. We establish the first semantics-
preserving adversarial methodology operating at the assembly intermediate representation level, enabling
functional-equivalent perturbations through gradient-guided critical segment relocation. The core inno-
vation involves a jump table mechanism that maintains runtime functionality while inducing static-view
“deletion” effects. Furthermore, we explore how the generated adversarial examples can be leveraged within
an adversarial training paradigm to enhance model robustness. Extensive validation shows AIMA reduces
similarity scores by up to 35.8% in state-of-the-art BCSD models while improving robustness by 5.9%
AUROC when integrated into training workflows.
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