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ABSTRACT: With the rapid development of the Artificial Intelligence of Things (AIoT), convolutional neural
networks (CNNs) have demonstrated potential and remarkable performance in AIoT applications due to their excellent
performance in various inference tasks. However, the users have concerns about privacy leakage for the use of Al
and the performance and efficiency of computing on resource-constrained IoT edge devices. Therefore, this paper
proposes an efficient privacy-preserving CNN framework (i.e., EPPA) based on the Fully Homomorphic Encryption
(FHE) scheme for AloT application scenarios. In the plaintext domain, we verify schemes with different activation
structures to determine the actual activation functions applicable to the corresponding ciphertext domain. Within the
encryption domain, we integrate batch normalization (BN) into the convolutional layers to simplify the computation
process. For nonlinear activation functions, we use composite polynomials for approximate calculation. Regarding the
noise accumulation caused by homomorphic multiplication operations, we realize the refreshment of ciphertext noise
through minimal “decryption-encryption” interactions, instead of adopting bootstrapping operations. Additionally, in
practical implementation, we convert three-dimensional convolution into two-dimensional convolution to reduce the
amount of computation in the encryption domain. Finally, we conduct extensive experiments on four IoT datasets,
different CNN architectures, and two platforms with different resource configurations to evaluate the performance of
EPPA in detail.

KEYWORDS: Artificial Intelligence of Things (AloT); convolutional neural network; privacy-preserving; fully
homomorphic encryption

1 Introduction

Artificial Intelligence of Things (AIoT) is a frontier technology that combines artificial intelligence and
IoT closely, moving toward system-level intelligence. Its development cannot proceed without Edge Com-
puting. Edge computing sends computing tasks to edge nodes, providing resource-constrained IoT devices
with computing power that fits real scenarios better. This helps cut down data transmission delay, improves
real-time response, and drives AloT to develop into system-level intelligence. As a critical infrastructure,
the AloT interconnects existing and continuously advancing information and communication technologies
with physical devices equipped with execution capabilities. It enables data sharing, conducts in-depth
analysis and intelligent processing by leveraging Al techniques, and accomplishes specific services or tasks.
With the rapid advancement of technology, the AIoTSys has captured widespread attention and generated
substantial interest across diverse industries. The development of the AIoTSys can bring about numerous
conveniences to various fields such as daily medical assistance, transportation, industrial manufacturing,
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education, and smart home living. Thao et al. [1] proposed a CNN-LSTM model for real-time AloT systems,
and independently classified the abnormal conditions of industrial diesel generators through supervised
learning technology to improve the efficiency of maintenance services for industrial diesel generators. Chen
et al. [2] applied MobileNet to IoT devices, enabling real-time and efficient detection of whether residents
wear masks properly. Xu et al. [3] utilized machine learning technology in combination with wearable devices
to predict the injury risks in football sports. Ferdowsi et al. [4] employed Deep Neural Network (DNN)
to propose an edge analysis architecture, endowing the devices in intelligent transportation systems with
powerful computer vision and signal processing capabilities, thereby demonstrating the contributions and
great development potential of AIoTSys technology in multiple domains. Furthermore, the application of the
AloTSys in smart grids is also becoming increasingly prevalent. Zhang et al. [5] considered the development
trends of machine learning applications in smart grids based on the IoT. Additionally, Zhang et al. [6] also
pointed out that in the application of machine learning in smart grids, models such as those for solar/wind
energy prediction are susceptible to adversarial attacks.

Neural network technology holds an unshakable position in the field of artificial intelligence and has
profoundly transformed our understanding of information processing and pattern recognition. For instance,
deep learning convolutional neural networks play a crucial role in image processing and data analysis within
intelligent Internet of Things (IoT) systems. Zhao et al. [7] have analyzed the data of the elderly monitored
remotely by means of deep convolutional neural networks to gain a better understanding of the health status
of the elderly. Dwivedi et al. [8] utilized CNN biometric recognition technology empowered by the Internet
of Things (IoT) to perform secure identity verification and recognition for transportation service personnel.
Liu et al. [9] have simulated a computing-constrained environment using a Raspberry Pi and successfully
implemented a lightweight neural network inference with privacy protection on medical datasets. These
cases demonstrate the extensive cross-domain application value of neural network technology. Although the
development of artificial intelligence technology has brought convenience in many fields, the accompanying
issue of data privacy cannot be overlooked.

In 2022, the American company OpenAl first released the ChatGPT chatbot model. In 2024, a Chinese
artificial intelligence technology company released the open-source and self-controllable Deepseek large
model, which quickly attracted extensive attention and usage from a large number of Internet users upon
its release. However, the issue of data privacy leakage brought about by artificial intelligence services has
constantly worried global users. When the services used involve users’ sensitive information, ensuring the
confidentiality of data is a crucial and indispensable part. In 2016, the European Union promulgated the
“General Data Protection Regulation” [10] (GDPR), requiring enterprises to take relevant safeguard measures
for personal data to protect it from leakage and unauthorized illegal use. Currently, due to the extensive
deployment of AloT devices, a large amount of data resources of sensitive information, such as video data,
geographical location information, health data, and industrial production data, are being accumulated. Once
these data are leaked or illegally exploited, they will not only seriously violate personal privacy rights but
also potentially trigger a commercial data leakage crisis because of the huge potential commercial value of
the data. In addition, as a typical application scenario of the integration of AloT technology, autonomous
driving, with its highly integrated sensors, communication modules, and software systems, has become a
new target of cyberattacks. He et al. [11] pointed out that malicious attacks on autonomous driving systems
may threaten the operational safety of vehicles and cause the leakage of sensitive information such as users’
travel trajectories and biometric features. Gozubuyuk et al. [12] emphasized that with the popularization
of Internet-connected vehicles and autonomous driving technology, effectively ensuring user privacy and
security while achieving intelligent travel has become a key issue that the industry urgently needs to address.
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Problem Statement. An IoT server has a unique pre-trained neural network model W. Meanwhile, the
IoT edge device with limited computing resources has its private data X. The IoT edge device needs to use
the model W to conduct inference and prediction on the data X while ensuring the confidentiality of the
data X. Therefore, in order to safeguard the privacy of the data and the correctness of model inference, FHE
has become an effective solution. FHE supports directly performing relevant calculations on the encrypted
private data X without decrypting it, without leaking any information about X. It effectively maintains data
privacy and helps the AIoT achieve intelligent decision-making.

Therefore, in view of the requirements for high security, timeliness, and accuracy in AloT, this
paper combines FHE technology with convolutional neural networks and proposes a fully homomorphic
encryption-based convolutional neural network model to serve inference on AloT edge devices. Leveraging
the high overall security of FHE, under the premise that model parameters and user data are protected,
the inference efficiency of edge IoT devices is continuously optimized. The implementation of our EPPA
involves the following two steps: (i) Securely deploying the CNN model on the IoT cloud server; (ii) Applying
fully homomorphic encryption to client data and transmitting it to the cloud server to complete the full
privacy-preserving inference. Our contributions are as follows:

» A privacy-preserving convolutional neural network inference (i.e., EPPA) based on the fully homomor-
phic encryption is proposed for AloT application.

« Inthe encryption domain, we use composite polynomials to approximate the nonlinear activation func-
tions, and integrate the BN layer into the convolutional layer. Besides, the ciphertext noise is refreshed
through interactive decryption-encryption operations. More importantly, we convert the calculation of
the three-dimensional convolution into the computation of a two-dimensional convolution to reduce
the computation overhead.

« We conduct experiments on four IoT datasets and evaluate the performance of EPPA using four
evaluation metrics. The Raspberry Pi is used as a resource-limited end to verify the feasibility of EPPA.

2 Related Work

In this section, we first elaborate on some typical privacy-preserving neural network inference schemes
based on FHE. Then, we introduce the related work of non-linear function calculations.

2.1 FHE-Based Secure Neural Network Inference

Despite plenty of works aiming to improve the performance of machine learning in IoT scenarios,
privacy remains a critical factor that cannot be overlooked. As shown in Table 1, the scheme [13] achieves fast
and secure 2PC inference based on FHE and SS. The scheme [14] uses HE and SS to realize privacy-preserving
CNN inference and is the first to consider adversarial attacks under ciphertext. Although schemes [15,16]
based on HE and GC can achieve secure CNN inference, they suffer from excessively high communication
overhead. The schemes [17,18] adopting FHE and Split technology can improve inference efficiency but may
expose partial model information, making them difficult to meet the requirements of high-security scenarios.
The schemes [19,20] rely on bootstrapping operations for ciphertext noise refreshment, which is extremely
inefficient and unfriendly to IoT devices with limited computational resources. Additionally, while the
scheme [21] performs noise refreshment through communication and decryption, it poses a risk of leaking
intermediate decryption results. In contrast, the scheme proposed in this paper only involves lightweight
communication and encryption-decryption operations, achieving noise refreshment while ensuring security.
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Table 1: Comparison with prior works

Scheme Privacy Technology Sacrificing security Simple

[8] No - - -
[15,16] Yes HE + GC No No
[17,18] Yes FHE + Split Yes Yes

[21] Yes FHE Yes Yes
[19,20] Yes FHE No No

Our work Yes FHE No Yes

2.2 FHE-Based Computation of Non-Linear Functions

The existing schemes BFV [22] and CKKS [23] can easily implement the calculation of convolutional
layers and fully connected layers, which belong to linear functions. However, the calculation of some non-
linear functions still poses challenges. The common solutions for addressing this issue can use SS and GC,
as seen in schemes [14,24]. Nevertheless, these solutions are unfriendly to be implemented with FHE. The
scheme [16] replaces the ReLU activation function with a square function, and the scheme [20] approximates
ReLU by using computation-friendly polynomial functions, which are both computation-friendly for FHE
calculation. Our scheme also employs composite polynomials to achieve approximate computation of
activation functions.

3 Preliminaries

In this section, we introduce the preparatory knowledge related to EPPA, including the architecture of
the convolutional neural network and the basic knowledge of CKKS.

3.1 Convolution Layer

Convolutional layers are a fundamental building block of convolutional neural networks (CNNs),
designed to extract key features by sliding learnable convolution kernels over input tensor data. This process
performs element-wise multiplications and additions between the kernels and the input. In this paper, a
two-dimensional convolutional layer is employed to process image data. The details are given in Section 4.1.

3.2 Batch Normalization

Batch normalization (BN) addresses the issue of “internal covariate shift by standardizing the input
data for each batch, thereby accelerating the training process of the model. Specifically, BN normalizes the
data to a normal distribution with a mean of 0 and a variance of 1, ensuring that the inputs to neurons remain
within a stable and optimal range. This technique also mitigates the problems of vanishing or exploding
gradients to some extent. Additionally, BN acts as a regularizer, reducing the likelihood of overfitting.

3.3 Activation Function

The core role of activation functions is to introduce non-linearity, enhance the model’s ability to extract
and express data features, and thus improve the model’s generalization capability in various classification
tasks. This paper introduces two activation functions, ReLU and ReLU6, which are suitable for IoT edge
devices with limited computational resources. While ReLU is computationally efficient, it may suffer from
precision loss when encountering large activation values, particularly on mobile devices with low-precision
hardware. As a variant of ReLU, ReLU6 restricts its output to the range of [0, 6]. When the input exceeds 6,
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the gradient of ReLU6 becomes 0, which is equivalent to truncating excessively large activation values. This
approach reduces computational complexity while keeping deep-layer features within a reasonable range.

3.4 Fully Connected Layer

After multiple rounds of convolution operations, the data is transformed into abstract multi-
dimensional feature maps. By flattening these maps into a one-dimensional vector and connecting it to fully
connected layers, a series of weight matrices and bias terms are used to associate the extracted features with
the output classes. Finally, the Softmax operation converts the output vector into a probability distribution
where all values sum to 1.

3.5 Encryption Scheme

The CKKS fully homomorphic encryption is an encryption scheme with extremely high security and has
been widely applied in privacy-preserving machine learning. It allows correct operations to be performed on
the encrypted underlying messages without knowing the key. Its security relies on Ring Learning with Errors
(RLWE) and is considered quantum-secure. CKKS supports approximate arithmetic operations on real and
complex numbers. EPPA also uses the CKKS scheme [25]. The polynomial quotient ring Zq[x]/(x" +1)
called as R, represents the plaintext space, where Q is the coeflicient modulus, Z is the set of integers,
and Zq[x] represents the polynomial ring with coefficients in Zq. The range of coeflicients Zq is Zq =
Zn (-Q/2,Q/2], and n is a power of 2. The private key of CKKS is (1, s) where s € R(, and the public key
is pk = (b,a) with b = —a-s+e, a € Rq, e is sampled from the Gaussian noise. For a plaintext polynomial
m € Rq, the output ciphertext is obtained by performing Enc(m) = (¢g,¢1) = r- pk + (m + eg, 1), where r
is sampled from the set {0, +1} related to the private key distribution. While decryption is computed as Dec
(c,sk)=co+cy-s~m.

CKKS supports approximate operations, including homomorphic addition and multiplication. For
plaintexts m;, m, in the ring R, the homomorphic computations are as follows:

Dec(Enc(m;) ® Enc(my)) ~ my + my, Dec(Enc(m;) ® Enc(my)) ~ my - m,,

where ® and ® denote ciphertext addition and multiplication, respectively. Additionally, CKKS supports
other homomorphic operations, including scalar multiplication, cyclic rotation, and complex conjugation.

4 Convolutional Neural Network Based on Fully Homomorphic Encryption
4.1 Convolution Layer

Given an input feature map I € R*" and a convolution kernel K € R¥*¥, the 2D convolution operation
Conv(I,K) is defined as:

Conv2D(I,K), 4 = Z K. ppstisasti W
0<i,j<k

where i and j represent the row and column indices of the kernel matrix K, respectively, s represents the stride
parameter, and 0 < p, g < (w — k)/s + 1. Fig. 1 illustrates a typical 2D convolution process: the input feature
map [ is structured into a specific ciphertext format, and the convolution is performed by element-wise
multiplication between the kernel K and corresponding regions of I, followed by summation.
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Results
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Figure 1: An example of the 2D convolution

By focusing on the 3D convolution with CC’ kernels K := (Ko,o, ..., Kj,i7, ..., Kc-1,¢7-1), which takes C-
batch I := (I, ..., I;, ..., Ic-1) as input, finally we obtain C’ feature maps for 0 < ¢’ < C’. The computation is
defined as:

Conv3D(I,K) e pq= Y. Conv2D(I;,Keri)pq + Bers @)
0<i<C

where ¢’ and i represent the ¢’-th and i-th channel, respectively. Fig. 2 depicts a whole computation example
of 3D convolution. Specifically, in the encrypted domain, we pack multiple input feature maps Iy, ..., Ic;
into a single ciphertext. We then compute the corresponding positions of kernel elements within the
ciphertext slots and perform batch convolution to generate intermediate feature maps Conv2D(I;, K1 i) p.q
as illustrated in Fig. 3a. Subsequently, these intermediate feature maps are summed to produce the output
feature map Conv3D(I,K) , 4 as shown in Fig. 3b.
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Figure 3: An example of batch convolution and sum of intermediate feature maps
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4.2 BN Layer

In this study, we apply batch normalization immediately after each convolution operation to prevent
extreme shifts in the feature distribution effectively. The formula of BN is:

x —
BN(x) =y 0M+ﬁ, 3)
where y and o denote the mean value and the variance, respectively, y and f are parameters learned through
training. In order to reduce the computational complexity, which represents the number of homomorphic
operations. Specifically, we combine the parameters {y, o, y, 8} of the batch normalization layer with the
parameters { K./ ., B,/ } of the convolutional layer, the formulas are as follows:

K., =L K, (4)
o

B.=Y.B.-Y.uyp, 5

o= Btk (5)

where K/, . and B!, denote the parameters calculated for the new convolutional layer. In this way, the

c’,c

calculation of the BN layer is integrated into the calculation of the convolutional layer in Section 4.1.

4.3 Activation Function and Fully Connected Layer
4.3.1 Activation Function

The ReLU activation function and its variant ReLU6 are defined by the formulas ReLU(x) = max(0,
x) and ReLU6(x) = min(max(0, x), 6), respectively. ReLU6 restricts the output range by introducing an
upper threshold. In this paper, we carefully design and compare three convolution-activation schemes
combining ReLU and ReLU6. As shown in Fig. 4a, the first scheme is similar to most existing approaches,
ReLU(Conv([x]), using ReLU as the activation function after all convolutional layers. The subsequent scheme
employs ReLUG6 after convolution in Fig. 4b, ReLU6(Conv([x]). The remaining scheme uses ReLU for shallow
layers and ReLU6 for deep layers in Fig. 4c, ReLU(Conv[x;]) --- ReLU6(Conv[x,]). For the ciphertext
inference stage, we implement the scheme with superior performance and use composite polynomials for
approximating the computations of activation functions.
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Figure 4: Performance Comparison of plaintext and ciphertext metrics
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4.3.2 Fully Connected Layer

After being flattened into a one-dimensional vector by the Flatten layer, the computation of the fully
connected layer (Wx + b) is performed. As this operation involves matrix multiplication, we directly use the
hybrid method proposed in [15] to implement the fully connected layer computation.

4.4 FHE Noise Refreshment

In homomorphic encryption operations, noise refreshment is indispensable. Noise accumulates contin-
uously after each homomorphic operation, and once it exceeds a certain threshold, it can lead to decryption
failures or data errors. Therefore, noise reduction is required to control the noise level. Previously, noise
was refreshed through bootstrapping operations, which introduce extremely high computational overhead,
making it less suitable for computationally-constrained devices. Here, we implement noise refreshment
through interactive decryption-encryption operations.

When the server obtains the ciphertext feature map ct,, with certain noise, it generates a random feature
map r, then performs a homomorphic subtraction of r from ct,, to obtain the ciphertext ct,,_, and sends it
to the client.

ctm_r = HomAdd(cty,, —r) (6)

Upon receiving the ciphertext ct,,_,, the client performs a decryption operation to obtain m — r, thereby
achieving noise refreshment. Subsequently, the client encrypts m — r to generate a new ciphertext ct/, . and
uploads it to the server.

ct),_, = Enc(Dec(cty_,)) < Enc(m —r) (7)

Eventually, the server obtains the noise-refreshed ciphertext ct;, by performing a homomorphic
addition of the random feature map r to the ciphertext ct;,_,. Thus, the noise refreshment process is
completed.

ct,, = HomAdd(ct,,_,,r) (8)

4.5 Execution Protocol

In order to better describe the execution process of the EPPA scheme, we elaborate in detail through
Algorithm 1.

(1) Initialization: The client generates CKKS parameters, including the secret key sk, public key pk,
and evaluation key EV K. Subsequently, the client encrypts the plaintext data m into the ciphertext ct,, and
uploads ct,, along with the evaluation key EV K to the server.

(2) Server-Side Computation: Upon receiving the ciphertext ct,,, the server sequentially performs
homomorphic convolution, BN, and activation function computations to obtain the ciphertext feature map
ctp. Subsequently, the server generates a random feature map r and performs a homomorphic subtraction
of r from ct,, to compute the ciphertext ct,, _,, which is then sent to the client for noise refreshment.

(3) Client-Side Noise Refreshment: After receiving the ciphertext ct,,_,, the client first decrypts it to
obtain the plaintext m’ — r. Subsequently, the client encrypts m’ — r to generate a new ciphertext ct,,_, and
uploads it to the server.

(4) Server-Side Recovery: The server performs a homomorphic addition of  to the ciphertext ct,,,_,,
and obtains the noise-refreshed ciphertext ct/,,.
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Repeat steps (2-4) to complete the full privacy-preserving inference process.

Algorithm 1: EPPA execution protocol

Input: C inputs plaintext image data m, S inputs random r.
Output: Privacy-preserving inference result res.

> Offline Phase:// The C generates key (px, sx) and evaluation
key EV K, then sending EVK to S.

> Online Phase:// Privacy inference.

Ctm

1) C: Runs ct,, < Enc(m),, andC — S.
2) S: Obtains ct;” by performing {Conv|[ct,,], BN[ct,],
ReLU[ct,,]} sequentially.

g i o by performing HomAdd(ct,,,, ).

3) C: Performs {m — r} < Dec(ct,,_,)s,.

{Ctm—r} .
C —— S by performing Enc(m —r),, .

4) S: Obtains ct,, by performing HomAdd(ct,, ,,r).
/] Repeat to realize complete privacy inference.
S obtains ciphertext result ct,.; and sends to C.
C obtains plaintext result res by performing Dec(cty,s)s, -

4.6 Computational Complexity Analysis

To clarify the computational performance of EPPA, we perform a layer-wise analysis of the computa-
tional cost in the CNN architecture.

We assume that each ciphertext can be stored in the feature maps of I channels, the computations of a 3D
convolution operation is equivalent to C?/I? - A 2D convolution operations. The network architecture with
L, convolutional layers would require L1- C?/I?- A 2D convolution computations. As the computation for
activation layers, each polynomial approximation necessitates the computation of a composite polynomial.
Given that each composite polynomial is composed of P constituent polynomials, the number of polynomial
computations required per activation layer is P - C/I. In contrast, the computation of fully connected layers
is straightforward, requiring only a single matrix multiplication operation, resulting in a total computational
workload of L,. The computation time T for noise refreshment operations is primarily composed of three
components: communication latency, decryption overhead, and encryption overhead. The total number of
invocations for this operation is closely correlated with the number of convolutional and fully connected
layers in the network, specifically L, - C/I + L, calls. The computational complexity of this scheme is detailed
in Table 2.

Table 2: Computation overhead of EPPA

CNN layer Overhead
Convolution layer + BN layer L -C[I* A
Activation function P-(L,-C/l+L,)-B
Fully connected layer L,-D
Noise refresh (Li-C/l+Ly)- T

“A”, “B”, “T”, and “D” are the computational times of 2D convolutional, polynomial computations, Noise refresh, and
matrix multiplication for a single ciphertext, respectively. “L;” and “L,” are the number of 3D convolutional and fully
connected layers in the CNN, respectively. “P” denotes the number of polynomials in the composite polynomials. “I”
denotes the number of feature map channels stored in a single ciphertext.
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5 Analysis of the Execution Protocol

This section is primarily on presenting an overview of the security of the EPPA. We provide a
comprehensive security analysis of the EPPA protocol in an honest but curious model. The definition of
privacy is given, and the following lemma is used in the execution protocol’s security.

Theorem 1: Our algorithm protects the privacy of data based on FHE. Under an honest and curious model, the
adversary A cannot learn any useful information from the inference phase.

Proof: A series of random variables will be simulated by the simulator @. The hybrid process is defined
as follows:

Hyb,. During the implementation of the execution protocol, we begin by initializing a set of random
variables that exhibit the same distribution as the view of REALg,,ver.

Hyb,. In this hybrid, we use the simulator @ to encrypt random variables that have the same distribution
as the original data; therefore, the ciphertext is generated by encrypting the data based on the fully
homomorphnic encryption, then sending [x'] to the server. By ensuring the IND-CPA security of the fully
homomorphic encryption scheme, the same distribution of the original data can be maintained.

Hyb,. The execution process of the server in simulator @ and REAL environments is as follows: For the
former, the server performs ct,,» = [x'w] = Enc(x") - Enc(w), in REAL environment, the server performs
ctm = [xw] = Enc(x) - Enc(w). If there is an adversary .4, but the simulated variables x” and the original
data x have the same distribution, consequently, A cannot distinguish the simulated view ct,, from the real
view ct,,. The calculation of the BN layer and the activation function is also simulated in this way.

Hybs. For the noise refreshing process, we use decryption-encryption approach to implement it.
Similarly, we use the simulator @ to generate random feature map ' with the same distribution as r, the server
performs HomAdd(ct,/,—r") in simulation, correspondingly, the server performs HomAdd(ct,,,-r) in
REAL environment, then sending to the client, the client uploads the ciphertext ct/,,_, and ct},_, after noise
is refreshed by performing the decryption-encryption operation, repeating this cycle to realize the complete
privacy inference.

From what has been mentioned above, we have established the existence of a polynomial-time simulator
@, which produces an output that is indistinguishable from that of the REAL environment. Based on the
security of the LWE hard problem, the server learns nothing from [xw] = Enc(x) - Enc(w), the remaining
operations are also performed under homomorphic ciphertext, finally, the server obtains the inference result
of the ciphertext, but cannot get any useful plaintext imformation because it does not possess the FHE private
key. During the execution of the protocol, assuming that the adversary .4 who can obtain the plaintext x
through the protocol execution process. Then, an algorithm 3 can be constructed to solve the LWE problem.
Since LWE is still considered a hard problem even under a quantum computer, our EPPA execution protocol
is considered secure. O

6 Experimental Results

In the following section, we conduct extensive experiments to evaluate various indicators and the per-
formance of EPPA. In the experiments, we use a computer equipped with an Intel Core i7-14700KF processor
(3.40 GHz) and 32 GB of RAM to perform simulations in Golang. We have experimentally evaluated EPPA
on five datasets, including two datasets for checking seatbelt usage in intelligent transportation, two datasets
for detecting skin diseases in intelligent healthcare, and the remaining one dataset for inspecting product
defects in intelligent manufacturing. Additionally, we conducted supplementary evaluation experiments on
two seatbelt datasets using two Raspberry Pi models with different computing capabilities, namely Raspberry
Pi 4B and Raspberry Pi 5. The configuration of Raspberry Pi 4B is as follows: the CPU is Broadcom BCM2711,
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which adopts a 64-bit quad-core ARM Cortex-A72 architecture with a main frequency of 1.5 GHz, the
memory is 4 GB LPDDR4 RAM, and the operating system is Linux. The configuration of Raspberry Pi 5 is: a
central processing unit of Broadcom BCM2712 DO, a 64-bit quad-core ARM Cortex-A76 architecture with a
main frequency of 2.4 GHz; the memory is 4GB LPDDR4X-4267 RAM. the operating system is also Linux.
As shown in Fig. 5.

Figure 5: EPPA implemented with the Raspberry Pi (as a resource-limited device)

6.1 Dataset and CNN Architecture Description

6.1.1 Dataset Description

In the experimental evaluation, all the datasets we used were sourced from real-world scenarios,

demonstrating the relevance of our model to practical applications. All datasets were evenly divided into

training sets and test sets at a ratio of 8:2. The following is a detailed introduction:

data Image Dataset (dID) [26]: This dataset contains a total of 1083 images, which are used to detect
whether drivers are wearing seat belts while driving. It includes two categories: wearing a seat belt and
not wearing a seat belt. All the images in this dataset were provided by Roboflow users.

NEU Surface Defect Database (NSDD) [27]: It is a dataset specifically designed for the detection of
metal surface defects. There are six defect categories in total, namely Rolled-in Scales (RS), Patches
(Pa), Crazing (Cr), Pitted Surfaces (PS), Inclusions (In), and Scratches (Sc). Each category contains 300
grayscale images, making a total of 1800 images. This dataset is provided by Northeastern University.
Skin-Disease-Dataset (SDD): This dataset contains a total of 1159 images, which were collected from the
Internet. It encompasses a total of 8 categories of skin disease infections.

Skin Disease Classification (SDC): This dataset consists of a total of 900 images, which are sourced from
ISIC. It includes 9 categories of skin diseases. For the sake of convenience, we only selected 6 of these
categories for experimental evaluation.
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6.1.2 CNN Architecture

For three different plaintext convolution-activation schemes, we compared their accuracies to screen the
corresponding convolution-activation structures for ciphertext. As shown in Fig. 6. When using ReLU, the
accuracy on datasets dID and SDC reached 99.54% and 93.78%, respectively, but the performance on datasets
NSDD and SDD was less optimistic, only achieving 76.91%, and 82.38%. In the subsequent deployment
of ReLUS®6, the accuracies on datasets dID, NSDD, SDD, and SDC reached 99.54%, 95.31%, 83.94% and
91.35%, respectively. When adopting the ReLU+ReLU6 architecture, the accuracy on datasets dID and NSDD
was comparable to that of the ReLU6 architecture, with slight improvements on datasets SDD and SDC.
Given the relatively outstanding performance of ReLu+ReLu6 on the four datasets. Therefore, we adopted
ReLU+ReLU6 as the activation function for the ciphertext inference.

1.0
[ ReLU+ReLU6
[ ] 3 ReLU S
0.9 [ ReLU6 —
0.8
0.7
0.6
0.5
dID NSDD SDD SDC

Figure 6: Comparison of accuracy among different CNN architectures

Subsequently, there is a detailed description of the architecture of the CNN classification model. In
the initial two datasets (dID, NSDD), the CNN model is composed of three convolutional layers and one
fully connected layer. Moreover, each convolutional layer contains 8, 16, and 32 convolutional kernels with
a dimension of 3 x 3, respectively. We use the ReLU activation function after the initial two convolutional
layers, and employ ReLU6 as the activation function after the last convolutional layer. In the field of
intelligent healthcare, more precise and detailed classification and prediction results are required. Therefore,
for the latter two datasets SDD and SDC, we use four convolutional layers for feature extraction, namely,
an additional layer is added after the third convolutional layer, which contains 64 convolutional kernels.
Similarly, ReLU is deployed after the first two convolutional layers, and ReLU6 is deployed after the remaining
two convolutional layers. After each convolution, we use batch normalization to accelerate the convergence
of the model. Additionally, we strategically introduce dropout after the first and final convolutional layers to
improve the model’s generalization ability. The feature map is flattened into a one-dimensional vector and
input into the fully connected layer to map to the classification result vector. In order to have a more intuitive
understanding of the architecture of the classification model, we have presented the model architecture in
plain text through the detailedly drawn Table 3.
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Table 3: Example of model structure

Layer Output Shape  Parameters
Conv2D (None, 31, 31, 8) 224
Batch normalization  (None, 31, 31, 8) 32
ReLU (None, 31, 31, 8) 0
Dropout (None, 31, 31, 8) 0
Conv2D (None, 15, 15, 16) 1168
Batch normalization (None, 15, 15, 16) 64
ReLU (None, 15, 15, 16) 0
Conv2D (None, 7,7, 32) 4640
Batch normalization  (None, 7, 7, 32) 128
ReLUG6 (None, 7,7, 32) 0
Flatten (None, 1568) 0
Dropout (None, 1568) 0
Dense (None, 2) 3138

6.2 Performance Evaluation
6.2.1 Four Indicator Scores

In the image classification experiment, Accuracy, precision, recall, and F1 score are used as evaluation
indicators. Four factors (TP, TN, TE and TN) are needed to calculate them. TP represents the number of
samples correctly classified as positive, TN represents the number of samples correctly classified as negative,
FP represents the number of negative samples misclassified as positive, and FN represents the number of
positive samples misclassified as negative.

For each experimental dataset, we compared the average scores of each indicator in the plaintext
and ciphertext states, respectively. As shown in Fig. 7. we demonstrate the effectiveness of EPPA through
these indicators.

Fig. 7a demonstrates the performance of EPPA in terms of accuracy. In the plaintext state, the dataset
dID for intelligent transportation achieved a high accuracy of 99.54%. For the dataset NSDD, our scheme
attained an accuracy of 95.14%, verifying its effectiveness in industrial inspection scenarios. In intelligent
medical skin disease diagnosis, the datasets SDD and SDC achieved results of 84.97% and 92.43%, respec-
tively, revealing the application potential of our scheme in the medical field. When converted to the ciphertext
state, both the dID and NSDD datasets reached an accuracy of 99.00%. The SDD and SDC datasets achieved
accuracies of 88.00% and 90.00%, respectively. These results indicate that our scheme exhibits comparable
performance in plaintext and ciphertext states, further validating its accuracy and effectiveness.

Fig. 7b demonstrates the performance of EPPA in terms of precision. In the plaintext state, the SDD
dataset achieves a precision of 86.90%, while the NSDD, dID, and SDC datasets reach 95.12%, 99.54%, and
92.65%, respectively. After conversion to the ciphertext state, the NSDD, dID, SDD, and SDC datasets achieve
99.09%, 99.02%, 90.65%, and 91.08% in precision, respectively. Overall, EPPA’s capability to predict positive
samples is impressive.

Fig. 7c illustrates the performance of EPPA in terms of recall. In the plaintext state, the SDD dataset

achieves a recall rate of 84.97%, while the NSDD, dID, and SDC datasets reach 95.14%, 99.54%, and 92.43%,
respectively. After applying FHE technology, the recall rates of the NSDD, dID, and SDC datasets are 99.00%,
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99.00%, and 90.00%, respectively, and that of the SDD dataset is 88.00%. These results demonstrate that our
EPPA scheme exhibits excellent capability in covering positive samples.

Fig. 7d shows the F1 scores of EPPA on four datasets. The NSDD and dID datasets show excellent
performance, with values of 95.11% and 99.54%, respectively. The SDC dataset also achieves a high score of
92.31%, while the final SDD dataset reaches 85.11% under our carefully designed model. After conversion
to ciphertext using FHE technology, the NSDD and dID datasets still maintain outstanding performance
at 99.01% and 99.00%, respectively, while the SDD and SDC datasets achieve scores of 88.54% and 89.63%,
respectively. Although there is room for improvement, EPPA’s impressive F1 score performance on multiple
IoT datasets is sufficient to highlight the applicability and potential of our scheme across multiple domains.

1.0—— 1.0——

N = 7 ) 2w
0.9 7 7 0.9 *7 *7
0.8 0.8
0.7 0.7
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0.5 0.5
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(a) Accuracy (b) Precision
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Figure 7: Performance comparison of plaintext and ciphertext metrics

Additionally, we further evaluated the accuracy of EPPA under different CNN architectures on two
distinct datasets, as shown in Table 4. Building upon the experiments with the previous activation structures,
the first architecture consists of three convolutional layers followed by an FC layer, where ReLU activation
is applied after the first two convolutional layers and ReLU®6 is applied after the final convolutional layer.
The second architecture applies ReLU activation after the first convolutional layer and ReLU6 after the final
convolutional layer. Since the dID dataset contains only two classes, EPPA achieves high accuracy, reaching
99.07% and 99.54% under the two architectures, respectively. For the NSDD dataset, EPPA also demonstrates
strong classification performance, achieving 95.49% and 93.40% accuracy, respectively.
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Table 4: Accuracy comparison across different CNNs

Datasets

CNNs NSDD dID

3 Conv, FC  99.07% 95.49%
2Conv, FC  99.54% 93.40%

6.2.2 Component Running Time

In addition, we compared the privacy inference times of each component of the model on the host
computer (equipped with a 4070 Ti graphics card), Raspberry Pi 4B, and Raspberry Pi 5, as shown in Table 5.
Due to the large number of parameters in the fully homomorphic encryption scheme, the overall running
time is relatively slow. Obviously, compared with high-performance computing platforms, the running times
of each component of the model on Raspberry Pi 4B and Raspberry Pi 5, which have limited hardware
computing resources, are significantly longer in most cases. For ciphertext convolution operations, we
compared 3D convolution and 2D convolution. For 3D convolution calculations, the host with 4070 Ti takes
0.884 min, Raspberry Pi 4B takes as long as 38.404 min, while Raspberry Pi 5 takes 29.628 min. For the
converted 2D convolution, the host with 4070 Ti takes 0.519 min, Raspberry Pi 4B takes 27.408 min, and
Raspberry Pi 5 takes 20.314 min. This acceleration is attributed to our conversion of 3D convolutions into 2D
convolutions, which yields an approximate 1.7 x improvement in inference time. For the refresh of ciphertext
noise using decryption-encryption operations, the host takes 0.154 min for re-encryption, Raspberry Pi 4B
takes 0.364 min to complete re-encryption, and Raspberry Pi 5 takes 0.180 min to complete re-encryption.
The decryption-encryption approach demonstrates a significant speedup compared to the computationally
intensive bootstrapping method. For fully connected operations, the host can complete the calculation in just
0.001 min, Raspberry Pi 4B takes 0.070 min to complete, and Raspberry Pi 5 takes 0.010 min. Although the
experimental results on Raspberry Pi 4B are not very satisfactory, Raspberry Pi 5 has shown improvement,
but still has a gap compared with high-performance platforms. Our goal is to complete privacy inference
calculations on devices with limited computing capabilities, and the performance of Raspberry Pi 5 provides
a better direction for applications on resource-constrained devices. In the future, we will further optimize
the computing on the Raspberry Pi.

Table 5: Comparison of running times (min)

Platform Conv (3D) Conv (2D) Re-encryption FC

Raspberry Pi-4B 38.404 27408 0.364 0.070
Paspberry Pi-5 29.628 20.314 0.180 0.010
4070Ti 0.884 0.519 0.154 0.001

7 Conclusion

In this paper, we propose an efficient privacy-preserving neural network inference scheme for AloT
applications based on FHE, named EPPA. In the non-ciphertext phase, we deploy ReLU and ReLU6 into the
layers of varying depths for fully homomorphic inference in the encryption domain. After switching to the
ciphertext phase, EPPA transforms 3D convolutions into 2D convolutions to reduce computational overhead,
targeting resource-constrained edge computing devices. Additionally, EPPA integrates the computations of
the BN layer into the convolutional layer to minimize extra overhead caused by homomorphic operations.
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For the non-linear part, EPPA uses composite polynomials for the approximated computation of activation
functions. Finally, experimental evaluations on multiple IoT datasets verify the effectiveness of EPPA and its
applicability in multi-scenario environments.

Although we have simulated privacy-preserving inference in AloT scenarios using multiple datasets,
there is still room for improvement in the performance of various metrics under both plaintext and ciphertext
states. Meanwhile, we are aware that EPPA may have certain limitations when confronted with more complex
and large-scale AloT scenarios. Therefore, in the future, we plan to optimize EPPA from two aspects. On
one hand, we will perform customized optimizations for large-scale ciphertext convolution operations to
accelerate computation. On the other hand, we will balance the complexity and security of the FHE scheme
to identify an FHE solution better suited to EPPA, thereby further improving its inference performance.
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