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ABSTRACT: The Financial Technology (FinTech) sector has witnessed rapid growth, resulting in increasingly complex
and high-volume digital transactions. Although this expansion improves efficiency and accessibility, it also introduces
significant vulnerabilities, including fraud, money laundering, and market manipulation. Traditional anomaly detection
techniques often fail to capture the relational and dynamic characteristics of financial data. Graph Neural Networks
(GNNs), capable of modeling intricate interdependencies among entities, have emerged as a powerful framework for
detecting subtle and sophisticated anomalies. However, the high-dimensionality and inherent noise of FinTech datasets
demand robust feature selection strategies to improve model scalability, performance, and interpretability. This paper
presents a comprehensive survey of GNN-based approaches for anomaly detection in FinTech, with an emphasis on
the synergistic role of feature selection. We examine the theoretical foundations of GNNs, review state-of-the-art
feature selection techniques, analyze their integration with GNNs, and categorize prevalent anomaly types in FinTech
applications. In addition, we discuss practical implementation challenges, highlight representative case studies, and
propose future research directions to advance the field of graph-based anomaly detection in financial systems.
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1 Introduction
Graphs are a foundational data structure for representing entities (nodes) and their relationships

(edges), offering expressive power and flexibility for modeling complex systems (illustrated in Fig. 1). Their
ability to capture non-Euclidean data structures has made them increasingly valuable in machine learning,
particularly in domains such as social networks, biological systems, and knowledge graphs. Common graph-
based learning tasks include node classification, link prediction, and clustering. Graph Neural Networks
(GNNs) [1–4] are a specialized class of deep learning models designed to operate directly on graph-structured
data. Their growing popularity stems from their capacity to learn effectively from intricate relational patterns.
Early neural models for graph data-such as recursive, recurrent, and feedforward networks struggled with
issues of scalability and representation. Recent advances, particularly those inspired by Convolutional Neural
Networks (CNNs), have addressed these limitations by introducing localized feature learning techniques
adapted to the irregular nature of graphs, leading to significant progress in the development and application
of GNNs.
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Figure 1: GNN networks

The financial domain is inherently relational and dynamic, making it well-suited for the application
of Graph Neural Networks (GNNs). GNNs are increasingly used in tasks such as transaction network
analysis, user-product interaction modeling, and stock relationship inference. They have demonstrated
strong performance in applications including fraud detection and stock price prediction by effectively
modeling the complex and evolving interdependencies characteristic of financial systems. However, the
adoption of GNNs in FinTech also presents unique challenges. Financial data is often represented as
time series or unstructured text, necessitating advanced preprocessing techniques to preserve temporal
and semantic information. Additionally, the heterogeneous and dynamic nature of financial entities and
interactions complicates graph construction and requires tailored GNN architectures capable of capturing
both structural and contextual nuances for optimal performance.

Feature selection [5,6] is essential to mitigate the challenges posed by the high dimensionality and noise
inherent in financial datasets. By isolating the most informative features, it reduces the complexity of the data,
improves the generalization of the model, and enhances the overall performance of GNN-based systems.
Although much of the existing research on GNNs emphasizes architectural innovations and algorithmic
improvements, and many FinTech surveys concentrate on broader machine learning applications, the
intersection of GNNs and feature selection remains underexplored. To date, few studies have systematically
examined how feature selection can be effectively integrated with GNNs to address the unique demands of
financial anomaly detection.

This paper fills that gap by providing an in-depth review of GNN applications in the financial sector,
with a focus on anomaly detection. The report is structured as follows:

• Section 2: Understanding anomalies in FinTech
• Section 3: Understanding GNN networks
• Section 4: Graph-based anomaly detection in FinTech
• Section 5: Feature selection in FinTech
• Section 6: Improving anomaly detection via feature selection and GNN integration
• Section 7: Case studies and real-world applications
• Section 8 and 9: Discussion and conclusions

This survey aims to serve as both a foundational reference and a practical guide for researchers and
practitioners who wish to understand, implement, or innovate with GNNs in the context of financial anomaly
detection, offering insights into the state-of-the-art methodologies and future research directions in this
evolving field.
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2 Understanding Anomalies in FinTech
In the realm of financial technology (FinTech), an anomaly [7–9] refers to any data point, transaction,

or behavioral pattern that significantly deviates from the expected norms within a financial dataset. These
deviations can signal a variety of critical events, including fraudulent transactions, attempts at market
manipulation [10–12], system misuse, or even emerging trends in user behavior that may reveal new business
opportunities. Detecting such anomalies is essential not only for preventing financial loss and ensuring
regulatory compliance, but also for enhancing risk management and customer experience. Anomalies in
FinTech are typically categorized into three major types:

1. Global Outliers (Point Anomalies): These are individual data points that are vastly different from the rest
of the dataset. For example, a single, unusually large transaction on a personal account could be a global
outlier, possibly indicating fraudulent behavior or an operational error.

2. Contextual Outliers (Conditional Anomalies): These occur when a data point is anomalous within a
specific context, even if it might appear normal globally. For example, a $1000 transaction might be
expected during the holiday season, but would be suspicious during a period of typically low spending
or when made from a location the user has never visited.

3. Collective Outliers: These involve a group of data points that, collectively, are anomalous in relation to
the rest of the dataset. Individually, these points may not stand out, but taken together, they can indicate
coordinated malicious activities such as a series of small unauthorized withdrawals, often a hallmark of
fraud rings or account takeovers.

The FinTech landscape [11,12] is highly dynamic and data-rich, making it susceptible to a wide variety
of anomalies. As illustrated in Table 1, each type presents distinct challenges and typically requires domain-
specific detection techniques.

Table 1: Common types of anomalies in fintech

Type of anomaly Description Examples Potential detection
methods

Fraudulent
transactions [13]

Unauthorized or
deceptive financial

transactions.

Stolen card purchases,
phishing-induced

transfers, and
unauthorized account

withdrawals.

GNNs to model
transaction networks and
identify unusual patterns;

feature selection to
identify key transaction

attributes (amount,
location, time).

Market
manipulation [12]

Artificially influencing
the price or volume of
financial instruments.

Spoofing,
pump-and-dump

schemes, and
algorithmic trading

manipulation.

GNNs to model trading
activities and detect
anomalous trading

patterns; feature selection
to identify key trading

features (order size,
timing, price).

(Continued)
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Table 1 (continued)

Type of anomaly Description Examples Potential detection
methods

Unusual user
behavior [14]

Deviations from a
user’s typical financial

activities.

Sudden large
transactions, logins
from new locations,
unusual spending

patterns.

GNNs to model
user-account interactions

and identify deviations
from normal behavior;

feature selection on user
profiles and transaction

history data.
Insider threats [15] Malicious or negligent

actions by individuals
with privileged access.

Unauthorized data
access, fraudulent
fund transfers by

employees.

Behavioral analysis using
GNNs to detect

anomalous access
patterns; feature selection
on employee activity logs.

Bot attacks [16] Automated execution
of fraudulent

activities.

Large-scale phishing
campaigns, automated

account takeovers.

GNNs to identify patterns
of bot-like behavior in

network traffic and user
interactions; feature

selection on network and
user activity data.

• Fraudulent Transactions [13]: This is the most prominent and well-known category of anomalies. It
includes:
– Credit card fraud such as unauthorized transactions using stolen card data.
– Chargeback fraud, when consumers dispute legitimate purchases to get refunds.
– Loan fraud involves falsified documentation or synthetic identities.
– Money laundering, where complex transaction sequences are used to obscure the origin of

illicit funds.
– Account Takeover (ATO), where hackers gain unauthorized access to a user’s financial account and

conduct transactions under their name.
– Phishing and identity theft involve the theft of sensitive data through deceptive tactics and used for

financial gain.
• Market Manipulation [12]: These anomalies affect financial markets and trading platforms, often with

wide-reaching implications. Examples include:
– Spoofing: Putting fake orders to mislead the market about demand or supply.
– Pump-and-dump schemes: Artificially inflating the price of an asset by misleading information and

then selling at the peak.
– Algorithmic manipulation: Using algorithmic trading systems to create artificial volatility or exploit

latency differences.
– The emergence of Artificial Intelligence-generated (AI-generated) misinformation and social media

manipulation has further amplified the risk of coordinated market anomalies.
• Unusual User Behavior [14]: Behavioral anomalies are often early indicators of fraud or security breaches.

These can include:
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– Uncharacteristic changes in spending habits.
– Logins from unfamiliar IP addresses or geolocations.
– Access accounts using new or suspicious devices.
– Unusual transaction timing (for example, frequent midnight activity). Behavioral analytics powered

by machine learning can detect these patterns in real time.
• Insider Threats [15]: These are anomalies that arise from employees, contractors, or partners with

privileged access. Insider threats may involve:
– Intentional misuse, such as unauthorized access to confidential information or system tampering.
– Accidental breaches, such as sending sensitive files to external recipients or misconfiguring secu-

rity settings. Detecting insider threats requires analyzing both user behavior and access patterns
across systems.

• Bot Attacks and Automated Fraud [16]: Increasingly, attackers are using bots to automate a wide array of
fraudulent actions. Examples include:
– Credential stuffing, where bots attempt to log in using stolen username-password pairs.
– Fake account creation, used to manipulate referral programs or conduct synthetic fraud.
– Automated phishing campaigns and vulnerability scan. These attacks often leave behind distinctive

patterns of access, transaction velocity, or IP address reuse.
Given the high stakes in financial systems, anomaly detection must go beyond simple rule-based filters.

Modern detection systems must incorporate advanced techniques such as machine learning, graph analysis,
and behavioral modeling to adapt to evolving threats. The complexity of FinTech data, often involving high-
dimensional time series, user interactions, and transaction graphs, demands solutions that can scale, learn
contextual signals, and identify both subtle and overt deviations.

Furthermore, integrating real-time detection capabilities is crucial, particularly for transaction monitor-
ing and fraud prevention. Pairing AI-based models with human-in-the-loop oversight allows organizations
to balance speed and accuracy, especially in ambiguous or high-impact cases.

In conclusion, anomaly detection in FinTech is a multifaceted challenge that spans domains from
cybersecurity to behavioral science and financial engineering. A robust detection framework must be
dynamic, interpretable and capable of integrating various data types to protect users and maintain trust in
digital financial ecosystems.

3 Understanding GNN Networks

3.1 What Are Graph Neural Networks?
In computer science, a graph [3,4], as illustrated in Fig. 2, is a foundational data structure designed to

model relationships between entities. It comprises nodes (also called vertices), which represent individual
entities, and edges (also referred to as links or connections), which denote the relationships or interactions
between these entities. Graphs are highly versatile and widely adopted in various domains to represent real-
world systems such as social networks, biological systems, transportation networks, and the semantic web.
Their flexible nature enables the modeling of complex interdependencies that cannot be easily captured by
traditional data formats such as images or sequences.

The structure of graphs in Graph Neural Networks (GNNs) can be broadly divided into structural and
non-structural scenarios. In structural settings, the graph topology is explicitly defined and derived from
real-world relationships, as seen in applications such as molecular chemistry [17] (atoms as nodes and bonds
as edges), physical systems, or knowledge graphs. In contrast, non-structural scenarios require the graph
to be constructed from raw data, such as building a fully connected “word graph” from textual data or



6 Comput Mater Contin. 2026;86(1)

constructing a scene graph from an image. These distinctions affect how the graph is processed and what
learning strategies are most effective.

Figure 2: GNN taxanomy

Graphs also vary in type, each offering distinct properties. Directed graphs contain edges with a defined
direction, indicating a one-way relationship from one node to another, while undirected graphs feature
bidirectional edges, reflecting mutual relationships. Furthermore, graphs may be static, maintaining a fixed
structure, or dynamic, where the graph evolves over time through the addition or removal of nodes and edges;
social networks like Twitter are prime examples. Another important classification is between homogeneous
and heterogeneous graphs. Homogeneous graphs consist of only one type of node and one type of edge, such
as a traditional social network. In contrast, heterogeneous graphs [18] involve multiple types of nodes and
edges, common in knowledge-based systems where entities such as people, organizations, and locations are
interconnected through various types of relationships.

A notable example of a heterogeneous graph is the Knowledge Graph, which is typically expressed as
triples in the form of (head, relation, tail) or (subject, relation, object). These graphs capture structured
semantic relationships between real-world entities and are widely used in applications such as search engines,
question answering, and intelligent recommendation systems [19].

In terms of learning paradigms, Graph Neural Networks (GNNs) are capable of operating in both
transductive and inductive settings. In a transductive setting, the model is trained on a specific graph and
tasked with inferring the labels of nodes within that same graph, which is effective when the entire graph
structure is fully available during training. By contrast, inductive learning equips the model with the ability
to generalize to unseen nodes or even entirely new graphs, making it particularly valuable for dynamic or
evolving environments where graphs are continuously updated or expanded. Building upon these paradigms,
recent research [4] has introduced Federated Graph Neural Networks (Federated GNNs), which integrate
the principles of Federated Learning (FL) into GNN training. In this framework, clients such as banks,
hospitals, or mobile devices collaboratively train a global GNN model while keeping their sensitive graph
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data local. Only model updates are shared, thereby preserving privacy and reducing regulatory concerns. This
paradigm is highly relevant for sensitive application domains including finance, healthcare, cybersecurity,
and recommendation systems, where safeguarding data privacy and ensuring compliance are essential.

GNNs are capable of handling a variety of learning tasks, which can be grouped into node-level, edge-
level, and graph-level categories. At the node level, tasks involve predicting properties of individual nodes, for
example, identifying whether a person in a social network is likely to be a smoker based on their connections.
Edge-level tasks focus on relationships between nodes, such as predicting the likelihood of a new friendship
in a social network or recommending the next video a user might watch on Netflix. Finally, graph-level
tasks aim to infer properties of the entire graph, such as determining whether a molecular structure [17] has
drug-like characteristics, a common task in computational chemistry.

Unlike regular data structures such as images (which follow a grid-like pattern) or text (which is
sequential), graph data is inherently irregular and non-Euclidean. The nodes can have varying numbers of
neighbors and the connections can form arbitrary patterns, making it challenging to apply conventional
machine learning models. To address this, Graph Neural Networks have emerged as a powerful class
of models specifically designed for graph-structured data. These networks operate via iterative message-
passing mechanisms, where each node aggregates and transforms information from its neighbors to refine
its representation.

Following a “graph-in, graph-out” paradigm, GNNs take an input graph where features can be embed-
ded at the node, edge, or even graph level. As the data propagates through multiple neural layers, these
embeddings are updated, capturing both local and global structural information. This enables the network to
generate meaningful high-level representations while preserving the relational integrity of the original graph.

Due to their adaptability and expressiveness, GNNs have found applications across a wide array
of domains, including recommendation systems, fraud detection, traffic forecasting, drug discovery, and
knowledge-based inference. Their ability to learn from rich, interconnected data makes them an indispens-
able tool in modern AI research and real-world deployments.

3.2 GNN and How They Process Graph Data
Graph Neural Networks (GNNs) [1–4] operate fundamentally through the message passing paradigm

(illustrated in Fig. 3), where nodes iteratively refine their internal representations by exchanging informa-
tion with their neighbors. Through multiple layers of message passing, GNNs are able to capture both
local structures (immediate neighbor patterns) and global dependencies (long-range interactions) within
the graph.

Figure 3: Message-passing paradigm
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At each layer of a GNN, two primary computational steps are performed:
1. Message Passing (Aggregation): For each node, messages are received from neighboring nodes,

consisting of either raw feature vectors or transformed embeddings. To guarantee consistency under any
ordering of neighbors, the aggregation functions must exhibit permutation invariance. The standard oper-
ators used for this purpose include summation, mean, and maximum. This process is formally represented
in Formula (1):

m(k)
v = AGGREGATE(k) ({h(k)

u ∶ u ∈N (v)}) (1)

where m(k)
v denotes the aggregated message in layer k, h(k)

u is the embedding of neighbor u, and N (v)
denotes the set of neighbors of node v.

2. Node Update: After aggregation, each node refines its representation by integrating the incoming
message with its existing embedding, as shown in Formula (2):

h(k+1)
v = UPDATE(k) (h(k)

v , m(k)
v ) (2)

where UPDATE(k) may be a neural network (e.g., an MLP) or a simple function such as addition.
Through successive layers of aggregation and update, nodes progressively accumulate information from

larger neighborhoods, enabling the model to learn complex patterns across the graph.
Several architectural innovations have been proposed to address the challenges of learning on graphs:
1. Graph Convolutional Networks (GCNs) [20]: Extend the idea of convolution from grid-structured

data (images) to graph-structured data. GCNs perform normalized weighted sums of neighbor features,
leading to the update rule, as illustrated in Formula (3):

H(k+1) = D−
1
2 AD−

1
2 H(k)W(k) (3)

where A is the adjacency matrix with added self-loops, D is the corresponding degree matrix, H(k) is the
embedding matrix of nodes in the layer k, and W(k) are learnable weights.

2. Graph Attention Networks (GATs) [21,22]: Introduce attention mechanisms to graph learning,
allowing nodes to assign different importance scores to different neighbors, as illustrated in Formula (4):

αi j =
exp (LeakyReLU (a⃗⊺[Whi ∣∣Wh j]))
∑

k∈N (i)
exp (LeakyReLU (a⃗⊺[Whi ∣∣Whk]))

(4)

where αi j is the attention coefficient between node i and node j, ∣∣ denotes concatenation, and a⃗ and W are
learnable parameters.

3. GraphSAGE [23]: Focuses on scalability for large graphs by introducing neighborhood sampling and
fixed size aggregation (e.g., via mean or LSTM-based pooling) rather than aggregating information from all
neighbors, as illustrated in Formula (5):

h(k+1)
v = σ (W(k) ⋅AGGREGATE(k) ({h(k)

v } ∪ {h(k)
u ∶ u ∈ Sample(N (v))})) (5)

where h(k)
u is the embedding of node u in layer k, σ(⋅) is an activation function (e.g., ReLU), N (v) denotes

the neighbors of v, and AGGREGATE is a learnable or predefined function.
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Training of GNNs typically involves minimizing a task-specific loss function, such as cross entropy for
classification or margin-based losses for link prediction. During training, GNNs learn the parameters of
aggregation and update functions to optimize performance on labeled data.

A central outcome of GNN architectures [24] is the embedding of graph nodes in a low-dimensional
continuous vector space, where proximity reflects structural similarity, role similarity, or feature similarity.
These learned embeddings can then be used for a variety of downstream machine learning tasks, including:

• Node classification (e.g., fraud detection)
• Link prediction (e.g., transaction recommendation)
• Graph classification (e.g., predicting systemic financial risk)

Because GNNs naturally preserve both local and global graph information in these embeddings, they are
powerful tools for analyzing complex, relational data structures in domains like social networks, biological
systems, and financial transaction graphs.

3.3 Applications of GNNs
Graph neural networks (GNNs) [1–3] have demonstrated remarkable versatility and effectiveness in a

wide range of domains, primarily due to their ability to model complex relational structures inherent in
graph-structured data. In the financial technology (FinTech) sector, GNNs [25] are increasingly applied to
anomaly detection, particularly to identify fraudulent activities and patterns of irregular transactions. By
capturing intricate relationships among accounts, transactions, and financial entities, GNNs enable more
precise and context-aware detection systems.

In addition, in social network analysis, GNNs are used to uncover community structures, identify
influential users, and predict user behavior utilizing patterns in user interactions and network topology.
Recommender systems benefit from GNNs [19,26] by modeling user-item interaction graphs. This facilitates
more personalized and accurate recommendations by incorporating both direct and indirect relationships
within the network.

Furthermore, in bioinformatics and drug discovery, GNNs [27,28] model molecules as graphs-where
atoms serve as nodes and chemical bonds as edges-allowing accurate prediction of molecular properties,
interactions and potential drug efficacy. In healthcare, GNNs [29,30] are used to detect medical misinfor-
mation and support clinical decision-making by integrating structured medical knowledge into the learning
process, thus improving the contextual reasoning capabilities of the model.

The intelligent transportation sector also uses GNNs [31,32] for traffic forecasting, where intersections
and roads are represented as nodes and edges. This allows models to learn spatial-temporal patterns and
improve predictions of congestion and flow dynamics.

In industrial manufacturing, GNNs [33] are deployed for fault diagnosis by modeling sensor relation-
ships, component interactions, and process flows, outperforming traditional methods that often struggle
with relational complexity.

Finally, in computer vision, GNNs are used to represent images and video scenes as graphs, capturing
spatial relationships between objects or regions. This graph-based representation supports tasks such as
object detection, scene understanding, and visual reasoning in a more structured and context-aware manner.

The practical success of GNNs [28] is highlighted by their adoption in production systems by major
technology companies such as Uber, Google, Alibaba, Pinterest and Twitter. These organizations leverage
GNNs for tasks like fraud detection, content recommendation, user engagement modeling, and knowledge
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graph reasoning, often reporting substantial performance gains over traditional deep learning models. Core
graph-based tasks enabled by GNNs include:

• Node Classification: Assigning labels to individual nodes (e.g., user type, product category).
• Graph Classification: Adding labels to entire graphs (e.g., molecule toxicity, user intent).
• Link Prediction: Inferring missing or future connections between nodes (e.g., friend suggestions,

molecular binding).
• Anomaly Detection: Identifying unusual patterns, outliers, or suspicious entities within a graph.

As research continues and tooling improves, GNNs are expected to play an even greater role in
solving problems across scientific, industrial, and commercial domains, wherever relationships between
entities matter.

4 Graph-Based Anomaly Detection in FinTech

4.1 Types of Abnormalities in Graph Data
Anomaly detection [34,35], also known as outlier detection, is a key task in data mining that focuses on

identifying rare or atypical data points that significantly diverge from expected norms. When extended to
graph-structured data, the challenge deepens, as anomalies may manifest at various levels, including nodes,
edges, subgraphs, or entire graphs, through unusual properties or structural roles that stand out from the
broader network. This complexity is amplified in dynamic or adversarial environments, where the definition
of “normal” evolves over time, requiring adaptable and context-sensitive detection strategies. Unlike noise
removal, which targets irrelevant or corrupted data, anomaly detection aims to surface meaningful deviations
that often correspond to high-impact events such as fraud, cyber intrusions, or system breakdowns.

The practical value lies in the real-world relevance of these outliers, especially in domains such as e-
Commerce, finance, or network security, where early identification of suspicious behavior can safeguard
operations and build user trust. Graph Neural Networks (GNNs) are particularly well suited for this task,
as their message-passing mechanisms allow them to learn expressive, context-aware representations by
integrating both node attributes and the underlying relational structure. Depending on the type of anomaly,
GNN-based models can be tailored accordingly: node-level models detect suspicious user profiles, edge-level
architectures identify unexpected or inconsistent connections, subgraph models reveal collusion clusters or
fraud rings, and graph-level encoders capture large-scale behavioral shifts across systems or time.

As illustrated in Table 2, anomalies in graph data can be classified according to the structural level at
which they emerge:

Table 2: Types of anomalies in graph data

Anomaly type Description Examples
Node Individual nodes with unusual

attributes or structural patterns.
Fake user account with few
interactions, product listing
with inconsistent attributes.

Edge Edges representing fake
relationships or unusual

interactions.

Fraudulent transaction, spam
review link from a suspicious

user.
Subgraph Small portions of the graph

exhibit anomalous behavior.
Coordinated fake review ring,
set of transactions indicating a

fraud scheme.

(Continued)
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Table 2 (continued)

Anomaly type Description Examples
Graph Entire graphs that are unusual

compared to a set of other
graphs.

(Less common in
single-platform analysis)
Comparison of anomaly

patterns across platforms.

1. Node Anomalies [36]: These involve individual nodes whose features or structural positions deviate
from expectations. A node might be anomalous due to the following:

• Irregular feature values (e.g., demographic or behavioral attributes).
• Unusual degree (too many or too few connections).
• Isolation from communities or clusters.

Example: A fake customer account that has no purchase history but suddenly posts numerous reviews,
or a product entry with inconsistent category labels and prices.

2. Edge Anomalies [36]: Edge anomalies represent irregular relationships between nodes. They might
involve:

• Unexpected links between nodes that normally do not interact.
• Abnormal interaction weights (too frequent or rare).
• Cross-community edges that don’t fit existing network patterns.

Example: A suspicious purchase transaction between two unrelated accounts or a review submitted by
a user who has never interacted with similar products.

3. Subgraph Anomalies [36]: These refer to collections of nodes and edges that, as a group, behave in
a way that is inconsistent with the broader network. Subgraph anomalies may feature the following:

• Dense or repetitive interaction patterns.
• Rare motifs or structural configurations.
• Isolated cliques with coordinated behavior.

Example: A group of users who post similar reviews on the same products in a short period of time,
which could indicate a fraudulent review campaign.

4. Graph-Level Anomalies [36,37]: When analyzing a set of graphs, such as between different periods
or systems, entire graphs can be considered anomalous based on their global structure, node distributions,
or interaction patterns. Example: An e-commerce site graph from a particular week that shows a sudden shift
in user behavior or transaction patterns, possibly due to a bot attack or external event. This type of anomaly
is particularly relevant in trend analysis or cross-platform comparisons.

4.2 Advantages of GNNs for Anomaly Detection
The FinTech and e-Commerce domains [38–42] present exceptionally rich environments for anomaly

detection, driven by their complex, high-volume, and multi-relational nature. Millions of users, products,
reviews, and transactions interact in real time, creating dynamic graphs saturated with legitimate and
malicious activities. This complexity generates diverse types of anomalies, each offering unique challenges
and opportunities where Graph Neural Networks (GNNs) can demonstrate their full potential.
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Fraud in these environments takes many forms, including high-value transactions from newly created
accounts, repeated large purchases from the same IP address, suspicious payment methods, or abrupt changes
in billing information. Such activities often leave subtle but structured patterns within transaction graphs,
manifesting as tightly connected fraudulent clusters or abnormal transaction flows. GNNs, adept at modeling
relational irregularities, can learn hidden transaction patterns between users, payment tools, and merchants,
making them particularly effective in revealing fraud.

Customer reviews are central to e-Commerce trust, yet are frequently targeted for manipulation. Spam
reviews, designed to artificially inflate or deflate product ratings, often originate from fake or compromised
accounts that display atypical behaviors, such as extremely short review intervals, uniform sentiments [43]
across unrelated products, or unusual product reviewer-linking patterns. By constructing reviewer-product
graphs, where nodes represent users and products and edges represent review interactions, GNNs can
learn to detect anomalies at both the individual and community levels, identifying suspicious accounts and
clustered abnormal behaviors.

Beyond financial fraud, threats such as account takeovers and bot activities are major concerns.
Indicators such as abnormal browsing behaviors, erratic clickstreams, irregular cart additions, or sudden
purchasing spikes suggest compromised or automated accounts. Building temporal graphs [44], such as user-
product interaction sequences or session graphs, allows GNNs to capture both static anomalies and temporal
deviations. This capability enables early detection of emerging fraudulent activities or coordinated bot attacks
that traditional feature-based methods often miss.

Given the multifaceted and evolving nature of anomalies in FinTech and e-commerce, GNNs provide a
uniquely powerful and adaptable framework. They enable joint learning over both feature information (e.g.,
user demographics, product metadata) and relational structures (e.g., transaction graphs, review networks)
via message passing. GNNs naturally aggregate multi-hop neighborhood information, a critical feature for
detecting complex, coordinated frauds, such as colluding account rings. Moreover, the same GNN model
can flexibly target node-level (e.g., user fraud detection), edge-level (e.g., suspicious transaction detection)
or graph-level (e.g., anomalous session behavior) anomaly tasks.

A fundamental step for effective GNN deployment is careful graph construction [1]. This phase defines
how well relational and contextual signals are captured. The nodes typically represent heterogeneous entities,
including users, products, transactions, reviews, and merchants, each augmented with rich feature vectors.
For example, user nodes might encode account age, historical purchasing behavior, log-in devices, and
preferred payment methods; product nodes can include attributes such as category, price, brand reliability,
and cumulative rating trends; transactions can be modeled as edges or standalone nodes enriched with
amount, time, location, and device data; while reviews can integrate textual embeddings, sentiment scores,
and reviewer activity features. Merchants may also be characterized by factors such as return rates, dispute
histories, and average order values.

Edges capture crucial relational dynamics, including user-product purchases, user-review authorships,
and merchant-user transactions. These edges can be weighted by frequency, transaction value, or recency,
adding critical temporal and contextual information. User-user connections based on shared IPs, behavioral
similarities, or merchant-user edges reflecting buyer-seller relationships further enrich the graph, creating a
comprehensive relational blueprint for anomaly detection.

The inherently heterogeneous structure of FinTech and e-Commerce datasets, spanning diverse nodes
and edges, makes them ideal for heterogeneous graph modeling. Unlike homogeneous graphs that treat
all entities uniformly, heterogeneous graphs allow GNNs to differentiate between node types and relation-
specific dynamics, learning richer and more expressive representations. Specialized architectures such as
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Relational Graph Convolutional Networks (R-GCN) [45] and Heterogeneous Graph Attention Networks
(HAN) [46] are particularly effective in leveraging these structures, significantly enhancing anomaly
detection performance.

In conclusion, the FinTech and e-commerce landscapes, with their complexity, velocity, and high
financial stakes, offer an ideal proving ground for GNN-based anomaly detection frameworks. By carefully
constructing heterogeneous graphs and leveraging GNNs’ powerful relational reasoning abilities, it becomes
possible to uncover sophisticated fraud, spam, and behavioral anomalies that traditional machine learning
approaches would often overlook.

4.3 GNN-Based Anomaly Detection Methods
Graph Neural Networks (GNNs) [38–42] have demonstrated remarkable adaptability for various

anomaly detection tasks in graph-structured data. Their effectiveness largely depends on how the anomaly
detection problem is framed and the specific GNN architecture employed.

At the node level, GNNs learn embeddings hv that encode the structural and attribute-based context of
a node. These embeddings are then used to classify nodes as normal or anomalous. Formally, the embedding
update at layer k can be expressed as Formula (6):

hk+1
v = (W k ⋅AGGREGATEk({hk

u , u ∈ N(v)})) (6)

where W k are trainable weights, N(v) denotes the neighbors of node v, and AGGREGATE is a learnable or
predefined function.

In graph-level classification, GNNs compute a graph embedding by pooling node representations, as
illustrated in Formula (7):

hG = READOUT({hv , v ∈ G}) (7)

where READOUT can be simple (mean, sum) or complex (attention-based). The pooled embedding hG is
then used to determine whether the entire graph is anomalous.

For link prediction, GNNs estimate the likelihood of an edge between two nodes u and v based on their
embeddings, as shown in Formula (8):

Pr(euv = 1) = (hu hv) (8)

where euv indicates the existence of an edge.
In subgraph anomaly detection, GNNs often rely on Graph Autoencoders (GAEs). The GAE frame-

work consists of an encoder f and a decoder g, trained to minimize reconstruction loss, as illustrated
in Formula (9):

Lrecon = ∑
(u ,v)∈E

(euv − êuv)2, where êuv = g( f (hu), f (hv)) (9)

Nodes, edges, or subgraphs with high reconstruction error are marked as anomalous.
Another emerging strategy is contrastive learning [4,38,39], in which GNNs are trained to differ-

entiate between similar (positive) and dissimilar (negative) pairs. A typical contrastive loss is illustrated
in Formula (10):

Lcontrastive = − log exp(sim(hu , hv)/τ)
∑w∈N exp(sim(hu , hw)/τ)

(10)
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where sim(⋅, ⋅) is a similarity measure (e.g., cosine similarity), τ is a temperature parameter, and N denotes
the set of neighbors of node u. In contrastive learning for GNNs, the contrastive loss plays a dual role
by simultaneously pulling together embeddings of positive node or graph pairs, such as two augmented
views of the same instance or structurally/semantically related neighbors, while pushing apart negative pairs
that are unrelated or come from different contexts. By maximizing the similarity of positives, the model
preserves local consistency, structural information, and semantic alignment within the graph, ensuring that
representations of related entities remain close in the embedding space. At the same time, by minimizing
the similarity to negatives, the loss enhances the discriminability of the learned embeddings, preventing
collapse into trivial solutions and encouraging a clear separation between distinct graph components.
This balance enables the GNN to capture both fine-grained relational dependencies and global contrastive
distinctions, ultimately leading to more robust, generalizable graph representations for downstream tasks
such as classification, clustering, and link prediction.

The strength of GNNs in anomaly detection lies in their ability to jointly exploit node features and graph
structure via message passing. In particular, homophily, the tendency of connected nodes to exhibit similar
properties, can be used to detect nodes that deviate from the expected local patterns.

The choice of graph construction significantly influences the performance of the anomaly detection
pipeline. A graph tailored for fraud detection might emphasize transaction and user-product relationships,
whereas one for spam detection might focus on review and reviewer-product links.

As illustrated in Table 3, GNN-based approaches to anomaly detection can be broadly categorized by
their methodological foundations:

Table 3: Classification of GNN-based anomaly detection methods

Category Description Techniques Strengths Limitations
Spectral [47–

50]
Performs graph

convolution in the
spectral domain using

the graph Fourier
transform.

Graph wavelets,
spectral energy

analysis.

Effective for
anomalies

affecting the
overall graph

structure.

It may not capture
local anomalies

well.

Spatial [21,51] Operates directly on
graph structure and
node features using

message passing.

GCNs, GATs. Captures local
anomalies and
leverages node

attributes.

It can be
computationally

expensive for large
graphs.

Time
Series [52,53]

Handles anomalies
evolving in dynamic

graphs.

Temporal graph
networks, GNNs

with RNNs [54], or
attention.

Detects
anomalies

emerging over
time.

It can be complex
to model

long-term
dependencies.

Sampling [55,56] Uses sampling
techniques to handle
large graphs or focus

on specific
neighborhoods.

GraphSAGE [23],
node/edge

sampling [54,55].

Improves
scalability for
large graphs.

May lose some
information due to

sampling.

(Continued)
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Table 3 (continued)

Category Description Techniques Strengths Limitations
Dynamic

Graphs [57–59]
Specifically designed
for evolving graphs

with changing
structure and

attributes.

DySAT [59,60],
EvolveGCN [57],

TGAT [58].

Captures the
temporal

evolution of
anomalies.

It can be more
complex to

implement and
train.

1. Spectral Methods [47–50]: These operate in the spectral domain of the graph, utilizing the eigen-
values and eigenvectors of the Laplacian graph L = D − A, where D is the degree matrix and A is the
adjacency matrix. Anomalies are identified through disturbances in the spectral properties. A common
spectral convolution operation is illustrated in Formula (11):

g(L)x = Ug(Λ)Ux (11)

where U is the matrix of eigenvectors, Λ is the diagonal matrix of eigenvalues, and g(⋅) is a spectral filter
function that can be learned.

2. Spatial Methods [21,51]: These rely on message passing directly in the graph domain, aggregat-
ing information from neighbors. A standard spatial aggregation for node v in layer k is as illustrated
in Formula (12):

hk+1
v = σ

⎛
⎝ ∑u∈N(v)

1
cvu

W k hk
u
⎞
⎠

(12)

where cvu is a normalization constant (e.g., degree-based), W k are trainable weights, and σ is a non-linear
activation function.

3. Time-Series Approaches [52,53]: Given that FinTech data often evolves over time, dynamic graphs
Gt = (Vt , Et) are modeled. GNNs are extended with temporal models like RNNs or attention mechanisms.
A basic temporal embedding update using an RNN can be presented in Formula (13):

ht
v = RNN(ht−1

v , GNN(Gt−1 , ht−1
v )) (13)

where the RNN [54] (e.g., LSTM) captures sequential dependencies across time steps. These methods detect
anomalies that emerge from changes in behavior patterns or network dynamics over time.

4. Sampling-Based Techniques [55,56]: Large-scale graphs require computational efficiency. Methods
like GraphSAGE [23] aggregate information from a sampled subset of neighbors. The sampled aggregation
at node v is as illustrated in Formula (14):

hk+1
v = (W k ⋅AGGREGATEk({hk

u , u ∈ Sample(N(v))})) (14)

where Sample(N(v)) denotes a random or importance-based sample of neighbors. This improves scalability,
but may lose critical information for detecting rare anomalies.
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5. Dynamic Graph Techniques [57–59]: These models explicitly account for evolving graph structures
and node attributes. For example, EvolveGCN dynamically updates GNN weights based on graph evolution,
as illustrated in Formula (15):

W k
t = RNN(W k

t−1 , GraphContextt) (15)

where W k
t are the layer weights at time t and GraphContextt encodes temporal features from the current

graph snapshot.

5 Feature Selection in FinTech
Feature selection [5,6] is a critical component of the machine learning pipeline, particularly in domains

characterized by high-dimensional data, such as the financial technology (FinTech) sector. It involves the
systematic identification and retention of the most informative and relevant features, also known as variables
or predictors, while eliminating those that are redundant, irrelevant, or noisy. This process not only reduces
the dimensionality but also improves the performance, generalization, and computational efficiency of
the model.

High-dimensional financial data such as transaction records, user behavior metrics, and market
indicators are often susceptible to the “curse of dimensionality” wherein an abundance of features can obscure
meaningful patterns and degrade model accuracy. By focusing on a compact set of discriminative variables,
feature selection facilitates more effective pattern learning, accelerates convergence during training, and
enhances generalization to unseen data.

In addition to boosting predictive performance, feature selection also reduces computational overhead,
which is particularly advantageous in real-time FinTech applications such as fraud detection, credit scoring,
and risk assessment. Furthermore, by producing more concise and transparent models, feature selection
enhances interpretability, an essential requirement in regulated financial environments where explainability
is crucial for accountability and compliance.

Importantly, feature selection acts as a safeguard against overfitting, where a model memorizes noise in
the training data rather than learning generalizable patterns. In the context of anomaly detection in FinTech,
where identifying rare but impactful events (e.g., fraudulent transactions or credit default risks) is mission
critical, effective feature selection helps isolate the signals that truly matter. This ensures that the models
remain robust even when faced with noisy, complex, or evolving financial environments.

5.1 Feature Selection Techniques
As illustrated in Table 4, feature selection techniques [61,62] are commonly categorized into three

main classes: filter methods, wrapper methods, and embedded methods, each offering distinct advantages
depending on the use case and computational constraints.
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Table 4: Comparison of feature selection methods

Method
name

Category Description Advantages Disadvantages Suitability for
financial data

Correlation
coefficient

Filter Measures the
linear relationship
between features

and the target.

Simple, fast,
easy to

understand.

Only captures
linear

relationships,
might miss
nonlinear

dependencies.

Useful for initial
screening,

especially if linear
relationships are

expected.

Chi-squared
test

Filter Tests the
relationship

between
categorical features

and the target.

Effective for
categorical

data.

Only applicable
to categorical

features.

Suitable if
financial data

includes
categorical

features relevant
to anomalies.

Mutual
information

Filter Evaluates the
amount of shared

information
between the

feature and the
target.

Can capture
non-linear
relation-

ships.

It can be
computationally

intensive for
high-

dimensional
data.

Potentially useful
for capturing

complex
dependencies in
financial data.

Information
gain

Filter Measures the
reduction in

entropy from the
transformation of a

dataset.

Useful for
tree-based

models.

Biased towards
features with
more levels.

Relevant if using
decision trees or

related models for
anomaly

detection.
Variance
threshold

Filter Removes features
with variance

below a certain
threshold.

Simple and
fast.

Doesn’t consider
the relationship
with the target

variable.

Useful for
removing

constant or
near-constant

features, which
are unlikely to be

informative.
Forward
selection

Wrapper Starts with an
empty set and

sequentially adds
the most

promising features.

Can find a
good subset
of features

for a specific
model.

Computationally
expensive,

especially with a
large number of

features. May
overfit on the
training data.

It can be effective
if computational
resources allow

and overfitting is
managed.

(Continued)
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Table 4 (continued)

Method
name

Category Description Advantages Disadvantages Suitability for
financial data

Backward
elimination

Wrapper Begins with all
features and
sequentially

removes the least
significant ones.

Can find a
good subset
of features

for a specific
model.

Computationally
expensive,

especially with a
large number of

features. May
overfit on the
training data.

It can be effective
if computational
resources allow

and overfitting is
managed.

Recursive
feature elim.

Wrapper Recursively
considers smaller

sets of features
based on model

performance.

Effective in
finding the

optimal
number of

features for a
given model.

Computationally
expensive.

It can be effective,
but it requires

careful tuning of
the estimator.

Decision trees Embedded Naturally perform
feature selection
based on criteria

like Gini impurity.

Efficient,
handles

non-linear
relation-

ships.

Can be prone to
overfitting.

Suitable for
identifying
important
features in

complex financial
patterns.

Random
forests

Embedded Select important
features by

averaging results
from multiple
decision trees.

Robust to
noise and
outliers,
provides
feature

importance
scores.

It can be
computationally

intensive for
very large
datasets.

Well-suited for
identifying key

features
contributing to

financial
anomalies.

Gradient
boosting

Embedded Select important
features by

prioritizing those
that reduce error

the most.

High
predictive
accuracy
provides
feature

importance.

Can be prone to
overfitting,

requires careful
tuning.

Effective for
identifying

complex anomaly
patterns in

financial data.

Relief Filter Estimates feature
relevance based on
nearest neighbors
of the same and
different classes.

Scalable to
high-

dimensional
data,

effective for
identifying

relevant
features.

Sensitive to the
choice of

distance metric
and the number

of neighbors.

Potentially useful
for

high-dimensional
financial datasets.
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5.1.1 Filter Methods
Filter methods [61–63] constitute a foundational class of feature selection techniques that evaluate

features independently of any specific machine learning model. As illustrated in Fig. 4, these methods
are based on the statistical characteristics of individual characteristics and their direct relationship with
the target variable, making them computationally efficient and highly scalable, particularly well suited for
high-dimensional datasets common in FinTech applications.

Figure 4: Filter method

Various statistical metrics are commonly used in filter methods. The correlation coefficient assesses the
strength and direction of a linear relationship between continuous features and the target variable. The Chi-
Squared test evaluates the association between categorical variables and the target and is frequently used in
classification tasks. Mutual information (or information gain) measures both linear and non-linear depen-
dencies, capturing how much information one variable provides about another. Fisher’s score quantifies the
discriminative power of a feature by comparing the variance between classes and between classes. Variance
thresholding removes features with low variance, assuming that features with little variability are unlikely to
be informative. Finally, the dispersion ratio helps identify features that exhibit a distinct separation between
classes, making it valuable for feature selection in classification problems.

In general, filter methods offer a fast, model-agnostic approach to initial feature screening and are
often employed as a preliminary step prior to the application of more computationally intensive wrapper or
embedded techniques. Among these, the Pearson correlation coefficient is a widely used metric to evaluate
the linear relationship between a continuous feature x and a target variable y. It is defined as illustrated
in Formula (16):

r = ∑n
i=1(xi − x̄)(yi − ȳ)√

∑n
i=1(xi − x̄)2

√
∑n

i=1(yi − ȳ)2

a.s.�→ ρ = Cov(X , Y)
σX σY

(16)

where x̄ and ȳ are the mean values of x and y, respectively, and σ 2
X = Var(X) and σ 2

Y = Var(Y). A high
absolute value of r indicates a strong linear relationship, making the feature more relevant for prediction
tasks. The sample Pearson correlation r converges almost surely to the true population correlation ρ by the
law of large numbers. Moreover, it converges at a rate of 1/

√
n and is asymptotically normal, which allows us

to construct confidence intervals and perform hypothesis tests.
Filter methods offer several advantages: they are computationally efficient, model-independent, and

highly scalable, making them particularly useful when working with large feature sets. However, a major
limitation is that they treat features independently, ignoring possible interactions between them that could
enhance model performance. As a result, while filter methods are excellent for initial feature selection, they
are often best used in combination with other methods for more robust modeling.
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5.1.2 Wrapper Methods
Wrapper methods [61,62,64] are a powerful class of feature selection techniques that differ significantly

from filter and embedded methods. As shown in Fig. 5, these methods are model-specific and rely on
iterative training and evaluation of machine learning algorithms using different subsets of characteristics.
Unlike filter methods, which use statistical measures to rank features independently of the chosen model,
wrapper methods integrate feature selection with the model training process itself, making them highly
tailored to the specific algorithm used. While this results in higher computational complexity, it also tends to
yield superior performance, particularly when the interaction between features is important for the model’s
predictive power.

Figure 5: Wrapper method

The heart of the wrapper methods is the search for the optimal subset of features, denoted by S∗,
which maximizes the performance of the model. The process involves repeatedly training a model on various
subsets of features and evaluating its performance using a chosen evaluation metric, M. The subset of features
S that leads to the highest metric value is selected as the best feature set. The mathematical formulation of
this process can be expressed in Formula (17):

S∗ = arg max
S⊆{1, . . . , p}

M( f (XS), y) (17)

where:

• S is a subset of features.
• f (XS) is the output of the model when trained on the feature subset XS .
• M( f (XS), y) is the evaluation metric (e.g., accuracy, precision, recall) that measures how well the model

predictions match the true labels y.
• p is the total number of features.
• S∗ represents the optimal subset of features that maximizes the evaluation metric.

Forward selection starts with no features in the model and iteratively adds features that improve the
model’s performance. At each step, the feature that provides the highest increase in the evaluation metric
is selected and added to the subset. This process continues until adding more features does not yield a
significant improvement in performance:

1. Begin with an empty feature set S.
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2. Train the model with each feature individually and add the feature that maximizes the performance.
3. Repeat the process, adding one feature at a time, until further addition no longer improves the model.

In backward elimination, the process begins with all available features and removes the least significant
ones iteratively. At each step, the feature that contributes the least to the model’s performance is removed,
and the model is retrained. The process continues until removing features no longer results in a meaningful
drop in performance:

1. Start with the full set of features S = {1, 2, . . . , p}.
2. Evaluate the model with all features and remove the least important feature based on the evaluation met-

ric.
3. Repeat the process, removing features one at a time, until only the most significant features remain.

Recursive Feature Elimination (RFE) is a more sophisticated technique that recursively removes features
based on their importance, as determined by the model’s coefficients or feature importance scores. After each
iteration, the least important feature is removed, and the model is retrained. RFE continues until the optimal
subset of features is identified:

1. Start with all features and train the model.
2. Rank the features based on their importance scores (e.g., coefficients for linear models or feature

importances for tree-based models).
3. Remove the least important feature and retrain the model.
4. Repeat the process until the desired number of features is selected.

The exhaustive search is the most computationally expensive method, in which all possible subsets of
features are evaluated. This method guarantees finding the optimal feature subset, but it is only feasible for
small datasets due to its combinatorial nature, as the number of subsets grows exponentially with the number
of features:

1. Evaluate the model with every possible combination of features.
2. Select the feature subset that provides the best performance based on the evaluation metric.

Wrapper methods offer several advantages:

1. Interactivity: Wrapper methods account for feature interactions, meaning they don’t just evaluate
individual features in isolation. Instead, they assess how features work together in the context of the
model. This leads to potentially better performance, especially for models that are highly sensitive to
feature interactions, such as decision trees and neural networks.

2. Customizability: Since wrapper methods directly incorporate the machine learning algorithm into the
feature selection process, they can be tailored specifically to the model. This means that the feature
selection process is optimized for the strengths and weaknesses of the chosen algorithm, leading to
better results compared to more general methods.

3. Optimality for the Model: Wrapper methods optimize feature selection with respect to the model
performance metric. This leads to feature subsets that are well-suited for the specific algorithm,
improving the model’s predictive power.

However, wrapper methods come with their own set of drawbacks:

1. Computational Expense: Wrapper methods are computationally intensive because they require multiple
iterations of training and evaluation with different subsets of features. As the number of features grows,
the search space increases exponentially, making these methods impractical for very large datasets or
when the feature set is large (e.g., thousands of features).
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2. Risk of Overfitting: Because wrapper methods are highly tailored to the training data, there is a risk of
overfitting, particularly when the dataset is small. The model may select feature subsets that perform
well on the training data but fail to generalize to unseen data. This can result in a model that is too
complex or too tuned to the specific features of the training set.

3. High Resource Consumption: Due to the iterative nature of training models with different subsets
of features, wrapper methods require significant computational resources, especially when dealing
with large datasets. This can be a limitation in real-world scenarios where computational power
is constrained.

Wrapper methods are most effective in situations where:

• Feature Interactions are Important: When the interaction between features significantly impacts the
model’s performance, wrapper methods are a good choice as they evaluate these interactions.

• Dataset Size is Manageable: If the dataset is not too large and computational resources are sufficient,
wrapper methods can be highly effective.

• Model-Specific Optimization is Needed: When working with a particular machine learning algorithm,
wrapper methods can fine-tune the feature selection process for that model, leading to optimal perfor-
mance.

Wrapper methods offer a robust and highly customizable approach to feature selection, often leading
to superior model performance. However, they come with trade-offs in terms of computational cost and
potential for overfitting. These methods should be used when the dataset size is manageable and when
feature interactions are expected to have a significant impact on the model performance. For larger datasets,
or when feature sets are extremely large, alternative methods like filter or embedded techniques might be
more practical.

5.1.3 Embedded Methods
Embedded methods [61,62,65] perform feature selection as an integral part of the model training

process, allowing the algorithm to automatically identify and retain the most relevant features while fitting
the model. As shown in Fig. 6, these methods strike an effective balance between computational efficiency
and predictive performance by combining the strengths of both filter and wrapper approaches.

Figure 6: Embedded method

Unlike filter methods that evaluate features independently of the model or wrapper methods that
iteratively evaluate subsets of features, embedded methods incorporate feature selection directly into the
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training algorithm. This integration not only reduces redundancy but also enhances the model’s ability to
generalize by prioritizing informative variables and discarding irrelevant or redundant ones.

Many machine learning algorithms inherently support embedded feature selection. For example:

• Decision Trees, Random Forests, and Gradient Boosting Machines (GBMs) naturally evaluate feature
importance based on how well each feature improves decision splits or reduces loss. These models assign
importance scores during training, allowing features to be automatically ranked and selected.

• Regularization techniques like Lasso Regression (L1 regularization) and Elastic Net implicitly perform
feature selection by penalizing the inclusion of less informative features. In these models, the feature
coefficients are shrinkage during training, and some may be driven exactly to zero, effectively removing
them from the model.

Lasso regression introduces an L1 penalty to the standard linear regression objective, encouraging
sparsity in the model coefficients, as illustrated in Formula (18):

min
β

1
2n

n
∑
i=1

⎛
⎝

yi −
p

∑
j=1

xi jβ j
⎞
⎠

2

+ λ
p

∑
j=1
∣β j ∣ (18)

Here, λ is the regularization parameter that controls the strength of the penalty. As λ increases, more
coefficients are driven to zero, effectively selecting only the most predictive features:

• Lasso Regression (L1 Regularization): Promotes sparsity by penalizing the absolute size of coefficients.
• Elastic Net: Combines both L1 and L2 penalties, balancing variable selection and coefficient stability.
• Decision Trees and Ensembles (Random Forests, GBMs): Implicitly rank feature importance as part of

the model’s structure.

Embedded methods offer a powerful model-aware approach to feature selection by integrating the
selection process directly into model training, thereby balancing efficiency and performance. Their key
strengths include efficiency, as feature selection occurs within the training phase without requiring a separate
step; robustness, since the resulting models often generalize better and are less prone to overfitting; and
interaction awareness, enabling the capture of complex feature interactions that filter methods may miss.
However, embedded methods also come with limitations: the selected features are often highly dependent on
the specific algorithm used, which may reduce generalizability across models, and their interpretability can
be limited, especially in complex ensemble models, making it difficult to understand why certain features
were chosen or discarded. Despite these challenges, embedded methods remain a scalable and effective
solution, particularly well-suited for high-dimensional datasets where traditional methods may struggle.

5.2 High-Dimensional and Noisy Financial Data
Applying traditional feature selection techniques to financial datasets presents a range of intricate

challenges, largely due to the high dimensionality, heterogeneity, and inherent noise of financial data. High
dimensionality, where the number of features is large relative to the number of observations, invokes the
curse of dimensionality, making the feature space increasingly sparse. This sparsity undermines distance
metrics such as the Euclidean distance, as illustrated in Formula (19):

d(xi , x j) =
p

∑
k=1
(xi k − x jk)2 (19)

which lose discriminatory power as differences across features converge toward uniformity. Consequently,
models struggle to discern meaningful patterns, increasing the likelihood of overfitting and diminishing the
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performance of standard feature selection methods. Further compounding the issue, financial data often
contains noise, missing values, and inconsistencies due to human entry errors, irregular reporting, and
external economic shocks, factors that skew statistical measures like correlation or variance, leading to
suboptimal feature inclusion or exclusion.

Despite these challenges, some traditional techniques [4,6,60,63] offer value when adapted carefully.
The Relief algorithm, for example, assigns a weight W[A] to each feature A based on its ability to distinguish
between instances of different classes in the local neighborhood, as illustrated in Formula (20):

W[A] =W[A] − diff(A, nearesthit)2 + diff(A, nearestmiss)2 (20)

This local, instance-based approach makes Relief particularly suited to high-dimensional and noisy
datasets by capturing subtle feature interactions. Another approach, Correlation-based Feature Selection
(CFS), evaluates a subset S of features based on heuristic merit, as illustrated in Formula (21):

MeritS =
k ⋅ rc f√

k + k(k − 1)r f f
(21)

where rc f is the average feature-class correlation, r f f is the average inter-feature correlation, and k is the
number of features. This formulation favors subsets that are individually predictive but minimally redundant.
Additionally, preprocessing using robust statistical techniques like the Median Absolute Deviation (MAD),
defined as illustrated in Formula (22):

MAD =median(∣xi −median(x)∣) (22)

helps mitigate the effect of outliers and skewed distributions during feature assessment.
As financial datasets grow in size and complexity, emerging methods such as Deep Feature Selection

(DFS) have become increasingly relevant. DFS incorporates feature selection into deep learning models
using sparsity-inducing regularization. A basic implementation involves minimizing the following Lasso-
regularized loss, as illustrated in Formula (23):

min
β

1
2n

n
∑
i=1
(yi − Xi)2 + λ

p

∑
j=1
∣β j∣ (23)

where the �1 penalty∑p
j=1 ∣β j ∣ forces many coefficients to zero, effectively selecting a sparse set of predictive

features. More advanced neural models integrate attention mechanisms that assign learnable weights αi to
input features, as illustrated in Formula (24):

y = f (
p

∑
i=1

αi xi) , where
p

∑
i=1

αi = 1, αi ≥ 0 (24)

These mechanisms dynamically prioritize features based on their contextual contribution to model
outputs, offering both adaptability and interpretability.

Despite the power of automated methods, domain expertise remains a crucial complement in finan-
cial feature selection. Financial professionals understand nuanced relationships that may be invisible to
purely data-driven methods, such as regulatory constraints, economic cycles, or domain-specific risk
factors. Incorporating expert-driven filtering (e.g., excluding lookahead-biased variables or engineered
financial ratios) ensures that selected features are not only statistically valid, but also contextually and
economically meaningful.
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In conclusion, feature selection in finance requires a hybrid methodology that integrates traditional
algorithms, robust statistics, deep learning techniques, and domain knowledge. This multifaceted approach
improves the performance and interpretability of the model in a variety of financial applications, including
credit risk modeling, fraud detection, portfolio optimization, and algorithmic trading.

5.3 Applications of Feature Selection
Feature selection [61,62] is a fundamental process in data science and machine learning that involves

identifying the most relevant variables in a dataset to improve the accuracy of the model, reduce overfitting,
streamline the computation and improve the interpretability of the results. Its applications are far-reaching
and increasingly critical in today’s data-driven landscape. In traditional machine learning, eliminating noisy,
redundant, or irrelevant features can drastically reduce the dimensionality of the dataset, leading to more
robust and generalizable models. By focusing on the most predictive input, feature selection accelerates
training times and enhances model transparency, making it easier for practitioners to understand how
decisions are made.

In the biomedical field, especially in genomics and precision medicine, feature selection [5,30,66] is
crucial for identifying a subset of genes or biomarkers that are strongly associated with specific diseases or
treatment responses. This not only aids in early and accurate diagnosis but also facilitates the development of
targeted therapies, reducing side effects and improving patient outcomes. In healthcare analytics, selecting
critical clinical features [67] from vast electronic health record (EHR) systems helps in prognosis prediction
and resource optimization.

In industrial IoT environments, the sheer number of sensors and metrics demands the identification of
only the most indicative features related to equipment health and operational performance. Effective feature
selection [68] enables timely predictive maintenance, reducing unplanned downtime and optimizing main-
tenance schedules. Techniques such as variance thresholding, mutual information filtering, and embedded
methods like L1-regularized regression help organizations focus on signals with the highest predictive value,
improving both cost efficiency and system resilience.

In natural language processing [51] (NLP), feature selection refines textual representations by isolating
significant words, phrases, or syntactic structures that contribute to understanding sentiment, topics, or
intent. This makes tasks such as document classification, chatbots, and recommendation systems more
effective and computationally manageable. Marketing and customer analytics benefit similarly by narrowing
down which features, such as purchasing history, browsing behavior, or demographic data, best predict cus-
tomer preferences, segmentation, or churn likelihood, thereby guiding personalized engagement strategies.

Even within the realm of deep learning, often considered less dependent on manual feature engineering,
feature selection plays an important role in preprocessing structured tabular data, optimizing model
architectures, and enabling real-time inference in environments with constrained computational resources,
such as mobile or embedded devices. Furthermore, in academic and industrial research, feature selection
helps scientists interpret experimental data by revealing which variables significantly influence outcomes,
guiding hypothesis testing, and model validation.

In the financial sector, where the volume, variety, and velocity of data are exceptionally high, feature
selection is essential to isolate meaningful patterns from vast streams of transaction histories, credit scores,
customer interactions, and market signals. By distilling these large, often noisy datasets into their most infor-
mative components, feature selection significantly enhances the performance of predictive models across
critical applications such as credit scoring, risk assessment, fraud detection, and portfolio management. This



26 Comput Mater Contin. 2026;86(1)

process leads to more secure, efficient, and interpretable financial services, enabling institutions to make
faster, more accurate, and more transparent decisions in highly dynamic environments.

Within the fintech industry, anomaly detection plays a pivotal role in identifying unusual behaviors that
may signal fraud, cyberattacks, transaction errors, or emerging systemic risks. Feature selection is vital to
this task, improving the accuracy, robustness, and interpretability of anomaly detection models by ensuring
that they focus exclusively on the most relevant and informative aspects of heterogeneous financial data of
high dimensions. By filtering out noise and redundancy, feature selection improves model generalization,
reduces false positives, and ensures greater operational efficiency, all critical factors for real-time anomaly
detection and prevention in modern financial ecosystems.

One major application is fraud detection in transaction streams, where models must analyze millions of
daily transactions characterized by attributes such as transaction amount, merchant category, device ID, and
geolocation. These high-dimensional feature spaces often contain redundancy and noise. Feature selection
techniques like mutual information and Relief are used to retain only those features most associated with
fraudulent behaviors, reducing noise and mitigating the risk of false positives and false negatives. Relief,
for example, updates feature weights based on the difference between nearest-hit and nearest-miss samples,
emphasizing features that help discriminate between classes.

In chargeback analysis, where customers dispute transactions, data is often noisy, sparse, and highly
imbalanced. Here, feature selection is critical to filtering out irrelevant variables such as browsing history
or session length, focusing instead on transactional metadata such as purchase amount deviation, device
mismatch rates, and card usage anomalies. Sparse modeling techniques, such as L1-regularized regression
(LASSO) in Formula (18), are highly effective in this setting.

In anti-money laundering (AML) efforts, institutions must sift through massive transaction graphs
to uncover hidden illicit activities. Feature selection at the graph level often involves pruning edges that
represent low-value or low-frequency transactions and selecting node features such as account longevity,
transactional velocity, and counterparty diversity. Correlation-based Feature Selection (CFS) is frequently
used to optimize a merit function, illustrated in Formula (21).

6 Enhancing Anomaly Detection through Feature Selection and GNN Integration

6.1 Benefits of Integrating Feature Selection with GNNs
The integration of feature selection techniques with Graph Neural Networks (GNNs) [69–72] presents

a powerful approach to advance anomaly detection capabilities within the financial technology (FinTech)
domain. This synergy addresses several challenges inherent in financial data, which are often high-
dimensional, heterogeneous, and noisy. One of the most significant advantages of this integration is the
potential for improved anomaly detection accuracy. By systematically identifying and retaining only the most
relevant and informative features, either as a preprocessing step or embedded within the GNN architecture,
models can better concentrate on the signals that truly differentiate normal from anomalous behavior. This
focused learning enables the detection of subtle, rare, or emerging anomalies that could otherwise be diluted
or missed in the presence of irrelevant or redundant features.

In addition to boosting accuracy, feature selection serves as an effective strategy for mitigating the curse
of dimensionality, which can hinder model generalization and increase susceptibility to overfitting in high-
dimensional datasets. This is particularly critical in FinTech applications, where a single record may contain
hundreds or thousands of features ranging from transactional metadata to customer behavior patterns. By
reducing this dimensionality, GNNs are able to train more effectively, yielding models that are both more
robust and better at generalizing to new, unseen data.
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Another key benefit lies in computational efficiency. With fewer features to process, GNNs require less
memory and shorter training times, facilitating deployment in real-time or near-real-time environments
such as fraud detection systems, payment gateways, or continuous transaction monitoring platforms. This
efficiency becomes increasingly important as FinTech companies scale up and deal with massive volumes of
streaming financial data.

Furthermore, integrating feature selection with GNNs significantly improves model interpretability, an
essential requirement in regulated industries like finance. By pinpointing the specific features that contribute
most to anomaly predictions, practitioners and regulators gain clearer insight into model decisions, making
it easier to trace anomalies back to their underlying causes. This transparency not only fosters trust in the AI
systems deployed, but also aids in auditability and compliance with data governance standards.

Lastly, this integration paves the way for more adaptive and intelligent anomaly detection systems.
As FinTech environments evolve and new types of anomalies emerge, models equipped with dynamic
or learned feature selection capabilities can adapt more quickly, maintaining high performance without
frequent manual intervention.

In summary, combining feature selection with GNNs provides a well-rounded enhancement to anomaly
detection in FinTech, yielding models that are more accurate, scalable, interpretable, and responsive to the
ever-changing landscape of financial data and risk.

6.2 Methods for Integrating Feature Selection with GNNs
A wide range of strategies can be employed to integrate feature selection with Graph Neural Networks

(GNNs) [69–72] for anomaly detection in the financial technology (FinTech) sector. These integration tech-
niques are designed to enhance model performance by ensuring that GNNs focus on the most informative
features while simultaneously reducing noise, overfitting, and computational overhead.

One widely adopted method is the hybrid feature selection approach, which combines the efficiency of
filter methods with the precision of wrapper techniques. In this strategy, a filter method is first applied to
remove irrelevant or weakly correlated features based on statistical metrics such as mutual information (MI),
correlation coefficients (ρ), or variance thresholds (σ 2). For instance, mutual information between a feature
X and a label Y can be computed as illustrated in Formula (25):

MI(X; Y) = ∑
x∈X
∑
y∈Y

p(x , y) log( p(x , y)
p(x)p(y)) (25)

Features with low MI scores can be quickly discarded to reduce dimensionality. After filtering, a
wrapper method evaluates various subsets of the remaining features by training a GNN and selecting
the subset that maximizes a validation performance metric (e.g., AUC, F1-score). This two-stage process
balances computational efficiency with model precision, ensuring that the final feature set is both lean and
highly informative.

Another emerging strategy is to embed feature selection directly into the GNN architecture. Modern
GNN variants, such as Graph Attention Networks (GATs), incorporate attention mechanisms to dynamically
learn the importance of node features and neighbor contributions during the message-passing phase. The
attention coefficient αi j between nodes i and j is typically calculated as illustrated in Formula (26):

αi j =
exp (LeakyReLU (aT[Whi∥Wh j]))

∑k∈N (i) exp (LeakyReLU (aT[Whi∥Whk]))
(26)
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where:

• hi and h j are the feature representations of nodes i and j.
• W is a learnable weight matrix.
• a is the attention weight vector.
• ∥ denotes concatenation.

Through training, the GNN learns to prioritize critical features and edges, effectively performing a
form of adaptive data-driven feature selection without explicit manual intervention. This not only improves
predictive accuracy, but also enhances interpretability, offering insights into which features and relationships
most influence the model’s outputs.

Feature selection can also be applied at the graph structure level, targeting simplification of the
graph itself. Techniques such as node and edge pruning remove irrelevant or redundant components
based on statistical thresholds, learned importance scores, or domain-specific heuristics. For example, in a
transaction graph, edges with low-frequency or low-monetary value transactions can be pruned, making
anomalous patterns, such as fraud rings or money laundering activities, more prominent. Reducing graph
complexity leads to faster training and inference times, while preserving the structural signals critical for
anomaly detection.

In cutting-edge research, joint optimization frameworks [69] have been proposed, in which feature
selection and GNN training are performed simultaneously within a unified objective function. Such models
define a joint loss inherent as illustrated in Formula (27):

Ltotal =LGNN + λLFS (27)

where:

• LGNN is the primary task loss (e.g., classification loss for anomaly detection).
• LFS is a regularization term promoting sparsity or importance weighting of features.
• λ controls the trade-off between task performance and feature selection sparsity.

This unified approach enables models to adaptively learn optimal features and graph representations
together, making them highly suitable for dynamic, evolving financial datasets where both features and graph
structures may shift over time.

By combining hybrid filtering and wrapping, embedded attention-based selection, graph pruning, and
joint optimization, FinTech organizations can build robust, scalable, interpretable, and high-performance
anomaly detection systems. These systems are better equipped to handle the challenges of real-world financial
environments, where anomalies are rare, data structures complex, quick, and reliable detection is crucial.

6.3 Metrics for Anomaly Detection
Evaluating the performance of anomaly detection models in the financial technology (FinTech) sector

demands the use of carefully chosen context-sensitive metrics [28,73], as summarized in Table 5, to accurately
capture a model’s ability to identify rare but potentially high-stakes anomalous events. Given the serious
consequences of undetected fraud, financial manipulation, or operational failures, it is critical to select the
right evaluation criteria. By integrating general performance metrics with domain-specific and time-aware
evaluation methods, FinTech organizations can achieve a more comprehensive and actionable view of model
effectiveness. This nuanced, multifaceted evaluation approach is essential for developing anomaly detection
systems that are not only highly accurate, but also timely, interpretable, and aligned with real-world financial
risk dynamics.
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Table 5: Evaluation metrics for anomaly detection

Metric name Description Relevance
Accuracy Overall percentage of correctly

classified instances.
Less informative in FinTech due to

class imbalance.
Precision Proportion of correctly identified

anomalies out of all flagged as
anomalies.

Important in FinTech to minimize
false alarms that disrupt legitimate

transactions.
Recall (Sensitivity) Proportion of actual anomalies

correctly identified.
Crucial in FinTech to maximize the

detection of actual fraudulent
activities.

F1-Score Harmonic mean of precision and
recall.

Provides a balanced measure of
performance, especially in

imbalanced datasets.
AUC Area Under the Receiver Operating

Characteristic Curve.
Measures the model’s ability to

distinguish between normal and
anomalous instances.

Hit Rate Probability that recommendations
contain relevant items (adaptable

to anomaly flagging).

It can be used to evaluate how well
the model ranks suspicious

instances.
Mean Reciprocal

Rank (MRR)
Average of the reciprocal ranks of

the first relevant item (adaptable to
anomaly flagging).

Useful if the order of flagged
anomalies is important.

6.3.1 Standard Evaluation Metrics
Several commonly used metrics provide a foundation for assessing anomaly detection models:
1. Accuracy: As illustrated in Formula (28), this metric measures the overall percentage of correctly

classified instances, both normal and anomalous. However, it can be misleading in highly imbalanced
datasets (e.g., FinTech, where anomalies may represent less than 1% of transactions).

Accuracy = TP + TN
TP + TN + FP + FN

(28)

A model could achieve high accuracy simply by predicting all instances as normal while failing to detect
any anomalies.

2. Precision: As illustrated in Formula (29), the proportion of correctly identified anomalies out of all
instances flagged as anomalous. It reflects how trustworthy the model’s anomaly alerts are.

Precision = TP
TP + FP

(29)

3. Recall (Sensitivity): As illustrated in Formula (30), this metric measures the proportion of actual
anomalies that the model successfully detects. High recall is critical in FinTech to minimize overlooked
fraudulent or malicious activities.

Recall = TP
TP + FN

(30)
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4. F1-Score: As illustrated in Formula (31), the harmonic mean of precision and recall, offering a
balanced view of model performance, especially useful in imbalanced scenarios.

F1 = 2 ⋅ Precision ⋅ Recall
Precision + Recall

(31)

5. AUC-ROC (Area Under the Receiver Operating Characteristic Curve): Evaluates the model’s
ability to distinguish between normal and anomalous classes across different threshold settings. A higher
AUC (closer to 1) indicates better overall discriminative power.

6.3.2 Domain-Specific and Cost-Sensitive Metrics
In the FinTech domain, where errors carry financial and reputational consequences, additional tailored

metrics are essential:
1. Cost-Sensitive Metric: As illustrated in Formula (32), this metric assign different weights to errors:

Cost = CFP ⋅ FP + CF N ⋅ FN (32)

where CFP and CF N represent the cost of false positives and false negatives, respectively. This approach helps
align model performance with real-world financial impacts.

2. Ranking-Based Metric: Adapted from recommender systems [19,26] to prioritize anomalies:

• Hit Rate @ k: Proportion of actual anomalies found in the top-k predicted results.
• Mean Reciprocal Rank (MRR): Measures how early the first true anomaly appears in the ranked list, as

illustrated in Formula (33):

MRR = 1
n

N
∑
i=1

1
ranki

(33)

where ranki is the position of the first relevant anomaly in the ith query.

6.3.3 Time-Series Evaluation Metrics
Given the temporal nature of financial data, time-aware metrics are critical:
1. Temporal Distance: Measures how close in time a predicted anomaly is to the actual one, as defined

in Formula (34):

Temporal Distance = ∣timepred − timetrue∣ (34)

2. Total Detected in Range (TDIR): Counts how many true anomalies fall within a predefined window
around the prediction.

3. Detection Accuracy in Range (DAIR): Ratio of true anomalies detected within the acceptable time
window over total actual anomalies, as illustrated in Formula (35):

DAIR = Detected in range
Total true anomalies

(35)

4. Weighted Metrics: Apply importance scores to detections, as illustrated in Formulas (36) and (37):

Weighted Precision = ∑i wi ⋅ TPi

∑i wi ⋅ (TPi + FPi)
(36)
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Weighted Recall = ∑i wi ⋅ TPi

∑i wi ⋅ (TPi + FNi)
(37)

where wi is a weight based on contextual factors (e.g., time of day, risk level of the account).

7 Case Studies and Real-World Applications

7.1 GNNs for Anomaly Detection in Fintech
Numerous research studies and industrial deployments have demonstrated the strong efficacy of Graph

Neural Networks (GNNs) in addressing anomaly detection challenges across a wide range of FinTech appli-
cations. Some of the most prominent use cases [40,74–76] include the detection of fraudulent transactions
in credit card systems, e-commerce platforms, peer-to-peer payments, and digital wallets.

A notable example comes from NVIDIA [26], which developed an end-to-end AI pipeline that
integrates GNN with XGBoost, achieving substantial improvements in fraud detection accuracy. In this
hybrid architecture, GNNs are employed to learn latent representations of transaction graphs, capturing
relationships between users, accounts, devices, and merchants. These embeddings are then passed to an
XGBoost classifier, leveraging its strong gradient-boosted decision trees to refine anomaly predictions.
Formally, if hi denotes the GNN-generated embedding for the transaction i, XGBoost predicts the fraud
score yi via Formula (38):

yi =
M
∑
m=1

fm(hi), fm ∈F (38)

where F denotes the space of regression trees, and M is the number of trees.
In academic research, several advanced GNN models have been proposed to further enhance anomaly

detection. For instance, CaT-GNN (Causal Temporal Graph Neural Network) [75] is designed to model
both causal and temporal dependencies among financial transactions. By incorporating causal invariant
learning, CaT-GNN seeks to identify features X and graph structures G that preserve the predictive
relationship P(Y ∣do(X)) across different environments, reducing the risk of spurious correlations. Temporal
dependencies are modeled using gated recurrent units (GRUs) over graph-structured data.

Similarly, Jump-Attentive GNN [76] introduces a jumping knowledge attention mechanism, where
node representations are aggregated across different layers to allow the model to flexibly focus on graph
neighborhoods of varying sizes. Given intermediate embeddings h(l)

i in layer l , the final node representation
is calculated as illustrated in Formula (39):

hfinal
i =

L
∑
l=1

αl h(l)
i ,

L
∑
l=1

αl = 1 (39)

with αl being learnable attention weights that prioritize the most informative layers.
Another influential model is the Relational Graph Convolutional Network (RGCN) [45,77], which

extends traditional GCNs to heterogeneous graphs where multiple node and edge types exist. In RGCNs, the
message passing function is adapted to account for the type of edge r, so that the updated representation for
node i in layer l + 1 is given by Formula (40):

h(l+1)
i = σ

⎛
⎝∑r∈R

∑
j∈Nr(i)

1
ci ,r

W(l)
r h(l)

j +W(l)
0 h(l)

i
⎞
⎠

(40)
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where Nr(i) denotes the neighbors of i under the relation r, W(l)
r are relation-specific weights, and ci ,r is a

normalization constant.
On the industry front, Alipay, one of the largest digital payment platforms worldwide, has success-

fully deployed heterogeneous GNNs [78] on a scale for fraud detection. Their system constructs massive
transaction graphs, where nodes represent users, devices, IP addresses, and merchants, and edges repre-
sent transactions, logins, or behavioral similarities. By leveraging heterogeneous GNNs, Alipay’s models
can detect subtle fraudulent patterns, such as coordinated money laundering schemes or device-sharing
behaviors, that would be difficult to capture using traditional machine learning techniques. As illustrated
in Formula (41), feature aggregation across heterogeneous node types is often implemented using attention
mechanisms, where the importance score for neighbor type t is learned dynamically:

e i , j
t = LeakyReLU(a⊺[Wt hi∥Wt h j]) (41)

where ∥ denotes concatenation, Wt are type-specific transformation matrices, and a is a learnable vector.
These examples collectively illustrate that the integration of advanced GNN architectures, often com-

bined with traditional machine learning techniques like XGBoost, has become a leading paradigm for
anomaly detection in FinTech. This enables real-time, scalable, and interpretable fraud detection systems in
highly dynamic financial environments.

7.2 Integrating Feature Selection with GNNs in FinTech
The integration of Graph Neural Networks (GNNs) with feature selection has demonstrated significant

potential in advancing anomaly detection across diverse domains. In financial transaction analysis, this syn-
ergy enhances fraud detection by filtering redundant or noisy attributes, enabling GNNs to capture relational
and temporal dependencies more effectively [70]. In heterogeneous and dynamic graphs, feature selection
aids in uncovering temporal patterns while reducing graph complexity, thereby improving scalability and
adaptability of GNN-based models [71]. Recent work further highlights that feature-enhanced frameworks,
especially when combined with contrastive learning, can align selected features with both local and global
structural patterns, boosting anomaly detection accuracy [72]. Foundation models such as AnomalyGFM
illustrate how feature selection supports zero-shot or few-shot detection, empowering GNNs to generalize
effectively in data-scarce environments [69]. Together, these findings underscore the potential of integrating
feature selection and GNNs to produce models that are more efficient, accurate, and interpretable for
real-world applications in finance, cybersecurity, and other high-stakes domains.

Despite this progress, the FinTech domain still lacks extensive case studies explicitly validating such
integration in operational settings. Hybrid feature selection frameworks are emerging that combine the
efficiency of filter-based techniques with the adaptability of wrapper-based methods. Typically, filters such
as mutual information ranking, chi-squared tests, and variance thresholding are used to prune irrelevant or
weakly informative features, thereby reducing dimensionality and computational burden. Wrapper methods
then iteratively refine feature subsets using GNN models as evaluators, with quality assessed through
metrics such as Area Under the Curve (AUC), precision-recall, and F1-score. Embedding domain-specific
constraints, such as transaction semantics, temporal dependencies, and regulatory requirements, into these
pipelines could further enhance interpretability, transparency, and compliance in FinTech applications.

Formally, the hybrid feature selection objective can be expressed in Formula (42):

S∗ = arg max
S⊆F

Score(GNN(XS , A)) (42)
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where S is a subset of the complete feature set F, XS represents node attributes restricted to S, A is the
adjacency matrix, and Score(⋅) denotes a performance measure. By reducing feature space dimensionality
while preserving essential structural and attribute information, such hybrid methods improve both anomaly
detection accuracy and computational efficiency.

In addition to pre-processing, feature selection can also be embedded directly into model training. A
promising approach leverages attention mechanisms, where feature importance scores αi j are learned jointly
with node representations. The feature-augmented message passing process is given by Formula (43):

h′i = ∑
j∈N(i)

αi jWh j , αi j =
exp(LeakyReLU(a⊺[Whi ∥Wh j]))

∑k∈N(i) exp(LeakyReLU(a⊺[Whi ∥Whk]))
(43)

allowing the network to dynamically prioritize the most informative neighbors and features during training.
Applied to FinTech, these techniques are particularly valuable given the high dimensionality, hetero-

geneity, and dynamic nature of financial datasets. Financial graphs often encompass multiple entity types,
customers, merchants, transactions, devices, with complex and evolving relationships. Feature selection helps
mitigate overfitting, improves transparency, and strengthens robustness against adversarial manipulation,
such as fraudsters injecting noise to obscure illicit behavior.

In summary, the synergistic integration of feature selection and GNN architectures represents a
compelling yet underexplored research direction for anomaly detection in FinTech. By combining the dimen-
sionality reduction and interpretability benefits of feature selection with the representational power of GNNs,
future systems could achieve greater accuracy, efficiency, and resilience. Deepening this integration, while
incorporating domain-specific constraints such as fraud patterns, transaction semantics, and regulatory
requirements, would enable the development of robust, scalable, and explainable models. Such advancements
are crucial for aligning anomaly detection pipelines with the operational, security, and compliance demands
of modern financial ecosystems, while also fostering greater trust and transparency among institutions,
regulators, and end-users.

8 Discussion
Integrating Graph Neural Networks (GNNs) with feature selection [69,70–72] in anomaly detection for

FinTech applications offers significant promise, but it also introduces multiple challenges and limitations that
must be addressed for practical deployment. Financial transaction data [9–11] are often sparse, with many
accounts or users having only limited interaction histories. This sparsity reduces the ability of GNNs to learn
robust node and edge representations, which is particularly problematic for detecting rare anomalies such
as fraud, where signals are weak and distributed across large-scale networks. Scalability is another major
concern: training and deploying GNNs over massive financial graphs is computationally expensive, and
achieving real-time detection in production environments remains difficult. Class imbalance exacerbates
these issues, as fraudulent or anomalous events are vastly outnumbered by legitimate transactions, causing
models to become biased toward normal behavior and under-detect the critical minority class. Compound-
ing this, the dynamic and adaptive nature of fraud requires models to be continuously retrained to capture
new attack vectors, further straining computational and operational resources.

Beyond these data-centric and computational challenges, GNN models [79–81] also face structural
and methodological limitations. The cold-start problem remains unsolved, as accounts or users with little
transaction history offer minimal signals for reliable anomaly detection. Additionally, GNNs are vulnerable
to adversarial attacks, where small perturbations to graph structures or node attributes can mislead models
into misclassifications, raising serious concerns about the robustness of these systems in adversarial financial
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environments. Interpretability is another pressing challenge: GNNs often function as opaque “black boxes”,
making it difficult to explain anomaly detection outcomes in a manner suitable for regulators, auditors,
and business stakeholders. While feature selection can help mitigate this by reducing noise and focusing on
relevant attributes, identifying meaningful features in highly complex financial graphs requires deep domain
expertise and remains a non-trivial task.

To overcome these limitations, future research must prioritize the design of scalable and efficient
GNN architectures [82–86] that can handle the scale and velocity of financial data streams in near real
time. Interpretability should also be a core research direction, with explainable AI (XAI) approaches for
GNNs [87–92] providing transparency into decision-making and fostering trust in regulated financial
environments. Addressing class imbalance through cost-sensitive learning, anomaly oversampling, and
graph-level augmentation strategies is critical to improving detection performance. The cold-start problem
may be alleviated through transfer learning, graph pre-training, or meta-learning approaches that allow
models to generalize from minimal user histories. Moreover, temporal and dynamic GNNs [71,93,94]
represent a promising direction to capture evolving fraud tactics by modeling sequential dependencies and
adapting to structural changes in financial transaction graphs.

Enhancing robustness is equally crucial: adversarial defense strategies must be developed to ensure that
GNN-based fraud detection systems remain resilient under deliberate manipulation. Emerging research on
agentic AI [95–97], autonomous AI systems with persistent goals, adaptive capabilities, and self-directed
optimization, could further strengthen FinTech anomaly detection pipelines by enabling systems not only
to respond to fraud, but also to anticipate and proactively adapt to new threats. Finally, semi-supervised
and unsupervised learning paradigms [98–102] offer strong potential in domains where labeled fraud
data are scarce, allowing models to leverage large volumes of unlabeled transaction data for more flexible
anomaly detection.

In sum, the integration of GNNs and feature selection represents a powerful but still underexplored
pathway to building anomaly detection systems in FinTech that are scalable, interpretable, and resilient. By
advancing hybrid feature selection frameworks, robust GNN architectures, and adaptive learning paradigms,
while embedding domain-specific knowledge such as transaction semantics and regulatory constraints,
future systems can move closer to delivering anomaly detection solutions that are not only accurate, but also
fair, transparent, and trustworthy in modern financial ecosystems.

9 Conclusion
This paper has explored the integration of Graph Neural Networks (GNNs) with feature selection

techniques for anomaly detection in the FinTech sector. GNNs have emerged as a transformative tool for
modeling and analyzing complex relational structures inherent in financial systems, making them well-
suited for detecting anomalies such as fraudulent transactions, market manipulation, and irregular customer
behavior. By capturing dependencies across entities and transactions, GNNs provide a holistic perspective
on financial interactions that traditional machine learning methods often overlook.

When combined with feature selection, GNN-based models are able to focus on the most relevant
attributes, thereby mitigating the challenges posed by high-dimensional financial data. Feature selection
reduces noise, eliminates redundant variables, and improves both accuracy and computational efficiency.
This dimensionality reduction is not only critical for improving detection performance but also enhances
interpretability, an essential requirement in the FinTech domain, where regulatory compliance and trans-
parency are as important as predictive power.
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Recent advancements in agentic AI, characterized by systems capable of autonomous decision-making
and proactive adaptation, present new opportunities for anomaly detection. Incorporating agentic AI into
GNN-based frameworks allows anomaly detection models to transition from static pattern recognition
to dynamic, context-aware systems. Such models can autonomously adapt to evolving fraud strategies,
proactively identify emerging risks, and update detection mechanisms in near real-time. This capability
significantly enhances the resilience of financial ecosystems, which are constantly exposed to adversarial
behaviors and shifting regulatory landscapes.

Nevertheless, the integration of GNNs and feature selection introduces several pressing challenges.
Data sparsity remains a significant obstacle, as financial transaction graphs are often incomplete or irregular.
Scalability is another concern, given that financial datasets are massive and continuously growing in real time.
Additionally, the interpretability of deep learning models remains problematic, with GNNs often criticized
as black boxes. The adaptive tactics of fraudsters exacerbate these problems, forcing detection systems to
contend with an adversarial environment that is both highly dynamic and strategically deceptive. The cold
start problem, where there are limited data for new users or accounts, further complicates anomaly detection.

Despite these challenges, the potential benefits are considerable. Integrating feature selection with
GNNs can yield models that are not only more accurate and computationally efficient but also adaptive and
interpretable. Future research should focus on the development of scalable GNN architectures tailored to
large-scale financial graphs, graph-specific feature selection algorithms to extract meaningful patterns, and
agentic AI mechanisms to ensure autonomous adaptability and real-time responsiveness. Addressing these
research directions will be crucial to creating next-generation anomaly detection frameworks.

Ultimately, the synergy between GNNs and feature selection holds the promise of transforming
anomaly detection in FinTech. By improving accuracy, adaptability, and transparency, such systems can
significantly strengthen defenses against fraud, increase trust, and improve the resilience of global financial
infrastructures. This integrated approach is poised to become a cornerstone of proactive risk management
and sustainable innovation in the financial industry.
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