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ABSTRACT: Graph Neural Networks (GNNs) have proven highly effective for graph classification across diverse
fields such as social networks, bioinformatics, and finance, due to their capability to learn complex graph structures.
However, despite their success, GNNs remain vulnerable to adversarial attacks that can significantly degrade their
classification accuracy. Existing adversarial attack strategies primarily rely on label information to guide the attacks,
which limits their applicability in scenarios where such information is scarce or unavailable. This paper introduces an
innovative unsupervised attack method for graph classification, which operates without relying on label information,
thereby enhancing its applicability in a broad range of scenarios. Specifically, our method first leverages a graph
contrastive learning loss to learn high-quality graph embeddings by comparing different stochastic augmented views
of the graphs. To effectively perturb the graphs, we then introduce an implicit estimator that measures the impact of
various modifications on graph structures. The proposed strategy identifies and flips edges with the top-K highest scores,
determined by the estimator, to maximize the degradation of the model’s performance. In addition, to defend against
such attack, we propose a lightweight regularization-based defense mechanism that is specifically tailored to mitigate
the structural perturbations introduced by our attack strategy. It enhances model robustness by enforcing embedding
consistency and edge-level smoothness during training. We conduct experiments on six public TU graph classification
datasets: NCI1, NCI109, Mutagenicity, ENZYMES, COLLAB, and DBLP_v1, to evaluate the effectiveness of our attack
and defense strategies. Under an attack budget of 3, the maximum reduction in model accuracy reaches 6.67% on the
Graph Convolutional Network (GCN) and 11.67% on the Graph Attention Network (GAT) across different datasets,
indicating that our unsupervised method induces degradation comparable to state-of-the-art supervised attacks.
Meanwhile, our defense achieves the highest accuracy recovery of 3.89% (GCN) and 5.00% (GAT), demonstrating
improved robustness against structural perturbations.
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1 Introduction
Graph structures are fundamental to a wide range of real-world applications, including social net-

works [1], bioinformatics [2], communication networks [3], and chemical structures [4]. GNNs have shown
outstanding performance across these fields due to their ability to capture both the structural and attribute
information. In such cases, the task of graph classification [5–7], aiming to assign entire graphs to predefined
categories, has been rapidly developed, supporting a wide range of complex applications.

However, recent research has shown that GNNs are vulnerable to adversarial attacks [8–13], where
minor modifications to the graph, such as adding or removing edges or nodes, can cause significant
performance degradation. For example, in drug discovery, competitors demonstrating vulnerabilities in the
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rival company’s model may damage the company’s reputation and hinder its drug development, thereby
providing a competitive advantage [14]. In this case, attackers can subtly alter the connections or attributes
within molecular structures. Such alterations can mislead the model into misclassifying toxic or harmful
molecules as benign. This has the potential not only to derail drug development efforts but also to pose
significant risks to human health in both clinical trials and practical applications. Therefore, graph evasion
attacks not only threaten the robustness of the model but could also have severe consequences in real-world
applications. Research on graph evasion attacks targeting graph classification tasks based on GNN models is
particularly important.

In the evolution of adversarial research on GNNs, node-level tasks have received considerable atten-
tion, while studies on graph classification tasks are relatively scarce. Current attack methods for graph
classification generally require direct or indirect access to graph label information to guide the adversarial
training process. In white-box attacks, the gradient-based Gradargmax [15] method not only relies on label
information from the dataset but also needs access to the target GNN’s parameters for backpropagation. In
black box attacks, although it is not necessary to know the parameters of GNN and the true labels in the
dataset, it is still necessary to query the model to obtain hard label information (i.e., know the predicted label
of the model, but not the prediction probability related to that label). For example, Mu et al. [16] proposed a
method that relies on hard-label information to guide the optimization process. RL-S2V [15] and Rewatt [17]
based on reinforcement learning require label information to verify the success of the attack and determine
the reward value. The dependence of all these methods on label information limits their practical applicability
in real-world scenarios because, in practice, graph-structured data are typically easy to obtain, while reliable
labels are often scarce due to annotation costs, privacy concerns, or regulatory constraints.

Recently, since labels are difficult to acquire, contrastive learning, as a novel unsupervised learning
framework [18], exhibits performance comparable to supervised learning. As a self-supervised framework,
graph contrastive learning encourages the model to learn highly discriminative embeddings that capture
rich information of structural relationships. Due to the implicit “identifying differences” goal in contrastive
learning training, the model is more sensitive to targeted perturbations, which are distinct from the normal
noise of random data augmentation. This enhanced sensitivity provides an basis for guiding attacks because
it can effectively identify perturbations that may most damage the core structural properties of the graph.
However, graph contrastive learning in an unsupervised attack [19] for graph classification is a non-trivial
task. Unlike continuous data in images, graphs are discrete, and how to utilize the results of contrastive
learning to modify graph data for an effective attack is a challenge. In addition, our goal is to modify the
graph so that it can affect the prediction results of downstream tasks. Therefore, an essential challenge is
determining how to effectively evaluate the quality of the attacked graph.

To address these challenges, we propose a new unsupervised attack approach for graph classification,
which leverages contrastive learning techniques to learn graph embeddings. Specifically, our method first
utilizes graph contrastive learning models to extract representations of graphs. We generate different graph
views using data augmentation, convert them into embeddings through a graph encoder, and employ a
contrastive loss that encourages high similarity between views of the same graph, while reducing similarity
across views from different graphs. Then, we propose an implicit estimator to measure the impact of various
possible graph attacks (insert or delete edges) on graph classification. Finally, we alter the edges with the top-K
highest scores from the estimator, effectively attacking the graph and consequently reducing the performance
of graph classification.

In addition to the attack strategy, we further propose a lightweight defense mechanism that is specifically
tailored to mitigate the structural perturbations introduced by our attack. Specifically, we introduce two
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regularization objectives: one promotes local smoothness between connected nodes, while the other encour-
ages consistency between graph embeddings before and after perturbation. These terms can be seamlessly
integrated into existing GNN training pipelines and yield significant defense gains.

The main contributions are as follows.

• We formulate a novel research problem: performing unsupervised evasion attacks and corresponding
defense for graph classification tasks in a fully label-free setting. To the best of our knowledge, this is the
first work to address this problem and propose an effective framework under such constraints.

• We introduce an unsupervised method based on graph contrastive learning for conducting adversarial
attacks in graph classification tasks.

• We propose an implicit estimator to measure the effects of graph modifications and perturb the graph
via the estimator, thus degrading the overall performance of graph classification.

• We further design a tailored defense strategy consisting of two regularization objectives—edge-level
smoothness and embedding-level consistency—that specifically mitigate the effects introduced by our
proposed attack.

• Experiments on six public graph classification datasets show that our unsupervised method achieves
competitive performance compared to state-of-the-art supervised attacks, and the proposed defense
effectively mitigates the impact of our attack.

2 Related Work
In the domain of graph adversarial attacks, these attacks can generally be divided into two main types

based on the stage at which they occur: evasion attacks and poisoning attacks [20,21]. Since most attacks
on graph classification are evasion attacks, we primarily elaborate on evasion attacks and briefly introduce
poisoning attacks.

Evasion Attacks for GNNs. In evasion attacks, the model’s training parameters are assumed to remain
unchanged. The attacker aims to generate adversarial samples that target the already trained model. This
type of attack alters only the test data, without necessitating model retraining. Given our focus on this
paradigm, we provide a targeted comparison of representative evasion attacks for graph-level classification
in Table 1. The selection of methods is guided by the following inclusion criteria: we consider only attacks
at the graph-level (excluding node-level and edge-level), operating under the evasion setting (excluding
poisoning attacks), and select fundamental and representative methods from different attack strategies.

Table 1: Methods for performing evasion attacks on GNNs

Method Strategy Method Label information Budget
Random Random sampling Add/Remove edges Use −

GradArgmax [15] Gradients Add/Remove edges Use −
RL-S2V [15] Reinforcement learning Add/Remove edges Use −
Rewatt [17] Reinforcement learning Rewrite Use −

GRABNEL [22] Bayesian optimization Modify Edge/Node Injection Use −
Hard Label [16] optimization Add/Remove edges Use −

Projective ranking [23] Mutual information Add edges Use ✓
Ours Cosine distance Add/Remove edges − ✓

Dai et al. [15] provided a significant starting point for researching evasion attacks on GNNs by
introducing RL-S2V, which is suitable for black-box attacks. Additionally, Ma et al. [17] proposed another
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reinforcement learning-based method, ReWatt. However, reinforcement learning-based methods are com-
putationally intensive and often struggle to adapt to varying attack budgets. Diverging from the above
two methods, Mu et al. [16] proposed an optimization-based approach in a black-box context, designing
a symbolic stochastic gradient descent algorithm with guaranteed convergence. Wan et al. [22] proposed
GRABNEL, a Bayesian optimization-based attack method that effectively misleads graph classification
models under limited query budgets. Dai et al. [15] also introduced Gradargmax for white-box attacks, which
greedily selects edges based on gradient information, though its performance in graph evasion attack tasks is
average. Zhang et al. [23] designed a projection sorting method based on mutual information in the white-
box attack scenario, which adapts to changes in the attack budget and requires prior knowledge of the node’s
embedding and labels.

It’s worth noting that the aforementioned methods all require direct or indirect access to label informa-
tion, which is often impractical in many real-world scenarios. Therefore, we focus on attack research solely
based on raw graph data.

Poisoning Attacks for GNNs. In poisoning attacks, it is assumed that the attacker has the capability to
modify the training data. The goal of a poisoning attack is to tamper with the learning algorithm itself by
polluting the data it learns from, rather than exploiting vulnerabilities in an already trained model. Similar
to evasion attacks, research on poisoning attacks [24–27] primarily focuses on labeled data. Zhang et al. [28]
proposed an unsupervised poisoning attack targeting node classification in contrastive learning models.
Their method performs attacks during the pretraining phase by leveraging gradient information to degrade
the quality of node representations, and is specifically designed for downstream node classification tasks. In
contrast, our work focuses on evasion attacks for graph classification, where the attacker perturbs the graph
structure at test time without interfering with the training process. Our method employs contrastive learning
and an implicit estimator to guide the attack, making it fundamentally different from Zhang et al. [28] in
both task setting and attack paradigm.

3 Preliminaries and Problem Formulation
A graph set G comprises multiple graphs, where each graph Gm is defined as an ordered pair Gm =

(V m , Em), with V being the nodes set and E being the edges set. For any edge em
i j ∈ Em , it connects the

node pair (vm
i , vm

j ), where vm
i , vm

j ∈ V m . For the graph Gm , elements of its adjacency matrix Am , Am
i j, are 1 if

there’s an edge between nodes vm
i and vm

j , and 0 otherwise. The initial node features, denoted by X, represent
attributes associated with each node.

3.1 Preliminaries
3.1.1 Graph Classification

Given a set of graphs G = {G1 , G2, . . . , GM}, the goal of graph classification is to assign a class label to
each graph. Formally, it involves learning a mapping:

f ∶ G → C , (1)

where C represents the set of possible class labels.
To achieve this, a loss function L is applied to quantify the discrepancy between the predicted and true

labels. For each graph Gm with true label ym , the overall optimization objective is:

min
θ

M
∑
m=1

L( fθ(Gm), ym), (2)
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where θ denotes the model parameters.

3.1.2 GNN Models
GNNs are deep learning models designed specifically for graph-structured data. The fundamental

concept behind GNNs is updating node representations via a message-passing mechanism. A typical GNN
layer can be expressed as:

h(l+1)
v = σ

⎛
⎝

W(l)h(l)
v + ∑

u∈N(v)
W(l)

rel h(l)
u
⎞
⎠

, (3)

where h(l)
v represents the embedding of node v at layer l , with the initial node features X serving as h(0)v .

N(v) stands for the set of neighbors of node v, W(l) and W(l)
rel are trainable weight matrices, and σ refers to

a non-linear activation function.
After propagating through L layers, a graph-level representation is obtained by aggregating the node-

level embeddings through a readout function:

Hg = Readout({h(L)v ∣ v ∈ G}), (4)

where L refers to the final layer of the GNN. The readout function is typically implemented using average,
sum, or max pooling to capture global graph-level information effectively.

3.2 Problem Formulation
Attacker’s Knowledge and Capability. This paper focuses on evasion attacks against GNNs under

a strict black-box setting. The attacker is assumed to have no access to the target model f , including its
architecture, parameters, training data, gradients, or prediction outputs. Furthermore, the attacker does not
possess any label information. The attacker is only granted access to the input graph data, including its
structural information (i.e., the adjacency matrix) and node features, if available. The attack is performed
solely during the inference phase by perturbing the graph structure, specifically through edge insertions and
deletions. The attacker cannot inject new nodes or manipulate node features. The scope of this strategy’s
attack is strictly limited to adjustments in the graph’s adjacency matrix, i.e., the connectivity of edges within
the graph. This characteristic enhances the versatility of our approach, allowing it to also be applied to graph
data without node-specific features.

Adversary’s Objective. The adversary’s objective is to subtly modify the graph structure (e.g., by adding
or removing edges) without access to label information, aiming to degrade classification performance.

Generally, the objective of a non-targeted evasion attack on the victim model fθ can be equivalently
expressed as:

max
G′

M
∑
m=1

I ( fθ(G′m) ≠ ym)

s.t. ∥G′ −G∥ ≤ Δ.
(5)

G represents the original graph and G′ represents the modified graph after the attack. I(⋅) ∈ {0, 1} is an
indicator function. Δ is the attack budget, ensuring that the modifications are substantial enough to impact
classification while remaining undetectable or plausible within the graph’s original structure. However, we
are focusing on a scenario without label information, making this objective difficult to address directly.
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As described in Section 3.1, GNNs derive graph-level representations through global pooling, which are
then used to predict graph labels. The performance of graph classification depends on the quality of these
representations, which aim to preserve key structural properties of the original graph in a lower-dimensional
space. Therefore, if two graphs belong to different categories in the original space, their representations in
the embedded space are likely to show significant differences. This difference also serves as a critical basis
for machine learning models to distinguish between different categories.

Hence, in the absence of classification labels, we study a quantitative method to evaluate the similarity
of graph embeddings before and after an attack. For vector representations, we can measure differences
in magnitude and direction using Euclidean and cosine distances, respectively. However, since Euclidean
distance is unbounded and highly sensitive to the scale of embedding vectors, it might overly emphasize
changes in magnitude while neglecting significant structural changes. Therefore, we choose cosine distance
as the primary metric for measuring differences between two graph embeddings.

Cosine distance focuses on the direction rather than the magnitude of vectors. By predicting cosine
distance, we can more accurately capture and quantify changes in the direction of embedding representations
caused by graph modifications, thereby identifying which modifications have the greatest impact on the
graph embeddings.

Given this, our primary attack strategy revolves around maximizing the cosine distance between the
embeddings before and after graph modifications. Since we do not have access to the target model or
classification label information, we train an unsupervised model, parameterized by ϕ, using contrastive
learning to obtain the embeddings. Additionally, we only modify the structure of the graph, leaving the node
features unchanged. Ultimately, we formalize our objective as:

max
A′m

M
∑
m=1

dis( fϕ(Am
′, Xm), fϕ(Am , Xm))

s.t. ∥A′ − A∥ ≤ Δ.
(6)

The cosine distance between two graph representations is calculated as follows:

dis( fϕ(A′, X), fϕ(A, X)) = 1 −
fϕ(A′, X) ⋅ fϕ(A, X)
∥ fϕ(A′, X)∥∥ fϕ(A, X)∥ . (7)

By the Cauchy–Schwarz inequality, the cosine similarity term fϕ(A′ ,X)⋅ fϕ(A,X)
∥ fϕ(A′ ,X)∥∥ fϕ(A,X)∥ is bounded within

[−1, 1], corresponding to the cosine of the angle between the two non-zero embedding vectors fϕ(A′, X) and
fϕ(A, X). Consequently, the cosine distance 1 − fϕ(A′ ,X)⋅ fϕ(A,X)

∥ fϕ(A′ ,X)∥∥ fϕ(A,X)∥ lies in the range [0, 2], where 0 indicates
identical representations and 2 indicates maximally different (opposite) representations.

To achieve the above objective, after training the proxy model using contrastive learning, we train an
implicit estimator to evaluate the impact of different edge modifications. We then rank these impact values
to select the edges for modification, thereby maximizing the cosine distance by Eq. (6).

Defender’s Objective. In response to the adversary’s goal of degrading graph classification performance
by introducing structure-level perturbations under a black-box, label-free setting, the defender aims to train a
graph neural network model that is robust to such modifications. The objective is to ensure stable graph-level
representations and accurate classification even when the graph structure is slightly perturbed.
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Given an attacked graph G′, the defender’s objective is to maximize the classification accuracy of the
model:

max
θ

M
∑
m=1

I ( fθ(G′m) = ym) . (8)

4 Attack Design

4.1 Overview
Our proposed method includes three stages: proxy model training, attack model training and attack

execution. The detailed workflow of these stages is illustrated in Fig. 1.

Figure 1: Overview of the attack workflow. Steps 1©, 2©, and 3© correspond to our method’s three stages. The function
r(⋅) denotes the Readout operation, t(⋅) indicates two randomly selected data augmentations, and c(⋅) signifies the
concat operation. Using the contrastive learning model from the first stage, we obtain edge embeddings and cosine
distance between graph representations. In the second stage, this information is used to train an implicit estimator.
Finally, this estimator calculates implicit scores for all potential edges in the target graph, guiding the selection of top-K
edges to flip and generate poisoned samples

1© Proxy Model Training Stage: To effectively train the proxy model without graph labels, we adopt graph
contrastive learning to extract representations of graphs, as detailed in Section 4.2.

2© Attack Model Training Stage: We introduce an implicit estimator to identify the most influential edges
for the attack. Specifically, the estimator is trained to predict the impact of each edge modification (i.e., adding
or removing edges) on the cosine distance between graph embeddings. This enables us to quantify how much
each edge modification affects the graph’s classification performance, allowing for a more effective attack, as
outlined in Section 4.3.

3© Attack Execution Stage: Once the estimator is trained, we use it to compute impact scores for each
potential edge modification in the attacked graph. We then rank all edges based on these scores and select
the top-K edges (where K is determined by the attack budget). These top-ranked edges are either added or
removed, depending on their original presence in the graph. This process ensures that the most impactful
modifications are made within the specified attack budget, maximizing the effectiveness of the attack, as
described in Section 4.4.
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4.2 Proxy Model Training Stage
In this stage, our goal is to train a proxy model capable of obtaining graph representations. We employ a

GNN model [29] as the proxy model. Given that we do not have access to graph labels, we employ the graph
contrastive learning technique from GraphCL [30] to pre-train GNNs.

To adapt contrastive learning to discrete graph-structured data, we use four stochastic graph aug-
mentation strategies: node dropping, edge perturbation, subgraph sampling, and feature masking. These
augmentations operate on the structural and attribute levels of graphs, generating diverse but semantically
consistent views. They simulate perturbations that preserve the underlying semantics while introducing
discrete variations to the graph topology or features. This is essential for contrastive learning on graphs,
which lack the continuous spatial structure of images or text.

During the training phase, for each original graph, we randomly select two of the four augmentation
techniques to obtain two perturbed versions of the same graph. These augmented graphs are then passed
through a GNN with shared parameters to obtain their corresponding representations Ha and Hb (defined
in Eq. (4)). Positive pairs are constructed from two views of the same graph, while negative pairs are sampled
from different graphs in the mini-batch.

The model is trained to maximize the similarity between the representations of positive pairs while
pushing apart those of negative pairs in the latent space. This is achieved using the following loss:

losspro = − log exp(sim(Hm ,a , Hm ,b)/τ)
∑M

m′=1,m′≠m exp(sim(Hm ,a , Hm′ ,b)/τ)′
(9)

where M represents the total number of graphs; Hm ,a and Hm ,b denote the two augmented graph represen-
tations of the m-th graph; τ denotes the temperature parameter. The function sim(Hm ,a , Hm ,b) quantifies
the cosine similarity between the embeddings Hm ,a and Hm ,b . This cosine similarity function is defined as
sim(Hm ,a , Hm ,b) =

H⊺m ,a Hm ,b
∥Hm ,a∥∥Hm ,b∥

. The notation ∥ ⋅ ∥ indicates the L2 norm.
This training process encourages the model to learn highly discriminative embeddings with a deep

understanding of structural relationships. The model becomes inherently more sensitive to abnormal, tar-
geted perturbations that deviate from this learned distribution of “normal” noise. This enhanced sensitivity
provides the foundation for our attack, as it allows the subsequent stages to effectively identify perturbations
that can maximally disrupt the graph’s core structural properties.

4.3 Attack Model Training Stage
At this stage, we propose an implicit estimator to evaluate the impact of edge modifications on the

graph-level representations. This impact is quantified by calculating the cosine distance between graph
representations before and after the modifications.

For each potential edge in the graph, we construct its embedding by concatenating hi and h j, which are
generated by the GNN-based proxy model (defined in Eq. (3)).

he(i , j) = concat(hi , h j). (10)

This edge is then flipped—if it exists, the edge is removed; if not, the edge is added—resulting in an
attacked graph (A′, X). The attacked graph is fed into the GNN model, as trained in Section 4.2, to obtain
the attacked graph embedding H′g .

We compute the cosine distance di j between the original graph embedding Hg and the embedding of
the graph post-attack H′g as the ground truth label for our estimator, as defined in Eq. (7). The estimator then
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employs a Multi-Layer Perceptron (MLP) model to approximate this ground truth:

d̂i j = MLPψ(he(i , j)). (11)

Here, d̂i j is the estimator’s predicted value, which also signifies the estimated importance of the edge
e(i , j), and ψ encapsulates the parameters of the MLP model. To this end, we iteratively train the estimator
for a specified number of epochs to ensure convergence. Subsequently, the trained estimator is employed to
execute the attack operations as detailed in Section 4.4.

In our study, we employ the GNN model trained from contrastive learning to generate graph representa-
tions. Then the attack of a single edge will only cause a small change in the representation of the graph before
and after the attack. As shown in Fig. 2, we present the distribution of cosine distances di j between graphs
before and after attack. We can observe that although modifications to single edge have a minimal impact on
the overall cosine distance, with the maximum value being a mere 0.002 (located at the far right of the axis),
there are significant variations in the impact of different edge modifications on the cosine distance. Notably,
only a very small number of edges exert a greater impact than others. Our goal is to identify these critical
edges, which play a pivotal role in the change of the graph’s embedding representation under attack scenarios.

Figure 2: The distribution of di j from an experiment on NCI1 dataset

Since only one edge is flipped at a time, the cosine distance between the graph embeddings before and
after the modification remains very small. To ensure stable and efficient training of the neural network, we
apply a scaling factor λ to all cosine distances. Specifically, each cosine distance di j is multiplied by λ to
amplify the differences, making the training more numerically stable. This scaling step does not alter the goal
of our attack, as we are primarily concerned with the relative differences in cosine distance (i.e., the ranking
of edge importance) rather than their absolute values. By doing so, we ensure that the neural network can
effectively learn the impact of various edge modifications while preserving the criticality of edge selection.

Therefore, the loss function of estimator is computed by:

lossatt = ∑∣∣λ ∗ di j − d̂i , j ∣∣2. (12)

4.4 Attack Execution Stage
In the third stage, we leverage the trained estimator to predict the impact of modifying various edges

on the overall graph features, aiming to execute an unsupervised attack by flipping the most critical edges.



10 Comput Mater Contin. 2026;86(1)

Specifically, for each graph G, we rank all potential edges e(i , j) ∈ E∗ (whether existent or not) based
on the predicted value d̂i , j, computed by the estimator trained in Section 4.3, where E∗ denotes the set of all
possible node pairs in the graph (i.e., the edge set of a complete graph on V).

It is important to note that we perform K modifications according to the specified attack budget.
Previous research by [23] has demonstrated that the baseline graph for evaluating attack benefits should
always be fixed to the clean graph, rather than any modified version. Therefore, given an attack budget K
(i.e., Δ), we select the top-K edges from the clean graph with the highest scores:

Eattack = {e1 , e2, . . . , eK},
where ei ∈ sort(E∗), for i = 1, 2, . . . , K ,

(13)

where e1 is the edge with the highest score, e2 is the edge with the second-highest score, and so on, up to eK .
Based on Eattack, we flip these edges and generate attacked graph, termed poisoned graphs.

4.5 Attack Workflow
We summarized the overall process of our attack algorithm in Algorithm 1. Our attack method is divided

into three stages, used to generate poisoned graphs. Firstly, during the training phase of the proxy model
(lines 3–7), we perform data augmentation on each graph, then use the GNN to extract the embedding
representation of the graph, and update the parameters of the GNN based on the contrastive loss. Next, in
the attack model training phase (lines 8–12), we use the graph comparison learning model trained in the
first stage to construct embedded representations of each edge as input, and calculate the cosine distance of
the graph representation before and after edge flipping as labels to train the estimator. Finally, during the
attack execution phase (lines 13–15), we feed each edge of the graph to be attacked into an estimator, and
based on the score predicted by the estimator, select the top-K most critical edges for flipping to generate the
attacked graph.

Algorithm 1: Attack on graph classification task.
Input: Graphs G = {(A1 , X1), . . . , (AM , XM)}, Budget K
Output: Attacked graphs G′ = {(A′1 , X1), . . . , (A′M , XM)}

1: Initialize GNN and MLP;
Stage 1: Proxy Model Training Stage

2: for every epoch do
3: for every graph do
4: Draw two augmented graphs and obtain Hi, Hj through GNN model;
5: end for
6: Update GNN parameters by Eq. (9);
7: end for

Stage 2: Attack Model Training Stage
8: for every edge in training dataset do
9: Construct edge embedding he(i , j) by Eq. (10);
10: Obtain Hg through GNN model;
11: Flip the edge and also obtain H′g ;
12: Compute cosine distance between Hg and H′g ;
13: end for
14: for every epoch do

(Continued)
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Algorithm 1 (continued)
15: Update parameters of the implicit estimator by Eq. (12);
16: end for

Stage 3: Attack Execution Stage
17: for every graph to be attacked do
18: Select the top-K edges by Eq. (13);
19: Flip those edges and generate attacked graph;
20: end for

4.6 Complexity Analysis
Time complexity: Our time complexity mainly depends on the model used for training, and our model

uses a 3-layer GNN and a 2-layer MLP, so the time complexity is not high. Space complexity: As we calculate
the score for each edge in the graph, the memory requirement is O(N2), where N denotes the number of
nodes. This is consistent with many existing works in adversarial attacks on graph data, including the state-
of-the-art method [23]. In graph classification tasks, the graphs are typically small to medium in size (usually
containing dozens to a few hundred nodes), making this space cost practically acceptable. Furthermore, our
design allows future optimization through subgraph sampling or other method to improve scalability for
larger graphs.

5 Defense Strategy
To mitigate the impact of such attacks, we introduce two regularization terms that target both global

and local vulnerabilities in the model’s representation space:

• Graph embedding consistency loss: This term directly constrains the change in global graph embed-
dings before and after small structural perturbations. It enforces representational stability by minimizing
the directional deviation between the original and perturbed embeddings, which helps preserve
prediction reliability under attack.

• Edge-level smoothness loss: This term reduces sensitivity to local perturbations by limiting the distance
between embeddings of connected node pairs. This suppresses the amplification of perturbation effects
during message passing and enhances local consistency in the learned representation.

These two objectives address different aspects of robustness: one at the global (graph-level) scale and
the other at the local (edge-level) scale. Their combination yields a more comprehensive defense mechanism
without introducing structural assumptions or modifying the model architecture.

5.1 Graph Embedding Consistency Loss
Considering that the core goal of the attack is to maximize the cosine distance between the graph

embeddings before and after the perturbation, we propose a graph embedding invariance regularization term
as a direct constraint on the robustness of structural perturbations. Specifically, during training, for each
input graph G, we randomly add and remove edges with a fixed probability pperturb to construct a perturbed
version G′, simulating potential structural attacks. After the graph neural network processes the input, we
obtain the graph-level embeddings HG = f (G) and HG′ = f (G′), where f (⋅) denotes the graph encoder. The
model is then encouraged to maintain consistency in the direction of the embeddings, i.e.,

Lcos = dis(HG , HG′), (14)

where dis(HG , HG′) denotes the cosine distance between the original and perturbed graph embeddings.
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5.2 Edge-Level Smoothness Loss
We know from the structure of the GNN model that graph embedding is generally obtained by readout

of node embedding. Our attack method affects graph embedding and also causes fluctuations in local node
representation. To this end, we introduce a edge-level smoothing regularization term to limit the distance
between nodes on the connecting edge in the representation space and reduce the amplification effect caused
by local changes in the structure. The specific form is as follows:

Lsmooth = ∑
(i , j)∈E

∥hi − h j∥2. (15)

5.3 Joint Training Objective
The final training objective jointly optimizes for classification accuracy and robustness under structural

perturbations:

Ltotal = Lcls + λcos ⋅Lcos + λsmooth ⋅Lsmooth. (16)

Here, Lcls is the standard cross-entropy loss for graph classification, while λcos and λsmooth are
hyperparameters controlling the contribution of the respective regularization terms.

These two regularization objectives are designed to be complementary, forming a multi-scale defense
mechanism. TheLsmooth operates at a local level, enforcing consistency between connected nodes. This serves
as a foundational regularizer that mitigates the direct impact of edge perturbations before they are propagated
and aggregated. The Lcos, in turn, operates at a global level, ensuring the final graph representation remains
stable. By enforcing local smoothness, the model becomes less susceptible to the cascading effects of
structural changes amplified through message passing, thus making the goal of global consistency more
attainable. The trade-off between these local and global objectives is controlled by their respective weights,
λsmooth and λcos, which are tuned to maximize robustness without compromising baseline performance.

This defense strategy proactively simulates structural perturbations during training and guides the
model to learn representations that are resilient to both local edge manipulations and global structural
shifts. It is label-independent and thus compatible with unsupervised or contrastive pretraining settings. Our
method effectively reduces performance degradation under the proposed attack.

6 Experiments

6.1 Experimental Setting
This subsection elaborately details the experimental setup, encompassing the datasets used, baseline

methods for comparison, and hyper-parameter settings.
Datasets

To thoroughly evaluate our unsupervised attack method, we select six public datasets from bioinformat-
ics, cheminformatics, and social networks: NCI1, NCI109, Mutagenicity, ENZYMES, COLLAB, and DBLP_v1.
These datasets span diverse domains and differ in graph size, edge density, and classification complexity,
allowing for a comprehensive assessment of attack generalizability across heterogeneous graph structures.
A summary of these datasets is in Table 2. All datasets are split into training, validation, and test sets with
a ratio of 8:1:1. Each evaluation is conducted using 10-fold cross-validation, and the average classification
accuracy is reported.
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• NCI1: This dataset includes 4110 chemical compounds, each represented in graph form, with nodes
indicating atoms and edges signifying bonds. The goal is to classify these compounds based on their
biological activity against non-small cell lung cancer and ovarian cancer cell lines.

• Mutagenicity: This dataset comprises 4337 chemical compounds, each labeled for its mutagenic or
non-mutagenic properties. It serves as a crucial dataset for assessing the relationship between chemical
structures and biological activity.

• ENZYMES: A protein structures dataset, consisting of 600 graphs, each representing the 3D structure
of a protein. Each graph is classified into one of six different types of enzymes.

• NCI109: Provided by the National Cancer Institute, consisting of 4127 chemical compounds, mainly
used in cancer-related research.

• COLLAB: A scientific collaboration dataset consisting of ego-networks of researchers from High Energy
Physics, Condensed Matter Physics, and Astro Physics. The task is to classify each ego-network into one
of these three fields.

• DBLP_v1: A citation graph dataset, where each graph represents a paper and its reference structure. The
task is to classify each graph into either the database/data mining (DBDM) or computer vision/pattern
recognition (CVPR) field.

Table 2: Summary of datasets used

Mutagenicity NCI1 NCI109 ENZYMES COLLAB DBLP_v1
Number of graphs 4337 4110 4127 600 5000 19,456
Number of classes 2 2 2 6 3 2

Avg. number of nodes 30.32 29.87 29.68 32.63 74.49 10.48
Avg. number of edges 30.7 32.30 32.13 62.14 2457.78 19.65

Baseline. For the graph classification task in the unsupervised setting, there is no directly comparable
existing work. Therefore, we design two baseline methods: a random attack and a degree-based attack.
In the domain of supervised models, our comparative analysis is expanded to include the typical method
GradArgmax, the state-of-the-art method Projective Ranking, and the black-box attack method ReWatt. The
introduction of baselines is as follows:

• Unattacked. The GNN model is trained on without attacked graphs.
• Degree. This method inserts or removes edges between nodes with the highest degrees.
• Random. The GNN model is trained on poisoned graphs with randomly attacked edges.
• GradArgmax [15]. Select the edge with the largest absolute value of gradient to flip.
• Rewatt [17]. ReWatt performs structural attacks by applying rewiring operations and utilizes reinforce-

ment learning to identify the optimal rewiring strategies.
• Projective Ranking [23]. Using mutual information, it sorts and evaluates the attack benefits of each

disturbance to obtain effective attack strategies.

Hyper-Parameter Setting. For the baselines, we adhere to their default hyper-parameter settings. For
our method, the GNN proxy model consists of three Graph Isomorphism Network (GIN) layers, each
followed by a ReLU activation. The hidden dimension is set to 128, and a final global mean pooling is used
as the readout function. The MLP-based implicit estimator includes two fully connected layers with hidden
sizes of 128 and 64, respectively, using ReLU activations. The attack budget, denoted as budget, is crucial in
determining the extent of modifications allowed in our attack strategy. We have considered multiple values
for this parameter to assess its impact on the overall performance. Unless otherwise specified, we set the
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budget values to 1, 2, and 3. These values represent the number of edges that can be added or removed in the
graph during the attack process.

Apart from the baseline hyper-parameters and the attack budget, several other hyper-parameters have
been taken into account, including a learning rate of 0.001, 100 training epochs, and a batch size of 256. For
defense, pperturb is set to 0.05, λcos to 100, and λsmooth to 100. All experiments are conducted with a fixed
random seed of 88. All experiments are implemented in PyTorch [31] and run on an NVIDIA RTX 4070 Ti
SUPER GPU. These settings were selected based on prior literature and preliminary experiments to balance
training stability and attack strength; for the defense-specific parameters pperturb, λcos, and λsmooth, the values
were determined through validation experiments to balance robustness and clean accuracy, and are held
constant across datasets to ensure fair comparisons.

6.2 Attack Evaluation
6.2.1 Attacking Unsupervised Models

We first conduct attack tests on unsupervised graph embeddings. Specifically, we attack the graph con-
trastive learning proxy model proposed in the paper and assess the attack performance by training a predictor
for downstream graph classification tasks. Given the unavailability of label information in unsupervised
attack scenarios, we benchmark against random attacks due to the impracticality of conventional methods.

Fig. 3a–f illustrates the impact of our method on graph contrastive learning models under different
attack budgets. With increasing attack budgets, the Random method exhibits minimal overall variation.
Compared to the random attack, the Degree method achieves better overall attack performance, indicating
that perturbations guided by structural information can be more destructive. However, this method relies
solely on node degree—a static structural statistic—to select attack targets, without considering the role of
edges in representation learning and decision-making within the model. As a result, it lacks guidance from
the model’s behavior and remains limited in attack efficiency.

In contrast, our proposed method evaluates the impact of perturbation edges on the model’s embed-
dings, enabling it to accurately identify critical structures that significantly influence node representations.
By prioritizing perturbations on these structures, our method achieves substantially improved attack
performance.

Figure 3: (Continued)
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Figure 3: The impact of attack budget on unsupervised task performance

6.2.2 Attacking Supervised Models
Tables 3 and 4 provide a detailed comparison of our attack method against other techniques in

supervised tasks on GAT model and GCN model. Both the GAT and GCN models adopt a three-layer
architecture and employ a fully connected layer to produce the final class predictions. It is observed that our
approach significantly outperforms the Random method and Degree methods, which is consistent with the
performance when attacking unsupervised models.

Table 3: Attack performance (%) on GAT model under different perturbation budgets K

Method NCI1 NCI109 Mutagenicity ENZYMES COLLAB DBLP_v1

K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3

Unattacked 75.67 75.67 75.67 71.19 71.19 71.19 74.42 74.42 74.42 35.00 35.00 35.00 79.80 79.80 79.80 80.15 80.15 80.15
Random 75.18 74.45 74.21 71.19 70.94 70.46 73.96 73.50 72.35 35.00 35.00 33.33 79.50 79.20 78.70 80.05 79.89 79.78
Degree 74.93 74.45 73.96 70.94 70.46 69.98 73.96 73.27 72.81 35.00 33.33 31.67 79.10 78.50 77.90 80.01 79.82 79.63

Pro jective
ranking

73.72 70.31 68.61 69.97 66.82 65.13 73.50 71.88 70.96 30.00 26.67 23.33 77.80 76.90 75.10 79.41 78.73 78.06

Grad
Argmax

74.93 74.69 73.96 70.70 70.21 69.73 73.73 73.04 72.12 35.00 33.33 33.33 78.90 78.10 77.30 79.98 79.71 79.32

ReWatt 73.54 72.33 70.84 70.43 68.29 66.57 73.14 71.46 70.72 33.33 31.67 29.17 78.20 77.50 76.80 79.83 78.89 78.57
Ours 73.24 71.53 69.83 69.73 68.04 66.34 73.27 71.43 70.51 33.33 31.67 28.33 78.10 77.20 76.10 79.52 78.81 78.37
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Table 4: Attack performance (%) on GCN model under different perturbation budgets K

Method NCI1 NCI109 Mutagenicity ENZYMES COLLAB DBLP_v1

K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3 K = 1 K = 2 K = 3

Unattacked 73.97 73.97 73.97 69.98 69.98 69.98 72.81 72.81 72.81 35.00 35.00 35.00 78.10 78.10 78.10 79.43 79.43 79.43
Random 73.48 73.23 72.51 69.25 68.52 67.07 72.35 72.12 71.89 35.00 33.33 33.33 77.90 77.50 77.00 79.38 79.21 79.02
Degree 73.23 72.75 71.77 68.77 68.28 66.83 72.12 71.66 71.43 35.00 33.33 31.67 77.50 77.10 76.80 79.05 78.93 78.37

Projective
Ranking

71.28 68.61 66.18 67.31 64.89 62.95 69.81 68.20 66.35 26.67 23.33 20.00 76.50 75.70 74.90 78.32 77.51 76.19

GradArgmax 71.77 70.31 68.85 68.52 67.79 66.10 70.96 70.27 70.04 33.33 33.33 31.67 77.50 77.00 76.60 78.87 77.85 77.61
ReWatt 72.10 69.84 67.53 68.04 66.35 64.10 70.38 69.12 68.81 30.00 27.50 26.67 77.20 76.30 75.70 78.53 78.08 77.43

Ours 72.26 70.80 68.13 68.77 67.31 64.65 71.20 70.05 69.59 28.33 26.67 23.33 76.70 75.90 75.20 78.47 77.82 76.63

Compared to the GradArgmax method, our approach consistently outperforms GradArgmax in
attacks on the GAT model across multiple datasets and varying attack budgets. In attacks on the GCN
model, although GradArgmax performs well on the NCI1, NCI109, and Mutagenicity datasets under
lower attack budgets, as the attack budget increases, our method gradually surpasses it, demonstrating
superior robustness.

Compared to Projective Ranking and ReWatt, our method exhibits a similarly effective reduction in
model performance by strategically identifying and modifying critical edges. While Projective Ranking
slightly outperforms our method in some cases, it does so at the cost of requiring access to the model’s
predictive probability distribution. Similarly, ReWatt requires label information to construct the reward
function for reinforcement learning. These dependencies may constrain their applicability in practical
scenarios where these data are unavailable. In contrast, our method operates independently of these
constraints, offering a more universally applicable and streamlined attack strategy.

Meanwhile, the results of Tables 3 and 4 also indicate that although the proxy encoder is instantiated
using GIN, the perturbed edges it identifies target structurally salient regions in the graph that influence
global semantics. These critical edges remain impactful when transferred to different GNN architectures
such as GAT and GCN. This suggests that our estimator captures transferable perturbation signals in the
embedding space, rather than model-specific mechanisms.

6.2.3 Quantitative Justification for Cosine Distance
While we hypothesize that cosine distance is qualitatively superior for capturing meaningful changes

in graph embeddings, a formal quantitative justification is necessary. To provide this, we conducted a direct
quantitative analysis comparing the efficacy of attacks guided by cosine distance versus Euclidean distance
on both the GAT and GCN models using the NCI dataset.

The results presented in Table 5 provide decisive quantitative evidence. For the GAT model under an
attack budget of K = 6, the cosine-guided estimator reduced model accuracy by 8.28 percentage points,
whereas the Euclidean-guided estimator led to a degradation of only 2.20 percentage points—rendering the
cosine-based attack over 3.7 times more effective. Similar performance gaps are consistently observed for the
GCN model and across all tested budget levels.
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Table 5: Attack performance (%) with different distance metrics on GAT and GCN

Model Distance
metric

K = 1 K = 2 K = 3 K = 4 K = 5 K = 6

GAT Euclidean
distance

75.18 74.69 74.21 73.96 73.72 73.47

Cosine distance 73.24 71.53 69.83 68.85 68.12 67.39

GCN Euclidean
distance

73.48 72.75 72.51 72.26 71.78 71.53

Cosine distance 72.26 70.80 68.13 67.39 66.91 66.18

This stark quantitative difference strongly supports our initial hypothesis. Euclidean distance, which
captures the magnitude discrepancy between embedding vectors, appears less effective in detecting subtle
yet semantically meaningful changes in the representation space. In contrast, cosine distance, by focusing
exclusively on directional deviation, serves as a more reliable and sensitive measure for identifying structural
perturbations that are most detrimental to a GNN’s classification performance. Accordingly, we adopt cosine
distance as the similarity metric in our estimator.

6.2.4 Efficiency Analysis of Sample Generation
To assess the computational efficiency of our proposed attack, we benchmark the average runtime and

memory usage required to generate a single adversarial sample on the large-scale COLLAB dataset.
As shown in Table 6, although the runtime and memory overhead incurred by Random and Degree

are minimal, their attack effectiveness remains consistently poor, offering little practical or comparative
value. Excluding these simplistic baselines, our method achieves the lowest runtime among representative
learning-based approaches, with memory usage comparable to other methods and only slightly higher than
that of GradArgmax. These results validate the scalability of our method on large graphs, demonstrating its
competitive efficiency.

Table 6: Average time and memory usage for generating a single adversarial sample

Method Avg. time (/sample) Avg. memory (/sample)
Random 0.03 s 29 kb
Degree 0.06 s 51 kb

GradArgmax 0.33 s 1.61 MB
ReWatt 0.61 s 2.09 MB

Projective ranking 0.37 s 1.47 MB
Ours 0.29 s 1.53 MB

6.3 Defense Evaluation
6.3.1 Overall Performance

To evaluate the effectiveness of the proposed defense mechanism, we conduct experiments on six
datasets. Each model is trained with and without our defense strategy. The test accuracy after attack on GAT
and GCN is reported in Tables 7 and 8.
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Table 7: Classification accuracy (%) of GAT after defense

Dataset Unattacked K = 1 K = 2 K = 3

Vanilla Defense Vanilla Defense Vanilla Defense
NCI1 75.18 73.24 74.69 71.53 73.70 69.83 73.48

NCI109 71.67 69.73 70.95 68.04 70.46 66.34 69.98
Mutagenicity 74.19 73.27 73.73 71.43 73.27 70.51 73.04
ENZYMES 35.00 33.33 33.33 31.67 33.33 28.33 31.67
COLLAB 79.60 78.10 79.20 77.20 78.90 76.10 78.50
DBLP_v1 80.21 79.52 80.04 78.81 79.79 78.37 79.53

Table 8: Classification accuracy (%) of GCN after defense

Dataset Unattacked K = 1 K = 2 K = 3

Vanilla Defense Vanilla Defense Vanilla Defense
NCI1 73.72 72.26 72.99 70.80 72.51 68.13 72.02

NCI109 70.46 68.77 69.69 67.31 68.52 64.65 68.28
Mutagenicity 72.58 71.20 72.12 70.05 71.89 69.59 71.43
ENZYMES 35.00 28.33 33.33 26.67 31.67 23.33 28.33
COLLAB 77.90 76.70 77.94 75.90 77.60 75.20 76.84
DBLP_v1 79.31 78.47 79.29 77.82 78.81 76.63 78.37

The results demonstrate that the proposed defense significantly improves the robustness of the trained
models. As k increases, accuracy drops rapidly without defense, while our method consistently reduces this
degradation. At the same time, our regularization loss has little impact on the model’s predictive accuracy
without defense, and in some cases, it even outperforms the trained model due to its greater robustness.

6.3.2 Ablation Study of Defense
To further investigate the contributions of each component in our proposed defense, we conduct

ablation studies on the NCI1 dataset, using both GCN and GAT models. Specifically, we evaluate the
effectiveness of each individual regularization term: (1) the edge-level smoothness loss and (2) the graph
embedding consistency loss. The classification accuracy under different attack budgets is reported in Table 9.

Table 9: Ablation study of defense. “Smooth” denotes the edge-level smoothness regularization; “Embed” denotes the
graph embedding consistency regularization

Model Defense Config K = 1 K = 2 K = 3

Accuracy Gain Accuracy Gain Accuracy Gain
GAT No defense 73.24 – 71.53 – 69.83 –

+ Smooth only 73.48 +0.24 72.02 +0.49 70.32 +0.49
+ Embed only 74.21 +0.97 72.75 +1.22 72.26 +2.43
+ Smooth +

Embed
74.69 +1.45 73.70 +2.17 73.48 +3.65

(Continued)
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Table 9 (continued)

Model Defense Config K = 1 K = 2 K = 3

Accuracy Gain Accuracy Gain Accuracy Gain
GCN No Defense 72.26 – 70.80 – 68.13 –

+ Smooth only 72.51 +0.25 71.29 +0.49 69.57 +1.44
+ Embed only 72.75 +0.49 72.02 +1.22 71.05 +2.92
+ Smooth +

Embed
72.99 +0.73 72.51 +1.71 72.02 +3.89

The results demonstrate that both regularization terms contribute positively to model robustness. For
both architectures, adding only the graph embedding consistency regularizer yields a more substantial
improvement than the edge-level smoothness term, particularly under stronger attacks (k = 3). This indicates
that constraining the global representation shift is especially beneficial when the graph structure is more
severely perturbed. Meanwhile, incorporating both regularization terms consistently leads to the best
performance across all settings, confirming their complementary nature.

7 Conclusion
In this work, we introduce an unsupervised method utilizing graph contrastive learning to perform

adversarial attacks in graph classification tasks in the absence of graph labels. We also propose an implicit
estimator to measure the impacts of different graph modifications and flip the edges with the top-K scores
from the estimator, thereby degrading the overall performance of graph classification. Our experiments
across diverse datasets, such as NCI1, NCI109, Mutagenicity, and ENZYMES, show the effectiveness of our
method in decreasing graph classification accuracy.

To mitigate such attacks, we further design a lightweight defense mechanism that incorporates edge-
level smoothness and graph embedding-level consistency regularization. This defense strategy can be
seamlessly integrated into standard GNN training pipelines and shows strong robustness against our
structure perturbations with minimal impact on clean accuracy. Although the design is tailored to our
specific threat model, the proposed regularization framework enhances overall robustness and may offer
partial resilience against other evasion attacks. It is important to note, however, that poisoning attacks during
training differ fundamentally from evasion attacks in both their execution and objectives. Poisoning attacks
aim to corrupt the learning process itself by injecting malicious data, thereby globally degrading model
performance. Since our defense is applied during training on assumed clean data, it is not designed for the
poisoning attack paradigm, and its applicability under such scenarios requires further research.

Moreover, our method is inherently model-agnostic and transferable across different GNN architec-
tures. It does not rely on label information, model gradients, or prediction probabilities, making it applicable
in both white-box and black-box settings. In experiments, although the proxy model is trained using a GIN
encoder, the resulting perturbations effectively degrade the performance of other architectures such as GCN
and GAT. Additionally, since the attack operates solely on the graph structure and features, it has potential
to generalize to other domains.

From a deployment perspective, our attack is well-suited for real-world test-time scenarios where the
adversary can modify the input graph before or during inference. Its reliance solely on structural and
feature-level information—without requiring access to training data, labels, or model gradients—makes it
easily automated, and stealthy. Nonetheless, in domains with strict topological constraints, the feasibility of
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structural perturbations may be limited. On the defense side, the proposed regularization-based mechanism
is computationally efficient and generalizable, though it may introduce slight training overhead and require
tuning to balance robustness with clean performance.

In future work, we plan to explore adaptive adversarial and defense strategies for dynamic or temporal
graphs, where the structure evolves over time. Although our current method is designed for static graphs, its
core components, namely the contrastive learning-based encoder, edge impact estimator, and regularization-
based defense, are modular and can be extended to dynamic settings. For instance, in snapshot-based
temporal scenarios, attack estimation and regularization can be applied to each graph state independently
or with temporal coherence constraints. However, dynamic graphs introduce unique challenges such as
temporal consistency, structural drift, and evolving semantics, which require further investigation to fully
adapt both attack and defense mechanisms.
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