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ABSTRACT: With the increasing severity of network security threats, Network Intrusion Detection (NID) has become
a key technology to ensure network security. To address the problem of low detection rate of traditional intrusion
detection models, this paper proposes a Dual-Attention model for NID, which combines Convolutional Neural Network
(CNN) and Bidirectional Long Short-Term Memory (BiLSTM) to design two modules: the FocusConV and the
TempoNet module. The FocusConV module, which automatically adjusts and weights CNN extracted local features,
focuses on local features that are more important for intrusion detection. The TempoNet module focuses on global
information, identifies more important features in time steps or sequences, and filters and weights the information
globally to further improve the accuracy and robustness of NID. Meanwhile, in order to solve the class imbalance
problem in the dataset, the EQL v2 method is used to compute the class weights of each class and to use them in the loss
computation, which optimizes the performance of the model on the class imbalance problem. Extensive experiments
were conducted on the NSL-KDD, UNSW-NB15, and CIC-DDos2019 datasets, achieving average accuracy rates of
99.66%, 87.47%, and 99.39%, respectively, demonstrating excellent detection accuracy and robustness. The model also
improves the detection performance of minority classes in the datasets. On the UNSW-NB15 dataset, the detection
rates for Analysis, Exploits, and Shellcode attacks increased by 7%, 7%, and 10%, respectively, demonstrating the
Dual-Attention CNN-BiLSTM model’s excellent performance in NID.
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1 Introduction
With the rapid development of information technology, the network has become an indispensable part

of people’s lives and work, and a large amount of data is transmitted and stored on the network. However,
network security threats are also increasing, posing serious risks to personal privacy, corporate assets, and
national security. The current network traffic intrusion detection is facing a surge in the scale of attacks, with
the global average weekly attacks reaching 1925 incidents. In addition, new and unknown attacks account
for more than 30% of threats. Technological applications, such as machine learning and deep learning, are
mainstream. However, the data imbalance problem is significant, resulting in low detection accuracy of
existing models. In terms of industry demand, the cloud security market is increasing by 25% annually, and
China accounts for 9.5% of the total, which is a promising prospect for the future.

NID can identify potentially malicious behaviors or security policy violations [1,2], and combining deep
learning with intrusion detection has become a hot research topic in the domain of network security [3–5].
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Early machine learning techniques, especially supervised learning (e.g. Random Forest [6], Decision
Trees [7], Support Vector Machines SVM [8], k Nearest Neighbour KNN [9], etc.) can be used to automate the
identification of normal and abnormal behaviors by learning features from historical data. This reduces the
need for manual feature extraction, thus improving the efficiency and accuracy of NID [10]. With the surge
in network traffic and the diversification of attack types, early machine learning techniques are increasingly
showing their limitations in detecting large-scale network intrusions both efficiently and accurately. In
contrast, deep learning techniques are more suitable for processing large-scale intrusion data due to their
powerful automatic feature extraction capabilities, thus improving the effectiveness of NID [11]. However, a
single neural network model may suffer from poor generalization ability and overfitting in NID. Different
underlying models often have their advantages when dealing with specific layers of data or specific types of
features, and combining multiple models can be more effective in deal with diverse network attacks.

The class imbalance problem [12] is also an important factor that affects the detection rate of intrusion
detection models, which struggle to cope with attacks from a few classes due to the imbalance in the
distribution of the classes in the intrusion data. There are two main approaches to address the class
imbalance problem: data-level methods and cost-sensitive learning methods. Data-level methods cope with
the class imbalance problem by changing the dataset structure, which typically include oversampling [13]
and undersampling [14]. Relying solely on data-level methods for intrusion detection can alter the original
feature distribution of traffic data, rendering the features less accurate and reliable. This makes it difficult for
the model to correctly identify previously unknown attack patterns hidden in the data, thereby significantly
increasing the risk of under-detecting such attacks. Cost-sensitive learning methods [15] improve the
recognition ability of minority classes by assigning a higher cost to minority classes, which makes the model
pay more attention to minority classes during the training process. Thus, the cost-sensitive learning method
has the advantages of high efficiency and low time cost when dealing with unbalanced data.

Due to the problem of low detection rate of intrusion detection models, this paper proposes a Dual-
Attention CNN-BiLSTM model for NID, which combines the advantages of CNN, BiLSTM, and attention
mechanism, and designs FocusConv and TempoNet modules to automatically extract local and global
features for dual-attention hierarchical feature fusion. Meanwhile, to solve the class imbalance problem in the
dataset, the EQL v2 cost-sensitive method [16–18] is used, which can optimize the class imbalance problem.
Experimental results show that the Dual-Attention CNN-BiLSTM model achieves good classification results
on the datasets and improves the detection rate of minority class attacks. The main contributions of this
paper can be summarized as:

• Combining CNN [19,20] and the attention mechanism [21], the FocusConV module is proposed, which
can automatically adjust and weight the local features extracted by CNN to highlight the more important
local information, suppress those irrelevant or redundant local features, and help CNN to focus more
on those local features that are meaningful for intrusion detection.

• Combining BiLSTM [22] and the attention mechanism, the TempoNet module is proposed to focus on
the global information and help the model determine which features in the time steps or sequences are
more important for the final intrusion detection task to filter and weigh the information globally to
further enhance the accuracy and robustness of NID.

• The performance of the model on the class imbalance problem is optimized by using the EQL v2 method,
which calculates the category weights for each category. In this paper, experiments are conducted on
these public datasets, NSL-KDD [23,24], UNSW-NB15 [25,26], and CIC-DDos2019 [27,28]. The model
achieves the highest accuracy of 99.72%, the highest detection rate of 99.78%, and the lowest false-
positive rate of 0.25% for multiclassing on the NSL-KDD dataset. The highest accuracy of multiple
subcategories on the UNSW-NB15 dataset reaches 89.07%, the highest detection rate reaches 98.90%,
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and the lowest false-positive rate reaches 1.46%. On the CIC-DDos2019 dataset, the highest accuracy
rate for multi-classification reached 99.74%, the highest detection rate reached 100%, and the lowest false
positive rate reached 0.03%. In addition, there is a significant improvement in the detection rate for a few
categories of attacks, especially for Analysis and Exploits attacks, both of which see a 7% improvement,
and Shellcode attacks show a 10% improvement.

The rest of the paper is organized as follows. Section 3 elaborates on the Dual-Attention Guided Hier-
archical Feature Fusion method. Section 4 presents the detailed experimental results and analyses. Section 5
presents the conclusion of the work and areas for improvement.

2 Related Work
Early machine learning techniques have been widely used in the field of NID with their unique

advantages. For example, supervised learning algorithms work by mining features from a large amount of
historical data and constructing classification models to distinguish between normal network behaviors
and intrusion behaviors. They reduce the workload of manual feature extraction to some extent, improve
detection efficiency, and make NID shift from relying on manual experience judgment to automated
detection. However, the increasingly complex network traffic environment makes feature extraction difficult,
and these methods difficult to extract effective features from the vast and complex data accurately.

Insufficient feature extraction often leads to low model detection accuracy, which has driven widespread
research into deep learning-based methods in the field of NID. The application of the Attention Mechanism
in deep learning has yielded significant results. In NID, the importance of each feature in network traffic
or logs can change depending on the time or context. The attention mechanism adaptively assigns higher
weights to crucial features and reduces the influence of irrelevant or noisy ones, thereby enhancing the
accuracy and robustness of the model. Literature [29] proposes a deep learning model based on CNN
for detecting Denial of Service (DoS) attacks to address the difficulty of detecting advanced attacks with
traditional NIDs. The model processes KDDCup99 [30] and CSE-CIC-IDS 2018 [31] data by converting
symbolic data to numerical data, scaling features, and converting them into RGB or grayscale images as CNN
model input. Experiments show its performance significantly outperforms that of RNN models. However,
when dealing with multi-class, more complex advanced DoS attacks, its performance will decline, and its
generalization ability needs to be enhanced. The main reasons for this phenomenon are: Advanced DoS
attack features are more complex and diverse, with higher feature overlap between different attack types.
Although CNN can extract local spatial features, it is difficult to capture the subtle differences and global
features between these attacks. Second, the number of categories increases in multi-class classification, and
the sample distribution is unbalanced. Insufficient samples of minority classes lead to the model’s weak
recognition ability for them. Literature [32] proposes a deep learning intrusion detection method (RNN-
IDS) based on RNN [33], which is proven to be superior to machine learning methods in terms of detection
accuracy by experimental comparison. However, the model training time is long and cannot solve the
gradient explosion problem.

When handling large-scale and complex network attack data, the hybrid model can better adapt to
diverse attack scenarios, improve accuracy and detection rates, and effectively mitigate the overfitting
problem of single models. Literature [34] proposes a deep learning model combining a 1-dimensional
CNN and a BiLSTM for NID. 1-D CNN and Max Pooling layers are used for fast spatial learning and
feature extraction, and the BiLSTM layer learns temporal features. Experiments are conducted on NSL-
KDD and UNSW-NB15 datasets, and the model performs better in metrics such as detection rate, false
positives, and accuracy compared to other models. However, due to class imbalance in the dataset, the model
has insufficient learning of the features of minority classes, relying on limited samples, which restricts its
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generalization ability. Meanwhile, there are differences in the complexity of features among different attack
types, and the model lacks the ability to capture low-discriminability features. Furthermore, in multi-class
classification, minority classes are easily dominated by the features of majority classes, making it difficult to
learn their unique patterns, which affects the detection effect of such attacks. These factors together lead to
the model being greatly affected by the balance of the dataset, having insufficient detection ability for some
attack types, and weak generalization ability. Literature [35] proposes a NID model that combines a multi-
head attention mechanism and a BiLSTM to effectively improve detection accuracy. The model consists of
an Embedding Layer, Multihead Attention Mechanism, BiLSTM, and Dense Layer. The Multihead Attention
Mechanism assigns weights to different features, and the BiLSTM captures long-range dependencies. Using
the KDDCUP99, NSLKDD, and CICIDS2017 datasets, the model achieves accuracies of 98.29%, 95.19%,
and 99.08%, respectively, with higher accuracy and F1 scores compared to other models. Due to the
excessive number of normal samples in the dataset, oversampling (SMOTE algorithm) and undersampling
are adopted to balance the data distribution. However, the sampling process has strong randomness, which
may accidentally delete important information contained in most samples, thereby affecting the model’s
adaptability to complex scenarios. Literature [36] proposes a hierarchical CNN-attention network CANET
for NID, which effectively solves the problems of high false alarm rates and category imbalance of existing
methods. The CA block within the model consists of a CNN and an attention mechanism. The combination
of the two can learn spatiotemporal features at multiple levels. Experiments show that CANET exhibits high
accuracy and detection rate, low false-positive rate on different datasets, and an improved detection rate
for minority class attacks. But it has a poor ability to distinguish between attack categories with similar
features in the dataset. Literature [37] proposes a NID model that fuses CNN and Gated Recurrent Unit
(GRU) to effectively solve the feature redundancy and sample imbalance problems of the existing models.
Convolutional Block Attention Module (CBAM) is introduced to assign weights to the features by Channel
Attention Module and Spatial Attention Module, extract spatial features by using the 2D convolution of CNN,
and fuse CNN and GRU to comprehensively learn data features. Experiments show that high accuracy and
precision are achieved on multiple datasets. However, the model suffers from a large number of parameters,
long running time, and limited improvement in detection accuracy for a few samples. The main reasons
for these phenomena are that the model integrates CNN, GRU, and CBAM attention mechanisms, and the
superposition of parameters leads to a large overall scale. The ADRDB hybrid sampling and RFP feature
selection in the preprocessing stage involve complex calculations, which further extend the training and
inference time when processing large-scale datasets. The minority samples generated by ADASYN may
deviate from the real distribution, the RFP feature selection may ignore the key features of minority classes,
and the attention mechanism is not optimized for minority classes.

The class imbalance problem is an important factor that affects the detection rate of intrusion detection
models. There are two main approaches to address the class imbalance problem: data-level methods and
cost-sensitive learning methods. Data-level methods cope with the class imbalance problem by changing
the structure of the dataset. Literature [38] investigated the impact of resampling techniques on the
performance of Artificial Neural Network (ANN) multi-class classifiers for NID datasets and found that
these techniques affect model performance in various ways. The experiments show that, in highly imbalanced
datasets, oversampling and undersampling significantly improve recall, while macro precision increases or
decreases. RURO and RU-SMOTE perform better at identifying fewer classes and improving macro recall. In
moderately imbalanced datasets, resampling has little effect on model performance. However, purely relying
on data-level methods will distort the distribution of traffic data features, amplify the risk of unknown attack
leakage detection, and lead to the failure of the detection model in real attack and defense scenarios.
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Cost-sensitive learning methods improve the recognition of minority classes by assigning them a
higher cost, encouraging the model to focus more on these classes during training. Literature [39] proposes
CostDeepIoT, a hybrid machine learning model that incorporates cost-sensitive learning and multi-task
learning to effectively address class imbalance and unknown attack detection. A multi-task Support Vector
Machine (SVM) classifier is integrated with a Stacked Auto-Encoder (SAE) to extract high-level features.
The multi-task SVM employs a one-to-one approach, treating each binary SVM model as a separate task for
learning feature weights and predicting attack types. The hinge loss function is enhanced with class-specific
costs, adjusting penalty values to prioritize correct classification of minority attack classes, while the model
is updated through parameter adjustment. Experiments show that the model performs well on the UNSW-
NB15 and BoT-IoT datasets, outperforming in detecting minority-class and unknown attacks. Compared
with data-level methods, cost-sensitive learning methods do not require adjustment of the original structure
of the dataset. They not only avoid the distortion of traffic data feature distribution caused by operations
such as resampling, but also directly guide the model to focus on minority class samples during the training
process by assigning higher weights to minority classes in the loss function. This improves the recognition
effect of minority classes while maintaining higher training efficiency and lower time costs.

In summary, to address the problem of low model detection rates caused by insufficient feature
extraction and the impact of dataset imbalance, this paper proposes a Dual-Attention CNN-BiLSTM model
for NID and designs FocusConv and TempoNet modules to automatically extract local and global features
for hierarchical feature fusion with dual attention. Then, to solve the class imbalance problem, the EQL v2
method is used to optimize the class imbalance problem.

3 Dual-Attention Guided Hierarchical Feature Fusion
This section elaborates on the Dual-Attention Guided Hierarchical Feature Fusion. First, the overall

architecture of the Dual-Attention CNN-BiLSTM model is presented, as shown in Fig. 1. Next, Section 3.1
discusses intrusion detection issues and conducts a case study. The local feature extraction mechanism is
introduced in Section 3.2, followed by the global feature extraction mechanism in Section 3.3, and finally,
loss optimization is described in Section 3.4.

Figure 1: Overall architecture of Dual-Attention CNN-BiLSTM model
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The raw data “Input” first enters the “Data Preprocess” module for preprocessing, and then feeds into the
FocusConV module, where the convolutional neural network “CNN” extracts local features. The extracted
features go into the module containing the “Attention” mechanism, which helps the CNN to focus more on
local features that are meaningful for intrusion detection, and then into the TempoNet module. The data
is processed by a BiLSTM, then passed through an Attention module that focuses on global information
and helps the model determine which features in a time step or sequence are most important for the final
intrusion detection task. Finally, the data is passed through the Fully Connected Layer to produce the final
“Output”.

3.1 Problem Description and Case Study
To clarify the design motivation of the dual-attention guided hierarchical feature fusion method, this

section first describes the problem of intrusion detection and analyses a case study involving a SYN Flood
DDoS attack (which includes both local packet-level and global temporal anomalies). The reasons for
designing the method proposed in this paper is shown in Fig. 2.

Figure 2: The advantages of the method proposed in this paper

Network intrusion detection requires capturing two complementary types of features from traffic
data. Local features: fine-grained patterns within individual packets (e.g., TCP flags, port numbers),
reflecting spatial-dimensional anomalies; Global features: long and short-term temporal dependencies in
traffic sequences (e.g., sudden increases in connection rates, periodic attack patterns), reflecting temporal-
dimensional anomalies.

Attack scenario setup: The attacker controls a botnet and launches a SYN Flood attack on the target
server (IP: 192.168.1.100, port 80). Local packet features: Each data packet has TCP flags SYN = 1 and
ACK = 0, with a fixed destination port of 80 and randomly forged source IP addresses; global temporal
features: Traffic increases from a normal 100 connections per second to 10,000 connections per second at
time step t = 10, and continues for five consecutive time steps.

A pure CNN model can extract local SYN flag bits and other features but cannot detect the temporal
surge at t = 10, mistakenly classifying the attack as a ‘normal traffic peak’; A pure BiLSTM model can
model temporal traffic surges but cannot distinguish between ‘SYN Flood’ and ‘legitimate connection surges’
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because it ignores the local malicious flags (SYN = 1, ACK = 0); Single attention models can weight key
features in a single dimension, but focusing solely on the temporal dimension (surge points) overlooks
abnormal packet structures, while focusing on the spatial dimension (SYN flags) ignores the temporal
criticality of surges. Therefore, existing methods face three major bottlenecks:

(1) CNN excels at extracting local spatial features but cannot model long-term temporal dependencies;
BiLSTM can capture temporal patterns but tends to overlook critical local details of packets.

(2) Most attention mechanisms focus on a single dimension (spatial or temporal) and cannot dynami-
cally weigh the importance of local and global features.

(3) The hierarchical association between local packet features and global sequence patterns is not
effectively utilized, leading to underutilized feature complementarity.

3.2 Local Feature Extraction Mechanism
The role of CNN in IDS is to help the system accurately identify attacks through automated feature

extraction, hierarchical abstraction, and powerful pattern recognition capabilities. Combining CNN with
the attention mechanism can improve the model’s focus on important features, which in turn improves
the detection accuracy and efficiency. Based on this local feature extraction mechanism, a new spatial
feature extraction module, the FocusConv module is designed, which combines the CNN and the Attention
mechanism by adding an Attention layer after the CNN layer. The module structure is shown in Fig. 3.

Figure 3: Structure of FocusConv module

The module firstly extracts the local features in the input data through a one-dimensional convolution
operation at the convolution layer. The size of the convolution kernel is set to 128, stride = 1 ensures that
the convolution kernel slides point by point, and padding = same keeps the size of the output feature maps
in line with the inputs. The ReLU linear rectification function is used to introduce non-linear factors and
enhance the expressive ability. A one-dimensional maximum pooling layer (pooling window size of 10) is
used to downsample the data to reduce the data dimensionality and reduce the computational volume while
retaining the main features. Finally, with the BatchNorm1D layer, each small batch of data is normalized in
terms of feature dimensions to accelerate model training convergence speed, improve model stability and
generalization ability, and obtain the final output.
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The output of the CNN layer processing is then processed by Attention, and the result can be
expressed as:

Fatt = Softmax(QKT
√

dk
) ●V (1)

Fatt is the feature graph weighted by the attention mechanism. Q is the query, K is the key, and V is the
value. Softmax is a normalization operation on the attention weights.

After being processed by the FocusConV module, the model can dynamically adjust the local feature
weights to highlight key attack features and suppress noise, improving the sensitivity to traffic attacks and
the global correlation ability of complex attack chains in intrusion detection.

3.3 Global Feature Extraction Mechanism
CNN is good at extracting local higher-order features from raw data, while BiLSTM avoids information

loss, especially long-distance dependencies, through its LSTM mechanism. Combining the two can capture
more comprehensive information and improve detection accuracy.

Combining both bidirectional long and short-term memory networks and an Attention mechanism, it
aims to effectively capture the temporal information and global dependencies of the sequence data to enhance
the recognition of attack patterns. BiLSTM is used to process and capture the bidirectional dependencies of
the temporal data, while the Attention mechanism further helps the model to focus on the important global
features. Based on this global feature extraction mechanism, a new temporal feature extraction module, the
TempoNet module, is designed to combine the BiLSTM and Attention mechanism by adding an Attention
layer after the BiLSTM. The module structure is shown in Fig. 4.

Figure 4: TempoNet module structure

The output processed by the FocusConV module is firstly processed by BiLSTM, which controls the
flow and retention of information using three gates (input, oblivion, and output) and a memory unit. The
special feature of BiLSTM is that it consists of two LSTM networks: a left-to-right (forward) LSTM and a
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right-to-left (reverse) LSTM. Eventually, the outputs of the two LSTMs are combined to better capture the
bidirectional dependencies of the sequence.

The oblivion gate determines which information should be discarded at the current time step t. The
output is shown below.

ft = σ (Wf [ht − 1, xt] + b f ) (2)

The input gate determines which new information should be stored in the memory cell, and the output
is shown below.

it = σ (Wi [ht−1 , xt] + bi) (3)

The output gate determines what is output from the memory cell, and the output is shown below.

Ot = σ (Wo [ht − 1, xt] + bo) (4)

For BiLSTM, the forward LSTM will update the hidden state gradually from the beginning to the end
of the sequence, while the reverse LSTM will update the hidden state from the end to the beginning of the
sequence. The final output of each time step will combine the forward and reverse hidden states, which can
be either spliced or averaged, and the output is shown below.

ht = [
	→
ht ,
←	
ht] (5)

h⃗t denotes the output of forward LSTM and
←	
ht denotes the output of reverse LSTM.

The input sequence passes through the BiLSTM layer and generates a sequence of hidden states contain-
ing bi-directional information, with the hidden state ht encoding the current location and historical/future
information at each time step, as follows.

H = {h1 , h2, ⋅ ⋅ ⋅ , hT} (6)

The hidden state sequence is then processed by the Attention layer to calculate the attention weights
for each time step, and the BiLSTM output features are weighted and summed to obtain the final weighted
output as follows. Calculate attention weights and weighted sum output:

αt =
exp(Q ⋅ KT)
∑T

t=1 exp(Q ⋅ KT)
(7)

Fatt =
T
∑
t=1

αt ⋅ ht (8)

The similarity weights between all time steps are obtained after processing and can dynamically
aggregate global key information. The final processing is done by the Flatten layer, which spreads the attention
output into vectors.

Z f l at = Flatten(Fatt) (9)

The flattened high-dimensional vectors can be directly fed into the fully connected layer for classifica-
tion, which is suitable for multi-class intrusion detection tasks.
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After the TempoNet module, which combines bidirectional temporal modeling and dynamic feature
weighting, the design balances local pattern recognition and global contextual correlation in complex attack
detection to further enhance the accuracy and robustness of NID.

3.4 Loss Optimisation
In intrusion detection datasets, class imbalance is a common issue, and the standard cross-entropy loss

can cause the model to be overly biased in favor of the majority class, ignoring the samples of the minority
class. The EQL v2 method combines class balancing and adjustments to the class frequency to address the
model’s bias in favor of the majority class and to avoid overfitting by calculating the class weights for each
class and using them in the loss calculation. Therefore, the EQL v2 method is chosen to be applied as a loss
function in the Dual-Attention CNN-BiLSTM model.

EQL v2 method boosts the weighting for positive gradients while lowering it for negative gradients
independently based on the cumulative ratio of the positive and negative gradients for each classifier, as
shown in the following equation.

gradpos = ∇L( ŷ, y) (10)
gradne g = ∇L( ŷ, y) (11)

ŷ is the predicted probability, and y is the true label.
Gradient-based balanced recalibration defines a ratio of cumulative positive and negative gradients,

which represents the cumulative ratio of positive and negative gradients of the task up to the iteration, as
shown in the following equation.

R( j)
t =

∑t
i=1 grad i

pos

∑t
i=1 grad i

ne g
(12)

In the tenth iteration, the weights of the positive and negative gradients can be calculated using the
following equation.

β(pos)
t = 1 + α(1 − f (R( j)

t )) (weights of positive gradients) (13)

β(ne g)
t = f (R( j)

t ) (weights of negative gradients) (14)

f (⋅) is a variant of the Sigmoid function, and α is a scaling factor.
After obtaining the positive and negative gradient weights, these weights are applied to adjust the

positive and negative gradients of the current batch as shown in the following equation.

grad( j)
pos = β(pos)

t ⋅ gradpos (15)

grad( j)
ne g = β(ne g)

t ⋅ gradne g (16)

Finally, the cumulative positive and negative gradient ratios at the next iteration t + 1 are updated as
shown in the following equation.

R( j)
t+1 =

∑t+1
i=1 grad i

pos

∑t+1
i=1 grad i

ne g
(17)
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Using the EQL v2 method as a loss function, the gradient ratios of positive and negative samples are
dynamically balanced, and the weights of the gradients are gradually adjusted during the training process so
as to cope with the challenge of data imbalance and to improve the generalization ability of the model.

4 Experimental Results and Analyses

4.1 Data Sets
In this section, the performance of the Dual-Attention CNN-BiLSTM model will be evaluated on three

publicly available datasets, NSL-KDD, UNSW-NB15, and CIC-DDos2019. The data distributions of these
datasets are shown in Tables 1–3.

Table 1: Data distribution of the NSL - KDD dataset

Form Number of training sessions Number of tests
Normal 67,343 9711

Dos 45,927 7458
Probe 11,656 2421
R2L 995 2754
U2R 52 200
Total 125,973 22,544

Table 2: Data distribution of the UNSW-NB15 dataset

Form Number of training sessions Number of tests
Normal 56,000 37,000
Generic 40,000 18,871
Exploits 33,393 11,132
Fuzzers 18,184 6062

Dos 12,264 4089
Reconnaissance 10,493 3496

Analysis 2000 677
Backdoor 1746 583
Shellcode 1131 378
Worms 130 44
Total 175,341 82,332

Table 3: Data distribution of the CIC-DDos2019 dataset

Form Number Number of training sessions Number of tests
BENIGN 29,803 26,823 2980

DrDoS-DNS 11,453 10,307 1146
DrDoS-LDAP 1733 1560 173

DrDoS-MSSQL 8044 7239 805
DrDoS-NetBIOS 11,543 10,389 1154

(Continued)
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Table 3 (continued)

Form Number Number of training sessions Number of tests
DrDoS-NTP 30,102 27,092 3010

DrDoS-SNMP 2713 2441 272
DrDoS-SSDP 13,214 11,893 1321
DrDoS-UDP 10387 9348 1039

SYN 11,102 9992 1110
TFTP 2295 2066 229
LDAP 549 494 55

NetBIOS 1090 981 109
MSSQL 4356 3920 436
Portmap 1060 954 106

UDP 12,131 10,918 1213
UDP-lag 208 187 21

The data types of the NSL-KDD dataset are five categories: Normal, Dos, Probe, U2R, and R2L. The
majority class Normal accounts for 53.46% and the minority class U2R accounts for only 0.04% of the data
in the dataset.

The majority class Normal in the UNSW-NB15 dataset accounts for 32.27%, and the minority classes
Shellcode and Backdoor account for 0.65% and 1.01% of the training samples, respectively, which shows that
there is an imbalance in the number of classes in the dataset.

In the CIC-DDos2019 dataset, BENIGN and DrDoS-NTP are the two largest categories, accounting for
19.64% and 19.83%, respectively. Attack types such as UDP-lag and LDAP account for less than 1% of the total
training set, forming a severe long-tail distribution.

Before training and testing, we preprocess raw data to improve its quality, which can speed up model
convergence and improve model accuracy. Data preprocessing includes the following two steps:

(1) One-Hot Encoding: Some features in the dataset cannot be fed directly into the neural network, so
they are converted to digital form, and one-hot encoding is used to convert the text symbols.

(2) Normalization: Applying min-max normalization to scale the data range to [0, 1] avoids the excessive
influence of a large range of features on the model learning process.

4.2 Parameterisation and Assessment Indicators
In the experiments, Adam was used as the optimizer to optimize the weights for training, with the

learning rate set to 0.001. A stratified K-Fold cross-validation strategy was also adopted for training and
testing, and the model was trained for 100 epochs in the baseline architecture. All experiments were
conducted using Keras. The experimental hardware and environment are shown in Table 4 below.

Table 4: The experimental hardware and environment

Hardware environment Software environment
16 GB RAM Windows 10 operating system

Intel (R) Core (TM) i7-10750H CPU @ 2.60 GHz Python 3.9.18

(Continued)
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Table 4 (continued)

Hardware environment Software environment
Keras 2.10.0

NVIDIA GeForce GTX 1650 Numpy 1.26.4
scikit-learn 1.5.1
Matplotlib 3.9.2

Accuracy (ACC), Detection Rate (DR), and False Positive Rate (FPR) are taken as metrics to evaluate
the performance of the model. ACC can be used to evaluate the ability of the model to predict normal and
attack data, DR is used to evaluate the ability of the model to detect attack data, and FPR is used to evaluate
the misclassification of the model’s normal data. The formulas are shown below.

ACC = TP + TN
TP + TN + FP + FN

(18)

DR = TP
TP + FN

(19)

FPR = FP
FP + TN

(20)

TP and TN are the number of correctly categorized attacks and the number of data where attack data
is detected but the detection results are wrong and the data is actually normal data, respectively; FP is the
number of actual normal data that is misclassified as an attack, and FN is the number of attacks that are
incorrectly categorized as normal data.

4.3 Dichotomous and Multichotomous Results
Dichotomous and multicategorical classifications are used to evaluate the performance of the model.

Dichotomous categories: the model determines whether a sample is an attack or a normal category. Multi-
categorical classification: the model predicts whether the sample is a normal or a category attack in
the dataset.

Table 5 shows the dichotomous category results of the model for the NSL-KDD, UNSW-NB15, and CIC-
DDos2019 datasets under different stratified K-Fold cross-validation. The average accuracy (ACC%) for the
NSL-KDD dataset is 99.68%, the detection rate (DR%) is 99.69%, and the FPR is 0.31%. For the UNSW-NB15
dataset, the average ACC is 97.72%, DR is 98.15%, and FPR is 1.85%. The average ACC for the CIC-DDos
dataset is 99.93%, DR is 99.95%, and FPR is 0.05%.

Table 5: Dichotomous category results

K NSL-KDD UNSW-NB15 CIC-DDos2019

ACC% DR% FPR% ACC% DR% FPR% ACC% DR% FPR%
2 99.50 99.38 0.62 94.98 95.88 4.12 99.82 99.87 0.13
4 99.64 99.68 0.32 97.43 97.84 2.16 99.93 99.96 0.04
6 99.65 99.72 0.28 98.36 98.73 1.27 99.96 99.97 0.03

(Continued)
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Table 5 (continued)

K NSL-KDD UNSW-NB15 CIC-DDos2019

ACC% DR% FPR% ACC% DR% FPR% ACC% DR% FPR%
8 99.77 99.79 0.21 98.73 98.92 1.08 99.95 99.96 0.04
10 99.84 99.86 0.14 99.09 99.39 0.61 99.98 100.00 0.00

On average 99.68 99.69 0.31 97.72 98.15 1.85 99.93 99.95 0.05

As can be seen in Fig. 5, for the NSL-KDD dataset, the best DR is 99.86% and the FPR is 0.14%, for
UNSW-NB15, the best DR is 99.39% and the FPR is 0.61%, and for the CIC-DDos2019 dataset, the best
DR reached 100% and the FPR is 0%. As the number of rounds increases, the accuracy and detection rate
of the model continues to increase, the false positive rate decreases, and the model’s performance reaches
its best when K is 10, which indicates that the Dual-Attention CNN-BiLSTM model has a strong ability to
differentiate between normal and attacking traffic, and proves the effectiveness of the Dual-Attention CNN-
BiLSTM model.

Figure 5: Dataset detection rate (DR%) and false positive rate (FPR%)

Table 6 shows the multi-category results of the model for the NSL-KDD, UNSW-NB15, and CIC-
DDos2019 datasets using different stratified K-Fold cross-validation. The average accuracy (ACC%) for the
NSL-KDD dataset is 99.66%, the detection rate (DR%) is 99.72%, and the FPR is 0.37%. For the UNSW-NB15
dataset, the average ACC is 87.47%, DR is 97.73%, and FPR is 2.96%. For the CIC-DDos2019 dataset, the
average ACC is 99.39%, DR is 96.96%, and FPR is 0.13%.

Table 6: Multi-category results

K NSL-KDD UNSW-NB15 CIC-DDos2019

ACC% DR% FPR% ACC% DR% FPR% ACC% DR% FPR%
2 99.54 99.56 0.43 83.90 95.48 6.41 98.77 99.89 0.11
4 99.68 99.75 0.38 87.08 97.34 3.05 99.24 99.96 0.03
6 99.64 99.78 0.45 88.33 98.23 2.01 99.57 99.94 0.07

(Continued)
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Table 6 (continued)

K NSL-KDD UNSW-NB15 CIC-DDos2019

ACC% DR% FPR% ACC% DR% FPR% ACC% DR% FPR%
8 99.72 99.73 0.25 89.07 98.90 1.85 99.65 99.99 0.10
10 99.70 99.78 0.32 88.95 98.71 1.46 99.74 100.00 0.10

On average 99.66 99.72 0.37 87.47 97.73 2.96 99.39 99.96 0.13

Fig. 6 shows the confusion matrix and the accuracy of each category for multi-class classification of the
NSL-KDD dataset. From the confusion matrix plot, it can be seen that most of the samples are concentrated
on the diagonal of the matrix, which indicates that the model can detect network traffic attacks well and the
overall detection performance of the model is high. From the graph of detection rate by category, it can be
seen that even a few categories have a high detection rate.

Figure 6: NSL-KDD confusion matrix and detection rate for each category

Fig. 7 shows the confusion matrix and the detection rate for each category for the UNSW-NB15 dataset
in multi-class classification. We can see that the model can detect the attacks Exploits, Fuzzers, Generic,
Reconnaissance, and Shellcode very well. In this round of detection, the attack classes are very unbalanced,
even though the number of Shellcode and Worms samples is very small, the model still maintains a high
detection rate for Shellcode and Worms with a maximum of 90.73% and 88.24%, respectively, which proves
that the model can deal with the class imbalance problem very well and achieves good results.

Fig. 8 shows the confusion matrix and detection rates of each category in the CIC-DDos2019 dataset.
The model has very high detection rates for all 17 categories, even for minority attack categories, indi-
cating that the model has excellent detection capabilities for attacks of different scales and with different
protocol characteristics.

The model maintains high accuracy and detection rates across these three datasets, demonstrating
excellent generalization capabilities. At the same time, as the K value increases, the model’s detection
capabilities for various categories also continue to improve, demonstrating strong robustness.
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Figure 7: UNSW-NB15 confusion matrix and detection rates by category

Figure 8: CIC-DDos2019 confusion matrix and detection rates by category

4.4 Comparative Experiments
4.4.1 Model Comparison Experiments across Different Datasets

To verify the advantages of the Dual-Attention CNN-BiLSTM model on the NSL-KDD dataset, this
paper compares the Dual-Attention CNN-BiLSTM model with other intrusion detection models: the
Pelican [40], the Lunet [41], the Multi-Head Attention-BiLSTM (MHAB), CNN-BiLSTM, CNN-GRU, as
shown in Table 7. The Dual-Attention CNN-BiLSTM model has a better improvement in key performance
metrics compared to the other models.

On the UNSW-NB15 dataset, this paper compares the Dual-Attention CNN-BiLSTM model with other
intrusion detection models: the SVM [42], RF, AdaBoost [43], CNN-BiLSTM, and CNN-GRU, as shown
in Table 8. The Dual-Attention CNN-BiLSTM model improves accuracy by 6.87%, detection rate by 6.2%,
and false-positive rate by 4.63% compared to the CNN-BiLSTM model. For the more advanced CNN-GRU
model, the accuracy is also improved by 2.7% and the detection rate is improved by more than 12%, which
confirms that the Dual-Attention CNN-BiLSTM model is effective in intrusion detection.
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Table 7: Comparison results of NSL-KDD dataset models

Model ACC (%) DR (%) FPR (%)
Pelican 99.21 99.13 0.65
Lunet 99.14 99.02 0.61

MHAB 95.19 98.00 –
CNN-BiLSTM 99.22 98.88 0.43

CNN-GRU 99.69 99.69 –
This method 99.72 99.73 0.25

Table 8: Model comparison results for the UNSW-NB15 dataset

Model ACC (%) DR (%) FPR (%)
SVM 74.80 83.71 7.73

RF 84.59 92.24 3.01
AdaBoost 73.19 91.13 22.11

CNN-BiLSTM 82.08 92.51 6.09
CNN-GRU 86.25 86.25 –

This method 88.95 98.71 1.46

On the CIC-DDos2019 dataset, this paper compares the Dual-Attention CNN-BiLSTM model with
other intrusion detection models: KNN [44], RF, AdaBoost, RTIDS [45], and CANET, as shown in Table 9.
Compared to the advanced CANET model, the Dual-Attention CNN-BiLSTM model shows slight improve-
ments in accuracy, detection rate, and false positive rate, particularly achieving a detection rate of 100%.

Table 9: Model comparison results for the CIC-DDos2019 dataset

Model ACC (%) DR (%) FPR (%)
KNN 90.66 99.77 0.47

RF 99.28 99.85 0.10
AdaBoost 54.56 48.40 12.38

RTIDS 98.58 98.66 -
CANET 99.21 99.95 0.12

This mothed 99.74 100.00 0.10

4.4.2 Comparative Experiments on Detection Capability for Class Imbalance in Datasets
To verify the ability of the Dual-Attention CNN-BiLSTM model to address class imbalance in the

dataset, this model is compared with the CANET and the CNN-BiLSTM model for each class of the UNSW-
NB15 dataset, as shown in Table 10. This model significantly improves detection for Analysis, Exploits,
Fuzzers, and Shellcode attacks compared to the more advanced CANET model, while only the Worms attack
lags behind the CNN-BiLSTM model. In summary, the Dual-Attention CNN-BiLSTM model enhances the
detection of minority classes and exhibits strong overall detection performance.
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Table 10: Comparison results of the UNSW-NB15 dataset model by category

Category This mothed CANET CNN-BiLSTM Number
Analysis 25% 21% 6% 268

Backdoor 14% 14% 7% 232
Dos 44% 46% 5% 1635

Exploits 92% 85% 92% 4452
Fuzzers 85% 84% 54% 2425
Generic 99% 99% 98% 5887
Normal 99% 99% 95% 9300
Reconn 84% 84% 73% 1399

Shellcode 91% 87% 0% 151
Worms 89% 89% 100% 18

4.4.3 Comparative Experiments on Detection Capability for Minority Classes Using EQL v2 Method
To verify whether the EQL v2 method improves the model’s ability to detect minority classes, it is chosen

to compare the detection rate of each category with cross-entropy (CE), as shown in Table 11. There is a
significant improvement in the detection rate of each category, especially for Analysis and Exploits attacks
by 7% and for Shellcode attacks by 10%, and only Fuzzers and Worms attacks lag behind the standard
cross entropy. In summary, the EQL v2 method improves the model’s ability to detect minority classes and
optimizes the dataset imbalance.

Table 11: Comparison results between EQL v2 and CE categories

EQL v2 CE Number
Analysis 25% 18% 268

Backdoor 14% 13% 232
Dos 44% 40% 1635

Exploits 92% 85% 4452
Fuzzers 85% 86% 2425
Generic 99% 99% 5887
Normal 99% 98% 9300
Reconn 84% 84% 1399

Shellcode 91% 81% 151
Worms 89% 94% 18

4.4.4 Comparative Experiments on Model Architecture Efficiency and Performance
To validate the architectural advantages of the Dual-Attention CNN-BiLSTM model, we compared it

with advanced models such as Autoformer, Informer, Transformer, and Reformer, as well as the lightweight
CANET model, in terms of training and validation processing speed and performance, as shown in Table 12.
Transformer-based models, such as Autoformer and Informer, although they introduce improved attention
mechanisms, are fundamentally constrained by the quadratic time complexity of global self-attention. In
contrast, the method proposed in this paper significantly reduces computational complexity by leveraging
the linear temporal modeling capabilities of BiLSTM and local attention, thereby substantially reducing
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training time while maintaining high accuracy and detection rates. The lightweight model CANET achieves
a 28% higher training processing speed than this method due to its lightweight design. However, as a pure
CNN+Attention architecture, its verification speed is 89% slower than this method, primarily due to the
lack of temporal modeling capabilities. In the UNSW-NB15 dataset, Exploit-class attacks rely on temporal
features such as the time intervals between connected sequences and port access frequencies for detection.
Since CANET does not incorporate a sequence modeling layer, it exhibits a high false negative rate for such
attacks. Therefore, the Dual-Attention CNN-BiLSTM model maintains high training processing speed while
also performing well in accuracy and detection rate. With a verification processing speed of 82 us/sample,
it supports real-time inference capabilities and is suitable for applications requiring low latency, such as
network attack detection.

Table 12: Comparison of model training and validation processing speeds and detection performance

UNSW-NB15 Dataset (Multi-classification, Same Environment, batch = 256)

Model Training speed (us/sample) Validation speed (us/sample) ACC (%) DR (%)
Autoformer 292 us/sample 165 us/sample 74.89% 69.43%

Informer 705 us/sample 42 us/sample 81.67% 92.38%
Transformer 485 us/sample 147 us/sample 80.42% 90.20%

Reformer 624 us/sample 143 us/sample 76.06% 83.77%
CANET 229 us/sample 155 us/sample 87.53% 97.84%

This method 316 us/sample 82 us/sample 88.95% 98.71%

5 Conclusion
Due to dataset class imbalance and low detection rate of intrusion detection models, this paper proposes

a Dual-Attention CNN-BiLSTM model and designs two modules: the FocusConV and TempoNet modules.
The FocusConV module automatically adjusts and weights the local features extracted by the CNN to focus
on the more important local features. The TempoNet module captures global information by identifying
essential features across time steps, emphasizing long-range contextual dependencies. Meanwhile, the
EQL v2 method is used to optimize the performance of the model on the class imbalance problem.
Several experiments were conducted on the NSL-KDD, UNSW-NB15, and CIC-DDos2019 datasets, and the
experimental results show that the Dual-Attention CNN-BiLSTM model achieves a high accuracy rate, a
high detection rate, and a low false-positive rate on these datasets, which verifies the feasibility of the model
in the face of network intrusion. However, the study still has certain limitations: model training takes a
long time. In terms of model structure optimization, we could explore more efficient attention mechanism
variants or combine other advanced neural network structures to reduce the computational complexity of
the model and thus shorten the training time. The model has not been optimized for real-time deployment
scenarios, and its latency constraints and processing efficiency in actual network environments have not
been explored. Future research could utilize lightweight techniques and GPU/TPU hardware acceleration to
reduce inference latency, validate real-time processing capabilities under high-speed networks; test response
times in actual traffic, balance detection accuracy and real-time performance through sliding windows and
online learning; assess resource consumption on edge devices, explore integration solutions for existing NID
systems, and validate applicability in real network environments.
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