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ABSTRACT: Ensuring the secure transmission of secret messages, particularly through video—one of the most widely
used media formats—is a critical challenge in the field of information security. Relying on a single-layered security
approach is often insufficient for safeguarding sensitive data. This study proposes a triple-lightweight cryptographic
and steganographic model that integrates the Hill Cipher Technique (HCT), Rotation Left Digits (RLD), and Discrete
Wavelet Transform (DWT) to embed secret messages within video frames securely. The approach begins with
encrypting the secret text using a private key matrix (PK1) of size 2 × 2 up to 6 × 6 via HCT. A second encryption
layer is applied using a dynamic private key (PK2) derived from the RGB pixel values of the video frame, resulting
in a rotated cipher. The doubly encrypted message is then embedded into the video frames using the DWT method.
Upon transmission, the concealed message is extracted using inverse DWT and decrypted in two steps—first with PK2
and then with the inverse of PK1. Experiments conducted using MPEG video sequences and message lengths ranging
from 10 to 300 bytes demonstrate strong performance in terms of Mean Square Error (MSE), Peak Signal-to-Noise
Ratio (PSNR), and Correlation Coefficient (CC) between original and encrypted messages. The similarity between
original and stego frames is further validated using Structural Similarity Index (SSIM), Mean Absolute Error (MAE),
Number of Pixel Change Rate (NPCR), and Unified Average Changing Intensity (UACI). Results confirm that utilizing
video frames to generate PK2 offers superior security compared to static key images. Moreover, the indistinguishability
between original and stego frames highlights the method’s robustness against visual and statistical attacks.
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1 Introduction
Multimedia is a media that allows information to be easily transferred from one location to another.

Multimedia security has become more important because it plays a key role in securing the content of
multimedia over the internet [1]. It has therefore been recommended that multimedia content be secured
for individuals, private enterprises, and the government [2,3]. The proliferation of digital video content
in various sectors, including entertainment, education, and communications, has made security a critical
concern [4]. With the increasing availability of high-speed internet and the widespread use of digital devices,
digital video distribution has grown exponentially. However, this expansion has also exposed video content
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to various security threats, such as unauthorized access, piracy, and tampering [5]. A content protection
technique is defined as a procedure to protect multimedia content from illegal user access. Content protection
mechanisms, such as encryption, Digital Rights Management (DRM), and watermarking, have traditionally
been employed to secure both digital images and videos [6]. While these methods are effective in many cases,
they often involve substantial computational overhead and complexity, which can be resource-intensive.
Additionally, many of the vulnerabilities found are difficult to resolve and require considerable effort to
investigate; as a result, they often need to be addressed for extended periods, leaving Android users vulnerable
to malicious attacks [7]. Given the evolving nature of threats and the diversity of user devices, there is
a growing need for lightweight secret message protection models that strike a balance between security,
performance, and resource efficiency. Chaos theory has enabled the development of advanced encryption
techniques across various industries, enhancing data security [8]. Numerous computational methods—
such as heuristics, clustering, deep learning, evolutionary algorithms, and frequent pattern mining—have
been employed to support these advancements [9]. A lightweight model should minimize computational
requirements while providing robust data hiding against common threats, including unauthorized dupli-
cation, tampering, and redistribution. In the realm of digital media, video file formats play a critical
role in determining the quality, compression, and compatibility of video files across different devices and
platforms. Two widely recognized video formats are Moving Picture Experts Group (MPEG) and Audio
Video Interleave (AVI) [10]. Both formats have been essential in the evolution of digital video, each offering
unique advantages and applications. When comparing the security features of MPEG and AVI video formats,
MPEG offers far superior protection mechanisms [11]. MPEG’s support for encryption, DRM, watermarking,
and secure streaming makes it the preferred choice for protecting high-value digital content from piracy and
unauthorized access. AVI, while flexible and widely compatible, lacks these built-in security features, making
it less suitable for secure content distribution, particularly over the internet.

The video is a collection of frames displayed in rapid succession, creating the illusion of motion. Each
frame is considered a standalone image that can be processed, analyzed, and manipulated independently.
The proposed method changes the video size and extracts RGB values from certain video frames, then resizes
the resulting matrix from one of these color values (R, G, or B). Each color value ranges from 0 to 255,
represented in one row with multiple columns equal to the secret message size. This resized matrix is then
used as a private key (PK) in the cryptographic process. The first index value in the generated PK is used in
the RLD calculation for all the divided blocks. There are several important points to consider when applying
this method:

• Changing the frame in encryption or decryption will change the used pixel values and so the
decrypted message.

• Changing the PK values will affect the secret message, which may result in the wrong one.
• Larger video sizes lead to a higher number of video frames.
• Larger frame dimensions increase the time required to extract the frames.

Considering these points, the proposed method uses smaller video sizes and lower frame dimensions, as
larger frame dimensions would require significantly more time to extract all video frames. So, the presented
method uses HLT, RLD, and DWT techniques to obtain a robust model to protect secret messages inside
video frames. The used video data file is available through the reference paper [12].

The main contributions of this work can be summarized as follows:

• Proposed a lightweight security hybrid model for secret message protection utilizing MPEG digital
video frames.

• Key generation, encryption, and decryption times are computed for the proposed security method.
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• Comparison between AVI and MPEG based on RLD encryption calculations is provided.
• Comparison of encryption and decryption times of the proposed method based on different video sizes

and frame dimensions.
• MSE, PSNR, and CC (cipher and plaintext comparison) for different video sizes and frame dimensions.
• SSIM, MAE, NPCR, and UACI comparison between original and stego frames is also provided.
• Comparison of the proposed work according to MSE, PSNR, and CC between the original and encrypted

messages is also reported.

The rest of the paper is structured as follows. Section 2 presented preliminaries about the triple
lightweight model. The related work on video security techniques is covered in Section 3. In Section 4, the
proposed method is presented. The experimental results are provided in Section 5. The paper’s conclusions
and future actions are outlined in Sections 6 and 7.

2 Preliminaries

2.1 Hill Cipher Technique
The Hill cipher belongs to the class of polygraphic substitution ciphers and is a symmetric key

algorithm [13]. It divides the secret text into groups of an equal number of blocks, depending on the key
matrix m ∗m. By giving each letter a numerical value, the normally readable text is divided into tom-blocks
that satisfy the key matrix K size [14]. Key matrix is designed for some conditions, such as:

Determiner not equal to zero and its value is a number that must be coprime to 256 (as dealing with
ASCII characters).

⎛
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mod 256, (1)

where p is the plaintext represented as (p1, p2, p3, . . ., pn) and k is the key matrix (k1, k2, k3, . . ., kn).
Multiplication Result will obtain the ciphertext in the encryption phase. The decryption phase requires the
key inverse matrix K−1, which means that K ∗ K−1 = I, where I is the identity matrix.

C = K ∗ P mod 256 = (C1, C2, C3, . . . , Cn) (2)

The decryption phase requires the key inverse matrix K−1, which means that K ∗ K−1 = I, where I is the
identity matrix.

P = K−1 ∗C mod 256 (3)

2.2 Rotation Left Digits
The rotation left digits (RLD) is a mathematical and computational operation that involves cyclically

shifting the digits of a number [15]. In a left rotation, the leftmost digits are moved to the rightmost position,
while the remaining digit is shifted to the left as shown in Fig. 1.
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Figure 1: Rotation left digits operation

In cryptography, rotating digits are used as part of various encryption algorithms to obfuscate data,
making it harder for unauthorized parties to interpret [16]. Left digit rotations can add complexity to
encrypted data without introducing significant computational overhead. The technique of Least Significant
Bit (LSB), which is applied to rotate its value, refers to the lowest order bit. The main advantage of LSB
compared to other techniques is that it is easier to hide secret message bits directly in the least significant
bit plane of the cover image [17]. The user can recover the secret message by extracting the least significant
bits of the manipulated pixels to recover the original message. The Most Significant Bit (MSB) method refers
to the highest pixel value in a binary number. Strong cryptographic systems ensure that changes in the MSB
(or any bit) produce unpredictable outcomes in encryption, ensuring security against brute-force or bit-
level attacks [18]. It has a critical role in ensuring the integrity and security of cryptographic operations,
particularly where binary manipulation is involved.

2.3 Discrete Wavelet Transform
Steganography techniques involve spatial domain techniques, in which the strength of the pixel conceals

the data. The value of the pixel changes as the data is embedded. Data is concealed in a frequency with
a broad bandwidth using the spread spectrum technique [19]. However, as hiding strategies evolved, so
did methods to try to remove their hiding and hack their contents; as a result, encryption and hiding
techniques were merged to boost the effectiveness of these approaches. Steganography is a set of techniques
for concealing information using multimedia data, such as image, text, audio, video, and network [20]. It
is crucial to conceal information from attackers in video files by using intermediary channels like AVI and
MPEG without compromising the content of the containers. To ensure that the secret media is not apparent
after the confidential data is inserted into the cover video file, the authenticity of the hidden files shouldn’t
be shared or disseminated [21]. A mathematical tool for hierarchically breaking down a video frame is the
wavelet domain technique. It is predicated on tiny waves, known as wavelets, with variable frequencies and
brief durations. The 2-D frame is processed using 2-D filters in both dimensions when DWT is applied.
It operates both horizontally and vertically. The vertical filter splits the frame in half, storing the average
coefficients in the first half and the detail coefficients in the second [22]. Frame pixels are converted to
wavelets via DWT. Better quality frames with a higher compression ratio are provided by DWT’s lossless
frame compression [23]. To make the difference between the original and embedded files undetectable, the
secret data must be embedded into an MPEG file. High embedding rates without sacrificing video quality
are possible with the DWT method. It has strong characteristics that set it apart from encryption techniques.
Information hiding is a crucial technique for securing sensitive and important data, especially when it comes
to data transmitted through various digital communication channels. Its foundation is the idea of hiding
data inside other digital media as a carrier cover.
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3 Related Work
Traditional video security techniques may involve either full or partial encryption. However, most

research articles do not address text encryption through pixel values of frames. Additionally, many studies
utilize the AVI extension for this purpose, employing steganography techniques to embed cover frames into
stego videos. Steganography and watermarks are two well-known security techniques that are typically used
to hide information. They both alter the media file’s content (image, video, and audio) directly for copyright
protection and secret communication or sender identification [24]. The authors in [25] presented a method
that tends to be quite complex when restricted to AVI video files, particularly without consideration for the
execution time associated with this approach. Moreover, it is unsuitable for specific scenarios, such as when
working with compressed files or smaller file sizes. The AVI format has some disadvantages compared to
MPEG. MPEG offers a higher frame rate than AVI, and it employs more efficient codecs, resulting in larger
file sizes and fewer frames. A neural network model is employed to extract video features for steganography
as presented in [26]. It tends to increase time complexity and may not yield the most effective results in
extracting hidden messages. This efficiency aids in compressing video data without quality degradation.
The Visual Geometry Group (VGG) model achieves high accuracy in [27]. There is insufficient information
regarding its time complexity or resistance to attacks. While techniques such as zigzag scanning and the LSB
method are used to conceal secret messages, details regarding the specific algorithms and efficiency are not
provided in [28]. Researchers in [29] rely solely on 256 × 256 greyscale input images for testing; however, this
image type has a limited pixel value range, with 0 representing black and 255 representing white. In contrast,
color images present a broader range of pixel values from 0 to 255 for each RGB channel. The work in [30]
does not clearly measure its coefficients and does not consider execution time. Although the authors in [31]
employ Deoxyribonucleic Acid (DNA) rules, time complexity is not mentioned. The study in [32] generates
image keys using non-uniform cellular automata, but the performance regarding encryption speed requires
further analysis. In [33], despite employing Discrete Cosine Transform (DCT) for encrypting Multimedia
Video Coding/High-Efficiency Video Coding (MVC/HEVC) data, the execution time is relatively high at
approximately 0.4 s per one ciphered frame, indicating a need for improvement. The execution time in [34]
varies between 4 and 6 s, which is considered very high, necessitating enhancements. The work in [35]
employs chaotic maps to produce a keystream; however, the average execution times are 2 and 3 s, which are
considered somewhat high, indicating a need for improvement in this area.

Using a contemporary modified blowfish technique, the authors in [36] showed that the encryption
time could be increased to 124.1 ms and the decryption time to 124.3 ms. In general, the ideal execution
time should be around a thousandth of a second, aligning with the decryption time. A general comparison
between AVI and MPEG indicates the suitability of MPEG video type for large frame numbers. For the same
video file size, MPEG typically accommodates approximately twice as many frames as AVI, highlighting its
superior compression efficiency and suitability for longer video sequences, as illustrated in Table 1.

Table 1: Comparison between AVI and MPEG according to frame rate, codec type, and frame number

Video type Frame rate Codecs Frame number
MPEG 30 or 60 frames per second H.264 or HEVC Video frames

AVI 24 or 25 frames per second Older or fewer codecs Half of the video frames
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4 Proposed Method
The proposed method splits into three parties. First, the secret text message is encrypted using the Hill

Cipher key matrix PK1 according to the message length. Private Key matrix PK1 starts from 2 ∗ 2 to 6 ∗ 6 as
shown in Table 2.

Table 2: First private key matrix (PK1) length used in the proposed method

Message length (Bytes) Key matrix length
10 2 ∗ 2
20 2 ∗ 2
30 3 ∗ 3
60 3 ∗ 3
70 2 ∗ 2
80 4 ∗ 4
100 4 ∗ 4
150 5 ∗ 5
180 4 ∗ 4
200 5 ∗ 5
250 5 ∗ 5
300 6 ∗ 6

Secret message is encrypted first using Hill cipher key matrix resulting encrypted Hill message, then
the encrypted Hill message will be encrypted for the second time using rotation left digits RLDe (rotations
number in encryption phase) and second private key PK2 which generated from a video frame pixel
values, resulting rotated encrypted message, then this rotated encrypted message will be embedded using
DWT technique inside the video frame. According to video frames, divide the color video frames into the
appropriate color channels (R, G, and B). Each frame’s red, green, and blue channels are represented by
three distinct 2D matrices. Each color channel is subjected to DWT individually, which breaks each channel
down into detail and approximation coefficients at various levels. The secret message will then be embedded
in the color video frames by altering the wavelet coefficients of each color according to its binary values.
Inverse DWT is applied to each color channel once the coefficients have been changed to reconstruct the
color frames.

4.1 Method Framework
The proposed method depends on the Hill Cipher technique and MPEG digital video frames because

of the AVI defects, as well as the number of rotations in MPEG is higher than AVI, as shown in Table 3.

Table 3: Comparison between AVI and MPEG (RLDe) encryption calculations to video frames dimensions

Message size (Bytes) RLDe encryption calculations

Frames dim [240, 320] Frames dim [360, 480] Frames dim [600, 1050]

AVI MPEG AVI MPEG AVI MPEG
10 79 118 79 117 79 118
20 122 174 122 154 123 175

(Continued)
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Table 3 (continued)

Message size (Bytes) RLDe encryption calculations

Frames dim [240, 320] Frames dim [360, 480] Frames dim [600, 1050]

AVI MPEG AVI MPEG AVI MPEG
30 189 274 189 244 189 214
50 140 237 140 183 140 219
70 116 303 116 231 116 199
80 133 282 133 230 133 229
100 211 322 211 218 211 223
150 269 387 269 333 269 330
180 291 542 291 342 291 245
200 316 598 316 362 316 362
250 290 691 290 396 290 390
300 425 639 465 425 425 521

The secret message is encrypted first by PK1, which is generated from the Hill key matrix. The MPEG
video file is then resized and split into frames. A different frame is chosen for each text message that is between
10 and 300 bytes long to make sure that the RGB pixel values are different. The RGB values for each frame are
then recovered. Then select one of these RGB values as the PK2 that changes dynamically with the content of
the video based on the secret message size, either R or G, or B. PK2 serves as a content-aware cryptographic
enhancement that’s hard to guess or replay. The generated PK2 and encrypted Hill secret message length
(L) are then used to calculate rotation left digits’ operation, where RLDe = (L/2) ∗ 4 + PK2(I) + C in the
encryption phase which I indicating the first generated private key (PK2) value and C is a constant refers to
the rotation of 1-MSB value as the reminder seven bits refer to the LSB rotations as mentioned in Fig. 1. This
process results in a rotated encrypted message, which can be hidden inside the selected video frame using
the DWT technique as depicted in Fig. 2.

After the transmission of the stego frames over communication channels, the hidden message is
retrieved from the stego frame, and the same PK2 is used again to decrypt it. The RLDd calculation in the
decryption phase will be a bit different, where RLDd = 2 ∗ L ∗ 4 − RLDe, which will result in a decrypted
rotated message, then this message is decrypted again with the Hill key matrix inverse (PK1)−1, resulting in
the original text message.
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Figure 2: Proposed work architecture

4.2 Encryption and Decryption Algorithms & Flowcharts
A Hill key matrix (PK1) is obtained along with the secret text message, which is initially encrypted using

the Hill cipher algorithm. A frame-by-frame division and resizing of the MPEG video file follow. RGB values
are then obtained for each frame. PK2 is created using RGB pixel values that, depending on the size of the
hidden message, will dynamically alter with the content of the video. The rotating encrypted message can
be obtained by encrypting each sub-block. After utilizing DWT to conceal the resulting rotated encrypted
message within the video frame, the stego frame is saved as represented in Algorithm 1.

Algorithm 1: Encryption and hiding
1. Get a secret text message
2. Get the key matrix (PK1)
3. Encrypt the secret text message using the Hill cipher technique
4. Get the encrypted Hill message
5. Get MPEG video
6. Resize the MPEG video
7. Extract video frames
8. Generate the (PK2) from RGB pixel values
9. Divide the encrypted Hill message into a number of sub blocks equal to the (PK2) length L
10. Compute RLDe = (L/2) ∗ 4 + PK(I) + C
11. For all the sub blocks, do

a. Transform each sub block to binary
b. Reshape the binary digits into one row matrix

(Continued)
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Algorithm 1 (continued)
c. Rotate the one row matrix RLDe times to the left
d. Transform the resulting matrix to a string
e. Get the resulting encrypted message

End for
12. Hide the rotated encrypted message inside the video frame using DWT
13. Save the stego frame

The concealed rotated encrypted message must first be retrieved in order to retrieve the original message
from the stego video frame. The rotated encrypted message is split into blocks of the length (L) of PK2, using
the same second PK2 as during the encryption phase. To produce the decrypted rotated matrix, the binary
representation of each rotated encrypted block is translated into a one-row matrix, rotated left by RLDd times,
and then converted back into a string. The decrypted rotational message is then further decrypted using the
Hill cipher technique to eventually expose the original message once the inverse of the key matrix (PK1)−1 is
calculated as de-scribed in Algorithm 2.

Algorithm 2: Extraction and decryption
1. Get the stego video frame
2. Extract the hidden rotated encrypted message
3. Use the same second PK2 as in the encryption phase
4. Divide the rotated encrypted message into number of blocks equal to the PK2 length(L)
5. Compute RLDd = (2 ∗ L) ∗ 4 – RLDe
6. For all rotated encrypted message blocks, do

a. Transform each rotated encrypted block to binary
b. Reshape the binary digits into one row matrix
c. Rotate the one row matrix RLDd times to the left
d. Transform the resulting matrix to a string
e. Get the decrypted rotated matrix

End for
7. Get the key matrix inverse (PK1)−1

8. Decrypt the decrypted rotated message using Hill cipher decryption technique
9. Get the original message

4.2.1 Encryption and Hiding Flowchart
Encryption and Hiding process is divided into two types of encryptions: Hill cipher and Rotation left

digits encryption, then the embedded DWT is applied in the selected video frame. The first encryption
process is represented in the Hill cipher technique, where the secret text message is divided into several fixed
blocks, and each block is multiplied by the key matrix (PK1) to generate the encrypted Hill message. The
second encryption process is represented in the rotation left digits technique; the second private key (PK2) is
generated from the resized pixel video frame, which is resized to one row and multiple columns equal to the
encrypted Hill message length (L). Rotation is computed as RLDe = (L/2) ∗ 4 + PK2(I) + C. The encrypted
Hill message is embedded inside the video frame using the DWT technique as shown in Fig. 3. Then, the
obtained stego video can be transmitted securely.
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Figure 3: Encryption & hiding flowchart

4.2.2 Extraction and Decryption Flowchart
After stego frames transmission, the rotated encrypted message is extracted from the stego video frames

using the DWT extraction process, then this rotated encrypted message will be decrypted first using RLDd =
(L∗2) ∗ 4 − RLDe and (PK2) to obtain the encrypted Hill message. Then, the second decryption process will
be applied with the inverse key matrix (PK1)−1 and encrypted Hill message, which will obtain the original
text message as shown in Fig. 4.
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Figure 4: Extraction & decryption flowchart

5 Experimental Results
This section presents the findings from the implementation of the proposed lightweight secret message

protection model hiding inside video frames, followed by a detailed discussion to interpret and analyze
the results. The proposed method was applied with R2024a MATLAB. The proposed method was applied
to different frame dimensions and different message sizes and tested with MSE, PSNR, and CC evaluation
metrics. The MSE is calculated as follows:

MSEx =
1
N

m−1
∑
i=0

n−1
∑
j=0
[S (i , j) − R (i , j)]2, (4)

where N equals m ∗ n. m is the number of rows, and n is the number of columns in the frame. The encrypted
message value is S, and R represents the original secret message in decimal. The PSNR is defined as follows:

PSNR = 10∗log10∗
(MAXI)2

MSEt
, (5)
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where MAX is the maximum pixel value in a certain video frame, which equals 255. The CC is computed as
follows:

CC = ∑(xi − x) (yi − y)√
∑(xi − x)2 (yi − y)2

, (6)

where xi is the original message value, x is the mean of x, yi is the value of the encrypted message and y is
the mean of y. The SSIM is computed as:

SSIM (x , y) =
(2μx μy + C1) (2σx y + C2)
(μ2

x + μ2
y + C1) (σ 2

x + σ 2
y + C2)

, (7)

where μx , μy are the mean of the two frames. σ 2
x , σ 2

y are the variances. σx y is the covariance. C1, C2 are small
constants for stability. The MAE is computed as follows:

MAE = 1
N

N
∑
i=1

3
∑
c=1
∣xc , i − yc , i ∣ , (8)

where N is the total number of frame pixels, c is the RGB color channels. The NPCR is computed as:

NPCR = (C
N
) × 100, (9)

where C is the number of changed pixels, N is the total number of pixels. The UACI is computed as:

UACI = 1
N

N
∑
i=1

∣xi − yi ∣
255

× 100, (10)

where xi , yi are the pixel values across all the channels, N =m ∗ n where m is the total number of rows and
n is the columns number in the frame.

The result must be very high in MSE and low in PSNR and CC according to the comparison between
the original and encrypted message while in the decryption phase, the result must be: MSE = 0, PSNR = ∞
and CC = 1 between the original and decrypted messages and the same between the original and stego video
frames, this indicates they are the same whether the messages or frames. Also, SSIM must be near 1, MAE
must be near 0, NPCR must be near 0% and UACI must be near 0, which indicates that the two frames are
identical to achieve a high security level.

The key generation, encryption, and decryption times for different video sizes were measured as
presented in Table 4, where the used message size ranges from 10 bytes to 300 bytes in this approach.

The lightweight model consistently showed lower encryption and decryption times compared to other
related encryption methods. The second private (PK2) key is generated from video frame color values (RGB),
and the secret message is divided into M blocks based on the private key size to do RLDe,d operations, taking
into consideration the following issues:

• Changing the private key value in either the encryption or decryption phase will affect the original
message.

• Choosing R or G, or B as pixel values will affect the evaluation of metrics of MSE, PSNR, and CC. If one
of them can’t do the encryption process in a perfect way, one of the other two will do it perfectly.

• Encryption and decryption times are not constant, so it doesn’t depend on the message size but differs
according to the private key results from R or G, or B channels, as shown in Fig. 5.
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Table 4: Second Private Key (PK2) generation, encryption and decryption time

Message size (Bytes) Key generation time (s) Encryption time (s) Decryption time (s)
10 0.0073 0.00083 0.00073
20 0.0019 0.00081 0.00075
30 0.0023 0.0008 0.00073
50 0.0023 0.0006 0.00081
70 0.0027 0.00071 0.00073
80 0.0017 0.00082 0.00083
100 0.0018 0.00072 0.00097
150 0.0019 0.00088 0.00088
180 0.0028 0.00084 0.00099
200 0.0016 0.00083 0.00098
250 0.0036 0.0014 0.0014
300 0.0018 0.00096 0.00096

Figure 5: Message length vs. encryption time

6 Discussion
A triple lightweight model is applied and demonstrates a clear advantage in terms of computational effi-

ciency. The overall encryption and decryption processes were faster and required less computational power,
as indicated in Table 4. This is especially beneficial for real-time video streaming services or low-resource
devices (e.g., mobile phones or embedded systems). While the presented model reduced computational and
memory overheads significantly, it also maintained a high level of security by measuring the MSE, PSNR,
and CC for different video sizes and frame dimensions as indicated in Table 5.

Table 5: Original and encrypted messages blocks MSE, PSNR, and CC values for different MPEG video sizes, frame
dimensions

Block size Frame number Video size: 7.43 MB Video size: 14 MB Video size: 43.8 MB

Frame dimensions [240, 320] Frame dimensions [360, 480] Frame dimensions [600, 1050]

Duration 1:57 s Duration 1:57 s Duration 1:57 s

MSE PSNR CC MSE PSNR MSE MSE PSNR MSE
10 50 169.12 25.85 0.23 3721.02 12.42 −0.13 169.01 25.85 0.23
20 220 2916.05 13.48 0.35 9409.04 8.4 0.38 9025.01 8.58 −0.19
30 390 7396.01 9.44 −0.09 7396 9.44 −0.09 5329.01 10.86 0.05
50 450 2704.14 13.81 −0.12 2704 13.81 −0.12 576.02 20.53 0.13
70 530 7396.22 9.44 −0.12 7396.1 9.44 −0.12 7396 9.44 −0.19

(Continued)



5008 Comput Mater Contin. 2025;85(3)

Table 5 (continued)

Block size Frame number Video size: 7.43 MB Video size: 14 MB Video size: 43.8 MB

Frame dimensions [240, 320] Frame dimensions [360, 480] Frame dimensions [600, 1050]

Duration 1:57 s Duration 1:57 s Duration 1:57 s

MSE PSNR CC MSE PSNR MSE MSE PSNR MSE
80 560 12544.12 7.15 −0.22 12544.05 7.15 −0.22 7225 9.54 −0.19
100 630 841.1 18.88 −0.05 841.04 18.88 −0.05 19881 5.15 −0.05
150 1050 6084.12 10.29 −0.07 9404.06 8.4 0.01 1521.01 16.31 −0.01
180 1400 6241.03 10.18 −0.01 1089.01 17.76 0.01 361 22.56 −0.01
200 1820 3025.15 13.32 −0.04 64.05 30.07 −0.04 640.01 30.07 −0.04
250 2200 6561.11 9.96 0.14 6561.05 9.96 0.14 7921 9.14 0.05
300 2890 10000.07 8.13 −0.03 1000.03 8.13 −0.03 4356 11.74 −0.06

The combination of HCT, RLD encryption, and DWT hiding technique proved to be robust against
both computational and cryptanalytic attacks. The balance between strong content protection and minimal
resource usage makes this model ideal for applications where lightweight security is required. Proposed work
comparison is done using the 300 message blocks (the maximum secret message size used in this approach)
to obtain more accurate results, as presented in Table 6.

Table 6: Proposed work comparison according to encryption and decryption time

Research name Video size MB Encryption time (s) Decryption time (s)

Ref. no. Proposed Ref. no. Proposed
Reference [37] 3.06 0.17 0.004934 0.17 0.001253

Reference [38] 2.33 18.940 0.004946 18.940 0.002836
4.21 19.508 0.005583 19.508 0.004796

Reference [39] 1.12 1.04 0.000798 1.02 0.000971
0.67 0.74 0.000998 0.73 0.000898

The suggested method is also compared with other related research and obtained better results in the
three evaluation metrics: MSE, PSNR, and CC in the case of different frame dimensions and frame numbers
according to encrypted messages, as shown in Table 7.

Table 7: Proposed work comparison according to MSE, PSNR, and CC metrics values

Research number Image dimensions MSE PSNR CC

Reference [40] 360 ∗ 480 8004 18.8 −0.0277
600 ∗ 1050 7551 20.81 −0.09

Reference [41] 360 ∗ 480 6201 23.5005 0.1317
600 ∗ 1050 9677 18.972 −0.2448

Proposed 360 ∗ 480 9404 8.58 −0.19
600 ∗ 1050 12544.05 7.15 −0.22
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The same images and frames dimensions are compared as indicated in Table 8. The original video frame
is identical to the stego frame according to the same pixel values of each frame, and the values of MSE, PSNR,
and CC are 0∞ and 1, respectively, between the original frames and stego frames for the same message length
as indicated in Table 9.

Table 8: Proposed work comparison according to the same images and frames, dimensions

Research
name

Video name Frame Dim. Total frames MSE PSNR CC

Ref. no. Proposed Ref. no. Proposed Ref. no. Proposed

Reference [42]
Train 352 ∗ 192 576 105.458 4408 38.015 13.29 −0.0006 −0.032

Flamingo 352 ∗ 192 464 105.74 3587.3 38.014 15.015 0.0014 −0.022
Rhino 320 ∗ 240 666 105.505 8167 38.014 9.55 0.0003 −0.07

Reference [43]

Xylophone 270 ∗ 480 345 8687 11881 8.743 7.38 0.00019 −0.05
Viptraffic 1440 ∗ 1920 199 6907 12769 9.747 7.07 0.00046 −0.05

Handshake-
Right

1080 ∗ 1920 179 10069 12996 8.102 6.99 0.00078 −0.02

Single Ball 360 ∗ 480 599 11803 11881 7.411 7.38 0.00123 −0.07
Shuttle 720 ∗ 1280 256 8146 11236 9.026 7.62 0.00130 −0.03

Table 9: Difference between original and stego video frames pixel values used in this approach

Message length (Bytes) Original frame Stego frame MSE PSNR CC
10 [96 81 76 124 98 ...] [96 81 76 124 98 ...] 0 ∞ 1

20 [117 145 162 159 156 156 ...] [117 145 162 159 156 ...] 0 ∞ 1

30 [142 184 187 175 188 ...] [142 184 187 175 188 ...] 0 ∞ 1

50 [126 104 103 120 . . .] [126 104 103 120 . . .] 0 ∞ 1

70 [120 92 95 129 133 . . .] [120 92 95 129 133 . . .] 0 ∞ 1

80 [138 135 135 125 . . .] [138 135 135 125 . . .] 0 ∞ 1

100 [93 32 28 52 102 . . .] [93 32 28 52 102 . . .] 0 ∞ 1

150 [142 137 171 176 . . .] [142 137 171 176 . . .] 0 ∞ 1

180 [157 93 96 102 117 . . .] [157 93 96 102 117 . . .] 0 ∞ 1

200 [162 157 177 166 ...] [162 157 177 166 . . .] 0 ∞ 1

250 [121 133 157 169 ...] [121 133 157 169 . . .] 0 ∞ 1

300 [222 219 211 210 196 . . .] [222 219 211 210 196 . . .] 0 ∞ 1

Additionally, the SSIM, MAE, NPCR, and UACI indicate the identically of the original and stego video
frames as shown in Table 10. RGB values impact on MSE, PSNR, and CC values, so the optimization of these
metrics depends on the private key value as indicated in Table 11. The suggested approach can be expanded
to use other codecs, including AVI, in addition to MPEG video frames, as shown in Table 12.
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Table 10: SSIM, MAE, NPCR, and UACI values according to the Original and Stego Frame Comparison

RGB channel Frame number Block size SSIM MAE NPCR UACI
R 60 10 0.9984 0.0920 0.0304 0.0001
G 220 20 0.9918 0.1370 0.0463 0.0001
B 390 30 0.9963 0.1462 0.0336 0.0002
R 450 60 0.9984 0.1133 0.0449 0.0001
G 530 70 0.9980 0.1072 0.0554 0.0001
B 560 80 0.9973 0.1451 0.0469 0.0002
R 630 100 0.9981 0.0649 0.1098 0.0001
G 1050 150 0.9972 0.1585 0.0806 0.0002
B 1400 180 0.9962 0.1184 0.0719 0.0002
R 1820 200 0.9964 0.1714 0.1221 0.0002
G 2200 250 0.9960 0.1435 0.2530 0.0002
B 2890 300 0.9927 0.1919 0.1020 0.0002

Table 11: Second Private Key (Pk2) Value Impact on MSE, PSNR, and CC metrics

Frame
number

Message
size

PK Generation MSE PSNR CC

R G B R G B R G B R G B
99 10 0.003 0.00267 0.00735 10609 64 4489 7.87 30.07 11.61 −0.22 −0.12 −0.2
215 20 0.00176 0.00215 0.00825 1024 2500 3969 18.03 14.15 12.14 0.13 −0.21 0.02
325 30 0.00156 0.00210 0.00177 10000 121 12544 8.13 27.3 7.15 −0.09 −0.23 −0.29
415 50 0.00187 0.00245 0.0017 7225 961.05 841 9.54 18.3 18.88 −0.01 0.06 −0.12
554 70 0.002 0.00143 0.0019 21609 31684 20736 4.78 3.12 4.96 0.03 0.09 −0.06
595 80 0.00164 0.00140 0.00142 10201 2704 4 8.04 13.81 42.11 0.05 0.07 0.03
655 100 0.00544 0.00457 0.00203 841.11 1024 961.16 18.88 18.03 18.3 0.08 −0.03 −0.05
706 150 0.00611 0.0020 0.00166 49.23 289 361 31.21 23.52 22.56 0.04 0.07 0.03
855 180 0.00216 0.0025 0.00667 0 2304.02 9 77.9 14.51 38.59 0.01 0.03 −0.04
1556 200 0.00349 0.00187 0.00198 7744 484.17 0 9.24 21.28 74.06 −0.04 −0.04 −0.04
1763 250 0.00167 0.0020 0.0089 1600 8464 0 16.09 8.86 72.37 0.1 0.01 −0.01
2480 300 0.00186 0.00202 0.0028 576 5929 11644 20.53 10.4 7.46 0.05 0.01 −0.04

Table 12: MSE, PSNR, and CC metrics values according to different AVI video sizes and frame dimensions

Message length (Bytes) Video size: 7.93 MB Video size: 76.3 MB Video size: 31.8 MB

Frame dimensions [240, 320] Frame dimensions [600, 1050] Frame dimensions [360, 480]

MSE PSNR CC MSE PSNR CC MSE PSNR CC
10 14641 6.48 1 14641 6.48 1 12544 7.15 −0.17
20 484 21.28 0.38 4761 11.35 0.22 11449 7.54 −0.12
30 11025 7.71 −0.05 11025 7.71 −0.05 9216 8.49 −0.01
50 841 18.88 0.06 841 18.88 0.06 10000 8.13 0.07
70 1849 15.46 0.19 1849 15.46 0.19 14400 6.55 −0.27
80 1855 15.55 0.12 5329 10.86 0.13 10201 8.04 −0.34
100 7569 9.34 0.04 7569 9.34 0.04 2601 13.98 −0.16
150 12769 7.07 0.05 12769 7.07 0.05 4356 11.74 0.04
180 17956 5.59 0.01 17956 5.59 0.01 13924 6.69 0
200 9025 8.58 0.04 9025 8.58 0.04 2500 14.15 0.07

(Continued)
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Table 12 (continued)

Message length (Bytes) Video size: 7.93 MB Video size: 76.3 MB Video size: 31.8 MB

Frame dimensions [240, 320] Frame dimensions [600, 1050] Frame dimensions [360, 480]

MSE PSNR CC MSE PSNR CC MSE PSNR CC
250 13689 6.77 −0.04 13689 6.77 −0.04 9604 8.31 0.04
300 4356 11.74 0.01 4356 11.74 0.01 6400 10.07 0.03

7 Conclusion
This research has developed a robust triple lightweight model for concealing secret messages using HCT,

RLD, and DWT processes. The proposed method employs two distinct private keys: the first is the Hill cipher
key matrix (PK1), and the second is generated from video frames to create the second key (PK2). The secret
message is initially encrypted with the Hill cipher, then encrypted again with the second key. This second
encrypted message is resized into a one-row matrix with multiple columns, matching the size of the encrypted
message, resulting in a rotated encrypted message that ranges from 10 to 300 bytes in this study. Finally, the
Hill-encrypted secret message is further encrypted using RLDe and embedded into the video frame using
the DWT insertion technique. Once the encrypted rotated secret message has been transmitted, it is first
retrieved and decrypted using the same (PK2), RLDd to obtain the encrypted Hill message. The original
text message is then obtained through a second decryption using (PK1)−1. According to metrics like MSE,
PSNR, and CC, the suggested approach demonstrated exceptional performance in terms of encryption and
decryption execution times as well as exceptional resistance to a variety of attacks. The original and stego
frames were compared using SSIM, MAE, NPCR, and UACI metrics, which showed that they are almost the
same. Combining HCT and RLD has been demonstrated to provide more secure data transmission in video
frames as opposed to pictures.

The lightweight architecture of the approach supports its usability, allowing for efficient execution even
on systems with limited resources. Confidentiality is maintained using the Hill cipher and RLD techniques,
which shield the hidden data from unwanted access, while integrity is maintained by employing DWT to
embed the encrypted message in an organized manner. However, when working with high-resolution videos
like HD or Ultra HD, the computational overhead from frame extraction and key generation can become a
bottleneck, even with its promising speed. Future work could focus on optimizing the model for lower power
consumption, improving its performance for ultra-high-definition (4K/8K) videos, and further enhancing
resistance to advanced cryptographic attacks.
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