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ABSTRACT: To enable efficient sharing of unbounded streaming data, this paper introduces blockchain technology
into traditional cloud data, proposing a hybrid on-chain/oft-chain storage model. We design a real-time verifiable data
structure that is more suitable for streaming data to achieve efficient real-time verifiability for streaming data. Based on
the notch gate hash function and vector commitment, an adaptive notch gate hash tree structure is constructed, and
an efficient real-time verifiable data structure for on-chain and off-chain stream data is proposed. The structure binds
dynamic root nodes sequentially to ordered leaf nodes in its child nodes. Only the vector commitment of the dynamic
root node is stored on the chain, and the complete data structure is stored off-chain. This structure ensures tamper-
proofing against malicious off-chain cloud servers of off-chain cloud servers. Preserves storage scalability space, realizes
the immediate verification of stream data upon arrival, and the computational overhead of on-chain and off-chain
hybrid storage verification is only related to the current data volume, which is more practical when dealing with stream
data with unpredictable data volume. We formalize this as an efficient real-time verification scheme for stream data in
on-chain and off-chain hybrid storage. Finally, the technology’s security and performance were empirically validated
through rigorous analysis.

KEYWORDS: On-chain and off-chain hybrid storage; verifiable technology; slot gate hash function; vector
commitment

1 Introduction

The era of digital economy has driven exponential data growth of data volume. The rapid development
oflarge-scale complex networks such as P2P networks, cloud computing, and sensor networks has also posed
new challenges to the resource management of data. To ensure secure data outsourcing, terminal devices will
entrust massive data resources to third parties, such as cloud servers. This way of moving data to the cloud
enables more efficient allocation of data resources and is thus ubiquitous in enterprise data management. It
is estimated that the global data sharing market will exceed one trillion US dollars in scale by 2026. However,
due to the openness of the network, in an untrusted environment, data on the cloud faces security and
privacy threats such as accidental damage and malicious tampering. Verifiable computation technologies
cryptographically ensure for verifying data integrity and credibility during data sharing, which can provide
an important guarantee for the secure sharing of data on the cloud. This technology is constantly improving
in functionality and continuously enhancing in performance, providing a more reliable solution for cloud
data security verification. However, due to the openness and untrustworthiness of cloud servers, there is still
a threat of data being tampered with. With the development of smart contract functions, blockchain [1] has
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been applied as a database to ensure that data is not tampered with. Therefore, blockchain applications have
gradually transformed from a distributed ledger for simple transaction records to an effective and reliable
data trusted storage carrier. The service process is calculated by the smart contract, which can ensure the
fairness of the transaction results, bring a new solution for data security sharing on the cloud, and a new
paradigm for hybrid storage on and off the chain emerges.

As shown in Fig. 1, the data to be processed is not only static and of known size, but also unbounded
and fast streaming data (for example, a large amount of streaming data is generated in scenarios such as
surveillance video, medical data, and industrial control). Since the data source, as the data owner, can only
see part of the data in the current buffer and cannot predict the future data, the generation speed and scale of
stream data are unpredictable, and the scale of its verifiable data structure cannot be determined in advance
either. Moreover, the stream data is continuous and has no upper limit. When sharing the stream data, the
data source no longer holds control over the stream data. Therefore, it is necessary to consider how to conduct
real-time integrity verification on the continuously growing stream data.
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The user can retrieve only seen by the user.
part of the data currently Secure Data Sharing
stored in the buffer. \ \ 5,9, 2, 8 (Stream data)
Js » 2y tream data
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Figure 1: Schematic diagram of stream data sharing

On the blockchain with limited scalability, it is obviously impossible to maintain an entire frequently
updated verifiable data structure. Unbounded stream data requires more frequent updates of the verifiable
data structure. Therefore, dedicated efficient real-time verifiable data structures need to be designed for
stream data. To find a more suitable efficient real-time verifiable data structure for streaming data, this
chapter designs an efficient real-time verifiable technology for streaming data for on-chain and off-chain
hybrid storage, achieving low maintenance costs on the blockchain, real-time construction along with the
dynamic growth and changes of streaming data, and realizing the immediate verification of streaming data
upon arrival. The main research work is as follows:

(1)  Aiming at the problems of cloud server forging and tampering data, construct an adaptive trapdoor
hash tree structure based on the trapdoor hash function and vector commitment, sequentially bind the
dynamic root node and the ordered leaf nodes under the root node, do not need to pre-set the scale
of data security sharing, and carry out real-time construction with the dynamic growth and change of
the big data streams, so as to realise the immediate validation of the secure sharing of streaming data.

(2) Aiming at the problem that limited scalable blockchain cannot be applied to large-scale new stream
data, we propose an efficient real-time verifiable data structure for stream data with mixed on-chain
and off-chain storage, where only the vector commitment of the dynamic root node is stored on the
chain, and the complete data structure is stored under the chain, which effectively prevents tampering
by the off-chain cloud server and ensures sufficient storage space, and the efficient verifiability of the
stream data is now achieved.

(3) Based on the above research, an efficient real-time verifiable scheme for streaming data with on-chain-
off-chain hybrid storage is designed, which proves the security and efficiency of the technique through
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security analysis and performance analysis, and proves that the computational overhead of on-chain-
off-chain hybrid storage verification is only related to the current data volume, which is more practical
when dealing with streaming data with unpredictable data volume.

As aresult, this paper designs an efficient real-time verifiable data structure for streaming data under the
hybrid on-chain-off-chain storage mode to ensure the integrity of the safe sharing of streaming data in hybrid
on-chain-off-chain storage in view of the characteristics of continuity and unpredictability of streaming data.

2 Research Status

Due to the problems such as unpredictable scale, high verification real-time performance and delay
sensitivity in the sharing of streaming data, the integrity verification of streaming data is different from the
traditional verifiability of data. The design of its verifiable data structure should meet the requirements of
efficient and real-time verification of streaming data. To be applicable to infinitely continuous stream data,
Papamanthou et al. [2] proposed a non-interactive verifiable data structure for stream data based on the ideas
of Mermerkel hash tree and cipher accumulation, called generalized Hash tree GHT. This scheme supports
the complexity of dynamic data operations and can complete data updates without interaction. However,
this scheme is overly complex. It is difficult to design and implement in practical applications. Yu et al. [3]
proposed the fully homomorphic encrypted Merkle Hash Tree structure FHMT based on the Merkle Hash
tree structure (MHT), and based on the homomorphic encryption algorithm to achieve verifiable secure
sharing of stream data. Because the leaf nodes to the root node in the MHT structure are unidirectional,
it is necessary to determine the information of all leaf nodes in advance. In view of the unpredictable data
characteristics of streaming data, the MHT structure obviously needs further improvement. Meanwhile,
since the stream data of the data source is cached to construct the MHT structure, a large amount of storage
overhead of the stream data will also be wasted. The FHMT structure has less overhead at the data source
end and is more suitable for resource-constrained terminal devices. Xu et al. [4,5] proposed a verifiable data
structure suitable for stream data integrity by improving the FHMT structure, which is more suitable for
terminal devices with weak computing power to handle local dynamic stream data. However, due to the
low efficiency of fully homomorphic hash encryption and its lack of support for range queries, all the above
schemes are not feasible in current practical applications.

To find a Verifiable Data structure that is more suitable for the secure sharing of Streaming data,
Schroeder et al. [6] defined the concept of Verifiable Data Streaming (VDS). They constructed a new data
structure CAT. Essentially, CAT is a generalized MHT, that is, a notch gate hash function is introduced in
the process of constructing MHT nodes. The notch gate hash function ensures the security of the notch gate
through the anti-collision property of the notch gate key. It realizes the verification of big data streams while
reading, writing and sharing in the stream data security sharing service, which can better solve the problems
of high verification real-time performance and delay sensitivity, and is more suitable for the application
scenarios of stream data security sharing. However, the structural hierarchy of the CAT structure needs to be
preset, and the amount of verifiable data is limited. If the preset level is too large, it will prolong the verification
path and increase the verification overhead; if it is too small, it will greatly limit the amount of data that
can be processed. To optimize the CAT structure, Schoder and Simkin [7] proposed a fully dynamic f-CAT
scheme that eliminates the upper bound limit and constructed a practical integrity verification framework
VeriStream for secure sharing of stream data. Krupp et al. [8] proposed a new verifiable data structure
by combining vector commitment and CAT, called trap vector commitment. By constructing trap vector
commitment at each node, the node data in the tree can be updated without changing the root node.
Later, reference [9] proposed the PB-tree structure. In each node of the complete binary tree, Bloom filters
were added, which greatly improved the search efficiency of this scheme. Tsai et al. [10] added weights and
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hash functions based on PB-tree, further improving the efficiency of range query and verification in the
secure sharing of stream data. When verifying the real-time update of stream data for secure sharing, it
is necessary to frequently use node trap gates to update the underlying nodes, and there is a risk of key
leakage during the update. Sun et al. [11] constructed a double-notch gate structure for nodes based on
attribute-based encryption and proposed a dynamic verifiable data structure AC-MTAT with access control
to achieve adaptive verification of data streams. Miao et al. [12] also proposed a scheme supporting stream
data modification based on the double notch gate hash structure. For each pair of leaf nodes, the left child
node uses a one-time notch gate to update the stream data, and the right child node constructs a binary tree
to store the historical stream data. To solve the privacy and security problems faced by real-time updates in
the secure sharing of streaming data, Sun et al. [13] proposed an adaptive verifiable data structure P-ATHAT,
which realizes privacy-protected read-write verification for big data streams. Zhang et al. [14] stored the
dynamic stream data in the local cache in time series by vector commitment to reach the amount of data
supported by a single vector commitment, and appended the signed commitment value at the end of the
vector commitment element. Wei et al. [15] also proposed a verifiable stream data verification scheme based
on accumulators and BLS aggregate signatures. The accumulator is used to record the number of update
operations. After each update operation of the streaming data, its old signature will become invalid under
the action of the accumulator. This scheme achieves a constant cost overhead for the verification operation of
secure sharing of streaming data. However, none of the above schemes can resist the forgery and replacement
attack of the cloud server.

With the development of blockchain technology, a new paradigm of on-chain and oft-chain hybrid
storage has emerged. References [16,17] prove in the query results returned by the storage server with a typical
decentralized structure of blockchain that smart contracts can perform audits fairly and correctly. Due to
the high storage cost of blockchain, its overhead is also a problem that cannot be ignored. Subsequently,
the architecture of lightweight on-chain and off-chain hybrid storage was proposed [18,19]. Lightweight
hybrid storage means that only a small amount of summaries from the complete data are stored on the
chain as metadata, while the vast amount of raw data is fully shared with off-chain cloud storage servers.
Reference [20] implements data integrity verification for keyword search in a lightweight hybrid storage
architecture based on Bloom filters. Cui et al. [21] proposed a hybrid storage blockchain vs Chain for
keyword search, which not only supports dynamic updates but also ensures forward privacy. For large-scale
graph data and graph queries, Li et al. [22] designed the verifiable data structure MELTree for subgraph
matching queries, retaining a summary of the root on the chain for verification, which further optimized
the on-chain storage cost. Cai et al. [23] adopted nonlinear rules to predict the rights and interests of
decentralized structure nodes to ensure the authenticity and validity of the data. Liu et al. [24] used the
Bloom filter aggregated signature algorithm and the oracle commitment mechanism to solve the problem
of single point of failure of data. Erway et al. [25] proposed a dynamic data possession proof scheme based
on the dynamic verification data structure. Yang et al. [26] used group encryption based on certificateless
public keys as a possessiveness proof scheme for data, which can effectively counter collusion attacks. Sun
et al. [27] conducted an independent subtree design based on the structure of MHT and proposed a data
structure suitable for efficient verification of streaming data on the blockchain. Liu et al. [28] proposed a
multi-dimensional verification scheme for on-chain and off-chain balance based on accumulators and parity
checks, achieving fine-grained verification of range queries.

Through the above summary of the comparative analysis of technical solutions for the verifiability of
streaming data as shown in Table 1, in order to ensure the safe sharing of continuous and uncapped streaming
data, it is necessary to design an eflicient real-time verifiable data structure for it, oriented to the mixed
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storage mode of on-chain and oft-chain, how to achieve the efficient real-time verifiability of streaming data
is still of great research significance.

Table 1: Comparative analysis of streaming data verifiable technology options

Literature Key technologies Features
(2] Password Accumulator, GHT Resistant to forgery, replay and substitution attacks,
supports batch auditing
[3] FHMT Less overhead, but less efficient full homomorphic
encryption
(8] CVC Higher overhead and limited application scenarios
[10] Hash Function Frequent updates increase risk of key leakage
[13] P-ATHAT Suitable for streaming data outsourced storage, but
not for hybrid storage
[20] Suppressing the merkle index tree Implementing on-chain lightweight hybrid
keyword store queries
(23] Prophecy machine Resistant to forgery and replay attacks, but less
efficient
[26] Group encryption algorithm Resistant to collusion, forgery, replay attacks, but
not applicable to streaming data
[27] Trapped hash function Reduces streaming data update overhead, but
requires pre-set data caps
[28] Password accumulator, parity check Balanced on-chain and off-chain efficiencies to

support finer-grained authentication

For previous studies, none of the verifiable data structures that are efficient and secure for processing
large-scale streaming data have the ability to detect data tampering. In view of the efficient real-time verifiable
data structure of streaming data for on-chain and off-chain hybrid storage, the problem of efficient real-time
verifiable data and data tampering of continuous unbounded stream data is proposed, this paper proposes
an efficient real-time verifiable technology of streaming data for on-chain and off-chain hybrid storage, and
designs an efficient real-time verifiable scheme for on-chain and off-chain hybrid storage, which realizes low
maintenance cost on the blockchain on the premise of preventing data tampering, and builds it in real time
with the dynamic growth and change of streaming data. Enables just-in-time validation of streaming data.

3 Preparatory Knowledge
3.1 Trapdoor Hash Function

The notch gate hash function is a special kind of Merkle hash function, which has the anti-collision
characteristic of hash functions. For the person holding the trap gate, there exists an algorithm that outputs
a random number 7’ that matches m’ such that Th(m,r) = Th(m’,r") (m,r) and (m’, r") are called a pair
of collisions. The notch gate hash function is collision-resistant. If the notch gate is unknown, finding two
pairs of different (m, r) and (m’, r") such that Th(m,r) = Th(m',r") is computationally infeasible.

Definition 1: Trap gate hash function. A trap gate hash function is composed of the following polynomial-
time algorithms (TrapGen, Th, Col):
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TrapGen(1*) — (tpk, tsk): The initial key generation algorithm takes the security parameter 1* as the
trap key tsk and the hash key tpk.

Th(tpk, m,r) — Th(m): The algorithm for calculating the notch gate hash value: Input the public key of
the notch gate hash function, message m € {0,1}"", and random value r, and calculate the corresponding notch
gate hash value through the hash key.

Col(tsk,m,r,m") — r': Trapdoor hash collision calculation algorithm, input the private key and message
m of the one-way trap gate hash function, the random number r and the new information m’ that needs to
match the collision. The algorithm outputs a random number v’ such that Th(tpk, m,r) = Th(tpk,m’,r").

The trap gate hash function is a special type of hash function that possesses the collision resistance of
hash functions, meaning that no attacker can find two pairs of different (m,r) and (m’, r") mapped to the
same hash value. Its formal definition is as follows.

Definition 2: Under the security parameter A, if the advantage Advgf{l’ 4 of any polynomial-time attacker

A can be ignored, then the notch gate hash function is collision-resistant and can be expressed by the following
formula:

Ch(cpk,m,r) = Ch(cpk,m’,r");
(m,r) = (m',r");

CHGen(1*) - (cpk, csk);
(m,r,m’,r") < A(Ch)

Advgf}l)ﬂ = Pr

The notch gate hash function adopted in the efficient and real-time stream data verifiable technology in
this paper is derived from the notch gate hash function constructed based on the discrete logarithm problem
presented in reference [29].

3.2 Vector Commitment

Vector Commitment (VC) maps the message vector (ml, Moy, =+ mq) to a fixed-length commitment
that can be opened at a specific position, proving that m; is the i committed message. Among the confidential
transactions applicable to blockchain technology, Pedersan commitment is the most widely used. It can
efficiently create commitment schemes and has good hiding and binding characteristics.

In the Pedersan commitment, two orders are selected as prime numbers p in group G;. Select two
generators g and y from the G; groups, as well as a random element r; Output ¢ = g y". If group G is safe
under the discrete logarithm assumption, it is promised that ¢ has good hiding and binding characteristics.

Definition 3: The vector commitment algorithm consists of the following several polynomial-time algo-
rithms (Gen, Com, Open, Ver):

Gen (IA, q) — pp: The key generation function takes the security parameter A and the vector size q as
input and outputs the common parameter pp.

Com,, (ml, My, - o v Mg, r) — (¢, aux): The commitment function takes in a vector composed of q
messages and a random number r, and outputs a commitment ¢ and auxiliary information aux.

Openy, (i, m, ¢, aux) — (m): Output 7 to prove that message m is the i-th message in vector commit-
ment c.

Very, (i,m, c,m) — (true/false): Verify whether message m is the i-th message in vector commitment
c. If it is, output true; otherwise, output false. Data consistency is disrupted and it no longer has integrity.
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Definition 4: Under the security parameter A, if the advantage Advglof) 4 of any polynomial-time attacker

A can be ignored, then the vector commitment is ordered, where:
Comyp(aux, m,i) = Ch(cpk,m’,i");

(myi,c) % (m',i',c);

Gen(1*) — (cpk, csk);

(m,i,m’,i") < A(Ch)

Col _
Adveg 4 = Pr

4 System Model and Threat Model
4.1 System Model

An efficient, real-time and verifiable system model for stream data design for on-chain and off-chain
hybrid storage, as shown in Fig. 2, consists of the following four parts.

Data Owner

I
/ | Blockchain \
° I on-chain and

] | off-chain v}\ @
o

Figure 2: An efficient, real-time and verifiable system model for stream data in on-chain and off-chain hybrid storage

Data owner: The data owner refers to the data source, the owner of the streaming data. As a data source
that continuously generates stream data, before securely sharing the data, it needs to perform a series of data
processing operations on the original data, store the complete data in the cloud server, and store the vector
commitment on the blockchain.

Cloud servers: They store and maintain a complete and verifiable data structure for streaming data,
providing vast data storage space and powerful information processing capabilities for secure data sharing.
They manage data with stored data files and respond to users’ data query requests.

Blockchain: It is a third party that conducts fair audits, stores dynamic root nodes of data, and its
verification is accomplished by decentralized smart contracts. Subsequently, it utilizes a small amount of key
verification evidence stored on-chain to verify the storability proof returned by the cloud server, and further
outputs fair audit results to ensure the fairness of the verification results.

User: Who is the legitimate visitor to the streaming data, initiates a data access request to the cloud
server. After the cloud server verifies the identity, it responds and then returns the query result and related
evidence for integrity verification. The user verifies the data integrity by calculating the information to be
verified locally and sending it to the blockchain to call the verification smart contract.

4.2 Threat Model

The security threats of the designed model usually come from two aspects: blockchain nodes and semi-
honest cloud servers.
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(1)  Semi-honest blockchain nodes: In this paper, it is assumed that most of the miner nodes in the
blockchain are honest and curious, and as a limited extended chain, in order to avoid the cost consumed
by verification, thus modifying the verification results and forging proofs to deceive other honest users.

(2)  Semi-honest cloud server: the data of semi-honest cloud servers is damaged, or in order to obtain
additional benefits, some infrequently accessed data or key data blocks of some files are directly deleted.
When these damaged data are accessed by users, the cloud server attempts to forge the accessed data
through leaf data under the same node. The most direct security risk lies in attempting to secure the
sharing of data through the auditing process of smart contracts with the same verification information
on the chain.

5 Efficient Real-Time Verifiable Technology for Stream Data in On-Chain and Off-Chain Hybrid
Storage

5.1 An Efficient, Real-Time and Verifiable Data Structure for Stream Data of On-Chain and Off-Chain
Hybrid Storage

Based on the notch gate hash function and vector commitment technology, an adaptive notch gate hash
tree structure was constructed. An efficient real-time verifiable data structure for stream data in on-chain
and off-chain hybrid storage was designed. The dynamic root node was sequentially bound with the ordered
leaf nodes under this root node. Only the vector commitment of the dynamic root node was stored on-chain,
and the complete data structure was stored off-chain. It not only effectively prevents off-chain cloud server
tampering, but also ensures sufficient storage space to achieve immediate verification of stream data upon
arrival. This verifiable data structure does not require the initialization of the depth of the verification tree
and can adaptively expand according to the change in the scale of the data stream. It realizes the verification
of big data streams while reading, writing and sharing in the stream data security sharing service. It can
better solve problems such as the unpredictable scale of stream data, high verification real-time performance
and delay sensitivity, and is suitable for the massive stream data sharing scenarios under the cloud platform.
When stream data is inserted and updated as the underlying leaf node, there is always a unique notch gate
hash node corresponding to it in the verification tree. Among them, leaf nodes all take the root node of the
smallest subtree they are in as verification information, which is recorded on the blockchain. At the same
time, a shorter verification path is generated, and the problem of single point of failure is also avoided.

During the adaptive expansion process of the off-chain complete verifiable data structure, each time the
current structure fails to meet the data scale, a new root node is generated as verification information and
stored on the blockchain. The original structure becomes the left subtree of the newly generated root node,
with the depth increasing by 1, and the amount of data that can be supported expands to twice the original.
As shown in Fig. 3, the structures of verification trees at three different scales are presented. The structures
of verification trees at different scales are consistent, and the verification tree with a smaller scale is the left
subtree of the larger verification tree. Since the amount of supported data doubles each time the validation
tree is expanded, the expansion operations in the subsequent stages will not be particularly frequent.

After inserting every 2’ data blocks, the hash tree structure will form a full binary tree structure. To
continue inserting new data blocks, the adaptive notch gate hash tree will adaptively expand one layer
upwards. The original structure becomes a subtree of the newly generated root node, which is used as the
verification root node for inserting data block m into its right subtree. Each time a new subtree is generated,
the root nodeis Root; (0 < i < n). The set of root nodes is uploaded to the blockchain as verification evidence.
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Depth,
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Figure 3: Adaptive hinged gate hash tree structures at different scales

In addition, the stream data is ordered. Although in the storage structure of the binary tree, there is
unidirectionality from leaf nodes to the root node, in the continuously expanding notch gate hash tree, each
time a root node is dynamically generated, the unidirectional hash operation of the leaf nodes under that
dynamic root node can be verified. However, on the chain, due to limited scalability, only the information of
the dynamic root node is stored. The situation as shown in Fig. 4 will occur. For instance, if the data stored
in the cloud server has been damaged, in order to maintain its reputation, the cloud server forges other
leaf data under the same layer root node at the damaged data location, such as tampering with the data by
exchanging the sequence of 5 and 7. For the data that the user hopes to query, the query result returned by the
cloud server should be I = I5. After forging data through the cloud server, I: = I; data was actually returned.
And since the cloud server simultaneously holds the verification path information from all leaf nodes to the
root node, as long as the corresponding data and its verification path information are returned, the on-chain
verification results of the leaf nodes under the same root node are the same. Therefore, the integrity of the
query stream data cannot be effectively verified. Therefore, based on vector commitment, the sequentiality of
stream data is guaranteed to achieve efficient, real-time and verifiable stream data for on-chain and off-chain
hybrid storage.

> »
| »
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Tampering with off-
chain data (for
example, exchanging
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Figure 4: Schematic diagram of the problem of data forgery in cloud servers

Therefore, in the hinged gate hash tree structure, the dynamic root node is sequentially bound to all the
leaf nodes under the root node based on vector commitment to ensure the secure sharing of stream data.
That is, each layer’s root node makes a commitment to its affiliated leaf node, that is, the sequence range
of verifiable stream data. That is, data set Dy = {Rooty, lLya-1,1, lya-1, - -, L4, } generates a commitment Cy
based on vector commitment, and Com , (Dg,r) — (Cq4, aux) uplores the commitment to the blockchain
as evidence for data integrity verification.
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As shown in Fig. 5, an efficient real-time verifiable data structure for stream data is designed based on an
adaptive slot gate hash tree. The dynamic root node is sequentially bound to the ordered leaf nodes under this
root node. Only the vector commitment of the dynamic root node is stored on the chain, and the complete
data structure is stored off-chain. This not only effectively prevents off-chain cloud server tampering but also
ensures sufficient storage space. Realize the immediate verification of stream data upon arrival.

Dynamic root nodes and leaf
nodes are sequentially bound

@H@C0 000 -
oot IoTelele}
O 1OI0)

@1 ) (1)

On—chain

Figure 5: Adaptive notch gate hash tree verification data structure

5.2 Formal Definition

The efficient real-time verifiable scheme for stream data in on-chain and off-chain hybrid storage
consists of tuples of the following polynomial-time algorithms: (SourceAppe,,d; Serverappends BCAppend).

5.2.1 Data Source Data Addition Algorithm

Sourcesppena (m,st,r) - (C): This algorithm is run by the data source, namely the data owner. For
the real-time arriving stream data, an adaptive slot gate hash tree structure is constructed based on the
slot gate hash function and vector commitment technology. And when the stream data forms a full binary
tree each time, this root node is taken as the first value, and together with all the leaf nodes of its right
subtree, namely Dy = {Rootg, lya-1,y, lyi-1, -+ -, La }, a vector commitment C4, Com,,, (Dg,7) - (Cy, aux)
is generated. And upload it to the blockchain. When the depth value increases by d < d + 1, the capacity of
the verification tree doubles by capacity = capacity * 2, generating a new root node new root < R;. The
specific process refers to the Algorithm 1: data source data addition algorithm:

Algorithm 1: Data source data addition algorithm Sourcesppena (m, st, 1)

//Input: Data blocks m , state vectors st , and random numbers promised r by generation vectors
//Output: Vector commitment c and auxiliary information aux
for h =0 tost.dummySet.length {
if (c = capacity)
C.add = Comy,, (root, Mejae1> Mej2425 ---,mc,r)
if (this.capacity ==0) {
this.capacity =1;}
else{

(Continued)
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Algorithm 1 (continued)

this.capacity* = 2;
Root.add = new root;
Root.leftChild = this.root;
this.root = Root; }
Depth + +; }
return C;

5.2.2 Blockchain Data Addition Algorithm

BCuypioad (Root, C): After the data owner constructs the notch gate hash tree structure and vector
commitment for the stream data arriving locally, the complete verifiable data structure is uploaded to the
cloud server, and the vector commitment of the root node of each layer is uploaded to the blockchain
as verification information. The specific process can be referred to the Algorithm 2: blockchain data
addition algorithm.

Algorithm 2: Blockchain data addition algorithm BCy;,4q (Root, C)
//Input: The notch gate hash tree generates new root nodes Root for each layer and the corresponding vector
commitments C
//Output: On-chain feedback True/False
blockchain.upload({
‘Root_hash’: Root.hash_value;
‘VC:C.commitment_value;

1)

return True;

5.2.3 Blockchain Data Verification Algorithm

BCverify (m,Root’,data_block) — True/False: A legitimate user queries the stream data at location
i from the cloud server. After verifying the identity, the cloud server responds to the legitimate user’s inquiry
and returns the stream data m at location i and the corresponding verification path auth’ stored in the
cloud server. It also calculates the evidence Open,, (i,m, ¢, aux) — () of the vector commitment where
the stream data is located, which proves that message m is the i-th message in vector commitment c. The user
calculates the root node of the information to be verified locally through the verification path and initiates
a verification request to the blockchain. The blockchain verifies the integrity of the data based on the query
location i, root node Root" and the corresponding commitment evidence 7 sent by the user. The specific
algorithm refers to the Algorithm 3: blockchain data verification algorithm.

Algorithm 3: Blockchain data verification algorithm BCye,;f, (7, Root’, data_block)

//Input: The root hash of this layer calculated Root’ by the user, the commitment evidence 7 , and the
on-chain query data block data_block
//Output: Feedback on verification results True/False
current_hash = hash_function(data_block)
fornode in Root’
if node.side ==‘left’

(Continued)
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Algorithm 3 (continued)

current_hash =
hash_function (node.hash_value + current_hash);

else
current_hash =

hash_function (current_hash + node.hash_value);
if current_hash.root! = Root’
returnFalse;
if ! Ver,, (i, m, current_hash.VC, )
return False;
return True;

6 Safety Analysis

To ensure the security of the efficient real-time verifiable technology for stream data in on-chain and
oft-chain hybrid storage, this section defines a security model Ck, mainly involving correctness, security
and integrity.

6.1 Proof of Correctness

In the scheme designed in this chapter, if A is the public parameter correctly generated by the
initialization algorithm Setup, the data owner and the algorithm calling Append insert q: = q (1) data, and
correctly update the corresponding node hash values, random numbers and attribute labels. Based on the
sink gate hash function and vector commitment, the verification evidence is constructed and the Upload
function is called and uploaded to the blockchain. Due to the immutable feature of the blockchain, the user
initiates a verification request to the smart contract for the data questioned to the cloud server, calls the
Verify algorithm, and the output is True. Then, the cloud server has given the correct query feedback to
the data, and the user’s query of the data is correct. Otherwise, if the data is tampered with and the on-chain
verification fails, then the scheme is said to be correct.

6.2 Proof of Security

The security of the scheme in this chapter is proved through the interactive game between Challenger
C and Attacker A. Suppose the depth of the notch gate hash tree constructed based on the test data is D =
ploy (1).If Opponent A wants to win, then it needs to output a tuple (7', Root") that satisfies (7, Root”) ¢ Q
and BCv,,ify (7', Root’,data_block) = True. Then it is claimed that it has won the security game, with the
advantage being: Advﬁff*vc (A)=Pr [Exp%ﬁ.[—vc 1) - 1].

The attacker modifies or replaces one or more elements in the query results. The forged query results
contain elements that do not belong to the real data, that is, the structural retention of the scheme
is compromised.

Theorem 1: If CH is a collision-resistant notch gate hash function and VC is a sequential vector commitment,
then the scheme in this chapter has structural preservation.

Proof: Assuming that the verification tree does not have structural retention, there exists an effective
opponent A that can win the defined secure interactive game with a non-negligible probability. Algorithm
B¢y, can find the collision of CH in the trap gate hash tree. A calculates the collision through this algorithm
to generate (m’, auth’, '), where auth’ is the set of verification path nodes from leaf node m' to the root
node. The following is discussed in two cases.
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If it is auth’ + auth;, then m’ # m;. Meanwhile, 7’ # 7; and A have forged data and paths. If
the forged data and the two real paths can calculate the same root node Root’, attempting to obtain
the correct verification result on the chain through Root’, and if the verification is passed, then
Very, (i,m', current_hash.VC,n") = Ver,, (i,m;, current_hash.VC, n;), this is contradictory to 7’ #
7;, proving that the scheme in this chapter has structural retention.

If auth’ = auth;, A finds a collision, but this contradicts the collision-resistant property of the hash
function. Therefore, the scheme of this chapter has structural retention.

Therefore, the efficient real-time verifiable technology of streaming data can ensure the secure sharing
of data for on-chain and off-chain hybrid storage. O

6.3 Proof of Integrity

In this chapter, for the efficient real-time verifiable technology of stream data for on-chain and off-chain
hybrid storage, it is ensured that the efficient real-time stream data is uniformly mixed stored off-chain and
off-chain, that is, to resist the forgery and tampering attacks of other entities. The sequentiality of the complete
stream data of the cloud server is successfully verified. Given the security parameter 6, it is stipulated to the
decentralized blockchain as an on-chain third-party impartial audit. If the data is lightweight stored on the
chain. When the complete oft-chain data encounters damage such as single point of failure, the consistency of
on-chain and off-chain data is disrupted, that is, the security parameters are missing, and the on-chain stored
information cannot pass the verification of data integrity. Based on the immutable feature of blockchain, data
integrity can be verified by storing information on the chain, and users are allowed to verify the integrity of
streaming data. Then, the scheme in this chapter can provide integrity protection for the secure sharing of
data for on-chain and off-chain hybrid storage.

7 Performance Evaluation
7.1 Proof of Correctness

Theoretically, the update efficiency of the verification tree structure during the sharing of stream data
insertion and the verification efficiency during data access are deduced and analyzed in detail:

In the initial stage, the depth value of the Schroder verification tree is taken as a constant D. In this
scheme, the depth of the verification tree based on the notch gate hash function is d = 0, and it adaptively
changes dynamically with data insertion subsequently. When performing real-time insertion and update in
the verification tree, for half of the nodes in the tree, only the collision value of the upper slot gate hash
node needs to be calculated during the insertion and update, while for the quarter of the nodes, two nodes
need to be calculated upward. By doing so, the update path when inserting data can be obtained. In the
verification tree based on the slot gate hash function, when all leaves insert data, the average update length
of the verification path from leaf nodes to dynamic root nodes is:

1 1 1 1 1 1
Append_len:1><5+2xz+3><§+...+(d—1)x%+dx2—d:2—%

The notch gate hash function has the characteristic of adaptive expansion. At any moment, the data
volume of the verification tree is always matched with the current depth. Therefore, no matter how large
the scale of the tree is, the average update length when data is inserted is stable at about 2. Fig. 6 shows the
comparison of the average insertion update path length with depth in the scheme of this chapter based on
the trap gate hash function verification tree structure and the Merkle hash verification tree (MHT) structure.



5130

o ~

(]

w

Average update length (2Y)
n >

Comput Mater Contin. 2025;85(3)

..... Fooeen

MHT scheme

--*-- The scheme of this paper

7

Verify the depth of the tree
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7.2 Theoretical Analysis

Based on the verifiable data structure, first ignoring the Gas cost of blockchain storage access in
Reference [6] and the scheme in this chapter, the computational complexity of various operations in the
following four schemes was compared, as shown in Table 2. The scheme in this chapter has the minimum
initialization overhead in the initial stage, and at the same time, insert. The computational complexity of both
the query and verification processes has been reduced from the original O (log2 n) to O (log2 ) 1<i<n.
That is to say, as the amount of processed data increases, the time consumed by the scheme in this chapter
has a smaller increase rate compared to other schemes.

Table 2: Comparison of computational complexity of different operations in different schemes

Preprocessing Insertion Query Verification
[5] O(2n-1) O(log,n) O(log,n) O (log,n)
[6] (0] (log2 n) 0] (log2 n) (log2 n) 0] (log2 n)
[14] 0(1) O(log,i) O(log,n) 0O (log,n)
The scheme 0(1) O(log,i) O(log,i) O (log,i)

7.3 Functionalities Analysis

This section conducts theoretical analysis on the real-time performance and third-party audit fairness
of the efficient real-time verifiable scheme for stream data in on-chain and off-chain hybrid storage, and
proves the efficiency of the scheme in this chapter.

)

Real-time performance: In this chapter, an efficient real-time verifiable data structure for ensuring the

integrity of stream data is designed based on the slot gate hash function. The initial construction does
not require specifying the depth. The storage scale is adaptively expanded according to the amount of
arriving data, achieving immediate verification in the secure sharing of stream data. It can be better
applied to the big data stream scenarios under the cloud platform. The verification efficiency of secure
sharing of stream data in practical applications has been improved.
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(2) Fairness of third-party auditing: The existing stream data security sharing schemes, due to the
lack of trusted third-party auditing, have the security risk of data tampering. This chapter is based
on decentralized blockchain as a trusted third-party audit, which is regulated by the security of
smart contracts. Due to the immutable nature of blockchain, once a smart contract is triggered for
verification, the audit is not controlled by any single private node. Therefore, blockchain serves as a
third-party audit in the scenario of secure sharing of streaming data, ensuring that the verification
process and results are not tampered with. Ensure the fairness of the verification results.

7.4 Experimental Analysis

The experimental environment for fabric blockchain simulation towards on-chain-oft-chain hybrid
storage is built through VMware virtual machine with Ubuntu 18.04.1 system. To simulate the on-demand
verification of secure sharing of streaming data, the process of collecting streaming data by the data owner
(IoT device) is simulated by the software, and a total of 2% data block is simulated, and the size of each data
block is 1 MB.

The effectiveness of the scheme in this chapter in practical use is evaluated through experiments for
comparative analysis such as overheads, due to the fact that the scheme in this chapter is targeted at hybrid
on-chain and off-chain storage of efficient verifiable data structures. Therefore, this section also implements
the data security sharing scheme with GEM2-Tree, as shown in Fig. 7, by comparing the maintenance cost of
the two structures on the blockchain when the data is updated with different efficiencies, with the constant
change of the data update rate of the on-chain off-chain hybrid storage, the consumption of Gas on the chain
of this scheme is significantly better than that of the GEM2-Tree scheme, which ultimately verifies the high
efficiency of the scheme in this chapter.

v GEM?-Tree g
12000 T The scheme of this paper
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Figure 7: Gas consumption vs. renewal rate

8 Summary

This paper proposes an efficient, real-time and verifiable technology for stream data in on-chain and off-
chain hybrid storage. Based on the notch gate hash function and vector commitment, an adaptive notch gate
hash tree structure is constructed in real time with the dynamic growth and changes of big data streams. An
efficient real-time verifiable data structure for on-chain and off-chain stream data is proposed. The dynamic
root node is sequentially bound with the ordered leaf nodes under this root node, and only the vector
commitment of the dynamic root node is stored on the chain. Off-chain storage of complete data structures
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not only effectively prevents off-chain cloud server tampering but also ensures sufficient storage space. There
is no need to specify the depth during the initial construction, achieving immediate verification for secure
sharing of stream data. Moreover, the computational overhead of on-chain and off-chain hybrid storage
verification is only related to the current data volume, making it more practical when dealing with stream
data with unpredictable data volumes. Based on the above research, an efficient real-time verifiable scheme
for streaming data was designed. Finally, through security analysis and performance analysis, the security
and efficiency of this technology are proven, and it is demonstrated that this technology can prevent attacks
such as forgery and tampering.

9 Future Work

In future work, our research direction will focus on two key areas: Regarding the development of on-
chain-off-chain hybrid storage, not only for large-scale streaming data, but also for the design of verifiable
data structures for the storage of various types of data such as addition, deletion, modification, etc., the
scalability and security of the hybrid storage need to be further improved. I believe that this new paradigm
of secure sharing has a broad development prospect.
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