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ABSTRACT: Smart grid systems are advancing electrical services, making them more compatible with Internet of
Things (IoT) technologies. The deployment of smart grids is facing many difficulties, requiring immediate solutions
to enhance their practicality. Data privacy and security are widely discussed, and many solutions are proposed in
this area. Energy theft attacks by greedy customers are another difficulty demanding immediate solutions to decrease
the economic losses caused by these attacks. The tremendous amount of data generated in smart grid systems is also
considered a struggle in these systems, which is commonly solved via fog computing. This work proposes an energy-
theft detection method for smart grid systems employed in a fog-based network infrastructure. This work also proposes
and analyzes Zero-day energy theft attack detection through a multi-layered approach. The detection process occurs at
fog nodes via five machine-learning classification models. The performance of the classifiers is measured, validated, and
reported for all models at fog nodes, as well as the required training and testing time. Finally, the measured results are
compared to when the detection process occurs at a central processing unit (cloud server) to investigate and compare the
performance metrics’ goodness. The results show comparable accuracy, precision, recall, and F1-measure performance.
Meanwhile, the measured execution time has decreased significantly in the case of the fog-based network infrastructure.
The fog-based model achieved an accuracy and recall of 98%, F1 score of 99%, and reduced detection time up to around
85% compared to the cloud-based approach.

KEYWORDS: Smart grid security; fog computing; energy theft detection; zero-day attack prevention; machine learning
inIoT

1 Introduction

Energy theft is a common form of nontechnical loss in smart grid systems (SGSs) [1]. While these
systems enhance electricity generation, transmission, and distribution [2], the presence of energy theft by
malicious users questions the benefits of adopting SGSs [3]. Within SGSs, the smart metering infrastructure
measures user electricity consumption, relaying this data to electricity service providers responsible for
billing and analyzing demand to prevent blackouts and grid overload [4]. Energy theft disrupts this process,
leading to financial losses for service providers and potential grid instability [5,6].

The global trend is towards Internet of Things (IoT)-based services, characterized by a network of
interconnected devices and technologies that facilitate data transfer [7,8]. This shift makes outdated energy
services less viable, paving the way for smart grid systems [9]. This transition aligns with advancements
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in artificial intelligence (AI) and machine learning (ML) technologies [10], which have been effectively
employed to combat cybersecurity threats within IoT environments, including SGS applications [11-13].

In SGSs, smart meters are located in industrial, commercial, and residential areas to monitor real-time
electricity usage via bidirectional communication [14]. The data collected is stored on cloud or fog nodes,
which also manage load balancing and implement strategies against various cyber threats [14]. Given the
multitude of connected devices, significant computational and memory resources are needed at the central
cloud [15,16]. Fog computing addresses this challenge by allocating resources closer to data sources, reducing
latency and bandwidth consumption while enhancing data privacy and overall system resilience against
cyber threats [17,18].

A recent study in [19] proposed generating a dataset reflecting six theft techniques found in literature
by manipulating data from the Open Energy Data Initiative (OEDI), which houses valuable energy research
datasets from the U.S. This publicly accessible dataset, published on Mendeley Data, demonstrated strong
detection capabilities for various attack types.

The study in [5] examines SGS strategies for detecting energy theft attacks and critiques existing research
for not considering newer technologies. It underscores the challenges of processing the vast data generated
and emphasizes the need for practical solutions. Our objective is to show how distributing data among fog
servers can alleviate processing burdens while maintaining effective energy theft detection methodologies.

This research aims to enhance energy theft detection using fog nodes in SGSs, contrasting with cloud-
based methods that require more resources. Detection servers will be positioned closer to smart meters to
accelerate communication.

Additionally, zero-day attack detection is included, as these complex cyber threats exploit unknown
vulnerabilities, making them hard to identify with conventional measures [20,21]. Existing cloud-based sys-
tems face latency and resource limitations. We propose a novel fog-based multi-layered detection approach
to reduce detection times and improve zero-day attack identification. This is achieved by identifying
uncommon patterns using advanced ML methodologies in a fog computing framework, which adds an
essential security layer for the smart grid system. This work extends beyond training and testing ML models,
focusing on their deployment in fog-based networks where fog computing is necessary and beneficial.

The main contribution of this work can be listed as follows:

» Proposing a fog-based energy theft detection system.

» Presenting a comparative analysis between energy theft detection systems in fog-based and cloud-based
network infrastructure.

« Presenting and testing a multi-layered zero-day attack detection approach for energy theft attacks in
smart grid systems in a fog-based network infrastructure.

2 Related Work

This section presents recent works focusing on energy theft detection in smart grid systems (SGSs),
along with the available knowledge and solutions in this area.

The work in [22] proposes a hardware-based solution by introducing an architectural design for smart
meters that can mitigate security issues related to measured energy usage. This approach requires replacing
older classical smart meters at the customer’s end with more advanced devices, which necessitates extensive
infrastructure maintenance and incurs additional costs.

The study presented in [23] employs time series algorithms to generate a user usage dataset. This dataset
is then trained to detect fraudulent behaviors. Although the proposed method is intended to operate in a
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fog-enabled smart grid environment, the operational benefits of fog nodes are not studied or discussed. The
fog nodes act as a joint system to transmit data from smart meters to a central cloud center. Both the cloud
center and fog nodes are considered honest but curious users; they comply with network protocols but may
utilize the delivered data for unauthorized actions. In [24], K-means clustering is used to identify abnormal
usage represented by outliers. The model was tested on semi-synthetic data, where anomaly behavior was
induced by manipulating the usage patterns of regular users.

More advanced methods have frequently been proposed in the literature to enhance the energy theft
detection process. In [25,26], the authors suggest utilizing ensemble machine learning models, such as
XGBoost, to analyze user behavior generated by smart meters in order to detect energy theft cases. Work
in [26] extends this by incorporating data preprocessing through feature engineering to enhance the theft
detection process and reduce time requirements. In [27], a two-stage deep learning approach is proposed
to recognize energy theft in SGSs. This method addresses imbalanced data using clustering techniques and
convolutional neural networks (CNNs). The first stage aims to detect fraudulent behaviors, which are then
passed to multiple CNNs to learn these patterns and improve the detection process.

An energy theft detection scheme that preserves privacy via the Paillier encryption algorithm was
proposed in [28]. The authors utilize the encryption algorithm to safeguard users’ energy usage, with the
encrypted data being fed into a CNN to detect theft cases. This approach was tested on a large, realistic dataset
and achieved an accuracy of approximately 92%. The study in [29] suggests enhancing CNN detectability
through regularization methods. They also investigate zero-day attack detection and suggest improvements
via their proposed approach. The work in [29] focuses on security issues beyond energy theft attacks,
including DDoS attacks.

Distributed systems have been discussed in the literature as a means to avoid bottlenecks and congestion
seen in non-distributed systems [30]. In [31], energy theft detection using deep learning methods is advanced
by employing federated learning techniques to identify energy theft cases in smart grid systems. The system
consists of multiple distributed stations that collect energy usage data, which is used to train CNNs in
real-time; the necessary parameters are then shared with a central control center. The work presented
in [32] enhances zero-day attack detection using a federated learning approach. The authors utilize deep
autoencoders for local training, integrating them into the detailed learning process. However, the authors
note that smart meters typically have limited processing capabilities, which may hinder this approach.
Additionally, the federated learning method is trained on unlabeled data from users, where the threat of theft
may deviate from the detection process. To practically implement federated learning in distributed systems
like SGSs, fog computing could significantly enhance these methods and improve usability. The application
of federated learning for detecting zero-day attacks was proposed in [29], where local models are trained
at edge servers, which subsequently share the necessary parameters with a central cloud server. This work
focuses on detecting threats related to network operations, such as DDoS attacks, rather than energy theft.

In this work, we aim to leverage the lessons learned from these studies to enhance energy theft detection
through the utilization of fog computing. Zero-day attacks will be addressed with a two-layered detection
system, where initial classification occurs at the fog nodes, followed by a secondary classification process in
a central server that aggregates data from all connected fog nodes.

Table 1 presents a consolidated view of recent studies handling electricity theft and zero-day attack
detection within SGSs. Most of the existing studies utilize centralized machine learning models or cloud-
based processing, which are accurate, yet suffer from scalability and latency issues. Works such as [21]
and [26] report high accuracy and F1 scores; they either lack real-time applicability or depend on private or
constrained datasets, limiting their generalizability. Works such as cite29 demonstrate potential for zero-day
scenarios but exhibit high detection delays and limited performance for certain theft types.
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Table 1: The following table was added to summarize the related studies on energy theft and zero-day attack detection:

Comparative summary of related studies on energy theft and zero-day attack detection

Ref. Technique(s) Dataset Evalua.tmn Acc. Prec. F1 Det?ctlon Limitations
Metrics Time
Current Fog computing, Simulated smart Accuracy, 98% 95% 94% Reduced by Requires
work ML-based grid dataset Precision, 60% vs cloud real-world
detection, Fl-score, validation
zero-day detection Execution time
[21] CNN, DNN NSL-KDD Accuracy, 98.26% 98.12% 98.10% Not discussed Lacks real-time
Precision, Recall, impleme- ntation
Fl-score and edge
scalability
[26] Gradient Boosting Private dataset Accuracy, 96.85% 97.13% 96.94%  Not discussed Limited scalability
with Feature (collected by Precision, Recall, and general-
Engineering authors) Fl-score ization due to use
of private dataset
[24] Anomaly Pattern Irish Smart Fl-score, - - 0.93 19 days (avg. Lacks real-world
Detection, Outlier Energy Trial Detection Delay (Types for Types deployment,
Detection 4-6) 4-6) performance on
(k-means + Types 1-3 was low
APD-HT)
[31] MLP + GRU Chinese National Accuracy, - - - - Specific metric
Grid Corporation Precision, Recall, values not
(CNGC) data Fl-score, MCC, disclosed;
ROC-AUC, real-time
PR-AUC implementation
details not
discussed
[32] Federated Irish Smart Accuracy, 86.80% 82.11% 85.28%  Not explicitly CL requires
Learning, Energy Trial Precision, (CL), (CL), (CL), quantified; centralized data;
Autoencoder, (ISET) Fl-score, False 84.17% 80.01% 82.48% FL lowers no real-world
Anomaly Alarm, ROC (FL) (FL) (FL) commun- deployment;
Detection ication costs limited node
scalability
evaluation

Furthermore, federated and hybrid deep learning approaches [31,32] address data privacy and distri-

bution challenges. However, they often lack practical deployment or real-time validation. In contrast, the
current work leverages fog computing to enable distributed, low-latency detection while integrating zero-
day attack scenarios into its threat model. Notably, it achieves high-performance metrics 98% accuracy, 99%
Fl-score and reduces detection latency by approximately 85% compared to cloud-only systems, highlighting
its suitability for modern smart grid applications with real-time requirements.

3 Materials and Methods

This section presents the materials used throughout the work, the dataset, and the classification models.
We also present the methodology followed to test the efficiency of fog-based SGS in energy theft detection
applications. The methodology used in the zero-day attack detection process is also presented.

3.1 The Used Dataset

The used dataset in this work is shown in Fig. 1. The dataset was downloaded from Menedely data;
the first column of the dataset contains a serial number for the data record. It starts from 0 and ends at
560,654; we removed this column throughout all the conducted experiments since it is common to remove
ID columns and unrelated features to the data from the dataset before being used in ML and AI models
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to enhance the reliability of the generated results. Feature selection is a critical process that enhances the
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detection process [33].
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Figure 1: The used dataset

The next ten columns include data about energy usage in a certain utility during the day. For example,
the electricity, fan, or cooling usage is listed as a floating-point number. The 12th column is titled class; it
indicates the type of user whose data is listed in that data tuple; there are 16 different users in the dataset.
Finally, the last column, entitled “theft” includes six types of theft named “Theftl-Theft6”. Basic statistical
analysis reveals an average electricity facility load of approximately 161.78 kW and a maximum recorded load
of 1726.43 kW, while gas facility loads average 77.31 kW with a maximum of 4491.70 kW. No missing values
were detected across the features.

In Table 2, we list the number of occurrences for each Theft type in the used dataset. The six theft
types are described in [19]. Theftl is a significant reduction in daily electricity consumption. The reduction
is generated by multiplying the consumption by a random value between 0.1 and 0.8; there are 51,083
occurrences of this attack in the dataset. It is good to mention that our study dealt with this attack as a zero-
day attack. In theft2, electricity consumption randomly drops to zero during a period of the day. Theft3 is
identical to theftl, but each consumption value (each hour) is multiplied by a random number. In theft4,
the consumption is replaced with a randomly generated fraction of the mean consumption. This fraction
becomes 1 when it comes to theft5. Theft6 reverses the order of consumption during the day. The occurrences
of each type are clarified in Table 2. So, the total number of all attacks in the dataset is 228,831.

Table 2: Occurrences of each type in the dataset

Type Normal  Theftl  Theft2  Theft3  Theft4  Theft5  Theft6
Count 331,824 51,083 22,973 44,349 41,460 33,553 35,413

3.2 Rationale for Selecting Theftl as Zero-Day Attack

Theftl was selected as the zero-day attack scenario because it introduces a systematic yet slight reduction
in daily electricity consumption, generated by scaling normal usage with a random factor between 0.1 and
0.8. Unlike sharper or conspicuous attack types, this manipulation closely mimics stealthy, real-world fraud
attempts designed to bypass standard detection systems. Theftl’s impact manifests as a smooth distributional
shift, with altered consumption profiles often remaining within the normal operational range, thereby
presenting a notable challenge for machine learning models to identify without prior exposure. This reflects
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the core challenge of zero-day attacks, where novel but statistically apparent behavior can bypass traditional,
signature-based defenses [19]. By withholding all Theftl samples during training, our methodology directly
evaluates the resilience of the detection system to emerging, previously unseen attack strategies, offering a
strict and practical benchmark for smart grid security.

3.3 The Used Classification Models

This section describes the ML models we used to classify fog and cloud nodes. Table 3 lists the used
models and the key parameters used for each model

Table 3: Classification models and their key parameters

Model Key parameters
n_estimators = 100,
criterion = ‘gini’,

Random Forest g
max_features = ‘auto’,

random_state = 42

n_neighbors = 5,
K-Nearest Neighbors algorithm='auto’,
p =2
Decision Tree criterion = ‘gini’,splitter = ‘best’

base estimator=

. DecisionTreeClassifier (),

Bagging Ensemble ,
n_estimators = 10,

random_state = 42

hidden_layer_sizes = (100,),
Artificial Neural Network activation = ‘relu’,solver = ‘adam’,
alpha = 0.0001, random_state = 42

3.3.1 K-Nearest Neighbors

K-Nearest Neighbors (KNN) is an uncomplicated, non-parametric classification method. It assigns a
class to a data point according to its k-nearest neighbors in the feature space; the assigned class is the major
class among its k-neighbors. We used the KNeighborsClassifier with default parameters such that
n_neighbors = 5 (number of used neighbors), algorithm = ‘auto’ (the used algorithm to find
the nearest neighbors), and p = 2 (the power value for the Minkowski distance metric).

3.3.2 Decision Tree

The Decision Tree classifier is famous in ML applications; it makes decisions using data features. It
splits the data into subsets based on the most significant attribute, creating branches for all probable outputs.
We utilized the DecisionTreeClassifier with default parameters, such that the criterion =

‘gini’ (the standard for splitting), splitter = ‘best’ (atechnique employed to split at each node),
and random_state = None (it is a random seed for reproducibility).
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3.3.3 Bagging Ensemble

Bagging (Bootstrap Aggregating) is an ensemble approach that integrates the predictions of
many base estimators made with subsets of the initial dataset to enhance the robustness and
accuracy of the model. We employed the BaggingClassifier with base_estimator =
DecisionTreeClassifier (), and random_state = 42 for reproducibility. The default param-
eters were used, including n_estimators = 10 (the number of base estimators), max_samples =
1.0 (the fraction of samples to use), and max_features = 1.0 (fraction of features to use).

3.3.4 Artificial Neural Network

The Artificial Neural Network (ANN) is a robust model enlightened by the human brain’s neural
structure. It can capture complicated patterns and associations in data via its multi-layered architecture and
nonlinearity. To ensure reproducibility, we utilized the MLPClassifier with random_state = 42.
The default parameters were utilized, which include hidden_layer_sizes = (100,) (the size of
the hidden layers), activation = ‘relu’ (theused activation function), solver = ‘adam’ (opti-
mizer),alpha = 0.0001 (L2 regularization term),and learning_rate = ‘constant’ (learning
rate schedule).

Each of these models has notable strengths, supplying a comprehensive approach to the classification
experiments in this work. By utilizing a set of classifiers and selecting their parameters, we aim to leverage
their benefits and improve the overall performance of the theft detection system. The study also investigates
the robustness of the classification models as energy theft detection tools in fog-based systems.

3.4 Fog-Based Approach

As we mentioned earlier, this work aims mainly to evaluate the performance of edge computing via fog
nodes in energy theft detection applications. The presented study also compares the results with the case
when these applications are applied at cloud nodes or central nodes, in other words. In Fig. 2, we present the
methodology we follow through our evaluation. The process starts with reading the dataset and applying the
pre-processing steps mentioned in Fig. 1. After reading and preparing the dataset, the study goes through
two separate steps. The left branch in Fig. 2 shows the classical approach where the classification process is
applied at a cloud server site or a single central processing site. This approach requires high computational
and memory sources and represents a single point for potential attacks or failures. We use all the classifiers
described in Table 3.

On the right side of Fig. 2, our proposed approach is listed. This approach divides the dataset into “n
equivalent parts, where “n” is the number of available fog nodes. At every fog node and after receiving the
assigned data tuples, the classification process takes place. In this case, the required computation and memory

are decreased compared to the first approach. Also, we eliminated the single point of failure problem.

To study and evaluate the performance of each fog node, we implemented our approach via Python code
developed and tested with the Anaconda3 platform. All experiments are performed on an 11th-generation
Intel dual-core i7 16 GHz each and 16 GB RAM. In our code, we simulate the performance of the central
processing unit, i.e., the left branch, by running the classification models using all the data simultaneously.
While to simulate the fog-based approach, the classification models for each split are run sequentially. The
first split goes through the classification process, followed by the second split, and so on. Every classification
result is validated through a 5-fold validation method in both branches. At last, the classification results of
both studied approaches are compared and analyzed as we will show shortly in Section 4.
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Figure 2: This figure was edited, the numbers are added to clarify the process steps, the colors are used to indicate that
two approaches are used. Theft detection approach in fog-based system

Although our results show clear advantages of a fog-based approach in simulations, we believe the
current evaluation was accomplished solely within a simulated environment. This setup does not catch
complexities inherent to real-world SGSs, such as network latency, node failures, data synchronization delays,
and hardware heterogeneity. Future work should involve validation using real hardware deployments or
testbeds to strengthen the conclusions’ generalizability and practical relevance; conducting tests in real
operational scenarios will better assess the actual performance, resilience, and feasibility of deploying
fog-based detection models in live smart grid infrastructures.

3.5 Zero-Day Attack Detection Approach
The “Theft]” attack is chosen as the targeted attack during the zero-day attack detection experiments.

Hence, and as shown in Fig. 3 during the pre-processing step, “Theftl” is extracted into a separate data
structure. While attacks “Theft2-Theft6” are grouped into a single class and labeled as an anomaly, meanwhile
the normal data are labeled to present the normal behavior. It is clearly noticed here that the data is prepared
for the binary classification process. This is done because the focus here is to distinguish theft behavior; the
system should also be capable of detecting unseen thefts, i.e., “Theftl”. Through the analysis process, we also
compare the classification and zero-day detection techniques when the data is split among “n” fog nodes
versus when the data is processed at the central node. The classifiers are trained to distinguish normal from
anomaly behavior. Then, the models’ capability to detect the “Theft]” attack is tested, although they are not

trained on data that includes this attack.

We use all the classifiers mentioned in Table 3 for classification.
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Figure 3: This figure was edited, the numbers are added to clarify the process steps, the colors are used to indicate that
two approaches are used. Zero-Day Attack Detection Approach

3.6 The Multi-Layered Fog-Based Zero-Day Detection Algorithm

To fully utilize the capabilities of fog servers in SGSs, we propose Algorithm 1, which deploys binary
classification models in the fog-based network, where these fog nodes are connected to a central cloud
processing unit.

Algorithm 1: Fog-based zero-day attack detection and classification

1: Initialization

2: Load and preprocess dataset.

3: Fog Node Processing (Binary Classification)
4: Split data into 5 subsets (fog nodes).

5: for each subset do

6: Split into training and validation sets.

7: Train Random Forest classifier.

8: Evaluate on the validation set.

9: Test on zero-day attack data.

10: Collect correctly detected zero-day attacks.
11: end for

12: Central Cloud Server Processing (Multi-Class Classification)

(Continued)
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Algorithm 1 (continued)

13: Combine detected attacks from all fog nodes, including the zero-day attacks.
14: if detected then

15 Prepare multi-class classification data.

16:  Train multi-class Random Forest classifier.

17:  Predict classes for the attacks.

18:  Determine and report the class.
19:  Output confusion matrix.
20: end if

21: Output Results

The binary classifier at fog nodes detects possible attack cases. The detected attacks are passed to a central
cloud processing unit to classify the attacks into different energy theft attack types. The first layer aims to
speed up the anomaly detection process, while the second central layer collects suspicious behaviors from fog
nodes and classifies them into multiple classes. The cloud center should keep a log of suspicious behavior and
should also update the classifiers with data about the newly detected behaviors. We propose this algorithm
mainly to enhance zero-day attack detection.

We tested the algorithm on the zero-day attacks to evaluate the strength of the proposed algorithm.
Every attack was dealt with as a zero-day attack, and the results were reported, as explained in the next
section. The fog node models are binary classifiers trained with five theft attacks because the zero-day attack
is used only during testing time. At the same time, the central cloud server is a multi-class classifier trained
with five attacks, and it should recognize and classify the attacks collected from fog nodes.

We now discuss the mathematical representation of fog-based zero-day attack detection and
classification.

Let the dataset be represented as:
DZ{(Xi,yi)|i=1,2,...,N} (1)

where x; € R? represents a feature vector with d features. y; € {0,1, ..., C} is the class label (normal or attack
classes). N is the total number of data points. This equation represents the dataset as a collection of feature-
label pairs. The dataset contains N samples, each consisting of a feature vector x; and its corresponding class
label y;. The feature vectors belong to a d-dimensional space, and labels indicate whether the instance is
normal or an attack.

The dataset is split into M subsets processed at fog nodes:

D:

C=

Dj, DjnDy=gforj+k ()

-
]
—

This step partitions the dataset among M fog nodes such that each subset is handled independently
without overlap. Each fog node processes a distinct data portion to improve parallelization and efficiency.

Fog Node Processing (Binary Classification): Each fog node j trains a binary classifier f;:
fi: R {0,1} (3)

where fj(x) = Lif an attack is detected and fj(x) = 0 for normal traffic.
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The classifier f; maps an input feature vector to a binary decision, determining whether the given input
represents an attack or normal traffic.

The training process minimizes the binary cross-entropy loss:

Nj
Lyin=- yilog i + (1-yi)log(1- ;) (4)
i=1

where Nj is the number of training samples at fog node j and y; = P(yy; = 1|x;) is the predicted probability
of an attack.

This equation defines the loss function used to train the binary classifier at each fog node. It penalizes
incorrect classifications, ensuring that predicted attack probabilities y; are close to the true labels y;. The loss
function is optimized to improve classification accuracy.

The classifier is tested on a zero-day attack subset D,er,:

?zero,j = fj(Dzero) (5)

where f’zem, j contains correctly classified zero-day attacks.

This equation captures the zero-day attack detection phase. Each fog node classifies its portion of the
zero-day attack dataset, producing a set of correctly detected attacks.

Central Cloud Server Processing (Multi-Class Classification): After all fog nodes detect potential zero-
day attacks, the central server aggregates the correctly classified attack instances:

M
final &
DI = yero,s ©
j=1

This step consolidates the correctly classified zero-day attack instances from multiple fog nodes, forming
a final dataset for further analysis.

A multi-class classification model F is trained:
F:R? > {1,2,..,C} (7)

where F(x) assigns an attack type/class label y to each attack sample.

This function models a classifier that assigns an attack sample to one of C predefined attack categories.
Unlike binary classification, this step focuses on differentiating between various attack types.

The multi-class cross-entropy loss is:

N' C
Lmulti:_ZZW(yi=C)logp(yi:C’xi) (8)
i=1c=1
where N’ is the number of attack samples in the final dataset. C is the number of attack classes. P(y; = c|x;)
is the predicted probability of class ¢ for sample x;. This equation represents the loss function for multi-
class classification, ensuring that the predicted probabilities align with the true attack labels. The classifier is

trained to minimize this loss, leading to improved classification performance.

The final classification result is:

YViinal = F(Dfnal (9)

zero
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This equation defines the output of the final classification stage, where each attack instance in the dataset
is assigned a predicted label.

The confusion matrix M is computed as:

N
Mo =Y ¥(pi=c nyi=c) (10)
i=1

where M, . represents the number of instances where the true class was ¢ but was predicted as ¢'.
The diagonal entries M, . indicate correctly. The confusion matrix provides a structured evaluation of
classification performance. The diagonal elements indicate the number of correctly classified samples for
each class, while off-diagonal elements highlight misclassifications. Summing all elements in the matrix gives
the total number of classified instances.

4 Results and Discussion

In this section, we introduce the performance measures used throughout the study. We emphasize the
need for the execution time measurement. Then the results are listed and discussed for Algorithm 1.

4.1 Performance Measures

The main goal of this system is to test the performance of different classification models in detecting
energy theft in a smart grid system. The smart grid network infrastructure system is supposed to be fog-based.
The fog nodes should operate as edge computers performing the classification process on the data generated
by a subset of the smart meters connected in the smart grid system. Hence, the metrics used to evaluate the
performance of these models are discussed in this section; the performance measures used should provide a
comprehensive evaluation of the proposed fog-based detection system. We evaluate the models via accuracy,
precision, recall, fl-measure, and execution time, as explained below.

4.1.1 Accuracy

Accuracy measures the general correctness of the model. It is the ratio of correctly predicted samples to
the total samples in the dataset. Mathematically, it is described as:
TP+TN

Accuracy = (11)
TP+ TN+ FP+FN

where TP means the number of true positives, TN means the number of true negatives, FP is the number of
false positives, and FN symbolizes the number of false negatives. Accuracy summarizes the model’s perfor-
mance quickly, but more is needed for imbalanced datasets to describe the classifiers’ performance correctly.

4.1.2 Precision

Precision measures the model’s ability to identify positive instances correctly. It is described as the ratio
of true positives to the sum of true positives and false positives:
. TP
Precision = ———— (12)
TP+ FP
High precision means a low false positive rate, indicating the model’s effectiveness at identifying true
positive instances without misclassifying negative instances as positive.
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4.1.3 Recall

Recall also described as sensitivity or true positive rate, estimates the model’s capacity to recognize all
relevant samples. It is described as the ratio of true positives to the sum of true positives and false negatives:

TP
Recall = ——— (13)
TP+ FN

High recall means the model correctly detects most positive samples with a low false negative rate.

4.1.4 F1 Measure

The F1 measure, or Fl1 score, provides a unique metric combining false positives and negatives. The F1
measure is convenient for imbalanced datasets. It is defined as:

Precisi Recall
F1 Measure = 2 x rec?s?on x reca (14)
Precision + Recall

4.2 Execution Time

The execution time is directed to the model’s time to train on the dataset and construct predictions. It is
an essential metric for estimating the model’s efficiency, specifically in real-time applications such as smart
grid systems where timely detection of energy theft is necessary. In our work, we measure execution time in
seconds. We use a 5-fold validation method with tested models; hence, the execution time over the five folds is
averaged and reported. We are aware that the execution time can vary according to the device used and many
other aspects, but it is fair to calculate the execution time when we compare two approaches that are run on
the same PC. The aim of calculating the execution time is to show the difference between the two approaches,
cloud-based vs. fog-based, rather than showing the execution time itself. However, execution times can vary
significantly depending on hardware configurations. These configurations include processor type, memory
capacity, and parallelization capabilities. Furthermore, in real-world fog environments, conditions such as
network latency, node failures, and data synchronization delays might affect the system performance.

Finally, combining the performance measures mentioned comprehensively evaluates the machine
learning models used in this study. Accuracy shows an overview of the models’ performance. Meanwhile,
precision and recall indicate the models’ capability to identify positive instances correctly. The F1 measure
presents a more comprehensive evaluation metric. Execution-time measures reveal the model’s usefulness
for real-time applications. All time measures are done using the “timeit” library; the “default_time” model is
imported and used in the Python code used through the simulation process.

4.3 Fog-Based Approach

Smart grid systems are considered an essential component of the IoT. IoT generates enormous amounts
of data; to data science, this can be viewed simultaneously as good and bad. Large amounts of data need high
transmission, storage, and processing demands. Meanwhile, they are used to build considerable conclusions.
This case applies perfectly to our proposed work since the original dataset is huge, and the system is
generating a tremendous amount of data over time; fog computing is perfectly suitable for processing this
data when the dataset is split between “n” fog nodes, assuming that the area where the data is generated is
divided into “n” sub-areas, every fog node receives sufficient amount of data that is enough to build reliable
conclusions. To prove or disprove our thesis, we split the data between five nodes and compared the classifiers’

performance with the case where the data are not divided but processed at one cloud center.
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In Fig. 4, we present the performance measures of the classifier. Fog bars are related to the case when
the data is divided between five fog nodes, while the cloud bars represent the results when cloud/central
computing is applied. Fig. 4 represents the results of the multiclass classification for the six theft attacks
and the normal class (a total of seven classes). Since this work compares the fog-based and cloud-based
approaches, we show the average classification results for the seven classes. In Fig. 4a, the Fl-score results are
shown for the average F1-measure results for the seven classes, validated and averaged, b, ¢, and d show the
recall, precision, and accuracy respectively, all measured as described in the F1-Measure case.
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Figure 4: Performance comparison of models

Itis obviously clear that the performance in both cases shown in Fig. 4 is close. There is a slight difference
in the performance of the ANN model; fog nodes provided better results with this classifier. In general, the
four classifiers listed in Fig. 4 have close results as well; this is because the classifiers are robust and reliable.
Also, they received sufficient data quality and quantity even when the data was divided between the five
fog nodes. It is obviously clear that the performance in both cases shown in Fig. 4 is close. There is a slight
difference in the performance of the ANN model; fog nodes provided better results with this classifier. In
general, the four classifiers listed in Fig. 4 have close results as well; this is because the classifiers are robust
and reliable. Also, they received sufficient data quality and quantity even when the data was divided between
the five fog nodes.

The classifiers demonstrate similar performance in Fig. 4. However, the choice of approach or classifier
for real-time applications in resource-limited settings depends on several factors, including the time required
to train and test the model. In this study, we investigate the execution times of each model in fog-based and
cloud-based approaches. Table 4 lists the average times for both methods, calculated using a 5-fold validation
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process and averaged across five fog nodes. Results reveal significant variances in training and testing times,
with cloud-based models taking considerably longer than those in fog nodes.

Table 4: Execution time for different models in fog and cloud environments

Model Execution Time—Fog (s) Execution Time—Cloud (s)
Artificial Neural Network 184.4563 1268.472
Bagging Ensemble 9.8919 52.2441
Decision Tree 1.7221 7.5367
K-Nearest Neighbors 40.2718 45.4664
Random Forest 20.9371 145.1105

The Artificial Neural Network (ANN) shows the longest execution times—184.46 s in the fog and
1268.47 s in the cloud. This delay is due to the model’s complexity, requiring extensive computational
resources for training and inference. While ANNs effectively model complex patterns, their use in time-
sensitive applications should be approached cautiously. The results suggest that fog computing enhances the
performance of ANNs while reducing resource demands.

The Bagging Ensemble model requires less time, at 9.89 s in the fog and 52.24 s in the cloud, while the
Random Forest model executes in 20.94 s in the fog and 145.11 s in the cloud. This indicates that ensemble
models like Bagging and Random Forest are suitable for both environments, making fog a practical choice
for real-time applications where speed is crucial.

The Decision Tree model has the shortest execution times: 1.72 s in the fog and 7.54 s in the cloud. The
K-Nearest Neighbors (KNN) algorithm shows medium execution times of 40.27 and 45.47 s, respectively.

Notably, the standard deviation of performance measures across fog nodes, shown in Fig. 4, did not
exceed 0.0045, indicating relatively consistent data subsets.

To evaluate the scalability of our fog-based detection architecture, we extended experiments to config-
urations with 1 (cloud), 5, 10, and 20 fog nodes. Results in Table 5 demonstrate that increasing the number
of fog nodes significantly reduces average execution time. For example, the execution time for the Random
Forest model dropped from 145.1 s (cloud) to 20.9 s (5 nodes), 10.3 s (10 nodes), and just 4.2 s (20 nodes).
Similar speedups were observed for Bagging Ensemble, Decision Tree, and ANN models.

Table 5: Average execution time (seconds) per model for different numbers of fog nodes

Model Cloud (1) Fog5 Fogl0 Fog20
Artificial Neural Network ~ 1268.47  184.46  57.08 16.92
Bagging Ensemble 52.24 9.89 3.79 1.68
Decision Tree 754 1.72 0.68 0.28
K-Nearest Neighbors 45.47 40.27  0.94 0.26
Random Forest 145.11 20.94 1030 4.21

While execution time improved markedly, some models experienced drops in detection metrics like
Fl-score and precision with more fog nodes, particularly the ANN model, which reflects reduced training
data per node. However, tree-based ensemble models like Random Forest and Bagging maintained high
performance in distributed settings.
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In practice, the impact of data partitioning on performance is expected to be less severe, as fog nodes
accumulate large data volumes over time. Performance degradation for minority classes may be mitigated
through techniques like SMOTE, cost-sensitive learning, or model aggregation.

In summary, these results demonstrate the effectiveness of our fog-based approach for real-time, scalable
smart grid security, offering flexible trade-offs between latency and detection performance.

4.4 Zero-Day Attack Detection

Our work deals with the Zero-day attack detection problem as a binary classification problem. The
models are trained to distinguish anomalies from normal behavior. The models are trained with attacks Theft
(2-6) for the anomaly data, which should be distinguished from normal behavior. After training and testing
the classifiers at the cloud center in the cloud-based scenario and at the fog-based scenario in the fog-based
scenario, the models’ capability to detect Theftl attack.

Fig. 5 presents a comparative analysis of the ML models regarding their Zero-Day Fl-Score, Recall,
Precision, and Accuracy in Fog and Cloud environments. The figure clarifies the models’ capabilities in
effectively recognizing previously unknown attacks (Zero-Day attacks) in various scenarios.
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Figure 5: Zero-day attacks detection comparison for different models in cloud and fog environments

The F1-Score (Fig. 5a), which combines precision and recall, is high across all models, indicating a
robust Zero-Day attack detection process. The ANN and Random Forest F1-Scores are almost perfect in both
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environments, emphasizing practical abilities in handling unseen attack patterns. A slight variation between
Cloud and Fog environments is negligible.

The comparative analysis of Zero-Day performance metrics in Fig. 5 shows the performance of the ML
models in detecting Zero-Day attacks in cloud and fog-based smart grid systems. Generally, the ANN and
Random Forest models achieve high scores, which are measured in many metrics. Also, the results show
that the Bagging Ensemble and KNN demonstrate robust performance. Decision Trees show a higher rate
of false positives than other models. Fog computing can achieve a performance that matches that of cloud
computing. Fog computing offers the advantages of decreased latency and improved data privacy. This makes
fog computing feasible for real-time Zero-Day attack detection in smart grid systems.

To further evaluate model performance under class imbalance, we report the average ROC-AUC
for each classifier in the five-node fog deployment, as shown in Table 6. All models achieved strong
discrimination, with Random Forest and Bagging Ensemble outperforming others (ROC-AUC = 0.927 and
0.917, respectively), further validating their robustness for imbalanced smart grid attack detection.

Table 6: Average ROC-AUC per model (5-node Fog Deployment)

Model Average ROC-AUC
Artificial Neural Network 0.909
Bagging Ensemble 0.917
Decision Tree 0.846
K-Nearest Neighbors 0.908
Random Forest 0.927

Techniques such as SMOTE are normally used when class imbalance severely affects model per-
formance. However, the models showed robust performance using standard training procedures, with
consistently high F1 scores. This indicates a reasonable balance between precision and recall despite the
imbalance. Nonetheless, further improvements may be possible by integrating oversampling, undersam-
pling, or cost-sensitive approaches to enhance the detection of underrepresented theft types.

4.5 The Multi-Layered Fog-Based Zero-Day Detection

The presented work suggests a two-layered zero-day attack detection approach. We focus here on
detecting energy theft attacks. The two-layered system comprises a fog layer that connects to a subarea inside
the SGS area and a centralized cloud center. The first layer should perform a binary classification process to
detect abnormal behaviors. The detected abnormal behaviors in the first layer are passed to the next layer,
where a multi-class classification occurs.

The proposed multi-layered system, presented in Algorithm 1, is tested and verified via a zero-day attack
detection scenario. Table 7 shows the experimental results using Algorithm 1. The experiment was repeated
six times every time one of the six theft attacks was dealt with as a zero-day attack; meanwhile, the binary
and multi-class classification systems were trained for the remaining five attacks. The first column in Table 7
represents the identity of the zero-day attack. The following four measures are for the binary classifiers used in
the fog nodes when trained and tested with the five other attacks. The shown results are for the testing results
averaged for five fog nodes used during the experiments. After training and testing the binary classifiers, the
model’s ability to detect the anomaly behavior of a zero-day attack is evaluated. Columns 6-10 in Table 7 show
the performance measures of the binary classifiers for the zero-day attack. The detected zero-day attacks are
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then passed to the following layer. The cloud central nodes are trained with all the other attacks to classify
the detected zero-day attacks from the fog node into one of the five attacks. In Table 7, we show the majority
of every zero-day attack to which classes are classified and the percentage of the attacks classified into that
class. For example, in the first row, when the Theft] attack is dealt with as the zero-day attack, 87.39% of the
attacks were classified in the Attack3 class in the central cloud center.

Table 7: Performance metrics for different theft types

Zero-Day Zero-Day Zero-Day Zero-Day Zero-Day Zero-Day

Theft Accuracy Precision Recall Fl-Score  Accuracy Precision Recall F1-Score ~ Majority Class  Majority
Percentage
Theftl 0.89364 0.87766 0.89364 0.88534 0.9813 1 0.9813 0.99056 Theft3 87.39
Theft2 0.89006 0.875  0.89006 0.88242 0.8 0.8 0.8 0.8 Theft3 100
Theft3 0.8919  0.87064 0.8919 0.88094 0.9686 1 0.9686 0.98404 Theftl 81.31
Theft4 0.89346 0.87636 0.89346 0.88464 0.94168 1 0.94168 0.9699 Theft3 46.13
Theft5 0.89536  0.88162 0.89536 0.88828 0.91254 1 0.91254 0.9541 Theft6 56.44
Theft6  0.99912  0.99912 0.99912 0.99912 0.96142 1 0.96142 0.98032 Normal 68.77

From Table 7, it is evident that training the binary classifiers to distinguish between normal and mali-
cious behaviors enhances their ability to detect unseen malicious behaviors, as reflected in the performance
metrics for most theft types.

In examining the Zero-Day Majority Class and Percentage columns, the second layer of the multi-
layered system effectively classifies detected anomalies into learned attack categories. Notably, Theft2 is
classified solely as Theft3, indicating that the features of Theft2 closely resemble those of Theft3. Additionally,
many Theft6 attacks are categorized as Normal, with a 68.77% majority percentage, suggesting that the model
perceives these instances as less severe or misclassified due to feature similarity.

A closer look at the classification results reveals that Theft6 was frequently misclassified as normal
behavior. This is mainly due to Theft6’s characteristic of reversing consumption readings, which maintains
statistical properties similar to normal patterns. This similarity complicates the model’s ability to distinguish
between the two.

Moreover, the current feature set may not adequately capture sequence-based anomalies, instead
focusing on aggregate or hourly metrics without considering the temporal order. Future research should
integrate sequence-aware features—such as temporal correlations and autocorrelation coefficients—and
consider time-series models like LSTM or GRU networks to detect subtle temporal shifts effectively.

We estimated the potential impact of bandwidth usage and network latency on real-time detection,
assessing communication overhead between fog nodes and the cloud. In our strategy, fog nodes transmit only
detection alerts and summary information. Assuming each alert is around 512 bytes and each node generates
up to five alerts per second at peak, the average bandwidth per node is 512 x 5 = 2.56512 x 5 = 2.56512 x 5 =
2.56 KB/s. With 20 fog nodes, total upstream bandwidth required would be about 51.2 KB/s, manageable by
even modest network infrastructures.

We analyzed common network latency scenarios: a local-area network (LAN) with round-trip latency
under 20 ms and a wide-area network (WAN) with latency up to 100 ms. In our multi-layered architecture,
alerts are processed locally, with only aggregated anomalies needing synchronization with the cloud. Thus,
network latency’s impact on real-time detection is minimal in LAN settings (adding less than 20 ms per
synchronization). In WAN environments, detection delays may reach up to 100 ms per event, still acceptable
for most smart grid applications, which typically have decision cycles in seconds. Overall, the analysis shows
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that the communication overhead of the fog-based architecture is negligible, and the impact of network
latency on detection timeliness is minimal for practical deployment.

In summary, the experimental results confirm the efficacy of the proposed multi-layered fog-based zero-
day detection system. The high-performance metrics across various theft types in both classification layers
highlight the approach’s robustness and reliability in real-world smart grid systems. This system not only
enhances the detection of known attacks but also significantly improves zero-day attack detection, thereby
strengthening the security infrastructure of non-classical SGSs against evolving cyber threats.

5 Conclusion

In this work, a fog-based approach for energy theft detection is proposed. Also, zero-day attack
prevention in fog-based smart grid systems is developed and analyzed. To simulate the fog-based approach,
the used dataset is divided among multiple fog nodes, simulating the delivery of the generated energy reading
to multiple fog nodes. To prove the effectiveness of the fog-based approach, it is compared to the case when
all the data is processed at a central cloud center. The results of the work show comparable results between
fog-based and cloud-based scenarios. This study successfully demonstrated that the fog-based approach
significantly outperformed cloud-based methods by reducing detection latency by 85% while maintaining
accuracy at 98% ranges, as highlighted in the abstract. Meanwhile, the proposed zero-day attack prevention
method is a binary classification problem, where the classifiers are trained with certain attacks, and then
they are tested to detect unseen attacks. The Zero-day attack prevention shows satisfying and close-to-
perfect results. In the future, we wish to study the role of the number of fog nodes in similar problems,
especially for smart grid systems. Future work will also explore federated learning in fog environments to
handle privacy concerns, integrate real-time anomaly detection, and improve the detection capabilities of
subtle zero-day attacks. Federated learning (FL) has emerged as a promising privacy-preserving, distributed
training paradigm for smart grid security.. Its effective deployment requires addressing unique challenges
in communication efficiency, aggregation strategies, and real-time detection performance. As detailed by
Alshehri et al. [32], FL typically achieves detection accuracy comparable to centralized learning, but may
incur additional detection latency due to iterative communication and model synchronization.
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