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ABSTRACT: In recent years, the evolution of the community structure in social networks has gained significant
attention. Due to the rapid and continuous evolution of real-world networks over time. This makes the process of
identifying communities and tracking their topology changes challenging. To tackle these challenges, it is necessary
to find efficient methodologies for analyzing the behavior patterns of dynamic communities. Several previous reviews
have introduced algorithms and models for community detection. However, these methods have not been very accurate
in identifying communities. Moreover, none of the reviewed papers made an apparent effort to link algorithms that
can accurately detect dynamic communities. This review aims to present a taxonomy that shows several algorithms
and methodologies for detecting dynamic communities. These algorithms are divided into four categories (heuristic-
and modularity-based, metaheuristic, deep learning, and hybrid deep learning). It encompasses the past five years and
examines the advantages and disadvantages of conventional and recent methods. Currently, many efforts are utilizing
deep learning to improve dynamic networks; however, the instability of the network during the training phase affects
the model’s accuracy. However, this direction remains unexplored. This study presents a review that aims to tackle
this issue. We discuss a research path that explores the integration of deep learning with heuristic, metaheuristic, and
hybrid metaheuristic algorithms to facilitate the identification of communities in dynamic networks. This investigation
examines how this mixture surpasses the constraints of singular methodologies, resulting in enhanced detection
outcomes and enabling researchers to select the most suitable algorithms for their future research.

KEYWORDS: Dynamic structure; social networks; deep learning; hybrid deep learning

1 Introduction

In the context of community detection, a complex network is defined as a network with specific
structural characteristics that make the identification process challenging. Some of its types include social
networks, biological networks, technological networks, etc. The use of complex networks has become critical
in the analysis of a large amount of unstructured information within complex systems. In recent years,
the goal of detecting the community structure of networks has garnered significant attention from many
fields [1]. Community detection is the task of identifying the structures of clusters within a network to capture
the nature of these clusters (i.e., nodes and edges), where nodes are more densely connected within clusters
than to nodes in other clusters. Many researchers have proposed community detection approaches for static
networks where the number of nodes in a particular network remains constant [2-5]. In the real world,
network data expands dynamically over time. The total number of nodes and edges within the network
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changes, resulting in modifications to the community structure. Dynamic networks can be shown as a
sequence of snapshots at various time steps. However, temporal changes in structure result in the emergence
and evolution of communities, such as Facebook, Twitter, and Linked-In, which have evolved quickly over
time [6]. Recently, various algorithms have been developed to identify dynamic communities, which have
been increasing in number. Identifying community structures in dynamic networks can provide insight into
how communities evolve over time, leading researchers to devote more attention to analyzing this type of
network. Additional details about the dynamic network can be obtained in [7-9]. The topology of a dynamic
network can suffer significant structural changes as nodes and edges join or leave their communities over
time. This is clearly outlined in Fig. 1.
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Figure 1: Community structures in dynamic networks over three time steps, time step (¢ — 1) contains two communi-
ties, time step () also contains two communities, and time step (¢ + 1) contains three communities

A social network is a digital platform that enables connections and interactions between individuals. In
terms of social network analysis, many studies have been developed to capture the evolution of community
structures [10-12]. A first, official identification of the changes affecting communities was introduced in [13],
where six of them were listed (birth, death, growth, contraction, merge, and split). Occasionally, the seventh
operation (continue) is added to them. In [I14], an eighth operation (resurgence) was presented. These
operations are shown in Fig. 2. The three algorithm categories (heuristic, metaheuristic, and hybrid) outlined
in this paper are state -of-the-art approaches, which pose numerous challenges. Heuristic algorithms are
prone to getting stuck in local minima. Furthermore, these algorithms become inefficient when addressing
complex or multilayer networks. Metaheuristic multi-objective optimization algorithms often exhibit longer
execution times. The reason is that the topology of dynamic networks changes all the time. In addition,
the computational complexity of metaheuristic algorithms arises from their high demand for processing
resources. Hybrid metaheuristic algorithms face implementation complications. Although there have been
significant improvements made in deep learning for dynamic community detection in recent years, there
are several difficulties that require improved solutions and challenges that remain unaddressed [15]. This
review concentrates on conventional dynamic community detection algorithms to identify new trends in
deep learning for dynamic community detection. Our investigation is divided into five key components:

1- We review dynamic community detection algorithms (heuristic, metaheuristic, and hybrid meta-
heuristic), explaining their importance and their utilization in detecting dynamic communities.

2- In this paper, we describe the two dynamic approaches that capture the community structure of
evolving networks, depending on their nature.

3- We introduce different deep learning methods that operate on temporal graph networks. These
methods improve the interactions between nodes and enhance their features in dynamic networks.

4- We discuss the latest advancements in the use of hybrid techniques, combining heuristic algorithms
with deep learning categories.
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5- We discuss the new direction that integrates deep learning and metaheuristics, as well as hybrid
metaheuristic algorithms. We emphasize their importance in capturing evolving networks and propose
promising directions for future research.
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Figure 2: Community structures in dynamic networks [14]

The rest of this paper is organized as follows: Section 2 introduces the preliminary concepts of
dynamic community detection algorithms. Section 3 describes the evaluation measures used to evaluate
the algorithms and methods employed for detecting dynamic communities. Section 4 shows a taxonomy
of approaches for dynamic community detection. Section 5 presents a taxonomy for community detection
algorithms in dynamic networks. Section 6 presents an open research area that discusses the hybridization
of (heuristic, metaheuristic, and hybrid metaheuristic) with deep learning. Finally, Section 7 summarizes the
conclusion of this paper.

2 Preliminary Concepts

Dynamic community detection is the process of identifying the structure of the community in a
dynamically evolving network over time. Dynamic networks typically consist of nodes and edges that change
over time. For example, it is feasible to add or remove some nodes and edges from the network. A dynamic
network is often represented as a sequence of G = [G!, G%,..., G, ..., GT], where each graph is considered
undirected and unweighted for simplicity. These networks are observed in T as a sequence of time steps,
where ¢ € [1, 2,...,T] explains the ¢-th time step. The result of a network’s final partition with T time steps
is denoted as P = P}, Py, ..., Pr. Each P;(1< i < T) represents the partition result of a network G; at time
i, and is formed of m communities, Pi = C;, C,,. .., C,,. Where G' describes the initial network, and G! is
a snapshot of nodes and their connections at a specific time step ¢, indicates to G = [V, E'], where V' =
[vi,v),...,v!] refers to a collection of network nodes that, for the sake of simplicity, we will assume to be a
fixed number (even if not all of them may have been observed). We will assign a zero to any nodes that have
not been observed in the community, as well as E* = [(v;, v)|v; € V', and i # j] where E' describes a set of
connections in G' linking nodes at time step . The number of connections in the graph at time ¢ is shown by
Lt; Lt = |[E(G")|. Typically, G' topological knowledge can be expressed as an N * N adjacency matrix A’, so
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that Ag = 1if there is a connection between v; and v is while A§ = 0 otherwise. Z}ilAZ j= 0 for the unnoticed
node i at any ¢, and we assumed that the community of this node is 0. The graph G' can be represented by

partitioning it into K; communities Cf i1 So, every node is to be a part of exactly one community.

3 Evaluation Measures

Several measures are available to assess the degree of similarity between the network-detected partition
and the ground truth partition. These measurements are presented in this section.

A-  Normalized Mutual Information score (NMI) introduced by [16], used when the ground truth
partition for the network is known. It is a measure employed to examine the performance of community
detection algorithms. The NMI was calculated to determine how closely the discovered partition
matches the ground truth partition. When two partitions are more similar to each other, the NMI value
gradually increases and vice versa.

—2% 4% 51Cijlog(Ci;N/C;.C )
1 Ci log(Ci /N) + 5 C jlog(C j/N)

NMI(A,B) = 1)

Here, the number of communities in partitions A and B is denoted by CA and CB. The elements
of C in the row i are added together, and the elements of C in the column j are added together, and
N is the number of nodes in the network. When two partitions A and B are identical, NMI (A, B) =1,
NMI(A, B) = 0 if A and B are different; otherwise, NMI(A, B) € (0, 1).

B- Modularity (Q) was introduced by [17,18]. Modularity is frequently used as an internal density metric
to assess network partitions when the ground truth partition is unknown. When the modularity values
are near 1, they show partitions with a strong community structure, whereas values close to 0 show that
the partition does not correspond to a community structure.

Here, L, represents the number of connections within each cluster, d, represents the number of
connections in and out of each community, and m represents the number of connections in the network.
Fortunato and Barthelemy [19] show that ideal modularity partitions are not necessarily consistent with
the characteristics of strong communities. The “resolution limit” issue could make it challenging to find
small communities within large networks and vice versa.

C-  Error rate Calculates the difference between the true communities and the detected communi-
ties [20,21].

error(Z,G) =||zz" - GGT|| (3)

To compute it, we build an n * k indicator matrix Z, where n represents the number of nodes and
k represents the number of communities, and a similar matrix G to illustrate the true community. The
accuracy of the algorithm increases as the error rate decreases.
D-  F-score represents the weighted harmonic mean of precision and recall. Where weights are equal for
both precision and recall [22].

(precision * recall)

(4)

F —score =2 %
(precision + recall)
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E- Coverage of clustering c is the percentage of intra cluster links to the total number of links [22,23].

leintral

Coverage = ————
el

(5)

4 A Taxonomy of Approaches for Dynamic Community Detection

Researchers employ various approaches based on network features and algorithm objective functions
to detect communities and track changes in their structure. Therefore, we suggest a taxonomy of the
key approaches to community detection in dynamic networks, as shown in Fig. 3, which categorizes
the currently used approaches into two main groups: Snapshot-based (Independent) and continuous
community detection.

L Mainstream approaches of dynamic network J

| |

Snapshot based
(Independent)
Community Detection

Continuous
Community Detection

Figure 3: The proposed taxonomy of approaches for dynamic community detection

4.1 Snapshot-Based (Independent) Community Detection

Strategies of this type separate the network into a series of snapshots. Starting by utilizing a static
network algorithm to discover communities on each snapshot separately. Next, a comparison is made
between the snapshot in the current time step and the previous one. However, the high complexity and
instability of conventional community detection strategies can pose challenges to independently detecting
communities [24].

4.2 Continuous Community Detection

Strategies of this type also separate the network into a series of snapshots. The strategies used here
are based on previously detected communities to identify communities in the new snapshot. However, the
inability to directly use conventional community detection strategies may compromise the approaches used
here [24].

5 A Taxonomy for Community Detection Algorithms in Dynamic Networks
Community detection (CD) algorithms in dynamic networks

The dynamic community detection algorithms aim to accurately capture the evolving community
structure of a network over time. Fig. 4 illustrates the categorization of community detection algorithms.
Through our study, we have divided the algorithms for dynamic networks into three distinct classes.

The following taxonomy presents a review of the literature covering research on all classes of dynamic
algorithms covered between 2004 and 2025, as shown in Figs. 5 and 6. We annotate this period to provide
the reader with a complete understanding of the development and current status of the dynamic community
detection field.
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Figure 4: The taxonomy for community detection algorithms in dynamic networks
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Figure 5: The distribution of published papers from 2004 to 2025. This distribution includes: heuristic algorithms and
deep learning methods
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Figure 6: The distribution of published papers from 2010 to 2025. This distribution includes: metaheuristic algorithms
and hybrid-metaheuristic algorithms, which utilize snapshot-based and continuous approaches

The classification of the taxonomy in Fig. 4 depends on the type of basic mathematical methodology
adopted by the algorithms (heuristic, metaheuristic, deep learning, or hybrid). This taxonomy considers
the level of combination between these methodologies in the case of hybrid algorithms. This classification
helps researchers select the most suitable algorithm based on the nature of the network, performance
requirements, and available mathematical resources. The systematic algorithm contrast, as demonstrated in



Comput Mater Contin. 2025;85(3) 4381

the taxonomy classification, helps researchers select and accurately identify the most effective approaches to
identify communities in networks based on the characteristics of the data, algorithm type, objective function,
and performance criteria. This comparison is necessary to obtain the correct and accurate results in the
analysis of complex and dynamic networks.

5.1 Heuristic and Modularity-Based Community Detection (HMCD)

Heuristic-based dynamic community detection is the process of identifying and evaluating communi-
ties or clusters within a dynamic network using heuristic algorithms, moreover, referred to non-evolutionary
algorithms. Heuristics are a collection of deterministic rule-based algorithms. It finds a locally optimum sub-
solution while considering the issue domain. In addition, it repeatedly calculates some regional variance for
a particular decision, and the solution determines whether the local solution is appropriate [9,25].

Hopcroft et al. [6] presented one of the first studies on monitoring community changes in static network
snapshots. This study used a hierarchical agglomerative clustering algorithm to identify communities. The
nodes in the dataset were treated individually as clusters. The algorithm joined the two closest clusters after
each iteration until all nodes formed a single cluster. A collection of clustering trees was generated using
the clustering algorithm, denoted T, which produced (T3, T5, ..., T,). T was selected as the base tree. The
similarity between the clusters in T; and T, was assessed by comparing the base tree T; with the tree T,
which was derived from a different clustering run using Eq. (11). Then the two clusters C and C" were matched
using Eq. (12).

Ty

_— 6
IR ©

Similarity(p,q) = cost(Ty, Ty) =

plenel) (enel)y
() (e
Kumar et al. [26] proposed an approach to identify communities independently for each snapshot and

observe their evolution over time. Chakrabarti etal. [27] used evolutionary clustering to analyze the temporal

Match(c,c’) = mi

(7)

development of dynamic networks. The researchers observed that noise can cause abrupt changes in node
connections, making it crucial to prevent these changes. A temporal smoothness framework meets this need.
This framework enabled a smoother evolution for each community over time by avoiding sudden changes in
clustering over short periods. A cost function, as shown in Eq. (8), incorporates two sub-costs for smoothing:
the Snapshot Cost (SC), which evaluates how a community structure captures the data at time ¢, and the
Temporal Cost (TC), which evaluates the similarity between the current community structure Cp ) and its
previous clustering Cg,_.

Cost=a.SC+(1-a).TC 8)

In this framework, the variable o remains constant to control the trade-off between each sub-cost.
Several additional efforts have been made, following a similar approach in this field, such as the works
in [28-32]. These works were considered within the same framework of temporal smoothness. Chi et al. [28]
suggested an evolutionary modification of the spectral clustering algorithm by incorporating the Preserving
Cluster Quality (PCQ) and Preserving Cluster Membership (PCM) approaches into the spectral clustering
framework. The authors presented a modified cost function optimization that integrates both approaches
in Eq. (9).

Crotal = ‘x~Ctemporal + (1 - “)Csnapshot 9)
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In PCQ, Ciemporar referred to the cost of applying the clustering result at time ¢ to the similarity matrix at
time ¢ — 1. In PCM, Cyepmporar calculates the difference between the clustering results at time ¢ and time ¢ - 1.
Both approaches used C,, 4510 for the static spectral clustering cost, represented by average association, ratio
cut, or normalized cut. Lin et al. [29] introduced the FacetNet framework, a Bayesian technique for dynamic
networks. This technique used two models to track community evolution: the stochastic block model
for community creation and the Dirichlet distribution for tracking community evolution. The estimated
community structure was quantified using the KL-divergence, which specified the SC. After each iteration,
the approximation structure was changed to minimize the cost function. In this technique, a monotonically
declining cost function leads to an optimal solution. The algorithm focused on soft Q and mutual information
as objective functions. The drawback of the previous framework was that the network had a fixed number
of clusters; this led to a lack of flexibility for community growth. Asur et al. [30] developed an event-
based framework using static snapshots. An efficient and scalable Markov Clustering Algorithm (MCL) was
used to identify communities in each snapshot. Kim and Han [31] proposed a particle- and density-based
evolutionary clustering method for detecting multiple communities. This method used nano-communities
and quasi (I-KK) to describe a dynamic network as a group of particles and identified a variable number
of communities. Nano-communities constitute dynamic networks, while (1-KK) includes highly connected
communities inside these particles.

cost = a.SC(CRy, CR;) + (1 - ). TC(CR,_, CR;) (10)

Kim and Han [31] suggested an effective density-based clustering technique in Eq. (11) using optimal Q
that detected high-precision local clusters.

NC TS, (DSC )2

Qs=), — -
Zrs T\TS

(11)

Here, NC denotes the overall number of clusters, TS denotes the entire degree of similarity between
each pair of network nodes, IS, denotes the total degree of similarity between two nodes inside a cluster
¢, and DS, denotes the whole degree of similarity between a node in the cluster ¢ and any other node
in the network. Maximizing QS leads to the best clustering result. Xu et al. [32] applied the evolutionary
clustering concept. Xu’s approach automatically incorporates modifications based on the differences between
the networks at various time steps, rather than calculating the weight coeflicient « as outlined in Eq. (8).
Nguyen et al. [33] suggested the QCA (Quick Community Adaptation) framework that began with a basic
Blondel-based community structure. It takes into account the structural history and changes in the network
that impact the structure of its communities. This framework used Q in Eq. (12) as the objective function
and the structural history in its adaptation process.

Maximize Q—Z Me _ df (12)
2\ M am?

Xuetal. [34] proposed a Density Peak Clustering Algorithm (DPC). This algorithm employed a distance
function that relies on shared nodes to manage social networks. Li et al. [35] suggested a framework
that combined three methods: TILES, GenLouvain, and PisCES for detecting communities in dynamic
networks. TILES used label propagation to influence neighborhood community membership; GenLouvain
developed a multi-slice modularity generalization based on the equivalence between the Q quality function
and community stability in Laplacian dynamics; and PisCES enhanced spectral clustering for network
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evolution. Kilic and Muldoon [36] suggested skeleton coupling as a new algorithm for generating inter-
layer links in temporal networks. This method was specifically designed to improve connectivity between
communities over time. Xiong et al. [37] proposed a Simple-based Dynamic Decentralized Community
Detection Algorithm (S-DCDA) to address the challenge of resource consumption in the network and
inaccurate community structure identification in standard detection algorithms. This algorithm promoted
dynamic decentralization, letting each community node participate in being a community or network
core at any point. Kumar et al. [38] presented a Community-enhanced Link Prediction Algorithm for
Dynamic Networks (COMMLP-DYN). This algorithm introduced a link prediction approach that uses
parameterized influence groups of nodes. Then, unique features were created utilizing local, global, quasi-
local, and community information-based similarity functions. Scoring-based was used to optimize this
feature set. Finally, four machine learning-based categorization models were used to predict links. Sahu
et al. [39] suggested two methods; the first is the Louvain method, which represents a greedy optimization
method to maximize modularity. The second method, the Label Propagation Algorithm (LPA), represents a
fast heuristic for community assignment. These two methods are implemented in parallel to take advantage of
multi-core architectures and gain computational speed. Djurdjevac et al. [40] suggested the Louvain heuristic
algorithm to maximize modularity and compared its performance in various scenarios involving missing
edges, nodes, or temporal information. The results showed that data insufficiency significantly impacts the
quality of the detected communities.

Table 1 summarizes the heuristic algorithms reviewed, detailing their benefits, drawbacks, the measures
applied, the evaluation measures used, and the datasets utilized.

5.2 Metaheuristic Based Community Detection (MCD)

Metaheuristic algorithms, moreover, known as evolutionary algorithms, encouraged researchers to
tackle complex global optimization challenges. These algorithms used a fitness function to capture the
evolution of the community by evaluating each solution to find optimal or near-optimal solutions, depending
on genetic operators [41,42]. The main approaches in Fig. 3 classify dynamic networks in metaheuristic
community detection into two groups:

A- Snapshot Based (Independent) Community Detection

Guerrero et al. [43] proposed a novel Pareto-based multiple-objectives evolutionary algorithm. They
employed three objectives, including Q, CO, and the imbalance for clustering nodes into communities.

C . NooL
Minimize COzz

_ 13
i-1 L,‘ + 2Zl ( )

Here, L; represents the external connections in the ith community, Z; denotes the internal connections
of the ith community, while N refers to the total number of communities.

- —
[N (X -X)?
Minimize IMB = % (14)
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where N is the total number of communities, X; is the total number of nodes in the ith community, and X
is the total number of nodes in the network. Abbood et al. [44] proposed the (HMM-MODCD) algorithm,
which utilized a Hidden Markov Model (HMM) and a multi-objective optimization algorithm to identify
and capture the evolved community structures in complex networks. This algorithm employed multiple
objectives to find community structures for each time step. Two objectives, namely, intra-links in Eq. (15)
and inter-links in Eq. (18), were optimized simultaneously to identify the set of partitions that best balance a
measure of inter-community sparsity with a measure of intra-community density. Subsequently, the Viterbi
algorithm was employed to choose the most consistent partitions over time.

K 2
Minimize  fiua(C) =2(N-K) = )’ ‘Cl | 5 d(v,Cy)
K

15
K=1 VeCk d(v) (15

Let C represents a network partition that is split into K communities, N is the total number of nodes,
d(v) is the degree of node v, in addition, d(v, C) is the total number of edges connecting node v to other
nodes in C in Eq. (16).

dvi,C)= >, Ay (16)

vieC,vjeC

The greatest average number of external connections among communities is quantified by the second
objective function in Eq. (17). Let I(v, C;) be the ratio of the highest number of connections between node
v € C; and any other community, and the internal degree of v:

maxC,¢C] ZWGCX_ AVW

I(V,Cj) = 17)
j maX(Zwechvw,l)
Here, Inter-Score is defined as:
K1
Minimize  fiuer(C) =Y. = > L(V,C;) (18)

j=1 |C]| VGCj

Sun et al. [45] suggested a Core Node Knowledge-based multi-objective Particle Swarm Optimization
Algorithm (CNPSO) to detect dynamic network community structure. This algorithm minimized two
conflicting objective functions: intra (KKM) and inter (RC) to detect community structure at each time step.
Assigning weights to KKM and RC for optimization would be difficult. To identify an appropriate solution,
the Q metric was introduced to assess the quality of the community structure. To measure the similarity
between two successive time steps, NMI was employed for this purpose.

Table 2 summarizes the metaheuristic algorithms reviewed using the independent approach, detail-
ing their benefits, drawbacks, the objective functions applied, the evaluation measures used, and the
datasets utilized.
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Table 2: Metaheuristic based Community Detection (MCD)
Authors Name of Advantages of Disadvantages of Objective Evaluation Dataset
algorithm algorithm algorithm function measure
[43] Pareto-based This algorithm Performance Modularity, Modularity, Power grids
multiple balances multiple difficulties when the Conductance, Conductance, datasets.
objectives objectives number of objectives Imbalance and Imbalance,
evolutionary increases, which NMI Average
algorithm complicates the Precision
computations.
[44] Multi-Objective The algorithm’s ability Despite HMM and Intra-links, Q and NMI 1-Fix-Net,
Evolutionary to effectively detect Viterbi models Inter-links and Var-Net.
Algorithm based communities in providing high NMI 2-Green
Community complex networks, accuracy in predicting dataset.
Detection enhancing temporal patterns, 3-Cell phone
(MOEA-CD), understanding of their complexity can call, MP
Hidden Markov social structure. lead to difficulties in Twitter
Model (HMM) implementation and network, and
and Viterbi interpretation. Enron email
algorithm networks.
[45] Core Node The CNPSO It may face some KKM, RC, Q Q, NMI and 1-Green dataset
Knowledge based algorithm improved drawbacks, such as and NMI Error rate 2-SYN-FIX and

multi-objective
Particle Swarm
Optimization
algorithm
(CNPSO)

performance in
detecting dynamic
communities by
utilizing background
knowledge, which
enhances the accuracy
of solutions.

computational
complexity and
increased execution
time compared to
traditional
algorithms.

SYN-VAR.
3-Cellphone
calls and Enron
mail.

B- Continuous Community Detection

Folino and Pizzuti [46] introduced the concept of a multi-objective optimization problem, which
focused on optimizing two objectives. The primary objective was to maximize the CS by maximizing
connections within each community and minimizing connections between communities. Second objective,
reduce the similarity NMI between the current community structure CR' and the past community structure
(CR'™). The definition of CS is given in Eq. (20).

k
Maximize CS(CR') =) score(C;)

i=1

(19)

where

Tieer(4i)?

score(C}) = |Ct

x ) AL

i,ject

(20)

The second equation represents the number of connections linking the vertices in C’, or the number of
values 1 in the adjacency sub-matrix A’. This refers to C*. The first term calculates the square mean of .

“ e 2

ject

(21

where y; refers to the fraction of links connecting each node i of C' to the other nodes in the same community
C'. The dynamic Multi-Objective Genetic Algorithm (DYNMOGA) is presented by [47]. This algorithm is
designed to identify evolved communities that employ the temporal smoothness framework suggested by
Chakrabarti et al. [27]. The algorithm optimizes four objectives: CS, Q, CO, and Normalized Cut (NC) as
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snapshot costs and NMI as temporal cost. This represents the optimal trade-off between the precision of the
clustering in the current step and the drift from one time step to the next.

Maximize CS = Zk:( > (ms(v)) ) * 21 (22)

s=1 \ yeC! N N
k 2
.y L ( d, )
Maximize = — - — 23
Q z[m & 3)
k c
Minimize CO=) ——— (24)
o12mg +
k Cs Cs
Minimize NC=)’ + (25)

S 2mg+cs 2(m—ms)+ ¢

In the above equations, n; represents nodes, m represents edges, and m; represents the internal
connections between nodes within a cluster. On the other hand, ¢, represents the external connections
between the clusters, [ is the total number of edges connecting nodes inside the cluster, and d; is the
sum of the degrees of the cluster nodes. Ma et al. [48] suggested a multi-objective evolutionary algorithm
called DYN-DMEA for detecting dynamic communities. They used the MOEA/D algorithm [49]. The
authors employed Q as the first objective to assess the quality of the community structure and NMI as
the second objective to assess the temporal cost. At each time step, the partition that maximized Q was
selected as the optimal. Zhou et al. [20] introduced a Multi-Objective Discrete Cuckoo Search Algorithm
(MODCS) to identify clusters in dynamic networks. This algorithm simultaneously optimized Q and NMI
as objective functions. Gao et al. [50] presented an eflicient approach to optimizing Multiple Objective
Particle Swarms using a decomposition (DYN-MODPSO) to identify the dynamic community structure.
This approach utilized Modularity Density to evaluate the accuracy of the community structure at each
time step and NMI to determine the similarity of the structure between two successive time steps. Wang
et al. [51] proposed a label-based swarm intelligence approach for dynamic community detection. The
fundamental idea incorporated the particle swarm optimization algorithm with both the genetic approach
and label propagation. This algorithm maximized Q and NMI simultaneously. Zou et al. [52] suggested a new
multi-objective optimization genetic algorithm called Feature Transfer Based Multi-Objective Optimization
Genetic Algorithm (TMOGA). This algorithm relied on collecting information from stable characteristics
of past community structures to be utilized in later optimization processes. Optimized two objective
functions, Q and NMI. Wang et al. [53] suggested a dynamic community detection algorithm based on the
Optional Pathway Guide Pity Beetle Algorithm (DYN-OPGPBA). This algorithm optimized Q and NMI
simultaneously. Li et al. [54] presented a multi-objective optimization algorithm based on the Characteristics
of Dynamic Social Networks for Community Discovery (MOCCD). This algorithm aimed to identify
communities in dynamic networks by combining the features of temporal variability, stability, and continuity.
The researchers developed a dynamic structural evolution model that considered both the continuity of
community evolution and the separation of community structure. To assess the objective function, they used
two measures: Q and NMI. When the number of nodes was different between two successive time steps, the
dynamic community evolution continuity (DCEC) measure was used instead of NMI.

_ CyCp GCij CijNans
2Zi=1 j=1 Naus IOg Ci.C;

> I%log(g—;) + Z](-jfl f,—;log(ch—;i)

DCEC(A,B) = (26)
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Here, N4 and Nj represent the total number of nodes in the partition, N4 is the total number of nodes
in the partitions A, and B, N4np is the total number of nodes in partition A or partition B. Ma et al. [55]
proposed a multiobjective genetic algorithm called Higher Order Knowledge Transfer (HOKT) that detects
first- and higher-order knowledge by analyzing the adjacency matrix of snapshots and integrating higher-
order information from prior snapshots to detect dynamic communities with significant changes effectively.
This algorithm optimized two objectives, Q and NMI, simultaneously. Mishra et al. [22] introduced two
algorithms (Main and Rearrange Check) to identify non-overlapping communities in evolving networks.
These algorithms employed three contradictory objective functions: community score, similarity coefficient,
and pull. Yu et al. [56] suggested a consensus community-based discrete spider wasp optimization (SWO)
algorithm to identify the dynamic community structure of the network. This algorithm aimed to enhance the
accuracy of the detected communities over time. This algorithm uses three update strategies, search/follow,
nesting, and mating, to detect discrete data communities. These strategies compensate for the absence of
random mutation.

However, concerning the snapshot cost function, several other familiar community detection mod-
els have not been studied in our literature review. These include Expansion (EX) and Internal Density
(ID) [57,58]. The formulation of EX and ID is restated as follows:

k
Minimize EX=Y =

(27)
i=1 Ni

>
iz nix (ni=1)/2

In the above equations, ¢, represents the external connections between clusters, m; represents the inter-
nal connections between nodes within a cluster, and n; represents the number of nodes in each cluster. Table 3
summarizes the metaheuristic algorithms reviewed using the continuous approach, detailing their benefits,
drawbacks, the objective functions applied, the evaluation measures used, and the datasets utilized.

Maximize ID = (28)

Table 3: Metaheuristic based Community Detection (MCD)

Authors Name of algorithm Advantages of Disadvantages of Objective Evaluation Dataset
algorithm algorithm function measure
[52] Feature Transfer Improved Performance, Design complexity, Modularity Q, NMI, and SYN-FIX and
Based Provides a diverse range requires sufficient (Q) and CS. SYN-VAR.
Multi-Objective of solutions, Speeds up training Data, NMI
Optimization the search process Increased
Genetic Algorithm implementation
(TMOGA) Time
[53] Dynamic The algorithm offers the It may face Modularity Q and NMI 1-karate, dolphins,
Community ability to detect drawbacks such as (Q) and football, polbooks.
Detection dynamic communities complexity in NMI 2-NetScience
Algorithm based on in complex networks, implementation network, the
Optional pathway enhancing and the need for Euroroad network,
Guide Pity Beetle understanding of precise and the PGP
Algorithm interactions between performance network.

(DYN-OPGPBA)

elements.

evaluation metrics.

(Continued)
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Table 3 (continued)

Authors Name of algorithm Advantages of Disadvantages of Objective Evaluation Dataset
algorithm algorithm function measure
[54] Multi-objective The algorithm offers This may face Modularity Error rate, Q 1-SYN-FIX and
optimization improved community drawbacks such as (Q) and and NMI SYN-VAR.
algorithm based on detection in dynamic design complexity (NMI or 2-Green datasets.
the Characteristics social networks by and the need for dynamic 3-VAST dataset.
of Dynamic Social using multiple criteria, significant community 4-DBLP Co-author
Networks for which enhances the computational evolution Network.
Community accuracy of the results. resources continuity
Discovery (DCEQ))
(MOCCD)
[55] Multi-objective This algorithm It may face Modularity F-score and 1-Cell Phone Call
genetic algorithm is improved drawbacks such as (Q) and NMI and Enron mails.
called inter-generational implementation NMI 2-SYN-FIX,
Higher-Order knowledge transfer, complexity and the SYN-VAR and Four
Knowledge which enhances the need for Events (Green
Transfer (HOKT) efficiency of fine-tuning dataset).
multi-objective solution parameters.
searches.
[22] Two algorithms Balanced optimization Computational Community NMI, Con- 1-Karate-Football-
(Main and of multi-objectives, complexity, Score (CS), ductance Dolphin.
RearrangeCheck) Unbiased community Parameter similarity and 2-emailEU-AstroPh.
identification, and sensitivity, coefficient, Adjusted
Adaptability to dynamic Interpretability ratio of intra Mutual
networks challenges, and and inter Information
Limited real-world community (AMI).
validation (pull)
[56] Consensus Improving the accuracy Implementation Kernel NMI 1-Cell Phone Call
community-based of community complexity, Need to k-means and Enron mails.
discrete Spider detection, Adapting to fine-tune (KKM), 2-SYN-FIX,
Wasp Optimization dynamic networks, parameters, ratio cut SYN-VAR and Four
(SWO) algorithm Using the concept of a Increased (RC) and Events (Green
consensus community, implementation NMI dataset).

and Achieving a balance
between competing
objectives.

time, Possibility of
falling into local
solutions

5.3 Deep Learning Based Community Detection (MCD)

Deep learning can generate more robust representations of node properties and dynamic community

structures. Additionally, discover the patterns of nodes, neighbors, and sub-graphs. The deep learning frame-
work generates lower-dimensional vectors from high-dimensional data, which reflect dynamic structural
connections within the network [59]. Sankar et al. [60] introduced the Dynamic Self-Attention Network
(DySAT), which is an innovative neural architecture that accumulates node representations to capture the
evolution of dynamic graph structures. DySAT specifically calculated node representations by combining
self-attention across the domains of structural neighborhood and temporal dynamics. Compared to other
advanced approaches for simulating graph evolution, dynamic self-attention proved to be economical and
consistently delivered higher performance. This study performed link prediction on two types of graphs:
communication networks and bipartite rating networks. Rossi et al. [61] introduced Temporal Graph
Networks (TGNs), a versatile and practical framework for deep learning on dynamic networks, which
are represented as a series of temporal events. TGNs are significantly more effective than older methods
because they integrate multiple components (memory modules, memory updater, embedding module,
message function) and graph-based operators in a new way, making them more efficient. Additionally,
provided an innovative training method that allowed the model to learn from the sequential nature of the
input, ensuring effective parallel processing. Costa [62] presented a graph embedding method that used
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the Node2vec algorithm to transform an adjacency matrix of a dynamic network into a low-dimensional
space. Next, they used deep reinforcement learning to improve the density of aggregation in community
identification. To capture the structure of communities in dynamic online networks, researchers used an
actor-critic reinforcement learning algorithm to maximize the modularity density of the community. This
was achieved by combining the efficiency of GNN-based networks, specifically Graph Attention Network
(GAT) and Graph Convolution Network (GCN).

This study presents a comparative table to illustrate why deep learning methods are preferred over
traditional methods, as shown in Table 4.

Table 4: The comparative study between deep learning methods and traditional methods

Criteria Deep learning methods Traditional methods
Large-scale evolving Best scalability like (GNNs) [63] Suffering from a scalability
networks struggle
Networks with extensive Utilize attributes to improve Disregard attribute data
node/connection features accuracy [64]
Noisy networks Powerful representation of Sensitive to noise
network [65]
Real time detection High computational Faster than deep learning
complexity [66] methods

5.4 Hybrid Based Community Detection (HCD)

This section presents a brief description of two types of hybrid metaheuristic-based community
detection algorithms.

5.4.1 Hybrid Metaheuristic Based Community Detection (HMCD)

High-level propagated hybrid metaheuristic algorithms (HR-HMDC) are used to identify communities.
This type of hybridization displays a clear collaboration between heuristic algorithms (HCD) and meta-
heuristic algorithms (MCD) [9,67,68]. Mainstream approaches in Fig. 3 classify dynamic networks in the
hybrid metaheuristic community detection into two groups:
A- Snapshot Based (Independent) Community Detection

Zeng et al. [69] presented the concept of a consensus cluster, maintaining the stability of these clusters
throughout the evolution process. This concept has been previously discussed in several studies by [70,71].
This concept addresses the previous problem of the DYNMOGA algorithm, as presented by [47]. It utilized
Particle Swarm Optimization (PSO), which combined the CCPSO algorithm to detect communities with the
label propagation method for initialization. This algorithm used multiple objectives: KKM, RC, and NMI.

KKMzz(n—k)—ij(M) (29)

i=1 |vil

k 3
RC = (M) (30)

i=1 |vil

(31)

KKM(x) — KKM i, . RC(x) = RCyin )
KKMmax - KKMmin Rcmax - RCmin

X" = arg,minyeps (
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where X* is defined as the knee solution, KKM and RC are the two objective functions, PS refers to the
Set of Pareto-optimal solutions, and x is the solution related to PS. KKM(x) and RC(x) are the two
objective functions, while KKM,,,, and KKM,,;, represent the maximum and minimum values of the
objective function KKM in PS. Similarly, RC,,,x and RC,,;, represent the maximum and minimum values
of the objective function RC in PS. Besharatnia et al. [72] proposed a new framework called (IGWO-LP)
that combined the improved multi-objective Gray Wolf Optimizer algorithm and the Label Propagation
algorithm, resulting in improved efficiency and better precision of the result. The primary objective is to
prevent overlap between communities and ensure that all nodes within each community share the same
values. This framework employed benchmark functions (F1-F23) for each wolf and optimized two objectives:
Q and NMI. Ranjkesh et al. [73] introduced the Robust Dynamic Memetic Algorithm (RDMA-NET), which
aimed to enhance the identification of dynamic communities in complex networks. Table 5 summarizes
the hybrid metaheuristic algorithms reviewed using the independent approach, detailing their advantages,
drawbacks, the heuristic algorithm employed, the objective functions applied, the evaluation measures used,
and the datasets utilized.

Table 5: Hybrid Metaheuristic based community detection (HR-MCD)

Authors Name of Advantages of Disadvantages of Name of Objective  Evaluation Dataset
algorithm algorithm algorithm heuristic function mea-
algorithm sure
[72] Improved Improve Implementation Label Modularity NMI 1-SYN-VAR,
multi- performance, complexity, Need to propaga- (Q), and SYN-FIX.
objective Gray Balancing fine-tune tion NMI 2-Cell phone
Wolf competing parameters, algorithm calls and Enron
Optimizer objectives, Reducing Increased mail.
algorithm the need for local implementation 3-Football
solutions, Efficient time, and the dataset.
processing of big effectiveness of the
data, and the algorithm depends
algorithms’ ability to  on the quality of the
adapt to changes in input data
the data or
environment.
[73] Robust Robust Computational local community NMI 1-(LFR
Dynamic Optimization, Complexity, search robustness benchmark).
Memetic Scalability and Parameter Strategy (Re) 2-Enron Email,
Algorithm Stability in Dynamic Sensitivity and Cellphone Calls.
(RDMA-NET) Environments Overfitting Risk

B- Continuous Community Detection

Gong et al. [74] proposed a multi-objective immunity algorithm that enhanced precision and efficiency
through genetic operators and local search. This algorithm optimized Modularity and NMI simultaneously
to enhance community accuracy and stability. Chen et al. [75] proposed a new multi-objective evolutionary
algorithm for the identification of dynamic communities. This algorithm is based on the framework of a non-
dominated sorting genetic algorithm. The MD function is utilized as a snapshot cost to address the limitations
of the Q function. Additionally, NMI was utilized to estimate the temporal cost. Attea and Khoder [8]
introduced a new framework for managing the dynamic nature of social networks. This framework integrated
the evolutionary algorithm with the migration mutation operator. The algorithm optimized two objective
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functions: the (intra-neighbor score) in Eq. (32) and the (inter- and intra-temporal cost) in Eq. (34).

K (m; + nstrong;)
2

i=1 nj

min ¢ = n* - (32)

Here, ¢, indicates the intra-community structure (intra-snapshot cost), and nstrong; is the overall
number of strongly neighbored nodes in the community i. A node v is treated as a highly neighborhood
node in the partitioning solution C if and only if there is no other community j in which node v can establish
further intra-connections.

nstrong; = |Vyec,IACj e C = in;(v) > in;(v)| (33)

2((1- NMI) + (2K, inter;))

min = -
¢2 (1—NMI)+(ZZI'<:1 interi) o
where
_out;
inter, = Zvec O4ti(v) (35)

nstrong;

where ¢, is described as the mixture of inter-temporal and temporal cost that takes into account the function
of inter-community structure and normalized mutual information (NMI). The ratio of the total number of
closely adjacent nodes in the community i to all nodes in the community that have connections outside the
community is shown by the term inter;. Niu et al. [76] presented the integration of a Multi-objective Genetic
algorithm with a Label Propagation method (L-DMGA), which enhanced the initial individual clusters and
produced better cluster quality. Furthermore, the combination of the label propagation method and the
mutation operator improved the quality of clustering and increased the speed of convergence. This algorithm
optimized two objectives simultaneously: NMI and Q. (1) and the Error rate in the following equation.

|lzz™ - GGT|| (36)

An n % k indicator matrix, Z, was developed to calculate the error rate, where n represents the total
number of nodes and k represents the total number of communities. Additionally, a similar indicator matrix,
G, is used to indicate the true community. Eq. (36) calculates the distance between the community matrix
Z and the true community matrix G. Messaoudi and Kamel [21] presented a novel multi-objective Bat
Algorithm for community discovery. This algorithm is a swarm intelligence-based bio-inspired algorithm,
that utilizes two objectives, MD and NMI. Furthermore, it utilized the Mean Shift algorithm during the
initialization phase to achieve enhanced clustering. In addition, the primary mechanism of the mean shift is
used to characterize a novel mutation operator.

N L(V;, Vi) = L(Vi, Vi)

MD =
= Vil

(37)

L(V;, V;) denotes the quantity of connections inside the community V;, while L(V;; V;) represents the
number of connections that connect a node in the community V; to nodes outside the community. The
quantity of nodes in the community is given by |V;|. Panizo et al. [77] employed a new multi-objective
evolutionary algorithm to identify dynamic communities. The authors utilized an immigrant scheme that
adds new individuals to populations to enhance diversity. In addition, three local search methods (label
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propagation, random walks, and hybrid approaches) were used to achieve high-quality solutions and
speed computations. The local search methods aimed to transform invalid solutions arising from network
modifications into valid ones, while maintaining the highest level of quality. The algorithm optimized three
objectives: the “Inverse Community Score” in E£q.(38), the “Average ODF” in Eq. (39), and NML

1

Minimize C-SCORE™= ]
Ysec(Z)

(38)

The inverse community score indicates the connectivity of the nodes within a community. Where ms
refers to the number of connections in a community S, while ns represents the number of nodes within it.

Minimize AVG-ODF =) (i > (M)) (39)

seC \ 1S yes d(u)

Here, “Average ODF” measures the number of edges outside a community; C represents the collection
of communities encoded by an individual, S represents the community, #ns represents the number of nodes,
and d(u) represents the degree of the node.

Liu et al. [78] presented a framework that combined a multi-objective evolutionary algorithm called
“Detecting Evolving Community Structure” (DECS), a label propagation method in initialization, and
a migration operator in mutation. This framework employed the temporal smoothness proposed by
Chakrabarti et al. [27]. The DECS algorithm maximized Q and NMI simultaneously in every subsequent
time step.

o = {argmaxct[Q(Ct), NMI(Cy, Ci—-1)],t>2 (40)

B argmaxc,[Q(Cy)], t=1

At the initial time step, that is, ¢ = 1, without a comparable previous community structure, C; represents
a network partition that maximizes modularity and represents a community structure.

Besharatnia et al. [79] proposed a new approach (MOGWO-LP) that combines a Multi-Objective
Metaheuristic Gray Wolf algorithm with the Label Propagation method to progressively identify commu-
nities. This algorithm optimized two objectives: Q and NMI. Yin et al. [80] proposed the Multi-Objective
Discrete Particle Swarm Optimization for Dynamic Network algorithm (DYN-MODPSO). Typically, a
random walk method was employed to alter the initial snapshot population deviation in an evolving network.
The algorithm optimized two objectives: CS and NMI. Cai et al. [81] presented the NOME algorithm,
which is based on the combination of multiple objective evolutionary clustering with a node occupancy
assignment mutation operator. NOME utilized the MOEA/D framework, which optimized both Q and
NMI simultaneously to detect evolving communities. Wang et al. [82] suggested a community identification
approach that combines a multi-objective evolutionary algorithm with decomposition and an evolutionary
clustering algorithm. This approach used the adaptive mutation evolutionary strategy. This strategy was
employed in conjunction with a corresponding change in the number of subproblems in MOEA/D as a means
of addressing environmental influences. Furthermore, we dynamically adjust the mutation rate according to
population changes. Table 6 summarizes the hybrid metaheuristic algorithms reviewed using the continuous
approach, detailing their advantages, drawbacks, the heuristic algorithm employed, the objective functions
applied, the evaluation measures used, and the datasets utilized.
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The key limitations and future directions of the community detection algorithms in dynamic networks
are clarified in Table 7.

Table 7: The key limitations and future directions of the community detection algorithms in dynamic networks

Algorithms

Key limitations

Future directions

Heuristic and
modularity based
community
detection

Metaheuristic-
based community
detection

Deep learning
based community

Suffered from (resolution
limitation [83], suboptimal
results [84], temporal
conflict [85], sensitivity to
noise)

Premature convergence,
sensitivity of parameters,
challenge of scalability, absence
of combination
High computational cost,
overfitting issue [86], the

Employing multi-resolution methods to
address the resolution limitation, utilizing
the incremental algorithms to enhance the

dynamic community structure, hybridization
between heuristic and metaheuristic or deep
learning to improve quality of solutions.
Make hybridization between metaheuristic
algorithms and heuristic, especially in
(initialization and mutation), in addition to
metaheuristic with deep learning.
Effective architectures, transfer learning

detection problem of interpreting
identified communities, the
training process requires a large
amount of data [86].
Hybrid The challenges of computational Create self-adaptive or learning-based
Metaheuristic cost and Scalability, Sensitivity =~ parameter setting to enhance robustness and
based community of Parameters setting, the decrease the level of manual intervention, Set
detection challenge of balancing between  up standard evaluation measures for hybrid

convergence and diversity metaheuristic methods to allow a simple way

of looking at comparison and reproducibility.

5.4.2 Hybrid Deep Learning Based Community Detection (HDLCD)

Heuristic deep learning based community detection(HDLCD): This type of hybridization uses a deep
model to show the network in a low-dimensional embedded space, and then a clustering method in the
feature space can show how the communities change over time. This hybridization between them offers a
robust framework for improving performance and accuracy in the detection of dynamic networks.

Wang et al. [87] employed an evolutionary clustering framework to capture the evolution of the
community structure. The sE-Auto-encoder semi-supervised algorithm was suggested to lessen the effect of
nonlinear features on the low-dimensional representation. This was achieved by utilizing three overlapping
auto-encoders, taking into account time constraints to help maintain relationships between nodes, as well
as ensuring temporal smoothness to prevent abrupt changes between time steps. Finally, after obtaining
the results from the previous autoencoders, the k-means algorithm was used to divide the results into final
communities. Qu et al. [88] proposed a dynamic community detection framework that integrated dynamic
community detection based on the evolutionary deep-walk algorithm (DEDW) with the K-means clustering
algorithm. The DEDW algorithm integrates the graph embedding algorithm with the deep-walk algorithm.
Graph embedding was used to address the issue of data scarcity, transforming the dynamic network into
a low-dimensional representation to facilitate enhanced data processing. After that, the Deep Walk static
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graph embedding algorithm was implemented in the dynamic network to generate node embedding feature
vectors derived from the stable characteristics of community structure modifications. Finally, the K-means
clustering algorithm was applied to identify the dynamic structure of communities. Zhang et al. [89]
suggested a node representation method that combines node influence with a random walk strategy to
improve node representation, thus better reflecting the network structure. Subsequently, they employed a
dynamic community detection algorithm. This algorithm consisted of two stages: the first stage involved
altering the local community structure to maximize modularity. In contrast, the second stage adapted to
changes in the number of communities. Pan et al. [86] introduced an innovative dynamic community
identification framework that integrated a deep learning model with an evolutionary clustering algorithm
(DLEC). Addressing the insufficiency of the adjacency matrix to represent the similarity relationships among
nodes suggested a matrix construction technique to produce a similarity matrix that encoded the structure
of communities. Subsequently, the deep auto-encoder was used to maximize the quality of community
detection at this step. A graph regularization term is incorporated as a temporal smoothness constraint
to reduce the evolution of the community. This framework balanced snapshot cost and temporal cost,
enhanced accuracy in community detection outcomes across successive time steps, and reduced abrupt
modifications in community structures. Ultimately, the K-means clustering method was utilized within the
low-dimensional network space to derive the community structure.

Table 8 summarizes the comparative analysis of community detection categories.

Table 8: Simplified comparative analysis of community detection categories

Category Advantages Limitations Computational Scalability Practical
complexity applicability
Heuristic and Simple design; fast May get stuck in Fast or Moderate: Limited to Suitable for static

Modularity-based
(HMCD)
Metaheuristic-
based
(MCD)

Hybrid-based
(HCD) [90]

Deep
Learning-based
(DCD) [91]

for small networks

Balanced weighted
exploration;
supports
multi-objective
approaches
Integrates strengths;
robust results

Learns complex
patterns; scalable
after training

local optima;
limited resolution
Requires parameter
tuning; sometimes
converges slowly

Complex to
integrate;
computationally
expensive
Requires large data;
training with high
cost

seconds to minutes
for small networks
Moderate: minutes
to hours depending
on generations

Slower: hours to
days depending on
design

High: hours to days
for training; fast
inference

small/moderate size

Can be tuned for
better scalability

Moderate to high
scalability

High scalability but
resource intensive

small networks

Efficient for
medium to large
networks

Useful when
robustness is
priority

Effective for large,
rich networks

6 Open Research Area

The development of network representation learning provides an efficient alternative for mining
and analyzing network structures. Network representation learning seeks to derive a low-dimensional
representation of the original networks, which can be achieved using deep learning techniques; hence, it
facilitates the successful execution of various network research tasks. The importance of deep learning in
discovering dynamic communities has emerged due to its high ability to analyze complex patterns of nodes,
understand their dynamic interactions, predict the behavior of nodes within communities, and analyze
extensive, and complex data. Recently, numerous research studies and review articles have made significant
strides in utilizing deep learning methods to effectively address the problem of CD. Although there is a
growing interest in this study area, the design of such methods remains open to further development. In
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general, the utilization of deep learning in the detection of dynamic community structures encounters the
following challenges:

1. Deep learning models are dependent on complicated architectural designs, making them challenging
to understand and analyze. This complexity affects the evaluation and fixing of errors, thereby affecting the
precision of community detection.

2. Instability challenge for dynamic network during deep learning training: In the training of dynamic
communities, the problem in learning a constant and steady representation of the network that changes over
time is known as network instability. This instability has appeared due to the change of topological dynamics
and node interaction in the network; this poses several issues:

A- Temporal variability and non-stationarity: The structure of the network changes over time, resulting
in a repeated shift in the distribution of training data. This lack of stationarity is problematic for deep models,
as it is hard to converge to a stable representation or community affiliation. Models that are trained on
previous images can become inaccurate quickly because new connections or nodes are added or removed.

B- Noise and incomplete data: Dynamic networks often suffer from noise, insufficient communication,
or faulty connections. These connections may distort the intended meaning of deep learning during training,
leading to the acquisition of poor-quality information.

C- Overfitting to transient patterns: Deep models may be unable to adapt to short- term changes or
noise in the network, which would lead to a poor grasp of patterns for the future.

D- Computational complexity and scalability: Training deep models on large-scale graphs that evolve
is computationally expensive and may necessitate frequent retraining to adapt to new situations, which is
challenging in practice.

E- The absence of real ground and the difficulties of evaluation: Dynamic community detection is often
performed without supervision, which makes it difficult to assess the consistency of the model’s stability and
performance of the model over time.

To address this challenge, the researchers [86,91-93] have made additional efforts to enhance the
stability of communities in dynamic networks.

3. The issue of overfitting has emerged. Models can become overly dependent on training data, resulting
in inadequate performance with new or unfamiliar data. This may negatively influence the model’s ability to
detect communities effectively.

Consequently, despite the recent adoption of deep learning in the community detection domain,
the demand for hybrid deep learning and opportunities for cross-fertilization between deep learning
and (heuristic, metaheuristic, and hybrid metaheuristic) algorithms can arise and persistently escalate.
The primary motivation stems from the realization that providing comprehensive models, in terms of
hybridization, may play an essential role in utilizing the advantages and overcoming the limitations of using
a single technique from other classes. The following subsections aim to present researchers with innovative
design challenges for hybrid deep learning frameworks, which have still received minimal attention or
remain unexplored.

6.1 Heuristic Deep Learning Based Community Detection (HDLCD)

The primary motivation for researchers to employ heuristic deep learning-based community detection
(HDLCD) comes from deep learning’s abilities to enhance the representation of dynamic networks and
extract hidden data patterns. This procedure enhances the precision of identifying dynamic communities
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using heuristic algorithms. This integration represents a promising direction. However, this integration faces
many challenges:

1. Large amounts of high-quality data are necessary for practical model training, and the complex nature
of these models requires significant computational resources.

2. Complex models often store training data rather than extracting general patterns, resulting in poor
efficiency when processing novel data.

3. Deep learning algorithms operate as black boxes, making it difficult to comprehend their decision-
making processes.

4. Data bias can lead to unfair results, necessitating careful control to ensure the fairness of the
models constructed.

However, merging heuristics algorithms with methods based on deep learning provides several benefits:

1- Improved feature extraction: Heuristics enable feasible feature optimization and support heuristic
feature extraction within unguided, pre-developed deep network learning.

2- Provide better accuracy: Combining heuristics and deep learning enhances model adaptability to
various datasets, thereby improving the classification and prediction performance of the model.

3- Create the model straight: The heuristic helps to make optimal adjustments to the parameters and
select how the model should be created, halting extended trial and error.

6.2 Metaheuristic Deep Learning Based Community Detection (MDLCD)

The integration of deep learning with metaheuristic algorithms represents a promising direction in
optimizing the efficiency of both. Deep learning can facilitate the collection of significant, high-dimensional
representations of nodes and edges within a social network, capturing complex interactions that conventional
features may miss. Metaheuristic algorithms can subsequently use the extracted features as input to optimize
single or multiple objectives. This combination offers several advantages that can improve the detection of
dynamic networks in future research.

1- Improved precision: This integration improves the ability of deep learning to accurately identify
complex non-linear patterns. After that, metaheuristic optimization is applied to enhance both the precision
and the efliciency of community detection.

2- Enhanced efficiency: Metaheuristic algorithms can optimize the deep learning training process,
potentially reducing computational running costs and accelerating convergence rates.

3- Flexibility in objective management: Metaheuristic-based optimization facilitates adaptable objective
formulations in deep learning-driven community discovery, therefore enhancing the model’s alignment with
specific requirements and limitations.

Despite the advantages mentioned above, this hybridization faces two challenges:

1- Computational complexity: The integration of metaheuristics with deep learning complicates compu-
tation due to dynamic inputs. These algorithms frequently deal with dynamic inputs that change throughout
the solution process, requiring continuous updates to both the learning model and metaheuristic parameters,
which results in added computing costs.

2- Complexity of model tuning: This requires balancing between multi-objective optimization and
deep learning parameter optimization, which necessitates complex balancing methodologies in both
metaheuristics and deep learning.
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However, there are several challenges related to merging metaheuristic algorithms with deep learn-
ing methods:

1- Computational Complexity: Metaheuristic algorithms can be very computationally expensive when
applied to deep learning on large-scale data.

2- Parameter Setting Difficulty: Setting of parameters for both deep learning and metaheuristics is
challenging to achieve for good performance.

3- Issues in Convergence and Stability: There may also be issues with the stability of the training process
and convergence to optimal solutions, as metaheuristics are stochastic.

The combination of deep learning with metaheuristic algorithms represents a growing approach that
holds significant promise in improving the detection of dynamic networks. As academics continue to explore
this field, we can expect creative solutions that enhance the performance of both. In addition, the applicability
of these mixtures expanded to encompass more complex networks.

6.3 Hybrid Metaheuristic Deep Learning Based Community Detection (HMDLCD)

This subsection highlights the expected significance of hybrid metaheuristic deep learning-based
community detection (HMDLCD) algorithms as a robust framework to understand the interaction between
HCD, MCD algorithms, and deep learning. This is achieved by capturing hidden patterns and relationships
in complex dynamic networks using different deep learning methods.

On the other hand, deep learning enhances the performance of heuristic and metaheuristic methods.
Combining deep learning with hybrid frameworks facilitates enhanced feature extraction from complex
networks. This feature enhances the understanding of the underlying, leading to improved data on the hybrid
algorithms™ performance in detecting communities over time. We expect that deep learning will have an
effective role in improving hybrid algorithms, as shown below:

1- The combination of two heuristic algorithms: Deep learning can enhance heuristic algorithms
by producing more efficient features, enabling conventional methods such as K-Means or Louvain to
perform effectively on more robust data, resulting in improved community detection and decreased
computational complexity.

2- The combination of two metaheuristic algorithms: Combining deep learning with metaheuristic
algorithms, such as genetic algorithms or particle swarm optimization, enhances their exploration efficiency.
Deep learning methods can facilitate the search process by providing knowledge about the structure of the
network, thus improving the convergence rates and the quality of the solutions.

3- Combining heuristic and metaheuristic algorithms: The combination of deep learning with heuristic
and metaheuristic approaches has a mutually beneficial effect. Deep learning can preprocess data to identify
local structures that are expected, while heuristics effectively improve the speed of metaheuristic algorithms.
This blend creates a community that identifies the most comprehensive and efficient solutions within a
dynamic network. The collaboration of these three methods will produce robust and scalable solutions that
can efficiently tackle the difficulties of detecting the dynamic structure of communities.

This study identifies significant gaps and promising areas for further analysis, synthesizing the limita-
tions of prior approaches with the potential offered by combining hybrid metaheuristics and deep learning.
For instance,

1- Dimensionality curse in deep models: The use of metaheuristic dimension reduction methods [94].

2- Design of hybrid frameworks that adapt and combine the strengths of different algorithms.
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3- Developing community detection methods that are scalable, interpretable, and robust, and remain
dynamic over time and for all community applications.

7 Conclusion

The community detection problem has been determined to be NP-hard and remains an active research
topic. The purpose of this paper is to capture the nature of dynamic communities and assess the effectiveness
of algorithms used to detect them. This paper focuses on the current gaps to detecting communities that
change over time, its challenges, and provides a comprehensive review of dynamic community detection
algorithms by dividing it into four categorize: heuristic, metaheuristic, deep learning and hybrid based com-
munity detection to explain the differences between them in the efficiency of understanding and identifying
the behavior of the complex networks. This study also highlighted community detection approaches that are
divided into two categories according to the kind of dynamic network: (snapshot based (independent) and
continuous(dependent)), to provide a critical view about the importance of choosing the suitable approach
to specifying the nature of the evolution of communities over time and requirements of these networks to
analyze it. In the future, this review paper suggests utilizing deep learning in conjunction with metaheuristic
and hybrid metaheuristic algorithms to overcome the main challenges mentioned in this study, thereby
enhancing the detection of dynamic communities and providing more accurate solutions.
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