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ABSTRACT: Federated Learning (FL) has recently emerged as a promising paradigm that enables medical institutions
to collaboratively train robust models without centralizing sensitive patient information. Data collected from different
institutions represent distinct source domains. Consequently, discrepancies in feature distributions can significantly
hinder a model’s generalization to unseen domains. While domain generalization (DG) methods have been proposed
to address this challenge, many may compromise data privacy in FL by requiring clients to transmit their local
feature representations to the server. Furthermore, existing adversarial training methods, commonly used to align
marginal feature distributions, fail to ensure the consistency of conditional distributions. This consistency is often
critical for accurate predictions in unseen domains. To address these limitations, we propose GPAF, a privacy-preserving
federated learning (FL) framework that mitigates both domain and label shifts in healthcare applications. GPAF aligns
conditional distributions across clients in the latent space and restricts communication to model parameters. This
design preserves class semantics, enhances privacy, and improves communication efficiency. At the server, a global
generator learns a conditional feature distribution from clients’ feedback. During local training, each client minimizes
an adversarial loss to align its local conditional distribution with the global distribution, enabling the FL model to
learn robust, domain-invariant representations across all source domains. To evaluate the effectiveness of our approach,
experiments on a medical imaging benchmark demonstrate that GPAF outperforms four FL baselines, achieving up
to 17% higher classification accuracy and 25% faster convergence in non-IID scenarios. These results highlight GPAF’s
capability to generalize across domains while maintaining strict privacy, offering a robust solution for decentralized
healthcare challenges.
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1 Introduction
Recent advances in artificial intelligence (AI) have significantly improved healthcare quality and

increased life expectancy. Deep learning models show particular promise in addressing complex healthcare
challenges [1]. These models, however, require access to large-scale, high-quality datasets to achieve robust
performance. Therefore, Limited datasets constrained the development of effective AI applications in
healthcare field. To address this limitation, federated learning (FL) enables multiple medical institutions to
train a global model collaboratively while preserving strict privacy guarantees. Specifically, each medical site
shares only its local model parameters with a central server. This decentralized paradigm provides a viable
alternative to traditional centralized learning [2]. Therefore, FL has gained wide adoption in critical medical
applications, such as brain tumor detection [3] and COVID-19 diagnosis [4]. However, one key challenge in
FL is data heterogeneity. Clients collect their private data using different equipment, scanners, and imaging
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protocols [5]. As a result, shifts in feature distributions arise across clients, causing a domain shift issue.
Consequently, models trained under these conditions fail to learn robust domain-invariant representations
and may not capture domain characteristics beyond their local datasets. A common aggregation method in
federated learning (FL), such as FedAvg [6], computes the global model by averaging local model updates.
While this approach has demonstrated its effectiveness in use cases, it does not account for differences in
data distributions. This can lead to increased divergence among client models in the parameter space. As
a result, the global model may become biased toward dominant local distributions, thereby hindering the
overall performance of the FL system. To tackle this issue, a significant effort has been made in domain
adaptation (DA) [7], which aims to reduce the distribution shifts between source and target domains.
However, this approach faces two key limitations: First it requires access to a labeled target dataset, which
is often impractical in privacy-sensitive domains like healthcare. Secondly, it must be retrained for each
new unseen target domain, leading to computational and time-consuming burdens. Therefore, Domain
generalization (DG) methods [8] have been proposed to align feature distributions across multiple source
domains. This is achieved by training a model that can generalize effectively to unseen domains, without
requiring access to the target domain during training. However, most existing methods rely on simultaneous
access to diverse datasets to learn domain-invariant features, which is not feasible in a federated learning
setting due to privacy constraints and communication overhead. To address this, significant efforts have
been directed toward federated domain generalization (FedDG). These methods aim to enhance model
robustness on unseen data distributions while adhering to the core principles of federated learning (FL). For
example, a disease diagnosis model trained collaboratively by multiple hospitals should perform accurately
when applied to new hospitals, even when their data distributions shift. This requires the model to learn
domain-invariant representations across clients in a decentralized manner. One common approach involves
clients sharing data-related information to learn a global data distribution [9]. However, these methods
contradict the core privacy principles of the FL paradigm and introduces significant communication
overhead. Similarly, adversarial learning approaches [10] align the local feature distributions of multiple
participants through the optimization of a domain loss on the server. These methods necessitate that clients
upload their local feature representations and then receive domain loss gradients for local optimization.
Such frequent exchanges of local features, gradients, and data information expose the FL training process to
privacy vulnerabilities [11]. For instance, this information is susceptible to exploitation in model inversion
attacks [12]. Furthermore, a key limitation of these methods is their reliance on strict synchronous updates,
which forces clients to wait for server-side domain loss gradients to perform local optimization. In practice,
this design can lead to significant delays due to client unavailability and computational heterogeneity, leading
to the rise of stragglers. The subsequent use of stale or outdated features from these clients negatively
impacts adversarial optimization, which consequently reduces the scalability and robustness of real-world
FL systems. To solve these challenges, we propose a preserved adversarial framework (GPAF) that learns
domain-invariant features by aligning both marginal and conditional distributions across clients. GPAF
tackles two key challenges: (1) mitigating domain and label shifts in federated settings, and (2) ensuring
robust model generalization without compromising privacy or requiring synchronous coordination. Notably,
GPAF introduces no additional communication overhead or coordination requirements. Clients perform
domain alignment locally and communicate only their model parameters to the server, which preserves
the classic FedAvg structure. In this way, GPAF enables scalable and stable training in asynchronous
FL environments.

Moreover, existing approaches primarily align marginal feature distributions across clients to learn
domain-invariant representations. These methods often assume the conditional distribution, P(Y∣X),
remains consistent across different domains in a federated learning (FL) setting. Similarly, much of the
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research in domain adaptation (DA) adopts the label shift assumption, which holds that P(Y∣X) is consistent
while the marginal distribution, P(X), differs. However, this foundational assumption is typically violated in
practice, especially in fields like medicine where healthcare institutions serve distinct populations influenced
by local demographics, healthcare practices, and resource availability. This means that data on each node is
collected in a non-IID manner, with both the prevalence of labels, P(Y), and the conditional relationship
between features and labels, P(Y∣X), varying across clients. Consequently, models trained under these
assumptions often fail to generalize when both domain and label shifts are present. For instance, during
the COVID-19 pandemic, changes in patient age distribution and treatment protocols were shown to alter
clinical outcomes [13], thereby violating the label shift assumption. As a result, FL models trained under these
assumptions often fail to generalize when both domain and label shifts are present. Data-free knowledge
distillation [14] employs a global server-side generator to synthesize pseudo features. However, they merely
perform simple model aggregation at the server, which ignores features shifts across clients. This motivate us
to leverage a global generator to model conditional distribution at server. We further enhance the generator
with a consistency loss, which encourages the generator to converge toward a consensus representation, and
a diversity loss to mitigate mode collapse, thus improving the robustness of the global model. On the other
hand, aggregating local models neglects the diverse data distributions across clients, which can potentially
harm the FL performance.

Motivated by these observations, we propose GPAF, a novel approach that aligns conditional distribu-
tion across clients to encourage the learning of robust, domain-invariant features. Our method integrates
adversarial alignment during local training to enforce conditional alignment. At the server, the global
generator models a global conditional Q(Y∣X). On the client side, adversarial learning is employed to reduce
discrepancies between local and global representations, thereby aligning the conditional distributions across
all clients. GPAF ensures that clients perform conditional alignment using only their own data through local
adversarial training. GPAF uses this generator as a reference for aligning client representations. In this work,
we highlight the following main contributions:

• We propose GPAF, a novel federated learning framework that addresses both domain and label shifts by
aligning marginal and conditional distribution.

• GPAF aligns each client’s local conditional feature distribution with a global distribution through local
adversarial learning, eliminating the need for a target dataset on the cloud.

• We introduce a new global model F, initialized with global parameters, to guide the generator in learning
consistent features. We further enhance the generator with a consistency loss and a diversity loss to
mitigate mode collapse and improve overall generator performance.

• GPAF performs domain alignment locally, guided by the server’s global knowledge, to ensure privacy
and communication efficiency, thus enhancing DG approaches that require synchronous coordination
between client feature extractors and server-side domain losses.

• Through extensive experiments on two medical benchmarks, we show that GPAF outperforms several
state-of-the-art (SOTA) federated learning methods, such as FedAvg, MOON, and FedDG.

The paper is organized into the following sections. In Section 1, the limitations of existing approaches
in handling domain shift are outlined. Section 2 reviews related works and highlights their limitations.
In Section 3, we present our proposed method, GPAF, a privacy-preserving federated learning framework
that addresses both domain and label shifts. We describe the training of a global generator at the server and
adversarial learning with variational autoencoders (VAEs) to align local and global distributions on the client
side. In Section 4, we validate our method using 2 medical benchmark datasets under domain shift and non-
IID settings. Finally, in Section 5, we discuss future directions for advancing federated learning in healthcare
field through robust domain generalization strategies.
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2 Related Works
A primary obstacle in federated learning (FL) is the performance degradation that results from data

heterogeneity. There is a large body of existing work on regularization techniques to mitigate statistical
heterogeneity and client drift [15,16]. However, these methods often fail to generalize to new domains due to
domain shift. To address this, Federated Domain Generalization (FedDG) has emerged, integrating domain
generalization (DG) principles into FL. A key approach to achieving this goal is representation learning,
which has shown great success in DG. This approach captures common structures across various source
domains. Consequently, representation learning can be extended to compel clients to learn domain-invariant
features within a federated learning setting. For instance, Wu and Gong [17] proposed the COPA framework
that encourages learning domain-invariant feature representation through a local feature extractor with
hybrid batch-instance normalization. While the server aggregates the feature extractors, it also broadcasts
an ensemble of domain-specific classifiers to all clients. This practice, however, can raise privacy concerns
and increase communication overhead. Liu et al. [9] proposed FedDG, a method that leverages frequency
domain transformation to preserve privacy. In this approach, clients share the amplitude spectrum and retain
the phase spectrum locally to protect semantic content. The server then aggregates the shared amplitudes
into a distribution bank, which clients use during local training to synthesize style-transferred data. A key
limitation of this approach is that the frozen amplitude information may still leak distribution-specific
characteristics, thereby posing a privacy risk as adversaries could potentially infer sensitive information.
Chen et al. [18] proposed CCST, a framework that mitigates distributions discrepancies across clients. Clients
extract style representations using a transformation technique (e.g., AdaIN) and send them to the server,
which aggregates them into a global style bank. This bank is then redistributed to clients for local data
augmentation. Each client augments their data with diverse styles to reduce client-specific biases. While
this strategy enhances generalization, it introduces privacy concerns and increased communication costs,
especially when multiple style representations are shared per client.

Recent works have extended Domain-Adversarial Neural Networks (DANN) to the federated learning
setting to extract domain-invariant features across clients. DANN introduces a domain discriminator to
identify the origin of the feature representations [19]. In FedAKA [20], a two-phase adversarial framework
is employed to enhance domain generalization in FL. In the first phase, a global discriminator is trained
at the server using both clients’ local features and target features. The discriminator objective is to learn to
distinguish between features originating from a specific client or those from the target domain. In the second
phase, the server transmits the gradients of the domain loss to each client. A gradient reversal layer is then
applied to adversarially update local encoders, a process that encourages the extraction of domain-invariant
features. Additionally, FedAKA reduces distributions discrepancies between sources and target domains by
minimizing the (MMD) loss.

In federated fault diagnosis, recent methods adopt adversarial learning to handle domain shifts. These
approaches jointly optimize a domain loss at server to encourage domain-invariant features [21]. Another
federated transfer learning for machinery fault diagnosis uses synthetic priors to align class-wise distribu-
tions via MMD in a privacy-preserving manner [22]. However, these approaches compromise privacy by
sharing client-specific information with the server, which exposes clients to potential attacks and leads to
significant communication overhead. Moreover, several methods also depend on a centralized target dataset
for domain alignment, contradicting the privacy-preserving goals of FL. Additionally, adversarial methods
with GRL require strict synchronization between clients and the server to prevent gradient staleness, which
is difficult to guarantee under communication constraints. Another line of work aims to improve privacy and
employ data-free generative models to transfer knowledge in FL. For instance, FedDF [23] uses a server-side
generator to synthesize data for ensemble distillation, enabling the fusion of knowledge from multiple client
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models into a single student model. Similarly, FedGen [14] leverages a lightweight generator to aggregate
knowledge across clients and to regularize local training. However, FedGen synthesized features for local
training regularization, but it fails to address domain-invariant representation learning within a federated
domain generalization context. In contrast, our approach introduces a mechanism to align the conditional
distributions across clients, implements a customized local adversarial alignment, and incorporates a global
model F at the server to evaluate the semantic consistency of generated representations.

3 Method

3.1 Problem Statement
We propose Generated Preserved Adversarial Federated Learning (GPAF) to address the limitations of

existing FL methods under both domain shift and label shift. We consider a standard FL scenario with K
clients, where each client i ε {1, . . . , K} is associated with a private dataset Di . A data sample from client i
is denoted as (x j

i , y j
j) where x j

i ∈ X is the input and y j
j ∈ Y is its corresponding label. A feature extractor

g∶X → Z maps the input space X to a latent representation Z. Our goal is to train a model over these K
sources domains that learn a domain invariant representation z and remain robust and generalizable across
all participants.

Prior studies commonly assume that the conditional distribution P(Y∣X) remains consistent across
domains. However, in real-world federated learning, this assumption is often violated due to clients’
heterogeneous conditional distributions and imbalanced label distributions.

Existing methods that align distributions at the input level, such as style harmonization [24] or data
augmentation [25], primarily focus on the marginal distribution P(X). This approach, however, has key
drawbacks: First, it poses potential risks to client privacy due to the necessity of indirectly exchanging
data statistics. Second, it imposes substantial computational overhead. Finally, it does not ensure semantic
consistency across domains, which may hinder the generalization of learned representations. To overcome
these limitations, motivated by recent advances in representation learning [26], we propose GPAF, a data-
free approach that aligns conditional feature distributions P(Z∣Y) across clients in the latent space. Hence,
our method mitigates discrepancies among local models while preserving data privacy. Therefore, our main
objective is to ensure that for each class y, the conditional feature distributions are aligned across all clients:

∀i; j = 1 . . . K , Pi (Z∣Y = y) = Pj (Z∣Y = y) (1)

where Pi (Z∣Y = y) denotes the conditional feature distribution of client i.
Many Domain Generalization (DG) approaches aim to learn domain-invariant representations, z.

To achieve this, these approaches ensure that the marginal distribution, Pi (z), and/or the conditional
distributions, Pi (z∣y), are consistent across domains. Conceptually, Eq. (1) illustrates that although samples
from the same class may vary considerably across domains, a shared latent space can still be learned in which
their representations remain consistent across clients. Direct alignment cannot be enforced in federated
scenarios, as privacy requirements prohibit sharing client data and communication resources are limited.
To address this, GPAF leverages a global generator at the server to model a reference distribution Q (z∣y).
Additionally, an adversarial alignment strategy aligns local feature distributions with global features, thus
encouraging the learning of robust and domain-invariant representations. Our framework comprises two
phases: A generative preserved adversarial learning and local adversarial alignment, as illustrated in Fig. 1 and
detailed in Algorithm 1. During the local adversarial alignment, each client trains a VAE-based architecture
with a classifier and then applies an adversarial alignment against samples generated from the global
distribution, to learn robust latent representations. In generative preserved adversarial learning, a generator
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is trained on the server side to produce global representations z∗ ∼ Gw(z∣y) that are semantically meaningful
and consistent. This entire setup enables both conditional alignment and representation diversity while
preserving client privacy.

Figure 1: Overview of our federated domain generalization framework (GPAF). (a) Local adversarial alignment: each
client encodes local data samples into latent representations encoder. The classifier predicts labels from latent features,
and a decoder reconstructs input images. To align conditional distributions P(z∣y) across clients, we sample global
representations z∗ ∼ Gw(z∣y) from a class-conditional generator shared by all clients. An adversarial discriminator
Ds encourages the encoder to generate features indistinguishable from z∗, minimizing Lg. (b) Generative preserved
adversarial learning at server: the server the generator Gw optimized loss to generate global representation z∗. These
samples are fed into a global model F, and supervised using a Ls loss. A discriminator Dn enforces class diversity in the
generated features via the loss Ldiver

3.2 Generative Preserved Adversarial Learning
To model global latent representations, we aim to learn a conditional distribution Q (z∣y) at the server,

where z denotes the latent feature vector and y the target label. Variational Autoencoders (VAEs) [27] provide
a principle approach for learning robust latent representation. A VAE models a joint distribution p (x , z) =
p (z) p (x∣z), where p(z) is a prior distribution over the latent space. To enable backpropagation through
Gaussian latent variables, we apply the reparameterization trick: z = μ (x) + σ 2 (x) + ε, where ε ∼ N (0, 1).
The decoder reconstructs the true distribution pθ(x∣z) from the latent representation z∶ p (x∣z) = μ (z) +
σ (z) and the encoder approximates the posterior q∅(z∣x). The VAE is trained to minimize the following
empirical loss:

LVAE (x , θ , ϕ) = −KL(q∅(z∣x)∣ ∣pθ (z)) +
1
L

L
∑
l=1

log pθ (x∣z) (2)

VAEs are trained to minimize an objective Eq. (2) that includes a Kullback-Leibler (KL) divergence term,
which regularizes the posterior q∅(z∣x) toward the prior p(z) and a reconstruction term, which ensures
accurate reconstruction of the input data. However, the implementation of VAEs models on the server side
directly in a federated learning setting presents significant challenges. These models can be complex and
computationally expensive to train. Furthermore, some approaches still require clients to transmit sensitive
feature information, which could potentially compromise FL’s privacy-preserving design. To address this
issue, we leverage a data-free knowledge distillation generator which aligns the ensemble clients’ predictions
with the ground-truth labels: p̂ (y∣x) ≈ 1

K ∑
K
k=1 log p (y∣x; θk), where θC

k denotes the parameters of the local
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classifier at client k. Concretely, the server trains a global generator Gw(z∣y) parametrized by w, to generate
global features representation z ∼ Gw(z∣y). During global training, we feed the generator with label vectors
y that are sampled from a Dirichlet distribution. Hence the latent representations z are generated via the
reparameterization trick: z = μ (y) + σ (y) ⋅ ε where ε ∼ N (0, I) to solve the following objective:

LKD = Ez ∼ Gw(z∣y) [�(σ ( 1
K

K
∑
k=1

g (z; θC
k )) , y)] (3)

here, � denotes the cross-entropy loss and σ is the SoftMax function. The loss compares the ensemble
prediction, which results from averaging the logits of all local classifiers, to the ground truth label y. LKD
encourages the global generator to produce semantically meaningful representations that remain consistent
with the collective knowledge of all clients. Meanwhile, we introduce a new global classifier model F as shown
in Fig. 1 in server that maps the latent representations z to predict the correct label. Hence, we minimize a new
consistence loss LGM Eq. (4), which aligns the generator output with the current F prediction. Specifically,
the objective function is defined as:

LGM = Ez ∼ Gw(z∣y) [�(σ ( 1
K

K
∑
k=1

g (z; θc
k)) ; (z))] (4)

LGM encourages the generator to optimize its output toward regions where the ensemble consensus is
strongest in the latent space. As a result, the generated representations are correctly classified by the global
model F, which mitigates early-stage representation drift. The overall loss is given by:

Ls = λLKD + (1 − λ)LGM (5)

where λ balances the contributions of the two terms. The generator minimizes Ls to produce semantically
meaningful representations while maintaining robustness and alignment across all clients.

Moreover, generative models often suffer from mode collapse, where the generator learns to produce
samples from only a few regions of the data distribution, thereby failing to capture its complete diversity [28].
In order to mitigate this issue, prior studies [29,30] have proposed adding a discriminator to an autoencoder
to enforce a match between the learned posterior and the prior, p(z). Following this principle, we incorporate
a discriminator Dn, trained to differentiate between samples from the global conditional distribution Q (z∣y),
and those from the prior p (y). This adversarial setup is optimized using a minimax objective [31]:

Ldiver =min
D

max
G

Ez∼p(z) [log (Dn((z))] + Ey∼p(y)Ez∼Q(z∣y) [log (1 −Dn (z))] (6)

The global training aims to minimize a global loss J, as defined in Eq. (7):

min
w

J = λ1Ls + λ2Ldiver (7)

where λ1 and λ2 are hyperparameters tuned during evaluation. The global generator acts as a proxy for
the collective knowledge of all clients, resulting in potential privacy enhancement. Once the training
completes, the server updates the global model parameters through aggregation using the standard FedAvg
optimization. Specially, the aggregated parameters are computed as:

θC = 1
k

K
∑
i=1

θC
i and θE = 1

k

K
∑
i=1

θE
i (8)
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where θC and θE denote the global classifier and encoder classifier parameters, respectively. The server then
sends the updated global model and the lightweight optimized generator Gt.

3.3 Local Adversarial Alignment
On the client side, we establish the training as a classification imaging task. Each client’s local model

consists of four components: an encoder Es, a decoder Us, a discriminator Ds and a classifier Cs. Our
solution adheres to the same security principles as the traditional FL. We only share model parameters to
the server with a communication-efficient strategy. The primary goal of the local model is to learn robust
feature representations through the local encoder Es. The encoder maps input images xi ∈ RC×H×W to latent
vector zi ∈ Rd and estimates the posterior distribution q(z∣x). The decoder Us then reconstructs the input
image from local features zi, i.e., Us (zi) = x̂i, thus modeling the true distribution p (x∣z). The VAE can be
formulated by the following objective:

Lv = −KL (qθ (z∣x) , p (z)) + ∥x − x̂∥2
2 (9)

where the KL term acts as a regularizer to ensure the learned latent representations remain close to the prior
distribution p(z), while the second term measures how well the reconstructed image x̂ approximates the
true input x from the generated local representation zi. The goal of the classifier Cs is to predict label ŷ from
zi, by minimizing the classification loss, which can be formulated by the following cross-entropy as follow:

Lcl =
Nk

∑
j=1

C
∑
i=1

1{yj = i} log efj,i

∑C
m=1 efj,m

(10)

where efj,i is the i-th output of the final layer of the classifier Cs on client k for the j-th sample, C is the number
of classes, and Nk is the number of training samples on client k.

From the objective in Eq. (1), our approach aims to align the conditional feature distributions P(z∣y)
across clients to achieve a form of domain-invariant representation learning. However, estimating P(z∣y)
directly is computationally challenging, as it involves integration over the input space x. Inspired by the class-
conditional alignment bounds of Smith et al. [32], which show that minimizing the KL divergence between
the posterior P(z∣x) and a reference distributions Q(z∣y) serves as an upper bound on the KL divergence
between Pi(z∣y) and distribution reference. We formalize this insight with the following proposition:

Proposition 1: Let qi (x∣y) be the posterior of client i, and let Q(z∣y) be the global conditional
distribution at server, then we have:

Epi(x , y) [KL(qi (x∣y) ∣∣Q(z∣y)] ≥ Ey∼pi(y) [KL (pi (z∣y) ∣∣Q(z∣y))] (11)

Given the bound established in Eq. (11), we effectively minimize the KL divergence KL (pi (z∣y) ∣Q(z∣y))
for all labels y. Therefore, this alignment encourages pi(z∣y) to converge toward the global Q(z∣y), i.e.,
pi (z∣y) ≈ Q(z∣y). As a result, this also implies that the conditional distributions across different clients are
aligned:

pi (z∣y) ≈ Q (z∣y) ≈ p j (z∣y) (12)

To avoid the computational intractability of directly minimizing the KL divergence between local and
global conditional distributions KL (pi (z∣y) ∣Q (z∣y)) in Eq. (11). We adopt an adversarial objective that is
equivalent to the minimization of the Jensen–Shannon divergence (JSD). Hence, we propose a client-side
adversarial learning. Each client trains a discriminator Ds, which distinguishes between samples from the
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global distribution Q (z∣y) and those generated by local encoder q(z∣x). The encoder Es is trained to confuse
the discriminator, thus encouraging its output to be indistinguishable Q (z∣y). The adversarial loss is given by:

Lg =min
E

max
D

Ez∗∼Q(z∣y) [log (Ds((z∗))] + Ez∼q(z∣x) [log (1 −Ds (z))] (13)

Crucially, the adversarial loss in Eq. (13) is computed entirely on the client side and does not require
gradient exchange or synchronization with the server. As a result, GPAF is both communication-efficient
and robust to asynchronous setting. Hence, the total local training is optimized by the following loss:

LTotal = Lv + Lcl + λ1Lg (14)

where λ1 is a hyperparameter tuned during validation and model parameters are optimized as follows:

θ̂Es = arg{min
θEs

Lc l + Lg} , θ̂Ds = arg{max
θ Ds

Lg} , θ̂Cs = arg{min
θCs

Lc l} (15)

This optimization is performed during local training, after which the updated encoder and classifier
parameters θ̂Es , θ̂Cs are transmitted to the server for global aggregation as defined in Eq. (8). The complete
training procedure is summarized in Algorithm 1.

Algorithm 1: Generated preserved adversarial federated learning for enhanced image analysis
Server Side
Learning rate ηDn , ηs ,

Require
Receive in round t θk

Cs
, θk

Es
from all clients

1: initialize generator, Discriminator, parameters and all other local component
2: Initialize global model classifier F with the global parameter using Eq. (8)
3: batch size B, learning rate η, number of epochs E, λkl , λadv , λ f
4: for each epoch round e = 1, 2, . . . , E do
5: Sample labels y ∼ Dir(α)
6: Sample noise vector ε ∼ N(0, I)
7: Generate global representation z, μ, log σ 2 = G(ε, y)
8: Compute loss Ldiver from Eq. (6)
9: Update θDn ← θDn − ηDn∇θ Dn

Ldiver
10: Compute ensemble average logits
11: Compute distillation loss LKD from Eq. (3)

Update θs ← θs − ηs∇θ s Ls
12: Predict the label of z from global model F and compute LGM loss from Eq. (4)
13: Send back to all clients θC ,θE , and lightweight global generator Gt
14: The server broadcast a global optimized Generator Gw(z∣y) to each client and Initialize

local parameters.
15: for each communication round t = 1, 2, . . . , T do
16: for each client k = 1, 2, . . . , N in parallel do
17: Compute zi ,k = E(xi)
18: Compute loss Lv from Eq. (9)

(Continued)
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Algorithm 1 (continued)
19: Compute global representation zi ,t from Gw(z∣y) giving noise ε and label y.
20: Compute loss Lg from Eq. (13)
21: Update θk

Es
← θk

Es
− ηEs∇θ k

Es
Lg

22: Update θk
Ds
← θk

Ds
+ ηDs∇θ k

Ds
Lg

23: Compute loss Lcl from Eq. (10)
24: Update θk

Cs
← θk

Cs
+ ηCs∇θ k

Cs
Lc l

25: End for
26: End for
27: Send to server θk

Cs
, θk

Es
for global aggregation and to train Gw(z∣y)

4 Experiment

4.1 Implementation Detail
To evaluate our method, we conducted experiments on two medical imaging datasets. For binary

classification, we used BreastMnist [33], which contains 780 grayscale breast ultrasound images resized to
28 × 28 pixels and categorized into benign, and malignant. Following the Medmnist-C benchmark [34], we
design two scenarios. In Scenario 1, we simulated domain shift and partitioned the training set into three
clients representing different imaging conditions: Client 0, as the original domain of the dataset, represents a
High-end equipment. Client 1 emulates mid-range equipment typically used in resource-constrained settings
with a subtle change in brightness between 0.2% and 15%, lower resolution and contrast between 0.6 and
1.4. Client 2 simulates a degraded condition, mimicking challenging real-world scenarios, with increased
brightness (+0.3), added gaussian noise (0.12) noise and contrast varying between 0.5 to 1.5. As shown
in Fig. 2, these perturbations yield distinct pixel intensity distributions. In scenario 2, we used PathMnist
dataset to simulate a realistic case of domain shift. The training set includes 100,000 hematoxylin & eosin-
stained histological images from one clinical center and the test set includes 7180 images from another center.
Assigning the training set to Client 0 and the test set to Client 1 introduces both domain and label shift, since
Client 0 contains more samples per class. Each client’s data was further split into validation and training.
We compared GPAF with three FL baselines: FedAvg, MOON, FedDG, as well as the centralized learning.
On the server, a global generator Gt is a Multilayer Perceptron (MLP) with a layer normalization and a
leaky ReLU activation, while the global discriminator Dt is a three-layer MLP with a sigmoid output layer.
Server training optimizes Eq. (7) using Adam optimizer with a learning rate of 0.001. The adversarial and
KL weights are set to λadv(s) = 0.3 and λkl(s) = 0.4, with batch size of 13 and 32. Labels y j are sampled from
a Dirichlet distribution controlled by alpha α. The server ran for 15 epochs per round. On the client side,
the encoder is a Convolutional Neural Networks (CNN) with two conv layers (64 and 128 filters, kernels 4
× 4, stride 2), the decoder uses transposed convolutions to reconstruct images from z and the classifier is an
MLP, all optimized with Adam with a learning rate 0.00013914064388085564. During evaluation, we tuned
the VAE and the adversarial losses lambda, respectively: λv ae = 1, and λadv = 0.3. We set the dimensionality
of the latent space z = 64 for both local and global training. We already test over different values {32, 64, 128}.
This choice was guided by the fact that both PathMNIST and BreastMNIST share the same image resolution
(28 × 28). The selected value of 64 offered the best trade-off between representation capacity and training
stability. We use Flower framework [35] and for fair comparison we use the same hyperparameters for all
FL methods. Each client trains for 30 local epochs and with 10 global iterations for BreastMnist, while for
PathMnist we set the local epochs to 3 and global rounds to 300 iterations.
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Figure 2: Profile intensities across the three clients in both classes (a) and (b) with BreastMnist dataset

4.2 Results
Table 1 presents the performance of GPAF and baseline algorithms on the BreastMnist dataset under

both domain and label shift, using the Dirichlet distribution with varying alpha α. GPAF achieves the
highest accuracy among all the FL methods. Our algorithm outpaces FedAvg by 8.5% when (α = 0.5)
and 17% when (α = 0.1), and MOON by 10% when (α = 0.5) and by 13% when (α = 0.1). While GPAF
experiences a slight accuracy drop under sever label shift (α = 0.1), it still outperforms MOON, which shows
no improvement when features distributions are highly skewed. MOON learns global representation based
on all clients’ average parameters without any additional information about the features’ characteristics,
which limits its performance under severe domain shift. In contrast, GPAF leverages a global distribution
Q(z∣y) to guide each client’s local encoder toward a shared, domain-invariant latent representation through
local adversarial. We also compared GPAF to a state-of-the-art centralized learning model based on the
SWIM architecture. The centralized approach achieved a slightly higher accuracy (85.44%) compared to
GPAF (84.62%). However, centralized approaches assume access to large, diverse, and well-labeled datasets
from one domain across multiples clients, which are rarely available. Consequently, models trained on data
from one site often generalize poorly to other medical sites. GPAF effectively mitigates the domain shift
issue between clients without introducing additional privacy risks. To provide a more precise measurement
of discrepancies in feature representation distributions, we use an t-SNE visualization as shown in Fig. 3.
In subfigure (a), GPAF’s local features for the same classes form tight clusters across clients and align
closely with the global features. This demonstrates an effective conditional distribution alignment of local
features with a shared global distribution as their reference. The higher validation accuracies demonstrate
the effective of this method. In contrast, subfigure (b) shows that MOON’s local features are scattered across
distinct clusters, with global representations positioned distant from local ones. This misalignment results
in poor domain generalization and reduce classification performances. Consequently, under severe domain
shifts, these global representations represent the average of heterogenous clients’ parameters and lack other
feature domain information. Furthermore, Fig. 4 presents a t-distributed Stochastic Neighbor Embedding
(t-SNE) visualization of the conditional feature distributions across clients at iteration 8 for GPAF and
FedAvg on the PathMNIST dataset. GPAF achieves superior alignment of clients’ features compared to
FedAvg, which suggests that the proposed adversarial alignment effectively reduces domain discrepancies.
The improved feature alignment is also reflected in classification performance: GPAF achieves an accuracy
of 85%, outperforming FedAvg at 81% in the same iteration. These findings highlight that integrating a
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global generator with local adversarial learning enhances both representation consistency and predictive
performance under domain-shifted healthcare data.

Table 1: Top-1 accuracy of test data for BreastMnist dataset when data is non-iid (alpha = 0.5) and (alpha = 0.1) and
under synthesis domain shift

Method Accuracy F1-Score Recall Precision

α = 0.5 α = 0.1 α = 0.5 α = 0.1 α = 0.5 α = 0.1 α = 0.5 α = 0.1
FedAvg 76.08% 64.21% 77.75% 65.50% 79.67% 67.89% 75.89% 63.23%
MOON 74.45% 69.32% 73.40% 68.08% 75.67% 69.89% 71.23% 66.34%
FedDG 83.30% 80.01% 83.54 79.49 84.89 80.67 82.23 78.34
GPAF 84.62% 82.45% 84.05% 81.50% 85.23% 81.67% 82.89% 81.34%

Centralized (iid) 85.44% 85.30% 86.00% 84.78%

Figure 3: t-SNE visualization shows the local features of different clients of method GPAF (a) and MOON (b)

Figure 4: A t-SNE visualization of the conditional distribution across clients in iteration 8 between GPAF (a) and
FedAvg (b) in PathMnist dataset

Fig. 5a shows the average validation accuracy across clients during local training phase. We recorded
the accuracy only when it surpassed the previous best to monitor convergence. Although FedAvg performs
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well during early local epochs, GPAF surpasses it by the second global round and achieves its best accuracy at
epoch 12. Fig. 5b presents the training loss curves per client. GPAF initially exhibits a significant loss variation
in the early iterations, primarily because the global generator has not yet incorporated knowledge from the
clients. As a result, the model experiences instability during the initial iterations. In contrast, FedAvg shows
a more stable start with a lower initial loss, but it struggles to converge effectively due to the discrepancies in
features distributions across clients. In later iterations, however, GPAF outperforms FedAvg and converges
more rapidly. This indicates that GPAF’s global generator and local adversarial help align clients’ local features
and encourage client to learn more domain invariant representations under domain shift.

Figure 5: Comparing FedAvg to GPAF in (a) we report best average during communication rounds accuracy in valid
set and (b) we report the training loss of clients in local epochs

5 Conclusion
Existing (FDG) methods face privacy risks from client data exposure, incur high communication costs,

and often depend on centralized target datasets. We propose GPAF, a communication-efficient framework
designed to address both domain and label shift challenges in healthcare field. Clients learn domain-
invariant features locally without sharing any other information than client parameters. We believe that
enhancing privacy in domain generalization is a promising direction. This opens a compelling path for future
research toward privacy-aware domain generalization in real-world FL. Consequently, we aim to evaluate
robust aggregation methods [36,37] within DG-FL methods for strengthening privacy. Further, we aim to
extend GPAF to asynchronous federated learning, where client-server interactions do not require strict
synchronization to handle domain shift. Unlike existing FDG methods that rely on client-server coordination
to learn domain invariant features across clients or shared client data. However, because domain alignment is
performed locally, resource-constrained clients may face computational bottlenecks. This trade-off highlights
an important direction for future research. We further believe that improving efficiency on the client side
supports robust, scalable deployment in real-world healthcare systems.
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