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ABSTRACT: Electric Vehicle Charging Systems (EVCS) are increasingly vulnerable to cybersecurity threats as they
integrate deeply into smart grids and Internet of Things (IoT) environments, raising significant security challenges. Most
existing research primarily emphasizes network-level anomaly detection, leaving critical vulnerabilities at the host level
underexplored. This study introduces a novel forensic analysis framework leveraging host-level data, including system
logs, kernel events, and Hardware Performance Counters (HPC), to detect and analyze sophisticated cyberattacks
such as cryptojacking, Denial-of-Service (DoS), and reconnaissance activities targeting EVCS. Using comprehensive
forensic analysis and machine learning models, the proposed framework significantly outperforms existing methods,
achieving an accuracy of 98.81%. The findings offer insights into distinct behavioral signatures associated with
specific cyber threats, enabling improved cybersecurity strategies and actionable recommendations for robust EVCS
infrastructure protection.
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1 Introduction
The growing adoption of Electric Vehicles (EVs) marks a pivotal move toward cleaner, more sustainable

transportation solutions. Unlike traditional vehicles, EVs rely on electricity, often sourced from renewable
energy, significantly reducing greenhouse gas emissions. As EVs become more integral to modern mobility,
developing a reliable and accessible EVCS infrastructure becomes increasingly important. These charging
systems support the daily use of EVs and play a key role in promoting broader clean energy goals. However,
integrating EVCS into smart grids and IoT networks introduces new layers of complexity and risk. While
connectivity enhances the efficiency, scalability, and responsiveness of EVCS, it also opens the door to
potential cyber threats. Malicious actors can exploit the technologies that make these systems intelligent and
interconnected, threatening system stability and user safety [1].
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As EVCS evolves in complexity, it brings a growing set of cybersecurity challenges. These systems
function through constant communication between electric vehicles, charging stations, and the power grid—
an interconnected process that, while essential for seamless operation, also creates a broader and more
accessible attack surface. Cyberattacks on this infrastructure can cause various issues, from temporary service
interruptions to critical threats such as unauthorized energy use or disruptions to grid stability [2]. The shift
toward digital energy systems has only intensified these concerns. While modern infrastructures increasingly
rely on software to manage and coordinate operations, many still lack sufficient cybersecurity protections [1].
In this context, securing EVCS is not just a matter of improving technology—it has become essential for
maintaining the overall integrity and reliability of the energy grid.

Although cybersecurity in EVCS has become an increasingly active area of research, much of the
current literature remains centered on network-level vulnerabilities. Typical approaches include analyzing
network traffic for irregularities and strengthening communication protocols to guard against unauthorized
access [3–5]. While these methods are valuable, they often fail to account for the role of host-level data in
identifying and mitigating security threats. Information gathered directly from system components—such
as event logs, memory usage statistics, process activity, and device-level telemetry—offers a more granular
view of an EVCS’s operation. This data type can uncover behaviors and anomalies that are not always
visible through network monitoring alone. Host-level analysis is particularly important for detecting more
sophisticated attacks that bypass conventional, network-focused security measures [6,7].

Cyberattacks targeting EVCS can stem from network-level and host-level vulnerabilities, making
adopting a more integrated approach to forensic analysis essential. While real-time detection plays a crucial
role in identifying threats as they occur, a robust forensic strategy is needed to reconstruct the full timeline
of an incident, determine how the attack was executed, identify the exploited weaknesses, and formulate
measures to prevent similar breaches in the future. Host-level forensic data—such as execution traces, system
logs, memory usage, and process activity—provides vital insight into the behavior of compromised systems.
These data points often reveal signs of intrusion that are not visible through network traffic alone. For
example, detecting unauthorized process executions, abnormal memory patterns, or attempts at privilege
escalation typically requires in-depth host-based analysis to fully understand the nature and impact of an
attack. To address the current gap between real-time anomaly detection and post-incident investigation, this
study introduces a forensic analysis framework tailored to the unique demands of EVCS infrastructure. The
objectives of this research are as follows:

1. Examine various categories of cyberattacks targeting EVCS, including cryptojacking, Distributed
Denial-of-Service (DDoS), and reconnaissance activities.

2. Investigate host-level Indicators of Compromise (IoCs) using Hardware Performance Counters (HPCs)
and Kernel Event monitoring.

3. Design a comprehensive forensic framework that integrates data collection, preprocessing, and anomaly
detection to support effective investigation and attribution of cyber incidents.

This study’s key contribution lies in its integration of host-level cyber forensic analysis for investigating
cyberattacks on EVCS, a dimension that remains largely unexplored in current research. While most existing
studies focus on detecting anomalies at the network level, this work focuses on the system’s internal behavior
by analyzing kernel events and Hardware Performance Counters (HPCs). This host-level perspective captures
behavioral signatures of attacks that often go undetected by traditional network-based monitoring tools. By
examining low-level system activity, the proposed approach offers a more nuanced understanding of system
states during normal and compromised conditions. This allows for identifying subtle indicators that can
be critical for detecting sophisticated or stealthy attacks. In addition, using machine learning techniques in
conjunction with forensic analysis of host data supports two complementary objectives: conducting detailed
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post-incident investigations and enabling proactive threat diagnostics. This dual capability distinguishes our
framework from conventional intrusion detection systems, which typically operate reactively and are limited
to surface-level monitoring. By combining forensic depth with predictive analytics, our approach presents a
novel and adaptable solution to the growing cybersecurity demands of EV infrastructure.

The remainder of this paper is organized as follows: Section 2 reviews existing methods for securing
EVCS and conducting forensic analysis within cyber-physical systems. Section 3 describes the forensic
methodology applied, and Section 4 provides an overview of the dataset. Section 5 covers data preprocessing
and examination procedures. Section 6 presents the forensic analysis, detailing statistical techniques such
as correlation analysis, baseline behavior analysis, temporal analysis, and machine learning approaches
for detecting malicious patterns. Section 7 reports the findings, summarizing identified attack patterns,
evaluating the performance of detection models, and presenting actionable security recommendations.
Finally, Section 8 concludes the study by highlighting the key contributions and suggesting directions for
future research to strengthen EVCS cybersecurity further.

2 Related Work
The design and deployment of EVCS within smart grids and intelligent transportation systems have

triggered significant cybersecurity and forensic research. As these systems become integral to global
infrastructure, they face many cyber risks, including data impersonation, DDoS attacks, and more advanced
targeted intrusions. In response, researchers have developed various anomaly detection, intrusion detection,
and forensic analysis frameworks to enhance the security and resilience of EVCS operations. To improve real-
time detection in Electric Vehicle Charging Station (EVCS) environments, federated learning has emerged
as a promising, privacy-preserving alternative to centralized anomaly detection methods. One such imple-
mentation, the Federated Learning-based Anomaly Detection System (FL-EVCS), leverages an ensemble
of machine learning models—K-Nearest Neighbors (KNN), Random Forest (RF), and Support Vector
Machines (SVM)—to identify anomalies. Experimental results demonstrated that FL-EVCS outperformed
conventional machine learning-based detection systems, achieving an impressive 97% accuracy and strong
F1-scores when tested on the CICEVSE2024 dataset [8].

In a parallel line of work, ICS-Defender focuses on the broader security challenges within Industrial
Control Systems (ICS), which include EVCS. Traditional machine learning solutions for ICS typically
demand significant domain expertise for effective implementation. ICS-Defender addresses this barrier
by incorporating Automated Machine Learning (AutoML) to streamline the processes of model selection,
training, and optimization. When evaluated on EVCS datasets, the system achieved a 94.23% accuracy rate,
outperforming other contemporary AutoML-based frameworks [9].

Recent research has increasingly explored using adversarial learning and simulation-based methods
to strengthen the cyber resilience of critical infrastructure. For instance, Mitikiri et al. (2025) introduced
a detection framework leveraging Long Short-Term Memory (LSTM) autoencoders to identify adversarial
attacks. Their approach incorporated the Fast Gradient Sign Method (FGSM) to simulate spoofing scenarios,
with detection accuracy evaluated using the Kolmogorov–Smirnov (KS) test. The framework achieved
an impressive 98.5% accuracy, demonstrating its effectiveness in capturing subtle and evasive adversarial
behaviors [10]. In a related study, Chukwunweike et al. (2024) used MATLAB/Simulink to simulate data
integrity breaches targeting Electric Vehicle (EV) onboard chargers (OBCs). Their results showed that
when designed with anomaly-awareness, intelligent control mechanisms can effectively reduce performance
degradation and enhance system resilience in the face of cyber threats [11].

As core elements of cyber-physical systems (CPS), EV onboard chargers operate within complex
and highly connected Internet of Things (IoT) environments—conditions that inherently increase their



3292 Comput Mater Contin. 2025;85(2)

vulnerability to cyberattacks. Arsalan et al. (2023) proposed a hybrid approach combining machine learning,
Model Predictive Control (MPC), and residual-based preprocessing to address this challenge. Their system
successfully distinguished between normal and malicious states by analyzing system-level signal patterns
across diverse operational contexts [12]. Expanding on the potential of both classical and deep learning
models, Kondu (2024) investigated anomaly detection in CPS and Industrial Internet of Things (IIoT)
systems. Their study evaluated Random Forest and LSTM-based models using the CICEVSE2023 and 2024
datasets. The LSTM model demonstrated robust performance in handling time-series data, achieving an
accuracy of 99.589% [13]. These findings reflect the growing reliability of machine learning approaches in
safeguarding complex, data-driven infrastructure against evolving cyber threats.

While real-time detection remains critical, forensic analysis is equally crucial in post-incident investi-
gation and understanding cyber threats. It helps identify the exploited vulnerabilities, trace attack vectors,
and refine preventative strategies [14,15]. As EVCS and CPS systems become further integrated with IoT and
smart grid technologies, the need for robust forensic capabilities continues to grow. Mohamed et al. (2020)
discussed the unique challenges of conducting cyber forensics in CPS, such as the distributed nature of these
systems and the lack of tailored forensic tools. Their review outlines several key areas where future research
could support the development of more effective forensic frameworks [16].

Moreover, mobile applications used for automotive maintenance are emerging as valuable sources of
forensic data. These apps often store digital artifacts like GPS history, speed logs, and diagnostic information,
aiding traffic incident investigations or legal proceedings. A study analyzing three widely used automotive
apps revealed their potential in forensic contexts. However, the growing volume of data poses challenges for
forensic labs. To address this, the study proposed a framework aligning data extraction techniques with the
broader digital forensics lifecycle, emphasizing stages such as triage and logical acquisition [17]. Another
novel direction integrates forensic analysis with smart grid optimization. Singh and Kumar (2024) introduced
the Forensic-Based Investigation and Archimedes Optimization Algorithm (FBIAOA), a hybrid approach for
modeling EV behavior in smart grids. This method outperformed other optimization algorithms in balancing
charging station profitability and grid reliability, particularly under renewable energy constraints [18].

Stichow and Rempel (2024) focused on authentication vulnerabilities in EVCS using the Open Charge
Point Protocol (OCPP). They applied the STRIDE threat modeling framework and simulated spoofing
attacks to evaluate risks such as privilege escalation and tampering. Their findings contributed to a secure-
by-design cybersecurity framework for OCPP-enabled charging stations [19]. Despite the advancements
discussed, existing research primarily focuses on network-level detection or simulated anomalies, while
host-level forensic analysis remains underexplored. Most current frameworks neglect system-level data
sources such as kernel logs, execution traces, and hardware performance counters, which are crucial for
understanding the internal mechanics of cyberattacks and tracing their origins.

A recent study by Hussain et al. presents an intrusion detection system for EVCS using a Federated
Learning (FL) framework with a lightweight Simple Neural Network (SimpleNN). This approach enables
decentralized model training across EVCS sites without transmitting raw data, preserving privacy and
minimizing communication overhead. By analyzing features such as voltage, frequency, state of charge,
and power, the model achieved nearly 95% detection accuracy on the IEEE 123-bus system. This demon-
strates FL’s potential for efficient, privacy-preserving cyberattack detection in resource-constrained EVCS
environments [20]. Similarly, Chowdhury et al. propose a blockchain-based security solution using the
Hyperledger Fabric framework. Smart contracts manage EVCS functions like authentication, session control,
and payment verification securely and transparently. By mitigating threats such as data tampering, denial
of service, and fraud, this system enhances EVCS resilience. Benchmark tests using Hyperledger Caliper
confirm its low latency and scalability for real-time smart city applications [21].
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Although many efforts have been made to enhance EVCS security, primarily through anomaly detec-
tion, a significant shortcoming is the separation between real-time detection and post-incident forensic
investigation. Many systems prioritize immediate threat response but lack in-depth tracing, intrusion source
identification, or digital evidence preservation mechanisms. Another issue is the scalability of existing
forensic frameworks. With EVCS expanding as part of smart IoT infrastructure, data volume, variety,
and velocity have increased dramatically. However, most forensic systems cannot effectively process high-
dimensional, time-sensitive, or multi-modal data, resulting in missed or delayed insights. Moreover, current
systems rarely combine proactive anomaly detection with reactive forensic capabilities. This leads to security
postures where threats are flagged but not analyzed for root causes, limiting long-term system hardening and
adaptive defense. To address these challenges, future research should focus on:

• Designing integrated architectures that unify anomaly detection with forensic logging, analysis,
and reporting.

• Developing scalable, high-throughput data management pipelines for host-level data in EVCS.
• Building domain-specific forensic models tailored to EVCS protocols and cyber-physical interactions.
• Establishing standardized forensic procedures for evidence collection and retention in EVCS

environments.

These advancements are essential to achieve comprehensive EVCS cybersecurity, from real-time
monitoring to post-attack forensic response.

3 Forensic Framework
In this study, we adopt the digital forensics process defined by the National Institute of Standards and

Technology (NIST), a standards agency of the United States Department of Commerce, widely recognized
internationally for its systematic cybersecurity and digital forensics guidelines. This process ensures the
integrity and reliability of cyberattack investigations in EV charging systems [22,23].

The methodology consists of four primary phases, as shown in Fig. 1 namely: (i) Data Collection,
which involves identifying potential sources of relevant data, labeling and recording them, and acquiring
the necessary information while maintaining the integrity of the data sources; (ii) Data Examination, which
focuses on evaluating the acquired data and extracting information pertinent to the incident, ensuring that
the original data is preserved throughout the process; (iii) Forensic Analysis, where the extracted data is
thoroughly examined to answer critical investigative questions (5WH—who, what, when, where, why, and
how), or to determine whether only partial conclusions can be made; and (iv) Reporting Findings, which
includes summarizing attack patterns, evaluating detection effectiveness using metrics such as accuracy,
recall, precision, and F1-score, and providing security recommendations like system hardening, attack
detection mechanisms, and incident response strategies. This structured approach enables a thorough
forensic analysis and effective mitigation of cyberattacks in EVCS.

This structured and systematic approach enables thorough forensic analysis and effective mitigation
of cyberattacks in EVCS. It leverages statistical and machine learning techniques to enhance detection
accuracy and generate actionable security insights. In addition, we assume a practical threat model where
attackers gain access to the EVSE host, escalate privileges, and launch attacks such as cryptojacking, DoS, or
reconnaissance. Despite these threats, host-level telemetry remains intact, allowing forensic analysis based
on local system data in the absence of external monitoring.
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Figure 1: Proposed framework

4 Dataset Description
The aim of the EV Charger Attack Dataset 2024 (CICEVSE2024)1 is to contribute to ongoing cyber-

security research on EV charging stations by generating and publishing a comprehensive dataset that
includes both benign and attack scenarios. These attack scenarios encompass network-based and host-based
attacks targeting EVSE in idle and charging states. An experimental testbed was developed to achieve this,
comprising a Level 2 operational EV charging station (EVSE-A), along with several Raspberry Pi-based
systems and associated communication equipment. This configuration replicates key components of real-
world EVCS operations while enabling detailed capture of host-level data from the involved systems. Within
this testbed, Raspberry Pis are designated various roles [24], including:

• Implementing the Electric Vehicle Communication Controller (EVCC).
• Acting as the EVSE-B, responsible for managing the charging process.
• Serving as a Power Monitor to record the power consumption of EVSE-B.
• Operating as part of the Charging Station Monitoring System (CSMS) for local and remote monitoring.

Fig. 2 presents a network diagram that connects the EVSE-A and EVSE-B charging stations, a malicious
actor, and key components such as the EV, EVCC, the Supply Equipment Communication Controller
(SECC), and CSMS. Additionally, it highlights power and network monitoring tools, such as the Wattmeter

1https://www.unb.ca/cic/datasets/evse-dataset-2024.html (accessed on 14 Jul 2025).

https://www.unb.ca/cic/datasets/evse-dataset-2024.html
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and Power Monitor, as well as communication protocols like ISO 15118 and OCPP. This testbed effec-
tively simulates potential cybersecurity threats posed by malicious actors interacting with the charging
infrastructure, offering a platform for analyzing vulnerabilities and system behaviour.

Figure 2: Components of the EVSE testbed [24]

Compared to the CICEV2023 dataset2, which primarily focused on network-level telemetry and
timing-based authentication delays, the CICEVSE2024 dataset introduces a novel host-level dimension by
capturing low-level system behavior from EVSE. CICEV2023 relied on analyzing multi-process scheduling,
authentication time deltas, and TCP packet flow disruptions to evaluate the impact of DoS and DDoS attacks.
However, it lacked introspection into the EVSE’s internal system state. On the other hand, the PERF tool was
utilized to collect approximately 900 kernel and HPC events from the Raspberry Pi-based EVSE-B system
during various experimental scenarios. These events serve as a rich data source for understanding the system’s
benign and attack behaviours. Moreover, a subset of these events is highlighted in Table 1, categorized as
HPC events and Kernel events.

Table 1: Sample HPC and kernel events captured from EVSE-B system

Id Event Description

HPC

1 instructions Number of instructionsexecuted
2 cache-misses Number of cache misses
3 exc taken Exception taken
4 cpu-migrations CPU migrations
5 dTLB-store-misses Data TLB - Write misses
6 l1d_cache_wr Level 1 data cache access - Write
7 L1-icache-loads Level 1 instruction cache access - Read
8 l2d_cache_rd Level 2 data cache - Read
9 Mem_access_rd Data memory access - Read
10 Mem_access_wr Data memory access - Write

(Continued)

2https://www.unb.ca/cic/datasets/cicev2023.html (accessed on 14 Jul 2025).

https://www.unb.ca/cic/datasets/cicev2023.html
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Table 1 (continued)

Id Event Description

Kernel

1 kmem kfree Kernel memory freeing event
2 Net_dev_xmit Network device transmission event
3 Qdisc_dequeue Dequeue event
4 Raw_syscalls_sys_enter System call entry (raw) event
5 Irq_softirq_raise Software interrupt raised
6 Sched_migrate_task Task migration event in the scheduler
7 Sched_switch Task switch event in the scheduler
8 Syscalls_sys_enter_close System call entry for close syscall
9 Syscalls_sys_enter_read System call entry for read syscall
10 Syscalls_sys_enter_write System call entry for write syscall

The dataset contains processed and labelled CSV files extracted from the original samples. Each
scenario’s data captures host-level events, including HPC and kernel events, over extended periods and is
categorized based on attack or benign conditions. Table 2 presents various scenarios and their corresponding
attack types from the CICEVSE2024 dataset, alongside their impact on the Confidentiality, Integrity,
and Availability (CIA) triad. The dataset consists of benign and attack conditions, with host-level events
captured over extended periods. Each scenario is categorized based on whether it represents a regular
operation (benign) or a specific cyberattack. The attack types include actions like cryptojacking, scanning for
vulnerabilities, and multiple DoS attacks. The final column, labelled “CIA Impact,” indicates which aspect(s)
of the CIA triad—Confidentiality (C), Integrity (I), and Availability (A)—are affected by each attack. This
processed and labeled data allows for in-depth analysis of system behavior and the identification of malicious
activities, facilitating effective cybersecurity research and solutions.

Table 2: Scenarios and corresponding attack types with CIA Impact in CICEVSE2024 dataset

Scenario Attack type Category CIA impact
Benign Normal operation Benign NA

Cryptojacking Unauthorized cryptocurrency mining Cryptojacking CIA
Aggressive scan Fast, extensive scan to gather system

information
Recon C

ICMP flood Denial of Service via excessive ICMP
requests

DoS A

ICMP fragmentation Fragmented ICMP packets causing resource
exhaustion

DoS A

ICMP fragmentation
(old)

Older variant of the ICMP fragmentation
attack

DoS A

OS fingerprinting Identifying the target operating system Recon C
OS scan Scanning for OS information Recon C

Port scan Scanning open ports for vulnerabilities Recon C
Push ACK flood TCP flood variant with push-ack packets DoS A

(Continued)
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Table 2 (continued)

Scenario Attack type Category CIA impact
SYN Flood TCP SYN flood to exhaust resources DoS A
SYN stealth Unfinished TCP handshakes for stealthy

scanning
Recon C

TCP flood Denial of Service via excessive TCP packets DoS A
UDP flood Denial of Service via excessive UDP packets DoS A

Vulnerability scan Scanning for system vulnerabilities Recon C
Service detection Identifying services running on the system Recon C

Recon Gathering system information for future
attacks

Recon C

Synonymous IP flood Flooding the network with identical IP
packets

DoS A

The dataset used in this forensic analysis is the CICEVSE2024 dataset, which captures both benign and
attack scenarios from an experimental EVSE charging station. Host-level data is collected using PERF, a
performance monitoring tool that records HPC and Kernel Events on the EVSE-B charging station. The
dataset encompasses critical events such as CPU cycles, memory access patterns, and system call activities,
which are essential for identifying abnormal system behaviour during cyberattacks.

5 Data Examination
The data acquisition process focuses on four key scenarios: benign operations, cryptojacking attacks,

DoS attacks, and reconnaissance (recon) activities. As illustrated in Fig. 3, benign operations account for
37.33% of the dataset, cryptojacking attacks comprise 29.08%, DoS attacks make up 14.03%, and recon-
naissance activities represent 19.56%. These scenarios form the foundation for subsequent behavioural and
forensic analysis, focusing on identifying deviations from normal operations under attack conditions.

Figure 3: Distribution of scenarios in the CICEVSE2024

Furthermore, Fig. 4 details the dataset’s distribution of specific attack types. “None” represents the
largest category, likely referring to benign or uncategorized traffic, followed by cryptojacking, consistent with
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the pie chart. The remaining attack types, such as port scanning, vulnerability scanning (vuln-scan), and
various flood attacks (e.g., SYN, TCP, UDP), are less frequent but still critical in understanding the dataset.
This figure illustrates the diversity of attack types, with the top categories accounting for the majority of the
overall distribution.

Figure 4: Distribution of attack types observed in the ICEVSE2024

Once the data is acquired, it undergoes a series of preprocessing steps to ensure its quality and relevance
for forensic analysis. This phase is crucial for preparing the dataset for accurate and reliable detection of
cyberattacks in EVCS. Effective data preprocessing is essential because raw data typically contains noise,
redundant features, class imbalance, and other inconsistencies that may lead to biased or unreliable results
if not adequately addressed [25]. The original dataset consisted of 6166 records and 911 features, categorized
into four primary classes: Benign, Cryptojacking, DoS, and Reconnaissance. While the dataset reflects a
moderately imbalanced distribution—with benign samples comprising approximately 40% of the total—we
employed multiple strategies to improve generalization and prevent overfitting. These include data shuffling,
stratified train-test splitting, and 10-fold cross-validation. All samples include host-level telemetry features,
such as hardware performance counters and kernel events. Although the dataset was generated under a
controlled environment, its structure captures diverse attack behaviors representative of real-world EVCS
threats. For reproducibility, the dataset is publicly available via the UNB CIC website, and the implementation
code will be released upon publication.

Before preprocessing, a detailed summary of the dataset’s structure and content is presented in Table 3.

Table 3: Summary of the dataset before preprocessing

Attribute Value/Observation
Number of records 6166

Total features 911

(Continued)
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Table 3 (continued)

Attribute Value/Observation
Numeric features 906 (904 int64, 2 float64)

Categorical features 5
Time feature range 5.0–5855.67

Time feature Mean/Std Mean: 1860.35, Std: 1813.88
State field 2 classes (e.g., Charging, Idle)

Attack field 18 classes (e.g., none, cryptojacking)
Scenario field 4 classes (e.g., Benign, Cryptojacking)

Label field 2 classes (attack: 3864, benign: 2302)
Interface field 5 classes (most common: none)

The following steps were performed on the CICEVSE2024 dataset:

• Data Cleaning: The first step in preprocessing involves cleaning the dataset to remove any incomplete or
corrupt entries, ensuring the analysis is not biased by missing or faulty data. After performing this step,
the dataset’s dimensionality is significantly reduced, improving its quality for forensic analysis. Before
preprocessing, the dataset contained 8474 instances and 915 features. After removing irrelevant or zero-
variance features and cleansing incomplete data, the final dataset was reduced to 6166 instances and
86 features.

• Categorical Encoding: In the dataset, categorical features such as system states, labels, and attack
types are converted into numerical representations using Label Encoding. This process is essential for
transforming non-numeric data into a form suitable for learning algorithms [26], as illustrated in Table 4.

• Data Shuffle: The primary purpose of shuffling is to ensure that the data is randomly distributed,
preventing any order bias in the original dataset. This is especially critical when data is collected
sequentially or exhibits patterns over time, such as time series or logs generated from system events.
Without shuffling, the model might inadvertently learn temporal patterns rather than system behaviours
associated with cyberattacks, leading to overfitting or incorrect generalizations [27].

• Zero-Variance Feature Removal: To reduce dimensionality and eliminate non-informative features,
we removed all columns containing only zero values across all samples. This step reduced the total
number of features from 119 to 89, ensuring that only meaningful host-level metrics were retained for
forensic analysis.

Table 4: Label encoding for string features in the dataset

Feature Original value Encoded value
State Charging 1

Idle 0
Label Attack 1

Benign 0
Scenario Benign 0

Cryptojacking 1
DoS 2

Recon 3

(Continued)
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Table 4 (continued)

Feature Original value Encoded value
Attack Type None 0

Cryptojacking 1
Port-Scan 2
Vuln-Scan 3
Syn-Stealth 4

Aggressive-Scan 5
Service-Detectio 6

ICMP-Flood 7
Push-Ack-Flood 8

Syn-Flood 9
TCP-Flood 10

OS-Fingerprinting 11
Synonymous-IP-Flood 12

UDP-Flood 13
ICMP-Fragmentation 14

ICMP-Fragmentation_Old 15
Service-Detection 16

OS-Scan 17

Table 5 summarizes the dataset after preprocessing, highlighting the transformation achieved through
feature cleaning, encoding, and shuffling steps.

Table 5: Summary of the dataset after preprocessing

Attribute Value/Observation
Number of records 6166

Total features 89
Numeric features 85 (83 int64, 2 float64)

Categorical features 4 (State, Attack, Scenario, Label)
Time feature range 5.0–5855.67

Time feature Mean/Std Mean: 1860.35, Std: 1813.88
State field 2 classes (Charging, Idle)

Attack field 18 classes (e.g., none, cryptojacking)
Scenario field 4 classes (e.g., Benign, Cryptojacking)

Label field 2 classes (attack: 3864, benign: 2302)
Variance observation All features retained exhibit meaningful variance

The preprocessing phase reduced the dataset’s dimensionality, thereby enhancing its quality and
efficiency for further analysis. By removing redundant and irrelevant features, the dataset was streamlined
to focus on key indicators of attack behaviour. The identified features provide a comprehensive view of the
system’s performance during both benign and attack scenarios, allowing for the development of accurate and
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robust models for detecting cyberattacks in EVCS environments. These features are divided into several key
categories as shown in Table 6, each contributing crucial information about system behaviour under attack
or benign conditions.

Table 6: Key feature categories in the dataset

Feature category Example features
Time-related features time, msec (timestamp features)

Branch prediction and
instruction metrics

br_immed_spec, br_indirect_spec,
br_mis_pred, branch-misses

Bus access metrics bus_access, bus_access_normal, bus_access_rd,
bus_access_wr

Cache-related metrics cache-misses, L1-dcache-loads,
l1d_cache_wr, l2d_cache_rd

CPU cycle and instruction
metrics

cpu_cycles, cpu-cycles, inst_retired,
instructions

TLB (Translation Lookaside
Buffer) metrics

dTLB-load-misses, l1d_tlb_refill_rd,
iTLB-load-misses, l1i_tlb_refill

Memory access metrics mem_access, mem_access_rd, mem_access_wr
Interrupts and system call

metrics
exc_irq, irq_irq_handler_entry,

syscalls_sys_enter_read,
irq_irq_handler_exit

Miscellaneous features unaligned_ld_spec,
sched_sched_stat_runtime, pc_write_spec,

strex_pass_spec
Categorical features State, Attack, Scenario, Label

The preprocessing phase has resulted in a refined set of 86 features selected for their relevance in
detecting and analyzing cyberattacks on the EV charging system. These features are grouped into several key
categories based on the type of system events they capture, as outlined below:

• Time-Related Features: It provides critical timestamps that track the occurrence of system events.
Tracking time is essential for understanding the sequence of events, which can reveal abnormal patterns
or delays during an attack scenario, especially in time-sensitive attacks like DoS [28,29].

• Branch Prediction and Instruction Metrics: It captures information about CPU branching behaviour
and instruction execution. These metrics are essential for identifying performance anomalies, such
as speculative execution attacks or inefficient branching, which may occur during a malware or
cryptojacking attack [30,31].

• Bus Access Metrics: It tracks data transfers within the system. These metrics are crucial for detecting
abnormal data flows during attacks that aim to steal or manipulate data, such as in reconnaissance
activities or data exfiltration attacks [32].

• Cache-Related Metrics: Cache events provide insight into the system’s memory usage and efficiency.
Abnormal cache behaviour, such as increased cache misses, may indicate an attack that heavily utilizes
system resources, like cryptojacking or a DoS attack that strains system memory [33,34].
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• CPU Cycle and Instruction Metrics: It captures overall CPU workload and instruction handling. These
features highly indicate attack scenarios that impact CPU performance, such as cryptojacking or brute-
force attacks, where CPU cycles may spike due to unauthorized or malicious processes [35].

• TLB Metrics: It measures the efficiency of memory address translation. A high rate of TLB misses could
signal performance degradation, which might occur during attacks that target memory management or
exploit system vulnerabilities related to memory handling [36,37].

• Memory Access Metrics: It tracks memory read and write operations. These features are particularly
relevant for identifying attacks that involve heavy memory usage or manipulation, such as cryptojacking
or data theft [38].

• Interrupts and System Call Metrics: Such as irq_irq_handler_entry, irq_irq_handler_exit, and syscalls_
sys_enter_read track the handling of interrupts and system calls. Abnormal behavior in these metrics can
signal unauthorized system access or privilege escalation attacks, as attackers often manipulate system
calls and interrupts to gain control over the system [39,40].

• Miscellaneous Features: It includes performance and scheduling features like unaligned_ld_spec,
pc_write_spec, and sched_sched_stat_runtime. These features provide deeper insights into the system’s
low-level operations and task scheduling, critical for detecting attacks that exploit vulnerabilities in task
management or misaligned memory access [41].

• Categorical Features: For instance, the state and attack type serve as the target variables for the forensic
analysis models. These labels are crucial for training and evaluating machine learning models to
distinguish between benign and attack conditions in the system.

6 Forensic Analysis
The forensic analysis of cyberattacks targeting EVCS involves identifying, collecting, and interpreting

host-level data to understand the nature, intent, and impact of malicious activities. Given the increasing
integration of EV charging systems with broader electrical grids and smart infrastructure, they have become
an attractive target for attackers aiming to disrupt operations, steal sensitive data, or cause physical damage.

6.1 Statistical Analysis
The statistical analysis of host-level data reveals distinct patterns that differentiate between benign

operations and various attack scenarios in the EV charging system. This analysis encompasses correlation
studies, baseline behaviour analysis, and attack pattern analysis.

6.1.1 Correlation Analysis
Correlation analysis is essential in forensic investigations to determine which system metrics are most

strongly linked to cyberattacks [42]. In the context of EV charging systems, system logs and performance
metrics, such as CPU usage, memory access, and network traffic patterns, are recorded at the host level. By
performing correlation analysis, investigators can identify which features, such as branch-load misses, system
calls, or memory dumps, highly indicate abnormal behaviour or cyberattacks. Moreover, it provides a foun-
dation for more advanced techniques, such as feature selection in machine learning models. By identifying
highly correlated features, forensic investigators can reduce the dimensionality of their data, focusing on the
metrics most critical to predicting attacks. For instance, high correlations between branch-load-misses and
ransomware attacks suggest that inevitable cyberattacks may cause inefficiencies in system-level operations,
such as branch predictions.

In this study, a correlation matrix can be computed to analyze the relationships between metrics
such as branch-loads, branch-misses, syscalls_sys_enter_read, and the Attack labels in the dataset. Strong



Comput Mater Contin. 2025;85(2) 3303

correlations between specific system metrics and the occurrence of attacks can serve as early indicators of
vulnerabilities or exploited system resources. This method is frequently used to isolate the key metrics that
provide the most valuable forensic insights into attacks targeting EV charging systems. Fig. 5 demonstrates
the correlation analysis between critical metrics during benign and attack states.

Figure 5: Correlation analysis during benign and attack states

The analysis of memory-related metrics reveals additional insights. Fig. 5c illustrates the correlation
between dTLB load misses and L1 data cache loads. Attack scenarios exhibit tightly clustered, high-value
points, indicating inefficiencies in memory management and translation layers commonly exploited in DoS
attacks. Similarly, Fig. 5d highlights the relationship between cache access and system calls, demonstrating
strong linearity under attack conditions. This behaviour indicates unauthorized privilege escalations or
malicious processes manipulating system calls.

Cache-level interactions further reinforce these findings. Fig. 5e demonstrates the correlation between
cache references and misses, showing pronounced linear patterns during attack scenarios, suggesting that
attackers target specific cache hierarchies. Similarly, Fig. 5f captures L1 data cache read and write patterns,
where attack scenarios exhibit dense clustering with higher values, signalling abnormal cache activity. The
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deeper cache levels also show critical deviations, as depicted in Fig. 5h, where L2 cache read and write metrics
display stronger correlations during malicious activities, likely due to systematic resource exploitation.

Finally, Fig. 5g,i emphasizes the role of memory access behavior and dTLB store misses in detecting
attacks. Memory access metrics in Fig. 5g reveal abnormal clusters at higher access rates, indicating potential
cryptojacking or memory-intensive attacks. Similarly, Fig. 5i shows strong correlations between dTLB store
misses and cache behaviour during attacks, with malicious scenarios causing significant deviations from
baseline memory access patterns.

These observations confirm that attack states exhibit higher correlation coefficients and distinct clus-
tering than benign operations, highlighting the utility of correlation analysis in forensic investigations. By
isolating these patterns, researchers can enhance real-time threat detection capabilities and gain deeper
insights into the behaviour of various attack types targeting EV charging systems. This methodology offers
a systematic approach to distinguishing between benign and malicious activities, thereby supporting the
development of robust cybersecurity measures.

6.1.2 Baseline Behavior Analysis
Identifying and understanding baseline behavioral patterns within EVCS systems is critical in detecting

anomalies that may indicate cyberattacks [43,44]. This study comprehensively analyzed system-level metrics
under benign operating conditions to develop a reliable reference model of normal behavior. This baseline
plays a central role in forensic investigations and real-time anomaly detection, providing a clear benchmark
for distinguishing between expected activity and potential threats. The resulting normal operational profile
was constructed using a combination of univariate and multivariate statistical methods to capture consistent
trends across key performance indicators. These included CPU utilization, memory access rates, cache
efficiency, and system call frequency—all of which were monitored to identify recurring patterns typical of
standard EVCS operation [45].

Table 7 summarizes the descriptive statistics for each metric, based on a dataset of 2304 samples col-
lected during benign system states. The analysis revealed well-defined distributions with minimal variance,
suggesting stable and predictable system performance under normal conditions. Each performance metric
is presented with its mean (μ), standard deviation (σ), median, and 95th percentile, providing a detailed
view of operational variability. These statistical benchmarks provide a quantitative foundation for identifying
deviations and outliers that may indicate the presence of malicious activity.

Table 7: Statistical measures for key metrics during benign operation

Metric Mean (μ) Std Dev (σ) Median 95th Percentile
CPU cycles 2.34E+08 1.12E+07 2.31E+08 2.89E+08

Cache misses 1.23E+05 3.45E+04 1.18E+05 1.67E+05
Branch misses 8.56E+04 2.78E+04 8.12E+04 1.12E+05
Memory access 4.67E+06 8.92E+05 4.45E+06 5.89E+06

System calls 1.34E+03 2.45E+02 1.28E+03 1.89E+03

The statistical measures in Table 7 provide a comprehensive baseline for identifying anomalies. Metrics
such as CPU cycles and memory access are remarkably stable, whereas cache misses and branch misses
exhibit more significant variability, reflecting their sensitivity to changes in workload. This baseline is critical
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for establishing operational boundaries and detecting deviations caused by potential cyberattacks, which are
summarized below:

• CPU Utilization: CPU usage exhibited a multimodal distribution, reflecting the distinct operational
states of the EVCS, such as charging and idle modes. The primary charging cycle demonstrated
sustained elevated CPU utilization, with a mean of 23.4% and a standard deviation of 5.2%, indicating
consistent processing demands during this phase. Additionally, memory access patterns remained stable,
with an average of 4.67 × 106 ± 0.89 × 106 accesses per second, and the cache subsystem maintained
high efficiency, achieving a cache hit rate of 94.3% ± 1.2%. These findings highlight the predictable
and optimized resource utilization during normal EVCS operations, forming a robust baseline for
anomaly detection.

• Memory Access and Cache Performance: That including L1 data cache loads and cache misses exhibited
stable and predictable patterns during benign operations. Cache hit rates consistently exceeded 90%,
ensuring optimal resource utilization and system efficiency. The temporal analysis further revealed
periodic cycles of in-memory operations corresponding to distinct phases of the charging process, such
as authentication, power monitoring, and state verification. These findings underscore the regularity
and efficiency of memory and cache usage under normal operational conditions, providing a reliable
baseline for identifying anomalies.

• System Calls and Interrupts: It exhibited consistent behaviour during benign operations. System call
frequencies remained steady, with a mean rate of 1.34 × 103 calls per second, reflecting regular communi-
cation intervals for authentication and status updates. Similarly, interrupt handling demonstrated stable
patterns, with hardware and software interrupt rates averaging 234 ± 23 interrupts per second. These
consistent metrics highlight the predictable and controlled nature of system operations under normal
conditions, providing a benchmark for detecting anomalies.

• Temporal Patterns: Temporal patterns within the system demonstrated distinct periodicities, as
revealed by Fourier analysis of the time-series data, aligning with primary operational cycles [44]. The
analysis identified three key periodicities:
– Primary Charging Cycle (T1): 15.6 ± 0.4 min.
– Communication Intervals (T2): 45 ± 5 s.
– Monitoring Cycles (T3): 5 ± 0.5 min.

These periodic patterns underscore the system’s regularity and predictability during normal operations,
providing a reliable baseline for detecting and analyzing anomalies.

This analysis resulted in the development of a detailed baseline profile representing the typical behavior
of EVCS systems under normal operating conditions. Serving as a crucial reference point, this baseline
enables forensic analysts to identify deviations that may signal the presence of cyber threats. By thoroughly
understanding how the system functions during benign states, this study provides a solid groundwork
for building anomaly detection mechanisms and forensic analysis tools specifically adapted to the unique
dynamics of EVCS environments.

In contrast, the abnormal operational profile highlights the substantial deviations in system behavior
observed during cyberattack scenarios. These variations reflect the disruptive nature of resource-intensive
attacks, such as cryptojacking, Denial-of-Service (DoS) attacks, and reconnaissance, which significantly
alter the expected performance patterns of EVCS systems. To accurately quantify these anomalies, statistical
techniques such as Kernel Density Estimation (KDE) were employed to analyze deviations from established
benign-state behavior [46].
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• CPU Utilization: During attack periods, CPU usage sharply increased compared to the typical log-
normal distribution observed in normal operation. Cryptojacking had the most notable impact, with
CPU cycles rising by as much as 467%, and average values reaching 1.09 × 109. This sustained high
usage reflects the computational burden of unauthorized cryptocurrency mining, a characteristic of
such attacks.

• Memory Access Patterns: Memory access rates also rose significantly under attack conditions. While
benign activity followed a gamma distribution, attack scenarios showed abnormal spikes—cryptojacking
led to a 312% increase, and reconnaissance activity caused a 145% rise. These substantial shifts signal the
intensive memory demands of these threats and serve as reliable indicators for anomaly detection.

• Cache Performance: Attack events led to a marked increase in cache-related inefficiencies. Cryptojack-
ing caused cache misses to grow by 289%, while DoS attacks resulted in a 278% increase in branch
misses. These disruptions point to the strain on system resources and the degraded performance during
malicious activity.

• System Calls: System call frequency rose sharply during attacks, providing another key anomaly signal.
DoS attacks, in particular, resulted in a 523% increase in system calls, indicative of their aggressive nature.
Reconnaissance attacks showed a more consistent but significant 234% rise, reflecting their methodical
probing behavior.

• Temporal Patterns: Each attack type exhibited a distinct temporal signature, differing from the regular
and predictable cycles of benign operation:
– Cryptojacking was characterized by a gradual increase in CPU and memory usage, followed by

prolonged periods of high resource consumption.
– DoS attacks caused abrupt, high-intensity spikes in system metrics, typically appearing in repetitive

bursts that quickly exhausted system resources.
– Reconnaissance activities showed periodic spikes in system calls and memory access, consistent

with automated scanning routines.

These findings offer valuable insight into the behavioral impact of cyberattacks on EVCS infrastructure.
The observed deviations in core system metrics—such as CPU load, memory operations, cache performance,
and system call activity—highlight the resource-intensive nature of these threats. Moreover, the unique
temporal patterns associated with each attack type further aid in distinguishing malicious behavior from
normal operations. These insights underscore the importance of developing baseline and abnormal opera-
tional profiles to support effective detection, investigation, and mitigation of cybersecurity incidents within
EVCS environments.

6.1.3 Attack Pattern Analysis
The analysis of host-level data revealed distinctive patterns associated with different types of cyberat-

tacks targeting the EV charging system. We identified significant deviations from baseline behaviour that
characterize each attack type through statistical analysis of system metrics, providing valuable insights for
forensic investigation and threat detection. Table 8 summarises the attack patterns, showing key metrics,
their increase relative to baseline, and the mean values observed for each type of cyberattack.

Table 8: Summary of attack patterns showing key metrics

Attack type Metric Increase Mean value
Cryptojacking CPU cycles 467% 1.09E+09

Memory access 312% 1.46E+07

(Continued)
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Table 8 (continued)

Attack type Metric Increase Mean value
Cache misses 289% 3.56E+05

DoS System calls 523% 7.01E+03
Branch misses 278% 2.38E+05

CPU cycles 156% 3.65E+08
Reconnaissance System calls 234% 3.14E+03

Memory access 145% 6.77E+06
Branch misses 167% 1.43E+05

Cryptojacking attacks demonstrated the most substantial impact on system resources, exhibiting a
dramatic 467% increase in CPU cycles (mean: 1.09E+09) compared to baseline measurements. This attack
type also exhibited a distinctive pattern of sustained high resource utilization, with memory access rates
increasing by 312% (mean: 1.46E+07) and cache misses rising by 289% (mean: 3.56E+05). The consistent
elevation in these metrics reflects the computational intensity of unauthorized cryptocurrency mining
operations, creating a recognizable signature that persists throughout the attack.

DoS attacks displayed markedly different characteristics, primarily manifesting through extraordinary
increases in system call frequencies. Analysis revealed a 523% increase in system calls (mean: 7.01E+03)
accompanied by a 278% rise in branch misses (mean: 2.38E+05). While CPU cycle increases were more
moderate at 156% (mean: 3.65E+08) compared to cryptojacking attacks, the pattern of resource exhaustion
was more erratic, characterized by sudden spikes and periodic bursts of activity. This bursty behaviour
pattern is a key indicator for distinguishing DoS attacks from other malicious activities.

Reconnaissance activities exhibited more subtle but equally distinctive patterns. These attacks showed
a 234% increase in system calls (mean: 3.14E+03), coupled with a 145% increase in memory access patterns
(mean: 6.77E+06) and a 167% rise in branch misses (mean: 1.43E+05). One of the most distinguishing
features of reconnaissance activities was their highly systematic and methodical behavior, marked by periodic
spikes in system calls and memory access at consistent intervals. This regularity reflects the automated
nature of reconnaissance operations, which typically involve structured scanning and information-gathering
routines. The resulting temporal signature differs notably from the patterns observed in cryptojacking and
Denial-of-Service (DoS) attacks.

Analyzing the temporal behavior of these attack types reveals further insights into their operational
characteristics. Cryptojacking attacks were generally characterized by a gradual increase in resource usage
over a 30–60 s ramp-up phase, eventually stabilizing at a high level of CPU and memory consumption. In
contrast, DoS attacks displayed abrupt and intense surges in system activity, often following a pulsing pattern
marked by rapid spikes separated by short periods of reduced activity. Reconnaissance, by comparison,
exhibited the most structured timing, with clearly defined intervals between scanning attempts and steady
resource consumption during active phases. This distinct temporal regularity makes it easier to distinguish
reconnaissance activities from erratic or sustained attack types.

6.1.4 Temporal Analysis
The temporal analysis of attack patterns in EVCS uncovered distinct chronological signatures, as

illustrated in Fig. 6. This timeline visualization captures the sequence and duration of system states under
benign and malicious conditions, offering valuable insights into the evolving nature of cyber threats over
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time. The plot features two key operational states—“idle” and “charging”—mapped along the y-axis, while the
x-axis spans a 6000-s (100-min) observation window. Events are color-coded to distinguish between benign
activity (green) and attack scenarios (red), allowing for an intuitive interpretation of state transitions and the
timing of attacks.

Figure 6: Temporal patterns of system metrics during attacks

In the early phase of the timeline (0–1000 s), both the idle and charging states exhibit short-duration
attacks, as indicated by the red segments. This suggests that adversaries may initiate broad-spectrum probing
or opportunistic attacks early in the session, regardless of the system’s operational mode. Notably, a more
intricate pattern emerges in the charging state between 2000 and 3000 s. Here, a relatively stable period of
benign operation is punctuated by a series of attack events, hinting at a targeted strategy where attackers
disrupt specific phases of the charging process to maximize impact or evade immediate detection.

In contrast, the second half of the timeline (3000–6000 s) reveals a concentrated shift in attack activity.
During this period, attacks are observed exclusively in the idle state, while the charging state remains free
from malicious events. This shift in behavior suggests that attackers may adapt their tactics in response to
system activity, focusing on less monitored or more vulnerable states—such as idle mode—to sustain their
presence or avoid triggering alerts.

The temporal distribution of attacks reveals several key characteristics:

• Attacks tend to occur in clusters rather than isolated incidents
• Both short-duration and sustained attacks are present in the dataset
• System state transitions appear to be potential trigger points for attacks
• There are distinct patterns in attack timing between idle and charging states

This temporal analysis offers valuable insights for security monitoring and incident response, under-
scoring the importance of continuous system state monitoring and the necessity of state-aware security
measures. The patterns observed suggest that attack detection systems should consider both the timing and
system state context when evaluating potential security threats. The visualization effectively demonstrates
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the dynamic nature of EVCS security challenges and underscores the importance of understanding temporal
attack patterns for developing robust defence mechanisms.

6.2 Detect Patterns of Malicious Behavior
Despite the employment of popular models like RF, Light Gradient Boosting Machine (LightGBM), and

XGBoost, our approach applies them to host-level forensic data within the EVCS context, which has scarcely
been discussed in the literature. The use of these models in digital forensics is propelled by the shift from
traditional network-layer features to kernel and HPC event data. Further, our framework integrates statistical
profiling with supervised learning within a single pipeline, streamlining detection and improving forensic
traceability. This alignment advances practical, scalable, and efficient forensic methodologies designed
explicitly for operational EVCS environments.

Classification models are pivotal in detecting malicious behaviour patterns using host-level data from
EV charging systems. These models can be trained using system metrics such as branch-loads, branch-misses,
and syscalls_sys_exit_read to predict the occurrence of cyberattacks, indicated by the Attack label in the
dataset. The following learning models were used in this study:

• RF: In detecting specific patterns within digital forensic data, Random Forests help to reduce false
positives. A method proposed for novelty detection utilizes RF to measure the proximity between data
points. It identifies new patterns by employing ensemble learning techniques, which are crucial in
environments where data changes frequently and unpredictably [47].

• SVM: It plays a vital role in digital forensics due to its ability to perform binary classification and
detect patterns efficiently in high-dimensional spaces. SVM has been widely used to classify malware
by analyzing network features and patterns in system behaviour. In mobile malware detection, SVM
demonstrated high accuracy in detecting various types of malware by analyzing network traffic, achiev-
ing up to 98.21% detection accuracy [48]. SVM is also used in forensic analysis to classify and reconstruct
document fragments.

• DT: Decision Tree algorithms play a crucial role in enhancing the detection and classification of crime-
related digital evidence. A refined version of the ID3 algorithm, adapted explicitly for computer forensics,
addresses the challenges of analyzing large-scale datasets. This optimized algorithm enhances the
selection of classification attributes, leading to reduced computational overhead and improved accuracy.
By streamlining the attribute selection process within the decision tree structure, forensic investigators
are better equipped to examine vast amounts of digital data, thereby facilitating the identification of key
evidence in cybercrime investigations [47].

• KNN: The K-Nearest Neighbors algorithm is commonly applied in digital forensics, particularly for
crime detection and analysis of evidence. One notable use case is criminal identification, where KNN
matches new cases with historical crime data based on pattern similarity. When combined with data
mining techniques, such as crime clustering, KNN effectively supports the identification of similar cases,
making it a valuable tool in forensic investigations [49].

• XGBoost: It has been successfully applied to classify malware by analyzing large and complex datasets.
A study on malware classification using XGBoost demonstrated that this algorithm can process data
efficiently on low-end computing resources while maintaining high accuracy (98.5%), making it a highly
effective tool for detecting malware in cybersecurity applications [50].

• LightGBM: It was employed in malware detection, showing superior training and detection times per-
formance compared to other machine learning models like RF. This highlights LightGBM’s effectiveness
in processing large datasets while maintaining high classification accuracy [51].
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To assess the performance of the Learning models, various performance metrics were used to quantify
their effectiveness in detecting patterns of malicious behavior in EV charging systems. These metrics help
quantify the models’ accuracy, precision, recall, and F1-score in predicting cyberattacks. The performance
metrics are demonstrated in Table 9, where TP (True Positive), TN (True Negative), FP (False Positive), and
FN (False Negative) [52,53].

Table 9: Evaluation metrics for detection patterns

Metric Formula Description
Accuracy TP + TN/(TP + TN + FP + FN) Proportion of correct predictions

Recall TP/(TP + FN) Proportion of actual positives
correctly identified

Precision TP/(TP + FP) Proportion of predicted positives
that are correct

F1-Score 2 × (Precision × Recal l/(Precision + Recal l)) Harmonic mean of Precision and
Recall

6.3 Model Explainability Using SHAP
To enhance the interpretability of the LightGBM model, we employed SHAP (SHapley Additive

exPlanations) to identify the features most responsible for the model’s predictions. SHAP assigns each feature
an importance value for a particular prediction, enabling a comprehensive understanding of how host-level
metrics contribute to attack detection.

Fig. 7 presents the SHAP summary plot, highlighting the top 20 features ranked by their average impact
on the model’s output. Notably, time and bus_access showed the highest SHAP values across all classes,
indicating their significant influence in distinguishing between benign and malicious behaviors. Features
such as irq_irq_handler_entry, unaligned_ld_spec, and dTLB-store-misses also ranked highly, aligning with
earlier findings from our feature selection and statistical analysis. Color coding in the figure indicates class-
specific contributions, with Class 0–3 representing benign activity, reconnaissance, cryptojacking, and DoS
attacks, respectively. The prominence of features like irq_irq_handler_entry and memory/cache metrics in
Class 2 and Class 3 further validates the forensic relevance of low-level performance counters in detecting
resource-intensive or system-invasive attacks.

This SHAP-based analysis strengthens the transparency of our forensic framework by revealing which
system-level behaviors most influence the classification outcomes. It also provides actionable insights for
incident responders by linking high-impact features with specific attack types.
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Figure 7: SHAP showing the top 20 host-level features

7 Reporting Findings
Based on the comprehensive forensic analysis of the CICEVSE2024 dataset, several critical findings

emerged regarding cybersecurity vulnerabilities and attack patterns in EVCS. These findings provide valuable
insights for improving security measures and developing effective countermeasures.

7.1 Attack Pattern Summary
The analysis revealed three distinct categories of attacks, each with unique signatures, resource uti-

lization characteristics, and system impact patterns. These findings highlight the importance of host-level
monitoring in detecting and differentiating between various types of cyberattacks targeting EVCS, as follows:

• Cryptojacking Attacks: Cryptojacking attacks emerged as the most resource-intensive threat to EVCS,
characterized by sustained high system utilization over extended periods. These attacks caused dramatic
increases across key performance metrics, including a surge in CPU cycles by 467% and memory access
rates by 312% above baseline values. Cache performance metrics, such as cache misses, also increased by
289%, indicating significant strain on system resources. The persistent nature of cryptojacking, driven
by unauthorized cryptocurrency mining processes, creates a distinct and identifiable forensic signature.
Temporal analysis further revealed a gradual ramp-up in resource utilization during the initial phase
of the attack, followed by prolonged periods of elevated activity. These attributes make cryptojacking
attacks easily distinguishable from other types of cyber threats, highlighting the effectiveness of host-
level monitoring in their detection.

• DoS Attacks: Denial of Service attacks displayed more volatile and erratic behaviour than cryptojacking.
These attacks were characterized by extreme spikes in system call frequencies, increasing by 523%, and
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sporadic bursts of resource utilization. Branch and cache misses also significantly increased, reflecting
the resource exhaustion caused by these attacks. The analysis revealed a distinctive pulsing pattern
in system metrics, with sudden bursts of activity followed by brief periods of regular operation. This
pulsing behavior indicates the attack’s intent to overwhelm system resources temporarily. DoS attacks
typically target network and processing capacities, making them particularly disruptive to system
stability and availability. Their unique temporal patterns provide critical markers for real-time detection
and mitigation strategies.

• Reconnaissance Activities: Reconnaissance attacks exhibited more subtle yet systematic patterns to
gather information and identify system vulnerabilities. These attacks were characterized by systematic
increases in system calls (234%) and memory access rates (145%). Unlike cryptojacking or DoS,
reconnaissance activities showed an organized and deliberate temporal progression, with regular active
scanning and resource utilization intervals. These scanning operations followed consistent patterns,
reflecting their systematic nature. While less resource-intensive than the other categories, reconnaissance
attacks posed significant risks by enabling adversaries to map the system and prepare for future, more
targeted exploits. Their temporal regularity and moderate resource usage make them detectable through
detailed host-level analysis, notably when correlated with network-level data.

Each attack type leaves a unique operational footprint, underscoring the need for advanced forensic
analysis and anomaly detection frameworks. The distinct resource utilization patterns, temporal behaviours,
and system impacts revealed in this study provide actionable insights for enhancing the cybersecurity
of EVCS environments. These findings can inform the development of targeted detection and mitigation
strategies, ensuring greater resilience against a broad spectrum of cyber threats.

7.2 Detection Effectiveness
The machine learning models assessed in this study demonstrated strong effectiveness in detecting

and classifying cyberattacks targeting Electric Vehicle Charging Stations (EVCS). Among the evaluated
algorithms, XGBoost and LightGBM stood out, each achieving an impressive accuracy of 98.81%, positioning
them as the most accurate and reliable classifiers for this application. Random Forest (RF) and Decision
Tree (DT) models also performed well, with accuracy scores of 98.76% and 98.65%, respectively. K-Nearest
Neighbors (KNN) delivered a solid result with 92.70% accuracy, making it a viable option for scenarios with
moderate complexity.

Support Vector Machine (SVM), while generally effective for simpler classification tasks, exhibited lower
performance in this context, achieving an accuracy of 83.57%. This suggests that SVM may be less suitable
for the multifaceted patterns present in EVCS cyberattack data. A detailed comparison of all models—based
on key evaluation metrics such as accuracy, recall, precision, and F1-score—is provided in Table 10. This
comparative analysis offers more profound insights into the strengths and limitations of each approach,
supporting the selection of optimal models for real-world deployment.

Table 10: Performance comparison of ML models

Model Accuracy Recall Precision F1-score
SVM 83.57% 83.57% 83.96% 82.87%
KNN 92.70% 92.70% 93.04% 92.52%

RF 98.76% 98.76% 98.76% 98.76%
DT 98.65% 98.65% 98.65% 98.65%

XGBoost 98.81% 98.81% 98.81% 98.81%
LightGBM 98.81% 98.81% 98.81% 98.81%
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XGBoost and LightGBM emerged as the most effective models in this study, largely due to their
gradient-boosting architecture, which is particularly well-suited for capturing complex patterns, managing
high-dimensional data, and handling class imbalance. These models demonstrated consistent performance
across all evaluation metrics and were particularly effective at identifying overt and stealthy attacks.

Random Forest (RF) also showed strong performance, achieving high accuracy and demonstrating
reliable generalization across the dataset. Its stability and effectiveness make it a practical option for real-
time anomaly detection in EVCS systems. By contrast, simpler models such as K-Nearest Neighbors (KNN)
and Support Vector Machine (SVM) were less effective when faced with the dataset’s complexity. Although
suitable for more straightforward classification tasks, these models struggled to capture the nuanced, high-
dimensional characteristics of sophisticated cyberattacks, resulting in comparatively lower accuracy. These
findings highlight the need for advanced learning models in effectively addressing cyber threats in the
EVCS domain.

Additional insights were drawn from the confusion matrices in Fig. 8. The most common misclassifica-
tions involved confusing reconnaissance activities with benign behavior. This suggests that while the models
excel at identifying more overt and resource-intensive attacks, such as cryptojacking and Denial-of-Service
(DoS), they face challenges in distinguishing subtle, stealthy behaviors. This suggests the potential benefit of
further feature engineering, particularly the incorporation of temporal dynamics or more detailed host-level
metrics, to improve classification accuracy for low-footprint threats.

Figure 8: Confusion matrix heatmaps

Combining achieved by XGBoost and LightGBM reflects their balanced performance across precision
and recall, making them particularly well-suited for environments where minimizing false positives and false
negatives is critical. These models demonstrated robust capabilities in handling imbalanced data, ensuring
that even less frequent attack types, such as reconnaissance activities, were detected with reasonable accuracy.
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In contrast, the lower performance of SVMs underscores the limitations of traditional classifiers when
applied to complex, high-dimensional datasets, such as those encountered in the forensic analysis of EVCS.
This highlights the need for advanced classification models that can effectively manage the intricacies of
such data.

These findings validate the potential of machine learning-based frameworks for enhancing the detection
and classification of cyberattacks in EVCS. Combining high-performing models, such as XGBoost and
LightGBM, with additional feature engineering and fine-tuning can further enhance the robustness and
reliability of these detection systems.

7.3 Comparasion with State-of-the-Arts
To establish the efficacy of the proposed host-level forensic analysis framework, we compared it

quantitatively against representative EVCS anomaly detection approaches from the current literature. These
methods span network-level intrusion detection, federated learning architectures, and simulation-based
adversarial learning models. The comparison focuses on key attributes, including data visibility, real-time
detection capability, detection accuracy, and forensic granularity.

Table 11 summarizes the comparative results. Existing solutions such as FL-EVCS [8] and ICS-
Defender [9] have achieved detection accuracies of 97% and 94.23%, respectively. However, both approaches
rely heavily on network traffic features, making them ineffective in detecting host-resident threats, such
as cryptojacking or system call anomalies. Similarly, Tanyıldız et al. [54] proposed a GAN-based anomaly
detection approach achieving 98.5% accuracy on simulated data, but it lacks real-world validation. Federated
LSTM models, such as the one by Hussain et al. [55], offer privacy-preserving detection with approximately
95% accuracy but operate on high-level telemetry like voltage and power, which lacks the behavioral depth
required for forensic analysis. In contrast, the proposed host-level forensic framework achieves a detection
accuracy of 98.81%, the highest among all evaluated methods. This performance is attributed to integrating
low-level host telemetry, such as Hardware Performance Counters (HPCs) and kernel events, allowing for
precise system behavior modeling during benign and malicious states. Furthermore, the proposed model
supports both real-time detection and post-incident forensic analysis, bridging a critical gap in current EVCS
security paradigms. It also incorporates explainability via SHAP analysis, offering interpretable insights for
forensic investigations.

Table 11: Quantitative comparison of EVCS anomaly detection methods

Method Accuracy Real-Time
capability

Data level Forensic granularity

FL-EVCS
(Ensemble +

FL) [8]

93.00% Yes Network-layer Low (packet-level)

ICS-Defender
(AutoML) [9]

91.23% Yes Network + control
data

Moderate (ICS-level)

RUL-GAN [54] 92.50% No Simulated metrics Low (simulation only)
Federated

LSTM
Detection [55]

∼94.00% Yes Telemetry (voltage,
SoC)

Low (coarse
telemetry)

(Continued)
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Table 11 (continued)

Method Accuracy Real-Time
capability

Data level Forensic granularity

Proposed
Host-Level
Framework

98.81% Yes + Post Kernel +HPC events High (full host
behavior)

In summary, while existing methods provide valuable contributions in anomaly detection and system
security, they are often limited in analyzing internal system behavior or supporting forensic investigations.
The proposed host-level framework addresses these shortcomings through deeper behavioral model-
ing, superior classification performance, and dual-use applicability for proactive detection and reactive
forensic response.

7.4 Security Recommendations
Drawing on the findings from the forensic analysis, several key recommendations are presented to

strengthen the cybersecurity posture of Electric Vehicle Charging Stations (EVCS).
First, continuous resource monitoring should be a foundational element of any security strategy.

Tracking vital system metrics such as CPU usage, memory access patterns, and cache performance allows for
establishing operational baselines. Once these baselines are defined, automated alert systems can be imple-
mented to flag deviations that may signal potential intrusions. Additionally, incorporating real-time analysis
of system call behavior can significantly enhance the detection of reconnaissance or Denial-of-Service (DoS)
activities, which often manifest through unusual call sequences.

Second, the integration of advanced attack detection mechanisms is critical. Machine learning models—
particularly high-performance algorithms like XGBoost and LightGBM—have proven highly effective in
identifying nuanced and evolving attack signatures. For example, temporal characteristics unique to specific
attack types—such as the slow escalation in CPU usage typical of crypto-jacking or the intermittent, pulsed
patterns seen in DoS attacks—can be used to fine-tune detection systems. A layered detection approach
that combines insights from host-level data and network traffic enhances detection accuracy while reducing
false positives.

Equally important are system hardening practices aimed at reducing exploitable vulnerabilities. These
include setting strict limits on resource usage to prevent resource-intensive attacks, such as cryptojacking;
implementing advanced filtering and monitoring systems calls; and enforcing secure authentication and
authorization protocols to control access. Regular updates to firmware and software must also be prioritized,
as they often contain critical patches that address known security flaws.

In addition to detection and prevention, effective incident response readiness is vital for managing
cyber threats. Organizations should establish clear, attack-specific response protocols and forensic data
collection procedures to preserve crucial diagnostic information during an incident. Well-defined escalation
paths, based on attack severity and identifiable signatures, can facilitate swift and appropriate responses. To
reinforce these plans, staff should receive training on incident response processes, and periodic drills should
be conducted to ensure their preparedness.

Collectively, these recommendations offer a comprehensive, multi-layered framework designed to
enhance the resilience and security of EVCS infrastructure in the face of increasingly sophisticated cyber
threats. Table 12 summarizes these key measures.
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Table 12: Summary of security recommendations for EVCS

Category Recommendations
Resource Monitoring

Implementation
Continuously monitor key metrics, including CPU utilization and

memory access patterns.
Establish baseline thresholds for normal operations and deploy

automated alerts for deviations.
Perform real-time analysis of system call patterns to identify anomalies.

Attack Detection
Mechanisms

Integrate machine learning-based detection systems, particularly
ensemble methods like XGBoost and LightGBM.

Leverage temporal signature recognition for specific types of attacks.
Develop multi-layered detection frameworks combining system- and

network-level indicators.
System Hardening

Measures
Enforce strict resource utilization limits to prevent cryptojacking

attacks.
Deploy advanced system call monitoring and filtering mechanisms.
Implement robust authentication and authorization protocols for all

system interactions.
Incident Response

Preparation
Develop tailored response procedures for each identified type of attack.

Create forensic data collection protocols to capture critical metrics
during incidents.

Establish clear escalation pathways based on attack severity and
signatures.

The proposed framework is primarily designed for post-incident forensic analysis, leveraging host-
level telemetry captured during attacks. As such, it operates offline and does not impose latency constraints
during runtime. However, to assess future feasibility for real-time detection, we acknowledge the importance
of evaluating system latency, computational overhead, and deployment compatibility with constrained
EVCS hardware. While current experiments were conducted on general-purpose computing platforms,
future work will explore lightweight deployment and inference optimization for real-time integration within
EVCS environments.

8 Conclusion and Future Work
This study presented a comprehensive forensic analysis framework for investigating cyberattacks in

EVCS using host-level data from the CICEVSE2024 dataset. The research demonstrated the effectiveness of
machine learning approaches in detecting various attack patterns, with XGBoost and LightGBM achieving
98.81% accuracy, followed by Random Forest (98.76%) and Decision Trees (98.65%). Through systematic
analysis following the NIST digital forensics process, the study identified critical host-level indicators of com-
promise, including abnormal patterns in CPU cycles, suspicious memory access patterns, unusual system
call frequencies, and deviations in cache-related metrics. The analysis revealed distinct behavioral patterns
for different attack types: cryptojacking attacks consistently showed high CPU utilization and memory
access patterns, DoS attacks exhibited abnormal network-related system calls and interrupt patterns, and
reconnaissance activities demonstrated unique system call sequences and memory access behavior patterns.
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These findings contribute significantly to understanding EVCS security and provide valuable insights for
developing robust security measures.

Future research should focus on several key areas to enhance the security and forensic capabilities of
EVCS. Priority should be given to developing real-time analysis integration methods that can adapt the
forensic analysis framework for immediate threat detection and implement streaming analytics capabilities.
Moreover, enhanced feature engineering techniques should be explored to identify additional host-level
metrics that can improve attack detection accuracy, as well as more sophisticated feature selection methods
for different types of attacks. Advanced machine learning approaches should be investigated for more
complex pattern recognition and novel attack detection, including deep learning models and unsupervised
learning techniques. Furthermore, research efforts should address scalability challenges in large-scale EVCS
deployments, develop platform-agnostic forensic analysis techniques, and create standardized protocols.
These advancements will be crucial as electric vehicles become more prevalent and the need for robust
security measures grows.
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