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ABSTRACT: With the advancements of the next-generation communication networking and Internet of Things (IoT)
technologies, a variety of computation-intensive applications (e.g., autonomous driving and face recognition) have
emerged. The execution of these IoT applications demands a lot of computing resources. Nevertheless, terminal devices
(TDs) usually do not have sufficient computing resources to process these applications. Offloading IoT applications to
be processed by mobile edge computing (MEC) servers with more computing resources provides a promising way to
address this issue. While a significant number of works have studied task offloading, only a few of them have considered
the security issue. This study investigates the problem of spectrum allocation and security-sensitive task offloading
in an MEC system. Dynamic voltage scaling (DVS) technology is applied by TDs to reduce energy consumption
and computing time. To guarantee data security during task offloading, we use AES cryptographic technique. The
studied problem is formulated as an optimization problem and solved by our proposed efficient offloading scheme. The
simulation results show that the proposed scheme can reduce system cost while guaranteeing data security.
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1 Introduction
In recent years, with the advancements of the next-generation communication networks and Internet

of Things (IoT) technologies, the number of IoT terminals has increased at an unprecedented rate. It is
expected that terminal devices (TDs) will exceed 27 billion at the end of the year 2025 [1]. This results in the
emergence of a variety of computation and delay-intensive applications, such as autonomous driving and
face recognition [2,3]. The execution of these applications needs a lot of computing resources and consumes
a large amount of energy. Nevertheless, as TDs have limited physical space and battery power, they usually do
not have sufficient resources to compute these applications. The traditional method to overcome this problem
is to offload and process IoT applications in public clouds. But since there is a long distance from TDs to the
location of the data centers of public cloud, long transmission latency will be caused [4]. This means that the
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distant public cloud is not suitable for processing real-time IoT applications. To tackle the above issues, a
new computing paradigm called mobile edge computing (MEC) has emerged [3]. By deploying edge servers
at the base station (BS), the cloud services can be offered at the network edge, which is much closer to the
TDs compared with the public cloud [4]. TDs can offload and execute computation-intensive and latency-
aware tasks by using the edge cloud services such that both the computing time and energy consumption
can be reduced.

Despite these advantages, several challenging issues should be resolved for the deployment of MEC
systems [5]. Firstly, how to efficiently allocate resources is of great importance for making task offloading
decisions of TDs. Secondly, security is a main concern when provisioning edge cloud service, as data attacks
may lead to disruptive denial-of-service (DoS) in decentralized wireless networks.

Although extensive research work has been done to investigate resource allocation methods and task
offloading in MEC systems, many of them did not consider the security issue. In addition, many prior works
merely considered execution cost from the aspects of TDs, ignoring the cost of the whole MEC system.
In [6], Kuang et al. studied the allocation of transmission power and task offloading in UAV-enabled MEC
systems while adopting the DVS technology to minimize the total energy consumption of Ground TDs and
UAVs. In [7], Liu et al. studied energy efficiency maximization in UAV-assisted NOMA-MEC networks.
They also considered the allocation of transmission power and the constraint of the computing power of
mobile user devices. In [8], Hossain et al. proposed a task offloading scheme based on the MRL algorithm
considering transmission power control and the adoption of DVS technology. The aim is to minimize energy
consumption of user equipment.

In this work, we consider spectrum resource allocation and security-sensitive task offloading to
minimize the total computing time and energy consumption of the MEC system. A secure layer using
AES cryptographic technique to protect the data of tasks from being attacked during the task offloading
process. Moreover, as dynamic voltage scaling (DVS) technology can be used by TDs to adjust their operating
frequency to reduce computing time and energy consumption [9], we adopt it when designing the task
offloading scheme.

The principal contributions made in this study are listed as follows.

• We study spectrum resource allocation and security-aware full task offloading in an MEC system. The
main purpose is to propose an efficient spectrum resource allocation and full task offloading scheme for
optimizing the performance of the MEC system while considering the security issue. We adopt the AES
cryptographic technique to protect tasks from being attacked.

• We formulate an optimization problem to minimize system costs in terms of computing time and energy
consumption. Since the objective function for the formulated problem is a 0–1 linear optimization
problem, which is a mixed integer nonlinear programming (MINP) problem known to be NP-hard. In
order to solve it efficiently, we divide the original problem into three sub-problems. Additionally, an
efficient task offloading algorithm is devised to determine task offloading decisions of the TDs.

• To show the superiority of the proposed resource allocation method and task offloading algorithm,
simulation experiments are conducted. The conducted simulation results verify the performance of
this algorithm.

The remaining parts of this paper are organized as follows. We review and discuss the related research
in Section 2. Description of the system model and formulation of the optimization problem are presented
in Section 3. In Section 4, we present a solution method to the optimization problem. In Section 5, we present
simulation results to verify our solution method. Section 6 is the conclusion.
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2 Related Work
Numerous studies have focused on improving the performance of MEC networks by optimizing

resource allocation and proposing task offloading algorithms. The related research can be categorized
according to the objectives.

Some studies merely put focus on maximizing energy efficiency. For example, Wang et al. studied
communication and computation resources optimization in blockchain based MEC networks in [10]. They
considered both the computation of MEC tasks and blockchain federated learning tasks intending to reduce
the energy consumption of edge servers. In [11], Yang et al. investigated energy efficiency in reconfigurable
intelligent surface (RIS)-assisted networks. They analyzed both single user equipment (UE) case and multiple
UEs case. In [12], the authors investigated energy efficiency maximization and task offloading in Internet
of Vehicles (IoV) networks enabled by MEC. They proposed an algorithm maximizing energy efficiency
based on the multi-agent DRL. In the work [13], a heuristic algorithm was proposed for energy-efficient
computation offloading. The authors considered the allocation of wireless and computation resources. Due
to the complexity of the primal optimization problem, it was divided into several sub-problems and solved
separately. In [14], the authors also studied allocation of wireless and computation resources for computation
offloading in MEC systems. They aimed to minimize the average power consumption of TDs under the
completion deadline constraints. In [15], Bi et al. studied partial computation offloading targeting energy
minimization in hybrid cloud-edge computing systems. They established a cost minimization problem and
addressed it by proposing an LSAG algorithm. In [16], Panda et al. proposed an offloading scheme by applying
the DVS and DRL to cut down the energy consumption of TDs under execution time constraints. But this
work did not consider security issues and resource allocation.

Some other studies focused on reducing the execution time of TDs. The authors studied task execution
time minimization by optimizing the computation resources allocation in multiple unmanned aerial vehicle
(UAV) assisted MEC systems [17]. They considered two offloading models and developed alternating
optimization algorithms to handle the formulated problems. Wang et al. studied the subtask offloading
problem in MEC systems with multiple edge servers [18]. They formulated a latency minimization problem
and proposed a sub-task offloading strategy with the aim of reducing system latency while considering
energy utilization. Chen et al. theoretically analyzed the experienced latency of TDs caused by transmission
and computation processes [19]. Their study shows that the offloaded decisions, bandwidth, and CPU
resources can affect the processing latency of TDs. Hossain and Ansari studied computing and communi-
cation resources optimization, and applied the NOMA and network slicing (NS) techniques to reduce the
computing latency of system tasks [20]. They proposed a binary scheme for task offloading and formulated
an optimization problem to minimize total computing latency of tasks.

In addition to the above two categories, some works pay attention to the balance of execution time
and energy consumption of TDs. For example, Pervez et al. studied transmission power and CPU resource
allocation to minimize energy and latency of the multi-UAV assisted MEC systems [21]. They proposed an
alternating iterative approach to solve the formulated optimization problem. In the reference [22], Younis
investigated task offloading and approximate computing in MEC networks. Their objective is to balance
energy consumption and latency. The formulated problem is decomposed into three main subproblems
and solved efficiently. In [23], the authors built three models and the computation offloading problem of
minimizing latency and energy consumption is a multiobjective optimization problem and solved by utilizing
the NSGA-II. Xu et al. explored the problem of joint minimization of energy and latency costs by optimizing
the computing resources of edge servers in the IRS-enabled multi-cell MEC systems [24]. The problem was
divided into two subproblems namely the MEC subproblem and the IRS subproblem, and solved by an
efficient algorithm. In [25], Mustafa et al. studied optimal task offloading actions and resource allocation
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in vehicular edge computing networks. Due to the challenging issues caused by vehicles and tasks, they
proposed a three-layered architecture and presented a two-level algorithm to get optimal task offloading
actions and resource allocation. But a security issue was not considered in this work.

Some studies of task offloading and resource allocation considered security issue. Samy et al. studied
energy and time overhead minimization of each TD in blockchain-based MEC systems [5]. They considered
a multiuser multitask scenario and proposed a framework to secure task offloading by applying deep
reinforcement learning. Huo et al. studied latency minimization in FDMA-based MEC systems while
considering physical layer security [26]. They proposed a joint power and computing resources allocation
for task offloading policy to achieve latency minimization. In [27], Wu et al. also considered physical layer
security of computation offloading in NOMA-assisted MEC systems where an eavesdropping attack exists.
They tried to minimize total energy consumption of IoT users by optimizing the transmission power of
TDs. In order to secure the physical layer security of partial computation offloading in NOMA-assisted MEC
system, Zheng et al. adopted Wyner’s secrecy encoding scheme [28]. Their main objective is to minimize
energy consumption of each TD by optimally allocating the transmit power and bandwidth. Nevertheless,
these previous works either ignored the security issue or only considered the energy or time cost of TDs
without considering them jointly.

To overcome the limitations of existing works, we investigate security-sensitive task offloading and
spectrum allocation in an MEC system. Inspired by [29,30], a secured layer using AES cryptographic
technique is introduced to protect the data of the offloaded tasks. In addition, DVS technology is adopted to
reduce the computing time and energy consumption of TDs. Our main goal is to minimize the whole MEC
system costs including both computing time and energy cost.

3 System Model and Problem Formulation
Assume that there is an MEC system consisting of N TDs and one edge cloud server. The system model

is described in Fig. 1. In the system model, the cloud server is placed near the base station (BS). All TDs
are associated with the edge server via the 5G cellular networks. Each TD has a task to be executed either
on its device or on the edge cloud server. The task of each TD can be part of various applications, such as
face recognition [29]. For TD k, we use Dk to represent the data size of its task and Ck to denote computing
intensity. Each TD can either compute its task itself or use the computing resources of the edge cloud server.
We let ak denote the computing decision of TD k. If the task of TD k is computed in the cloud server, ak = 1.
Otherwise, if it is computed in the TD, ak = 0. In other words, we consider the full task offloading scenario.

Remark 1: It should be noted that there are two types of tasks offloading scenarios, namely, full task offloading
scenarios and partial task offloading scenarios. IoT applications, such as file compression applications, can be
partitioned into two parts. One part can be processed on TD while the other part can be offloaded and processed
on the edge cloud server. In this paper, for simplicity, we only considered the full task offloading scenario. Hybrid
task offloading scenarios can be left as a future research study. It should also be noted that there may exist
multiple servers in the edge cloud. In this case, load balancing strategies should be adopted to handle server load,
which is out of the scope of this study.
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Figure 1: A MEC system

3.1 Local Computing Model
In local computing model, tasks of TDs are processed by using their computing resources. For TD k,

k ∈ {1, 2, ..., N}, the computing time and the energy consumption caused by processing its task are respectively
denoted as

T l
k =

Dk Ck

f l
k

(1)

El
k = Pk

Dk Ck

f l
k

(2)

where f l
k is the computing capacity of TD k, and Pk denotes its consumed power per CPU cycle.

The power consumption of TD k is

Pk = ρk( f l
k)2 (3)

where ρk is a constant value related to TD k’s chip architecture. The value of ρk can be set as 10−26 [24].
Therefore, the computing costs of TD k in local computing model can be denoted as

Cl
k = αt

k T l
k + αe

k Ek , l = αt
k

Dk Ck

f l
k
+ αe

k ρk( f l
k)2Dk Ck (4)

where αt
k and αe

k ∈ [0, 1] are weighting values, and αt
k + αe

k = 1. If αt
k > αe

k , TD k puts more focus on computing
time. If αt

k < αe
k , TD k focuses more on the energy cost.

3.2 Cloud Server Computing Model
In this model, TDs will offload and process their tasks on the edge cloud server. For TD k, its

transmission rate in uplink channel is

rk = Bk log2 (1 +
hk Pk

σ 2
0
) (5)

where Bk is the uplink channel bandwidth, hk and Pk are the channel gain and the transmit power,
respectively; σ 2

0 denotes the white Gaussian noise power during transmission.
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Then, the time caused by transmission and energy consumption can be represented as, respectively,

T t
k =

Dk

rk
= Dk

Bk log2(1 +
hk Pk

σ 2
0
)

(6)

Et
k = Pk T t

k =
Pk Dk

Bk log2(1 +
hk Pk

σ 2
0
)

(7)

When TD k’s task is processed on edge cloud server, the incurred computing time is

T c
k =

Dk Ck

Fk
(8)

where Fk is the cloud computing resources of edge cloud server allocated to TD k.
Hence, the total computing time on edge cloud server processing model can be denoted as

T e
k = T t

k + T c
k =

Dk

Bk log2(1 +
hk Pk

σ 2
0
)
+ Dk Ck

Fk
(9)

Hence, the processing cost for the MEC server model is denoted as

ce
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(10)

For TD k, its computing costs under unsecured model can be denoted as
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k = (1 − ak)Cl

k + ak Ce
k = (1 − ak)(αt

k
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(11)

3.3 Security Model
If TDs offload their tasks to an edge cloud server, their tasks may be attacked by different types of threats.

In order to protect the data, a security-layer AES cryptographic technique is introduced [29,30]. For each
TD, its task will be encrypted before offloading and decrypted before transmitting to the edge cloud server.
Consequently, the incurred time and energy costs for TD k under the security model can be respectively
denoted as

Ts
k = T e

k + Td
k =

Ce
k

f l
k
+

Cd
k

Fk
(12)

Es
k = ρk( f l

k)2Ce
k (13)

where Ce
k and Cd

k represent the number of computing resources to encrypt and decrypt TD k’s data on TD
and edge cloud server.
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Based on the above two models, for TD k, the total time and energy cost can be respectively expressed as
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k = T e
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Therefore, the total cost of TD k under secured model can be denoted as
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Remark 2: It should be noted that other cryptographic methods (e.g., RSA, ECC) can also be adopted for data
security. However, for resource-constrained edge devices, computational efficiency is crucial. Compared with
RSA and ECC, AES encryption technique is much faster for encryption and decryption, and consumes much
less energy. Therefore, AES is the only viable choice for encrypting large offloaded datasets efficiently [29,30]. A
comparison of these cryptographic methods is left as future work.

3.4 Problem Formulation
We try to minimize whole system costs by allocating bandwidth resource optimally and adopting DVS

technology. For TD k, its task can either be computed locally or offloaded to edge cloud server. Therefore, its
computing cost can be denoted as

Ck = (1 − ak)Cl
k + ak Co

k (17)

Based on system model, the formulated optimization problem can be expressed as
Problem 1:

min
Bk , f l

k ,ak

N
∑
k=1

Ck

s.t.

0 < f l
k ≤ f m

k

N
∑
k=1

Bk ≤ B

ak ∈ {0, 1}

where constraint one is the CPU frequency constraint, constraint two enforces that bandwidth allocated to
TDs should not exceed the total communication resources, and constraint three is offloading strategy.
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The third constraint of Problem 1 is a binary integer value, but the bandwidth allocation and the CPU
frequency constraints are both continuous. This means that the feasible set of Problem 1 is not convex.
Therefore, we have the conclusion that the above problem is a MINLP problem. This kind of problem is NP-
hard, and its solution is difficult to obtain. Traditional algorithms, such as the Branch-and-Bound and the bat
algorithm can solve the MINLP problem. But a weak point of these algorithms is that their time complexity
is high [31].

4 Solution Method
In this section, we propose an efficient solution method to Problem 1 formulated in the previous section.

We observe from the structure of Problem 1 that it is a convex optimization problem on condition that each
TD’s offloading strategy is given. Thereby, problem Problem 1 can be divided into three subproblems:

1. Local computing model subproblem.
2. Secured model subproblem.
3. Offloading strategy subproblem.

4.1 Local Computing Subproblem
As long as the offloading strategies of DTs are determined, the local computing subproblem can be

formulated as
Problem 2:

min
Bk

N
∑
k=1

Gk( f l
k)

s.t.

0 < f l
k ≤ f m

k

where Gk( f l
k) is

Gk ( f l
k) = αt

k
Ce

k

f l
k
+ αe

k ρk ( f l
k)

2
Ce

k (18)

The second-order derivative of Eq. (18) is

∂2Gk

∂ ( f l
k)

2 = αt
k

2Ce
k

( f l
k)

3 + 2αe
k ρkCe

k > 0 (19)

which means that G
′′

k is positive. Hence, Gk is a convex function. By setting the first-order derivative
of Eq. (18) to zero,

∂Gk

∂ f l
k
= −αk ,t

Ce
k

( f l
k)

2 + 2αe
k ρk f l

k Ce
k = 0 (20)

we have

f l∗
k =

3

�
��� αt

k
2αe

k ρk
(21)
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It is obvious that Gk( f l
k)monotonously first decreases in (0, f l∗

k ] and then increases in ( f l∗
k , f m

k ] when
f l∗

k < f m
k , and monotonously decreases when f l∗

k ≥ f m
k .

Therefore, the optimal solution to Problem 2 is

Gk( f l
k) =
⎧⎪⎪⎨⎪⎪⎩

Gk ( f l∗
k ) , i f f l∗

k < f m
k

Gk ( f m
k ) , i f f l∗

k ≥ f m
k

(22)

Remark 3: From Eq. (21), it can be observed that the optimal voltage-frequency adjustment for each TD is
associated with weighting values αt

k and αe
k . Therefore, each TD can adjust its CPU frequency according to task

offloading decision-making process.

4.2 Security Model Subproblem
After the offloading strategies of the TDs are determined, the security model computing subproblem is

formulated as
Problem 3:

min
f l

k ,Bk

N
∑
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)
) (23)

Problem 3 can be further divided into the following two subproblems:
Problem 3.1:

min
f l

k

N
∑
k=1

H1k( f l
k)

s.t.

0 < f l
k ≤ f m

k

where H1k( f l
k) is

H1k( f l
k) = αt

k
Ce

k

f l
k
+ αe

k ρk( f l
k)2Ce

k (24)
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As Problem 3.1 has the same structure as Problem 2, its optimal solution can be denoted as

H1k( f l
k) =
⎧⎪⎪⎨⎪⎪⎩

H1k ( f l∗
k ) , i f f l∗

k < f m
k

H1k ( f m
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k

(25)

Problem 3.2:

min
f l

k

N
∑
k=1

H1k( f l
k)

s.t.
N
∑
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Bk ≤ B

where H2k(Bk) is

H2k(Bk) =
(αt

k + αe
k Pk)Dk

Bk log2 (1 +
hk Pk

σ 2
0
)

(26)

The second-order derivative of Eq. (26) is

∂2H2k

∂B2
k
=

2(αt
k + αe

k Pk)Dk

B3
k log2 (1 +

hk Pk
σ 2

0
)
> 0 (27)

From Eq. (27), it can be concluded that the objective function for Problem 3.2 is convex, and this
problem is a convex optimization problem. The Lagrangian function of Problem 3.2 is formulated as

L (Bk) =
(αt

k + αe
k Pk)Dk

Bk log2 (1 +
hk Pk

σ 2
0
)
+ λ (

N
∑
k=1

Bk − B) (28)

where λ denotes the non-positive Lagrange multiplier.
The dual problem of 3.2 is

ψ (λ) =max
λ≥0

min
Bk>0

L (Bk , λ) =
(αt

k + αe
k Pk)Dk

Bk log2 (1 +
hk Pk

σ 2
0
)
+ λ (

N
∑
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Bk − B) (29)

According to Karush-Kuhn-Tucker (KKT) conditions [32],

∂L
∂Bk
= −
(αt

k + αe
k Pk)Dk

B2
k log2 (1 +

hk Pk
σ 2

0
)
+ λ = 0 (30)

λ (
N
∑
k=1

Bk − B) = 0 (31)

From Eq. (29), it is obvious that λ > 0. Hence, from Eq. (31), we have

N
∑
k=1

Bk − B = 0 (32)
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From Eq. (30), we get

B∗k =

�
����
(αt

k + αe
k Pk)Dk

λ log2(1 +
hk pk

σ 2
0
)

(33)

Combining Eqs. (32) and (33), the value of λ can be obtained and denoted as

λ =

⎛
⎜⎜⎜⎜⎜
⎝

∑N
k=1

√
(αt

k+αe
k Pk)Dk

log2(1+
hk pk
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0
)

B

⎞
⎟⎟⎟⎟⎟
⎠

2

(34)

Substituting Eq. (34) into Eq. (33), the optimal spectrum resource allocated to TD k can be denoted as

B∗k =

√
(αt

k+αe
k Pk)Dk

log2(1+
hk pk

σ2
0
)

∑N
k=1

√
(αt

k+αe
k Pk)Dk

log2(1+
hk pk

σ2
0
)

B (35)

The pseudocodes for obtaining the optimal solutions to Bk and λ are summarized in Algorithm 1.

Algorithm 1: The optimal solutions to Bk and Lagrange Multiplier λ
Input:
1: The total spectrum resources B and the Lagrange multiplier λ.
2: While the end condition is not satisfied
3: Get the partial derivative of L concerning Bk according to Eq. (30);
4: Based on Eqs. (30) and (31) to know that λ > 0;
5: From Eq. (31) to get Eq. (32);
6: Solving Eq. (30) to get the expression of Bk , which is a function of λ;
7: Based on Eqs. (32) and (33) to get the value of λ, which is denoted in Eq. (34);
8: According to Eqs. (32) and (33) to get the optimal bandwidth allocation B∗k .

4.3 Offloading Strategy Algorithm
An algorithm for the offloading strategy of each TD is presented, as shown in Algorithm 2. This

algorithm provides an optimal offloading strategy for each DT. In this algorithm, each TD initially sets their
offloading strategy as ak = 0, which means the local computing model. Then, each TD calculates the optimal
computing capacity f l∗

k by solving Problem 2, and sends the data size of its task Dk , computing intensity Ck,
and transmission power pk to edge cloud server. The edge cloud server calculates the transmission data rate
based on Eq. (5), and determines their offloading strategies by making comparisons between the computing
costs of the local computing model and that of the secured model,

ak =
⎧⎪⎪⎨⎪⎪⎩

1, Cl
k ≥ Co

k

0, Cl
k < Co

k
(36)
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When the computing costs for all TDs are obtained, the computing cost of TD k can be denoted as

Ck = (1 − ak)Cl
k + akCo

k (37)

Then, the overall computing costs of whole MEC system can be minimized.

Algorithm 2: The proposed security-aware task offloading strategy
Input:
1: Each TD initially sets its offloading strategy as ak = 0, the data size of its task Dk, computing intensity Ck,
and transmission power pk.
Output:
2: The allocated bandwidth, the CPU frequency, the offloading strategy, and computing costs;
3: Solving subproblem Problem 2;
4: Obtaining the computing costs of the local computing model based on Eq. (4);
5: Solving the subproblem Problem 3;
6: Obtaining the optimal spectrum of each TD based on Eq. (35);
7: Obtaining the computing costs of the secured model based on Eq. (37);
8: if Cl

k ≥ C0
k then

9: ak = 1;
10: else
11: ak = 0;
12: end if

5 Simulation Results
The efficacy of the proposed secured model and task offloading algorithm is validated through

simulation results. Besides, the performance is compared against the following benchmark models:
Local Computing (LC) Model: In the LC Model, all TDs compute their tasks in themselves, that is

ak = 0.
Cloud Server Computing (CSP) Model: In the CSP Model, all TDs compute their tasks on edge cloud

server, that is ak = 1.
Unsecured Model: In the Unsecured Model, all TDs make offloading decisions according to the current

system environment and do not adopt the security layer.
Secured Model: In the Secured Model, all TDs make offloading decisions according to the current

system environment, and adopt the security layer to protect the data security of tasks.

5.1 Simulation Parameters
Assume that there is an MEC system that includes N = 20 TDs and one edge cloud server. The number

of computing resources allocated to TD k by the edge cloud server Fk is 1 GHz. Each TD has a task to
be computed using its computing resources or the cloud server’s. The task data size ranges from 0.2 to 1
Mbits [29,32]. The computing intensity Ck and the total bandwidth B are 1000 cycles one bit and 5 MHz,
respectively. The transmission power pk and Gaussian noise σ 2

0 are respectively set as 0.2 W and 10−7 W.
The number of computing resources to encrypt and decrypt the TD k’s data Ce

k and Cd
k are both set as 100

megacycles. Besides, the channel gain is set as 10−6, and the default values of αt
k and αe

k are set as 0.5. The set
of values for the parameters is referring to [29,33–35] and listed in Table 1.
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Table 1: Parameter setting

Parameters Values
TD’s number N 30

Bandwidth B 5 MHz
Task data size Dk [0.1, 1] Mbits

Computing intensity Ck 1000 Cycles/bit
Transmission power pk 0.1 W

Channel gain hk 10−6

Gaussian noise σ 2
0 10−7 W

Computing capacity f l
k [0.1, 1] GHz

Allocated computing resources to TD k Fk 1 GHz
The number of computing resources to encrypt TD k’s data Ce

k 0.1 GHz
The number of computing resources to decrypt TD k’s data Cd

k 0.1 GHz
Weighting value αt

k 0.5
Weighting value αe

k 0.5

We set up a MEC system environment by using the simulation tool MATLAB. The simulation steps are
shown as follows:

Step 1: From solving Problem 2 to get the optimal solution of local computing resource f l∗
k , from which

we can get the optimal CPU frequency for each TD.
Step 2: From solving Problem 3.1, we have the optimal CPU frequency for each TD in Secured Model.
Step 3: From solving Problem 3.2, we have optimal spectrum resource allocation for each TD.
Step 4: From the Eqs. (4), (11), and (16), we can have total costs under the local computing model,

unsecured model, and secured model, respectively.
Step 5: From Algorithm 1, we get task offloading decision for each TD.
Step 6: System costs can be obtained based on Eq. (37).

5.2 Simulation Results
Firstly, we analyze the offloading strategies of TD users vs. the number of TDs under the secured and

unsecured models. The number of spectrum resources varies from 1 to 5 WHz. Fig. 2 plots the impact of the
number of spectrum resources on the offloading percentage. The offloading percentage is the ratio of TD
users who offload their tasks to the total number of TD users. As depicted in Fig. 2, the offloading percentage
of TD users is very small when the number of spectrum resources is less than 1 WHz. However, the offloading
percentage increases rapidly as the number of spectrum resources increases. A clear observation can be made
that the offloading percentage is larger under the Unsecured Model compared with the Secured Model.

We next analyze the impact of the number of spectrum resources on task energy consumption,
computing time, and the total costs of TDs. We show the results in Figs. 3–5. In Fig. 3, we show the impact
of the number of spectrum resources on task energy consumption under the (a) Unsecured Model and (b)
Secured Model, respectively. As the number of spectrum resources has no impact on the task computing
in the Local Model, the energy consumption remains constant. By comparing the energy consumption
among the CSP Model, Unsecured Model, and Secured Model, it can be obviously observed that TDs
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consume more energy in the Secured Model than the other two models. Besides, the CSP Model has the least
energy consumption.

Figure 2: The impact of the number of spectrum resources on offloading percentage

Figure 3: The impact of the number of spectrum resources on energy consumption. (a) Unsecured model; (b) Secured
model
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Figure 4: The impact of the number of spectrum resources on computing time. (a) Unsecured model; (b) Secured
model

In Fig. 4, we show the impact of the number of spectrum resources on task computing time under the
(a) Unsecured Model and (b) Secured Model, respectively. As TDs do not need spectrum resources in the
Local Model, the computing time in this environment remains unchanged. By comparing the computing
time among the CSP Model, Unsecured Model, and Secured Model, we can have the following observations.
First, when the number of spectrum resources is less than 2 MHz, TDs will experience more computing time
in the CSP Model. Second, with the number of spectrum resources increasing, computing TDs’ tasks will
need more time in the Secured Model than the other two models. Additionally, it can be observed that the
TDs in the Local Model have the largest computing time when the number of spectrum resources increases.
This indicates that TDs are inclined to offload their tasks to the edge cloud under the condition that the
number of spectrum resources is satisfied.

In Fig. 5, the impact of the number of spectrum resources on overall computing costs concerning
computing time and energy consumption under the scenario of the Secured Model and Unsecured Model is
illustrated and analyzed. For the Local Model, as the spectrum resources have no impact on the computing
cost, the trend of computing cost remains constant under this model. For the CSP Model, it can be found
that the overall computing cost has an evident reduction when the number of spectrum resources increases.
When the spectrum resources increase, there will be a decrease in the transmission time between the TDs
and the edge cloud server, which ultimately influences the overall computing cost. For the Unsecured Model,
it can be seen that the overall computing cost decreases as the number of spectrum resources increases. But
the computing cost is low when B = 1 MHz compared with B = 2 MHz or B = 3 MHz. The reason for this case
is that the scarcity of communication resources makes the TD users compute their tasks locally. The answer
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to this reason can also be obtained from Fig. 2. As far as the Secured Model is concerned, the computing
cost is larger compared with the CSP Model and the Unsecured Model. This is because computing the tasks
of TDs needs more computing time and consumes more energy, which leads to an increase in the overall
computing cost. Looking at Fig. 5, we can also observe that computing cost tends to decrease. An illustration
for this reason is that the increase in communication resources can lead to a reduction of computing time
and energy consumption. Another trend that can be observed is that the computing cost under the Local
Model is much higher than the other three computing models when the number of spectrum resources
increases. From Fig. 5, it can be obviously observed that adopting the AES technique will put extra energy
consumption, computing time, and computing cost on TDs. Therefore, TDs have to make choices among
the Local Model, Unsecured Model, and Secured Model.

Figure 5: The impact of the number of spectrum resources on overall computing costs. (a) Unsecured model;
(b) Secured model

6 Conclusions
In this work, we have investigated the optimization of spectrum allocation and task offloading in an

MEC system. The DVS technology is applied by TDs to reduce the energy consumption and computing time.
To guarantee data security of tasks during offloading, the AES cryptographic technique is used. We formulate
an optimization problem, whose objective function is not convex. It is solved by the proposed algorithm. The
simulation results are presented to show their efficacy. Compared to benchmark methods, it is verified that
the overall computing cost can be reduced while guaranteeing data security.
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As Deep Neural Networks (DNNs) can resolve the challenges of task offloading when applied to the
traditional numerical optimization methods [36], DNNs can be applied in computation offloading in future
work. In the future, we will also consider spectrum allocation and task offloading in 6G wireless networks,
where machine learning tools, such as DRL, will be adopted to optimize spectrum resources, and RIS will be
applied to improve the network performance.
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