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ABSTRACT: With the deep integration of edge computing, 5G and Artificial Intelligence of Things (AIoT) technolo-
gies, the large-scale deployment of intelligent terminal devices has given rise to data silos and privacy security challenges
in sensing-computing fusion scenarios. Traditional federated learning (FL) algorithms face significant limitations in
practical applications due to client drift, model bias, and resource constraints under non-independent and identically
distributed (Non-IID) data, as well as the computational overhead and utility loss caused by privacy-preserving
techniques. To address these issues, this paper proposes an Efficient and Privacy-enhancing Clustering Federated
Learning method (FedEPC). This method introduces a dual-round client selection mechanism to optimize training.
First, the Sparsity-based Privacy-preserving Representation Extraction Module (SPRE) and Adaptive Isomorphic
Devices Clustering Module (AIDC) cluster clients based on privacy-sensitive features. Second, the Context-aware In-
cluster Client Selection Module (CICS) dynamically selects representative devices for training, ensuring heterogeneous
data distributions are fully represented. By conducting federated training within clusters and aggregating personalized
models, FedEPC effectively mitigates weight divergence caused by data heterogeneity, reduces the impact of client drift
and straggler issues. Experimental results demonstrate that FedEPC significantly improves test accuracy in highly Non-
IID data scenarios compared to FedAvg and existing clustering FL methods. By ensuring privacy security, FedEPC
provides an efficient and robust solution for FL in resource-constrained devices within sensing-computing fusion
scenarios, offering both theoretical value and engineering practicality.
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1 Introduction
With the deep integration of 5G [1] and Artificial Intelligence of Things (AIoT) [2] technologies,

intelligent terminal devices are exhibiting a trend of large-scale deployment [3]. Edge nodes such as sensors,
smartphones, and wearable devices are exploring the synergy between sensing and computing through the
fusion of perception and computation, thereby achieving a new architecture and system characterized by
intelligence, integration, low carbon emissions, and high efficiency. This provides unprecedented opportuni-
ties for deep learning (DL) [4]. However, in the context of sensing-computing fusion, most data are typically
scattered across different locations and exist in isolated forms, creating “data silos” [5]. Relying solely on data
from a single device can lead to biased DL models due to insufficiently comprehensive data.
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Due to the sensitivity of data and increasing concerns about commercial competition and privacy,
countries worldwide are actively updating legal frameworks to enhance data protection. For example, China
rolled out the Cybersecurity Law [6] in 2017, followed by the Personal Information Protection Law [7] in
2021. Similarly, the European Union introduced the General Data Protection Regulation (GDPR) [8] in 2018,
and other countries have enacted similar legislation. Due to strict data protection requirements, transmitting
sensitive user information directly to centralized servers for Artificial Intelligence (AI) training is no longer
viable, as it raises substantial risks of unauthorized exposure and exploitation. While conventional distributed
learning approaches enable collaborative model development, they still fall short in ensuring robust privacy
safeguards [9], creating obstacles for AI advancement. As a result, industries worldwide are increasingly
seeking distributed AI systems with enhanced privacy-preserving capabilities.

Google researchers established the theoretical basis for Federated Learning (FL) in their seminal 2016
work [10]. In each communication round of FL, clients train local models using private data and send the
trained parameters to a server. The server aggregates these parameters from all clients using the Federated
Averaging (FedAvg) algorithm to obtain a new global model, which is then broadcast to all clients for iterative
updates. As a distributed machine learning paradigm, FL enables collaborative modeling among multiple
parties while protecting data privacy, and it is widely applied in privacy-sensitive fields such as healthcare
and finance [11].

However, FL in the real world faces significant challenges of heterogeneity [12] and resource con-
straints [13], with heterogeneity primarily manifesting as data heterogeneity. The behavioral patterns of
end-user devices result in locally generated data that frequently follows a non-independent and identically
distributed (Non-IID) pattern, creating significant distributional disparities across clients [14]. When applied
to such heterogeneous data, FedAvg demonstrates unstable convergence behavior, particularly for Non-IID
datasets where model accuracy degrades considerably [15]. This performance deterioration stems from client
drift [16], wherein identically initialized local models diverge after repeated rounds of client-side training
and global aggregation on Non-IID data. The resulting inconsistencies introduce systematic biases during
model fusion, ultimately compromising the federated model’s accuracy, slowing convergence, and extending
the overall training duration.

It is noteworthy that local datasets may not fully represent the complete statistical characteristics of
the overall distribution [17], and common FL methods share a single global model across all clients, which
cannot adapt to all diverse local data distributions, leading to biased model updates. During federated
communication, AIoT devices, due to resource constraints, may experience longer local training times
and become stragglers, causing system delays or bottlenecks [18]. Furthermore, differences in client device
statuses, including hardware failures or communication interruptions, may degrade system dependability
and performance stability.

To enhance the performance of FL in sensing-computing fusion scenarios, researchers have proposed
various Personalized FL (PFL) [19] techniques, including Multi-Task Learning (MTL) [20–22], model
interpolation [23–25], and clustering, aiming to address the weight divergence resulting from client drift.
Nevertheless, these solutions often come with substantial computational and communication burdens or may
reveal sensitive data distribution patterns, which deviates from the original intent of FL and could potentially
might enable potential breaches of confidential user data. In terms of privacy protection, techniques
such as differential privacy [26], secure multi-party computation [27], and homomorphic encryption [28]
are commonly employed. While integrating FL with privacy-enhancing technologies improves security,
challenges remain. Differential privacy reduces data utility and model accuracy [29], whereas homo-
morphic encryption and secure multi-party computation incur high computational and communication
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costs [30], overburdening resource-constrained edge devices. These issues limit the widespread deployment
of FL models.

The combined obstacles of data heterogeneity, resource constraints, and privacy protection present
significant barriers to implementing FL in sensing-computing fusion applications. Developing FL approaches
that maintain both high accuracy and computational efficiency while safeguarding sensitive user infor-
mation has emerged as a critical challenge in these integrated systems. The refinement of FL system
designs and training methodologies to overcome these limitations carries considerable real-world value.
By strengthening algorithm resilience to heterogeneous data and constrained resources, we can achieve
better predictive accuracy and computational efficiency while maintaining strict privacy protections and
preventing unauthorized data exploitation.

In this paper, a method called Efficient and Privacy-enhancing Clustering Federated Learning (FedEPC)
is proposed. Unlike traditional FL algorithms and existing clustering FL algorithms, the proposed method
includes a dual-round client selection process. The first round of client selection is implemented during data
distribution feature extraction and isomorphic device clustering, while the second round selects a subset of
devices from each cluster to participate in FL training. This approach captures unique data distributions,
ensures that each distribution is fully represented during the training process, mitigates weight divergence
caused by data heterogeneity, reduces aggregation bias due to client drift, and alleviates the impact of the
straggler problem.

2 Related Works
Recent research efforts have focused on addressing the performance issues in FL under Non-IID data

environments, particularly those arising from client drift. Compared to traditional algorithms that train
a single global FL model, these studies aim to mitigate the effects of client drift and weight divergence
by modifying the aggregation process or client selection process in FL, thereby constructing PFL models.
Notably, PFL methods based on MTL, model interpolation, and clustering have shown encouraging results
when training heterogeneous devices with Non-IID data.

In scenarios where implicit clusters based on domain knowledge exist, clustering can group clients with
similar models or data distributions for the FL process, demonstrating significant performance advantages.
When dealing with markedly diverse clients or data patterns, the single-model paradigm of traditional
client-server FL architectures demonstrates limited effectiveness. Superior results can be achieved by first
partitioning clients into meaningful clusters and subsequently training distinct PFL models for each cluster,
producing a collection of specialized models that properly address data variability. Additionally, clustering
methods are particularly beneficial when dealing with a large number of resource-constrained edge devices,
as they prioritize cluster-level relationships rather than pairwise relationship modeling like MTL and model
interpolation, helping to reduce the straggler problem during the training phase.

IFCA [31] introduces an iterative federated clustering paradigm where the server constructs multiple
global models instead of a single one. Clients are dynamically assigned to distinct clusters, with the server
conducting model aggregation separately within each cluster. FedGroup [32] introduces a FL architecture
employing static client clustering, complemented by a cold-start approach for newly joined participants.
This method utilizes the Euclidean distance for measuring model updates and applies the K-Means++
clustering algorithm to group client contributions. PFA [33] clusters clients with similar data distributions,
enabling each client to ultimately obtain a PFL model. HACCS [34], a heterogeneity-aware clustering
client selection mechanism, functions by extracting device-side data distribution histograms protected
with differential privacy safeguards, which are then transferred to the server to perform the clustering
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process. CLSM-FL [35] is a clustering-based semantic FL method designed to address FL issues in data-
heterogeneous environments. This method uses soft clustering techniques to allocate local models to clusters
generated by semantic clustering based on their intrinsic properties, enabling interpretable evaluation of
model capabilities. FLACC [36] is a greedy clustering-based FL framework. This method calculates the
similarity between gradient updates of clients and gradually merges the most similar clients or client clusters.
FLACC does not require pre-specifying the number of clusters, can handle FL with any proportion of client
participation, and is robust to hyperparameter tuning.

Federated Prototype Learning (FPL) [37] introduces key innovations in prototype design and opti-
mization strategies. It constructs multi-domain cluster prototypes via unsupervised clustering to preserve
domain-specific diversity across clients, while enhancing feature alignment between intra-class samples
and their corresponding prototypes through contrastive prototype consistency learning. Furthermore, FPL
employs unbiased prototypes as optimization targets under the unbiased prototype consistency regular-
ization framework, effectively balancing gradient directions and improving cross-domain generalization
capabilities. FedUC [38] establishes a convergence bounds analysis framework for diverse inter-cluster
aggregation patterns in hierarchical aggregation FL, which innovatively integrates data distribution, fre-
quency of clusters’ participation in aggregation, and inter-cluster topology into clustering optimization
objectives. By designing an optimal time-sharing scheduling strategy for intra-cluster aggregation, this
method achieves significant improvements in both communication efficiency and model convergence speed
within heterogeneous edge computing environments. FedCCL [39] achieves significant advancements in
addressing non-IID challenges in FL through its innovative dual-clustered feature contrast mechanism.
Locally, it employs hierarchical clustering to generate fine-grained intra-class feature clusters, facilitating
cross-client knowledge sharing via feature cluster contrast. Globally, it conducts secondary clustering on
local feature clusters and aggregates them to produce unbiased guidance signals, which effectively mitigates
inter-domain dominance bias issues. This approach demonstrates superior performance in cross-domain
heterogeneous scenarios.

Although representing significant advances, existing clustering methods encounter common con-
straints. The requirement to predefine cluster numbers in IFCA, FedGroup, and PFA creates scalability issues
for large edge device networks. Moreover, the exclusive dependence on Euclidean or cosine similarity metrics
in IFCA and FedGroup for comparing client updates may yield inadequate model matching and insufficient
mitigation of Non-IID data challenges. PFA uses the FedAvg algorithm to aggregate model parameters
of clients within a cluster after clustering is completed, without considering the resource constraints of
edge devices, which may lead to stragglers during the training process and adversely affect the efficiency
of PFL. HACCS directly applies differential privacy to data distribution features, which can significantly
reduce data utility and likely lead to suboptimal clustering results, thereby affecting the accuracy of PFL
models. FLACC is sensitive to noise, which may result in inaccurate clustering, and its stepwise clustering
process may lead to uncertainty in clustering results under complex data distributions. FPL lacks explicit
optimization for client scheduling mechanisms, which may exacerbate the straggler problem and constrain
model convergence rates in heterogeneous environments. Additionally, while privacy preservation relies on
multi-stage prototype averaging to reduce raw data exposure, it does not sufficiently address gradient leakage
risks during prototype transmission.

Not only do the aforementioned fundamental clustering methods suffer from optimization bottlenecks,
but emerging FL frameworks also face multifaceted challenges in system design and privacy preservation.
CLSM-FL has high computational complexity, requiring detailed semantic evaluation and clustering in each
global communication round, and the method relies on auxiliary datasets to evaluate the classification
capabilities of local models, increasing storage and management complexity. FedUC relies on predefined
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network topologies or fixed deployment parameters to determine cluster quantities, demonstrating limited
adaptability to dynamic edge environments with fluctuating device scales and resource availability. Further-
more, while employing differential privacy techniques for privacy preservation, this approach insufficiently
addresses the sensitivity of model accuracy to noise injection under Non-IID data distributions. FedCCL
method inadequately addresses the dynamic adaptability of its client selection mechanism to Non-IID data,
which may compromise model robustness in dynamic federated environments. Furthermore, its approach of
generating low-dimensional signals through local feature clustering and global quadratic averaging fails to
provide sufficient privacy guarantees, potentially exposing sensitive information to leakage risks from model
inversion attacks or feature correlation analysis.

3 Methodology

3.1 Overview of FedEPC
In resource-constrained edge networks, heterogeneous devices typically possess Non-IID data. There-

fore, this paper proposes a method called FedEPC. FedEPC designs a framework for implementing PFL
through clustering methods. Fig. 1 illustrates the fundamental modules of the FedEPC workflow, including
the sparsity-based privacy-preserving representation extraction (SPRE) module, the adaptive isomorphic
device clustering (AIDC) module, and the context-aware in-cluster client selection (CICS) module. FedEPC’s
core mechanism is a dual-round client selection process. The first round of selection, jointly performed
by SPRE and AIDC before formal FL training begins, clusters devices with similar data distribution
characteristics into isomorphic clusters. The second round of selection, conducted by CICS, dynamically
chooses a subset of devices from each cluster in every FL communication round to participate in training.
This approach captures unique data distributions, ensures that each distribution is fully represented during
the training process, mitigates weight divergence caused by data heterogeneity, reduces aggregation bias due
to client drift, and alleviates the impact of the straggler problem.

Figure 1: The overview of FedEPC
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3.2 Sparsity-Based Privacy-Preserving Representation Extraction Module
Effective implementation of PFL in resource-limited edge networks with heterogeneous data distri-

butions necessitates the critical involvement of the SPRE module. Within the developed similarity-based
clustered FL architecture, acquisition of representative data distribution features serves as an essential
precondition for successful device clustering.

This paper introduces an SPRE module comprising three key stages: server distribution of the repre-
sentation extraction model, device pre-training and extraction of ReLU layer feature maps in convolutional
neural networks (CNN), and sparsity-based privacy-preserving representation feature generation. First,
the parameter server located at the edge distributes a pre-trained representation extraction model to all
IoT devices within its domain. Then, these devices train the representation extraction model using local
data, extract ReLU layer feature maps, sparsify them, and generate privacy-preserving data distribution
feature representations, thereby avoiding direct transmission of sensitive data statistics. Unlike explicit data
distribution features (e.g., histograms), ReLU sparsity vectors abstractly represent data patterns, minimizing
privacy risks. Attackers cannot infer precise class distributions or reconstruct raw images from these
sparse features.

Specifically, let the representation extraction model be a CNN structure, and denote the pre-trained
parameters of the representation extraction model as W ex t . The ReLU layer output feature map extracted
by device i is a three-dimensional tensor Fi ∈ RC×H×W , where C is the number of channels, and H ×W is
the spatial dimension. Eq. (1) defines the sparsity level of channel c, where I(⋅) outputs 1 if the feature map
element is zero. The sparsity level vector s(i) in Eq. (2) then serves as the privacy-preserving representation
for device i.

s(i)
c = ∑

H
h=1 ∑W

w=1 I(Fi ,c ,h ,w = 0)
H ×W

(1)

s(i) = [s(i)
1 , s(i)

2 , . . . , s(i)
C ] ∈ [0, 1]C (2)

The implementation of the algorithm is described in Algorithm 1. This module reduces the risk of
exposing privacy-sensitive information while preserving data distribution features through the sparsification
of feature maps. The dimensionality compression characteristic of sparse feature vectors also ensures
computational efficiency for subsequent clustering.

Algorithm 1: Sparsity-based privacy-preserving representation extraction
Input: The representation extraction model W ex t , Device SetD.
Output: Sparse Representation Set {s(i)}i∈D.

1 Server distributes W ex t to all devices i ∈D;
2 for each device i ∈D do
3. Fi ← Forward(W ex t ,Di), i.e., local forward computation;
4. for c = 1 to C do
5. Device i calculates s(i)

c according to Eq. (1);
6. end for
7. Device i uploads s(i)

c to the server;
8. end for
9. return {s(i)}i∈D
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3.3 Adaptive Isomorphic Devices Clustering Module
The substantial data heterogeneity among edge devices, combined with the adverse effects of Non-IID

data distributions on FL convergence rates in real-world applications, along with the constrained network
connectivity characteristic of resource-limited IoT environments, renders impractical the expectation of
simultaneous model updating and aggregation across all participating nodes in FL systems. Therefore,
this paper designs the AIDC module, which is specifically designed to group structurally similar devices
through data distribution pattern analysis. This component mitigates performance degradation caused by
data heterogeneity in FL systems by employing distribution-based clustering techniques.

Specifically, this paper improves and adapts the DBSCAN clustering algorithm to cluster devices based
on data distribution similarity metrics. Let the sparsity vectors of devices i and j follow distributions P and Q,
respectively. The data distribution similarity metric between devices i and j is defined as a modified Jensen-
Shannon (JS) divergence, as shown in Eq. (3), where γ is a correction coefficient balancing the traditional
KL divergence and the sparse featureJS divergence. The definition ofJS(s(i), s( j)) is given in Eq. (4).

MJS(P ∥ Q) = 1
2
[KL(P ∥ P + Q

2
) +KL(Q ∥ P + Q

2
)] + γ ⋅JS(s(i), s( j)) (3)

JS(s(i), s( j)) = 1
2

C
∑
c=1

⎛
⎝

s(i)
c ln 2s(i)

c

s(i)
c + s( j)

c
+ s( j)

c ln 2s( j)
c

s(i)
c + s( j)

c

⎞
⎠

(4)

Dynamic Neighborhood Radius Calculation: the density radius εk for each cluster Ck is automatically
determined according to Eq. (5), where Nk is the number of devices in the current cluster Ck , and μs and σs
are the mean and standard deviation of the sparsity vectors within the cluster.

εk =
μs√

log Nk
⋅ (1 + σs

μs
) (5)

Adaptive MinPts Calculation: The minimum number of points is set as shown in Eq. (6), where
Entropy(Ck) = −∑i∈Ck

s(i) log s(i) is used to measure the complexity of data distribution within the cluster,
and η is a tuning coefficient.

MinPtsk = ⌈
∣Ck ∣

1 + exp(−η ⋅ Entropy(Ck))
⌉ (6)

The AIDC module dynamically adjusts clusters via merge-split operations. This strategy introduces
cluster merging criteria based on data distribution similarity and in-cluster heterogeneity splitting criteria
on top of traditional density clustering: merging operations are triggered when the average distribution
difference between clusters falls below the merging threshold to enhance global generalization; splitting
operations are executed when in-cluster heterogeneity exceeds the splitting threshold to improve local
isomorphism. By dynamically balancing the aggregation granularity and distribution consistency of cluster
structures, this strategy can maintain stable device clustering under dynamic changes in network topology
and data distribution, providing a device grouping foundation for subsequent clustered federated training
that combines scalability and distribution homogeneity. Details are as follows:

(1) Cluster Merging Strategy: If two clusters Cp and Cq satisfy Eq. (7), they are merged into Cp∪q .

1
∣Cp∣∣Cq ∣

∑
i∈C p

∑
j∈Cq

MJS(i , j) < θmerge (7)
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(2) Cluster Splitting Strategy: If the heterogeneity index of a cluster satisfies Eq. (8), it is divided into two
subclusters based on the “maximum heterogeneity pair”.

1
∣Ck ∣2

∑
i , j∈Ck

MJS(i , j) > θsplit (8)

The algorithm flow is described in Algorithm 2. This module achieves stable clustering through dynamic
merging and splitting strategies, providing isomorphic device clusters for subsequent federated training.

Algorithm 2: Adaptive isomorphic devices clustering
Input: Device setD, merge threshold θmerge, split threshold θsplit.
Output: Clustering result {C1 , . . . , CK}.

1. Initialize unvisited markers for all devices, visited← ∅;
2. for each device i ∈D and i ∉ visited do
3. Compute neighborhood Nε(i) = { j∣MJS(i , j) < εi};
4. if ∣Nε(i)∣ < MinPtsi then
5. Mark i as a noise point;
6. else
7. Create a new cluster Ck and add i to Ck ;
8. while ∃ j ∈ Ckunprocessed do
9. Expand neighborhood for devices satisfying ∣Nε( j)∣ ≥ MinPts j ;
10. end while
11. end if
12. end for
13. Merge all clusters satisfying Eq. (7);
14. Split all clusters satisfying Eq. (8);
15. return {C1 , . . . , CK}.

3.4 Context-Aware In-Cluster Client Selection Module
In environments characterized by data heterogeneity, edge servers perform device classification into

structurally homogeneous clusters and orchestrate FL processes at the cluster level. Within this architecture,
participant devices exclusively exchange gradient updates with cluster members, facilitating the development
of cluster-specific global models. Suboptimal scheduling approaches may compromise learning efficiency
and exacerbate straggler effects, especially in computationally constrained edge deployments. The efficacy of
FL depends fundamentally on representative data distribution sampling rather than exhaustive client par-
ticipation. Consequently, based on the device clustering results, the CICS module incorporates a contextual
combinatorial multi-armed bandit (CCMAB)-based algorithm for client selection. Since clients within the
same cluster exhibit similar data characteristics, selecting a subset of clients in each FL communication round
suffices to effectively represent the cluster’s overall data distribution. The key to FL model accuracy lies in
capturing all unique data distributions rather than merely ensuring coverage across all clients.

Specifically, the context feature vector is first designed. The context xi(t) of device i at time t is defined
as in Eq. (9), where f CPU

i is the CPU frequency (GHz), mRAM
i is the available memory (GB), ∣Di ∣ is the

number of local data samples, ∥ ghist
i ∥2= 1

τ ∑
t−1
k=t−τ ∥ L

(k)
i ∥2 is the mean L2 norm of historical gradients,
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and ΔLav g
i = 1

τ ∑
t−1
k=t−τ (L

(k−1)
i −L(k)

i ) represents the average loss reduction.

xi(t) = [ f CPU
i , mRAM

i , ∣Di ∣, ∥ ghist
i ∥2, ΔLav g

i ] (9)

Select a device combination At ⊆ Ck from cluster Ck , satisfying ∑i∈At
∣Di ∣

f CPU
i

≤ Tmax , where Tmax is the
time budget constraint synchronized with the federated training rounds. The number of clients selected
within each cluster is dynamically determined by their computational resources, local data volume, and
the time budget, rather than being a fixed value. Assume the reward function follows a Gaussian process,
expressed as r(At) ∼ GP(μ(At), k(At , A

′

t)). The kernel function adopts the combinatorial Matérn kernel,
as shown in Eq. (10), where d(A, A′) = 1

m2 ∑i∈A ∑ j∈A′ ∥ xi − x j ∥2, used to measure the context distance.

k(A, A′) = σ 2 (1 +
√

3d(A, A′)
ρ

) exp(−
√

3d(A, A′)
ρ

) (10)

The optimization objective for selecting the combination is defined as in Eq. (11), where βt =
√

2 log( t2

δ ),
and δ is the confidence parameter.

At = arg maxA⊆Ck μt(A) + βt ⋅ σt(A) (11)

Dynamic weight updates are performed by introducing an adaptive weight vector θt ∈ R5. The reward
function is defined as in Eq. (12), where the feature mapping ϕ(xi) = [xi , x⊗2

i ], and εt ∼N(0, σ 2).

rt(At) = ∑
i∈At

θT
t ϕ(xi(t)) + εt (12)

The specific algorithm for the CICS module is described in Algorithm 3. During client selection, if
no devices in a cluster can satisfy the time budget constraints due to insufficient computational resources
or inadequate data volume, the cluster may remain unselected in that particular round. In such cases, the
algorithm temporarily excludes the cluster from aggregation and model updates. The affected cluster will
resume participation in subsequent FL rounds once sufficient resources become available.

Algorithm 3: Context-aware in-cluster client selection
Input: Cluster Ck , time budget Tmax .
Output: Device selection sequence {At}.

1. Initialize Gaussian process prior, μ0 ← 0, k(, );
2. for t = 1 to Tmax do
3. Observe the context {xi(t)} of all devices;
4. Construct the candidate combination set Ωt , Ωt = {A∣A ⊆ Ck ∧∑i∈At

∣Di ∣

f CPU
i

≤ Tmax};
5. Compute the UCB value for each combination A ∈ Ωt , UCB(A) = μt−1(A) + βt σt−1(A);
6. Select At ← argmaxA∈Ω t UCB(A);
7. Perform federated training and observe the reward rt(At);

Update the Gaussian process posterior:
8. μt (A) = μt−1 (A) + k (A, At) (k (At , At) + σ 2)−1 (rt − μt−1 (At))

σ 2
t (A) = k (A, A) − k (A, At) (k (At , At) + σ 2)−1 k (At , A)

9. end for
10. return {At}.
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3.5 The Clustering Federated Learning Process of FedEPC
The clustering FL process of FedEPC within isomorphic clusters includes:

(1) In-cluster client selection: the server calls Algorithm 3 to select an appropriate number of devices as
clients for FL training.

(2) Cluster model distribution: the server distributes the cluster-specific model to the clients within
each cluster.

(3) Local model training: clients receive the cluster model and train it based on their local data, updating
the local model parameters. The objective is to obtain the optimal parameters by minimizing the loss
function in the t-th iteration, as shown in Eq. (13). The loss function is defined in Eq. (14), where μ is
the coefficient of the personalized regularization term. Upon completion, clients transmit the updated
model parameters to the server.

W t+1
i = W t

i − η∇Li(W t
i ) (13)

Li(W) = 1
∣Di ∣

∑
(x , y)∈Di

�( fW(x), y) + μ
2
∥ W −W t

k ∥2 (14)

(4) Cluster model aggregation: for each cluster model, the server collects the updated parameters from the
corresponding clients and aggregates them, as shown in Eq. (15). The updated cluster model parameters
are then distributed to all devices within the cluster to minimize the loss function of each cluster.
Subsequently, the personalized model specific to the cluster model is updated.

W t+1
k = 1

∣At ∣
∑
i∈At

W t+1
i (15)

(5) The server evaluates the updated cluster-specific model to determine whether it has achieved the
desired accuracy or convergence. If the cluster model has not yet converged, the process returns to step
(1) and continues subsequent FL iterations for that cluster until the loss function of the cluster model
in all isomorphic clusters reaches optimal accuracy. Finally, the server distributes the trained cluster
model to all edge devices within each cluster.

Specifically, the clustering FL process of FedEPC is described in Algorithm 4.

Algorithm 4: FedEPC
Input: Device setD, initial model W0, maximum communication rounds T , convergence threshold δ.
Output: Trained cluster models {W T

1 , . . . , W T
K }.

1. Invoke Algorithm 1 and Algorithm 2 to obtain clustering results {C1 , . . . , CK}, initialize
L−1 = +∞, and initialize each cluster model {W0

1 , . . . , W0
K} ← W0;

2. for t = 1 to T do
3. for each Ck in {C1 , . . . , CK} do
4. Invoke Algorithm 3 to select a device subset Ak

t from Ck ;
5. Server distributes W t

k to devices in Ak
t ;

6. for each device i in Ak
t do

7. Update local model parameters according to Eq. (13);
8. Device i transmits the updated model parameters W t+1

i to the server;
9. end for

(Continued)
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Algorithm 4 (continued)
10. Server performs parameter aggregation following the specified Eq. (15);
11. end for
12. Server calculates the global loss Lt = ∑K

k=1
∣Ck ∣

N Lk(W t
k);

13. if ∥ Lt −Lt−1 ∥< δ then
14. Break
15. end if
16. Update the global loss of the previous round Lt−1 = Lt ;
17. end for
18. for each Ck in {C1 , . . . , CK} do
19. Server distributes W T

k to all devices within Ck ;
20. end for
21. return {W T

1 , . . . , W T
K }.

The convergence of FedEPC under non-IID data is rigorously established through its adaptive clustering
mechanism and bounded gradient discrepancy enabled by dynamic client selection.

Assumption 1 (L-smoothness): The clients local objective function Li(W) is Lipschitz smooth:

∥ ∇Li(W) − ∇Li(W ′) ∥≤ L ∥ W −W ′ ∥,∀W , W ′ ∈ Rd (16)

Assumption 2 (Unbiased Gradient and Bounded Variance): For each cluster Ck , the local gradient of
client i ∈ Ck is an unbiased estimator of the cluster-level global gradient ∇Lk(W), i.e., Ei∈Ck [∇Li(W)] =
∇Lk(W), and the variance between local gradients and the cluster gradient is bounded:

Ei∈Ck [∥ ∇Li(W) − ∇Lk(W) ∥2] ≤ σ 2 (17)

where σ 2 > 0 represents the upper bound on the variance caused by client data heterogeneity.
Assumption 3 (Cluster Homogeneity): There exists a constant εc l uster > 0, such that for any cluster

Ck(k = 1, . . . , K) formed by the AIDC module, the heterogeneity of data distributions within the cluster is
bounded by:

1
∣Ck ∣2

∑
i , j∈Ck

MJS(i , j) ≤ εcluster (18)

where εcl uster = maxk ( 1
∣Ck ∣2

∑i , j∈Ck
MJS(i , j)) quantifies the maximum intra-cluster heterogeneity across

all clusters, defined as the worst-case pairwise divergence in data distributions among devices within the same
cluster.

Assumption 4 (Client Selection Stability): The CICS module ensures that the aggregated gradient of
selected clients Ak

t satisfies:

E

⎡⎢⎢⎢⎢⎣

1
∣Ak

t ∣
∑
i∈Ak

t

∇Li(W)
⎤⎥⎥⎥⎥⎦
= ∇Lk(W) + ξt ,E[∥ ξt ∥2] ≤ σ 2

∣Ak
t ∣

(19)

where ∣Ak
t ∣ = m is the number of selected clients per round, ξt is the client selection bias at round t, defined as

ξt = E [ 1
∣Ak

t ∣
∑i∈Ak

t
∇Li(W)] − ∇Lk(W), and σ > 0 bounds the norm of this bias.
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Theorem 1: Under Assumptions 1–4, with learning rate η =
√ m

N T (where m is the number of clients selected
per round, T is the number of total communication rounds, and N is the number of local SGD steps), the global
loss function L(W) satisfies:

1
T

T−1
∑
t=0

E [∥ ∇L(W t) ∥2] ≤ O(L(L(W0) −L∗) + σ 2
√

mNT
) +O(mN

T
) (20)

where L is the Lipschitz constant and σ 2 bounds gradient variance.
Proof of Theorem 1: The cluster model Ck is updated in round t as W t+1

k = W t
k − η ⋅ 1

m ∑i∈Ak
t
∇Li(W t

k). By
Assumptions 2 and 4, the expectation of the update satisfies:

E[W t+1
k ] = W t

k − η∇Lk(W t
k) − ηξt ,E[∥ ξt ∥2] ≤ σ 2

m
(21)

Using the L-smoothness of Lk (by Assumption 1), the loss function satisfies:

Lk(W t+1
k ) ≤ Lk(W t

k) + ∇Lk(W t
k)⊺(W t+1

k −W t
k) +

L
2
∥ W t+1

k −W t
k ∥2 (22)

Substituting the update rule and taking expectation over client selection (by Assumption 4), we derive:

E[Lk(W t+1
k )] ≤ E[Lk(W t

k)] − ηE[∥ ∇Lk(W t
k) ∥2] + η2L

2
(E[∥ ∇Lk(W t

k) ∥2] + σ 2

m
) (23)

Rearranging terms and summing over t = 0 to T − 1, we obtain:

1
T

T−1
∑
t=0

E[∥ ∇Lk(W t
k) ∥2] ≤

Lk(W0) −L∗k
ηT

+ ηLσ 2

2m
(24)

where L∗k is the minimal loss.
Substituting η =

√ m
N T , the convergence rate becomes:

1
T

T−1
∑
t=0

E[∥ ∇Lk(W t
k) ∥2] ≤ O(

L(Lk(W0) −L∗k)√
mNT

) +O( σ 2
√

mNT
) (25)

By Assumption 3, the global loss L(W) = ∑K
k=1

∣Ck ∣
N Lk(W) inherits this rate due to bounded distribu-

tion discrepancy εcluster. Combining all terms, we conclude:

1
T

T−1
∑
t=0

E [∥ ∇L(W t) ∥2] ≤ O(L(L(W0) −L∗) + σ 2
√

mNT
) +O(mN

T
) (26)

◻
The theoretical analysis presented above validates the feasibility and robustness of FedEPC in efficiently

addressing data heterogeneity within resource-constrained edge computing environments, while providing
provable convergence guarantees.

The system complexity of FedEPC primarily stems from three newly designed modules:

1. SPRE Module: On the device side, pre-trained federated models perform forward computation to extract
ReLU layer feature maps, with per-channel sparsity statistics. The per-device computational complexity is
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O(C ×H ×W), yielding an overall complexity of O(n ⋅ C ×H ×W), where n denotes the total number
of devices.

2. AIDC Module: Device similarity is measured via Euclidean distances between sparsity vectors. To reduce
complexity, the proposed method randomly selects a reference client and computes similarities only
between other clients and this reference, generating similarity vectors instead of performing full pairwise
comparisons. This strategy reduces complexity from O (n2 ⋅ q) to O (n ⋅ q), where q is the sparsity vector
dimension, significantly lowering computational overhead in large-scale device scenarios. The algorithm
dynamically adjusts neighborhood radius and MinPts parameters, incurring O (K2) complexity. Here,
K denotes the cluster count adaptively determined via merge-split strategies. This complexity is typically
negligible compared to O (n ⋅ q), especially when K ≪ n.

3. CICS Module: The time budget constraint limits the number of candidate combinations M. Gaussian
process modeling introduces O (K ⋅M2) complexity, while reward function updates and parameter
optimization require O (T ⋅ d2), where T denotes communication rounds and d the context fea-
ture dimension.

Since sparsity representation extraction operates as a one-time preprocessing step, the overall computa-
tional complexity remains O (n ⋅ q) + T ⋅ O (K ⋅M2). By optimizing module-specific complexities, FedEPC
achieves significant resource reduction while maintaining model accuracy, enabling efficient adaptation to
resource-constrained edge devices, large-scale networks, and highly Non-IID data scenarios. This design
effectively balances computational efficiency with practical application requirements.

4 Experiments
In this section, the performance of the proposed method is evaluated from multiple perspectives

through experiments. First, the experimental setup is introduced, including the hardware and software
environment, datasets and models, Non-IID simulation methods, and comparative methods. Subsequently,
comparative experiments are conducted on three well-known datasets with varying degrees of data distribu-
tion heterogeneity, comparing FedEPC with four reference methods. The evaluation focuses on model test
accuracy and training latency as core metrics to comprehensively assess the performance of each method.

4.1 Experimental Environment and Setup
The FL process is simulated on a workstation server for comparative experiments. The hardware and

software environment is detailed in Table 1.

Table 1: Hardware and software environment

Environment item Information
Operating system Windows 11 Pro 24H2

CPU Intel Core i7-14700KF
GPU Nvidia RTX 4090

Memory 64 GB
Model implementation framework Pytorch 1.12.1

All experiments are conducted on image classification tasks using the MNIST, Fashion-MNIST, and
CIFAR-10 datasets, each containing 10 different classes. The proposed method leverages CNN architectures
as local models, with ReLU activation layers serving as the basis for privacy-preserving feature extraction.
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For these datasets, it is assumed that 50 devices participate in FL training. To emulate the characteristic data
heterogeneity in Non-IID settings, client-specific datasets are generated through sampling from a Dirichlet
distribution Dir(α). Each client generates corresponding class labels based on the proportions of predefined
categories. Parameter α serves as a control variable to simulate different levels of data heterogeneity and
label distribution imbalance, specifically manifesting as label distribution skew. This configuration maintains
consistent conditional distributions P(x∣y) across clients while allowing marginal distributions Pc(y) to vary
between devices.

Fig. 2 illustrates the simulation results of client data distribution heterogeneity. Darker squares indi-
cate higher data volumes per class for each client, with color intensity directly proportional to sample
counts. Fig. 2a shows a scenario with a larger α, approximating an IID setting, where the color distribution
is relatively balanced, and the differences between squares are minimal. From Fig. 2b,d, as α decreases, data
heterogeneity increases, resulting in pronounced heterogeneous data distributions. Some squares become
significantly darker, while most remain light, visually demonstrating the high imbalance in data distribution
across clients.

(a)  Dir(α), α = 1.0 (b) Dir(α), α = 0.5

(c) Dir(α), α = 0.1 (d) Dir(α), α = 0.1

Figure 2: Visualization of participant data distributions across varying heterogeneity levels
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4.2 Experimental Results and Analysis
To determine the optimal hyperparameters for the merge and split thresholds, this paper conducted

a systematic set of experiments, as summarized in Table 2. The results demonstrate that setting the merge
threshold θmerge to 0.15 and the split threshold θsplit to 0.18 achieves an optimal performance balance
by significantly improving classification accuracy and reducing training latency while maintaining cluster
structure stability. Deviations from this parameter combination lead to degraded accuracy or efficiency losses
due to either uncontrolled intra-cluster heterogeneity or excessive cluster redundancy.

Table 2: Impact of merge/split thresholds on performance (MNIST, α = 0.1)

θmerge θsplit Test accuracy (%) Training latency (Target accuracy = 90%)
0.10 0.12 89.23 135.46 s
0.10 0.25 88.65 153.97 s
0.15 0.12 91.37 122.82 s
0.15 0.18 92.59 112.74 s
0.20 0.18 91.28 126.49 s
0.15 0.25 90.16 138.13 s
0.20 0.25 90.81 144.06 s

Note: Bold values indicate the best overall performance among all (θmerge, θsplit) set-
tings examined.

To evaluate the performance of the proposed method, comparative experiments on training latency are
conducted on the MNIST dataset, with results shown in Table 3. Additionally, the model test accuracy of
different methods on three datasets under varying degrees of data heterogeneity is compared, with numerical
results presented in Table 4. Figs. 3–5 illustrate the changes in test accuracy during training.

Table 3: Training latency comparison on MNIST dataset (α = 0.1)

Target accuracy Training latency (Seconds)

FedAvg [10] HACCS [34] FLACC [36] CLSM-FL [35] FedEPC
25% 37.62 12.13 12.51 10.61 10.85
50% 92.31 29.29 30.59 27.78 28.21
75% 198.66 45.32 42.35 43.92 43.21
80% 242.99 59.44 56.48 56.93 56.22
85% 358.73 86.91 83.92 84.35 83.47
90% 654.4 115.33 112.97 114.64 112.74

Note: Bold entries indicate the best performance. Underlined entries indicate the second-best perfor-
mance.
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Table 4: Comparative analysis of model accuracy across varied data heterogeneity levels (%)

Dataset Method Degree of data distribution heterogeneity

Dir(1.0) Dir(0.5) Dir(0.1) Dir(0.05)

MNIST

FedAvg 91.62 90.33 88.15 88.10
HACCS 92.23 90.98 89.89 89.40
FLACC 93.74 92.21 91.40 90.97

CLSM-FL 94.37 93.11 92.39 92.13
FedEPC 94.22 93.58 92.59 92.53

Fashion-MNIST

FedAvg 83.16 81.82 79.39 79.01
HACCS 85.16 82.44 80.14 79.99
FLACC 86.68 84.03 81.73 81.57

CLSM-FL 86.86 83.92 82.25 81.96
FedEPC 86.70 84.48 82.78 82.5

CIFAR-10

FedAvg 45.53 44.55 42.85 42.30
HACCS 47.56 46.83 42.98 42.65
FLACC 49.72 48.08 44.91 44.31

CLSM-FL 51.03 48.15 44.58 44.57
FedEPC 51.34 48.52 46.23 45.92

Note: Bold entries indicate the best performance. Underlined entries indicate the second-best performance.

(a) α = 1.0 (b) α = 0.5

(c) α = 0.1 (d) α = 0.05

Figure 3: Test accuracy trends under different degrees of data heterogeneity (MNIST)
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(a) α = 1.0 (b) α = 0.5

(c) α = 0.1 (d) α = 0.05

Figure 4: Test accuracy trends under different degrees of data heterogeneity (Fashion-MNIST)

Figure 5: (Continued)



4108 Comput Mater Contin. 2025;85(2)

Figure 5: Test accuracy trends under different degrees of data heterogeneity (CIFAR-10)

The experimental results presented in Table 3 demonstrate FedEPC’s superior latency performance
relative to comparative methods when target accuracy thresholds exceed 80%. Particularly at the 90%, it
reduces training time by 82.77% compared to FedAvg. Comparative analysis further reveals substantial
latency improvements over HACCS and FLACC, with average training times reduced by 5.09% and 3.37%,
respectively. At target accuracies of 25% and 50%, FedEPC does not outperform CLSM-FL but lags by only
2.26% and 1.55%. However, when the target accuracy increases to 75%, FedEPC’s training latency surpasses
CLSM-FL, maintaining a lead of 1.04% to 1.66%.

The conventional random client selection mechanism employed by FedAvg induces pronounced
straggler issues throughout the FL process, substantially elevating the time required to attain predetermined
accuracy thresholds. These straggler problems manifest as operational inefficiencies and extended train-
ing durations, adversely affecting both system-wide performance and scalability. FedEPC and alternative
benchmark approaches demonstrate varying levels of effectiveness in mitigating such challenges, thereby
achieving enhanced latency characteristics and training efficiency. FedEPC demonstrates significant latency
advantages at higher target accuracies, substantially reducing training time compared to most reference
methods, ensuring the efficient operation of the FL system.

Table 4 presents the experimental results of model test accuracy for the proposed FedEPC method and
four comparative methods on the MNIST, Fashion-MNIST, and CIFAR-10 datasets under IID and varying
Non-IID scenarios simulated by the Dirichlet distribution. The second row on the right side of the table
shows the hyperparameter α values used to simulate data distribution heterogeneity. When α = 0.1, the data
distribution approximates IID, while α values of 0.5 to 0.05 result in increasingly severe label skew, with
Non-IID degrees escalating.

In the overall model test accuracy comparison, FedEPC achieves the highest accuracy in all cases except
for the IID scenarios (α = 1.0) on the MNIST and Fashion-MNIST datasets. For example, on the MNIST
dataset with α = 0.05, FedEPC improves test accuracy by 5.03%, 3.50%, 1.71%, and 0.43% compared to
FedAvg, HACCS, FLACC, and CLSM-FL, respectively. In the IID scenarios, CLSM-FL, leveraging its soft
clustering technique based on model intrinsic properties, effectively integrates different model capabilities.
The relatively uniform data distribution in IID scenarios allows CLSM-FL to better utilize the strengths of
each model, enhancing its performance in model fusion. Thus, CLSM-FL achieves slightly higher accuracy
on the MNIST and Fashion-MNIST datasets, leading by 0.16% and 0.18%, respectively, while FedEPC’s
performance improvement in IID scenarios is limited.
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However, in Non-IID scenarios, FedEPC’s unique architecture design better adapts to data hetero-
geneity. By clustering devices, it avoids interference from inter-cluster data feature differences and fully
exploits in-cluster data feature commonalities for effective learning. Although CLSM-FL employs semantic-
based clustering, its clustering and aggregation strategies struggle to leverage data similarity as effectively
as FedEPC in complex Non-IID environments, leading to less pronounced improvements in test accuracy.
Consequently, FedEPC demonstrates greater advantages in Non-IID scenarios, with its accuracy improve-
ments becoming increasingly significant as data heterogeneity intensifies (i.e., as α decreases), outperforming
CLSM-FL and other methods.

On MNIST and Fashion-MNIST (grayscale datasets with simple features), all methods achieve high
accuracy. Consequently, FedEPC’s optimizations show limited improvements here compared to more
complex datasets. In contrast, the CIFAR-10 dataset, consisting of RGB three-channel color images, is more
complex, with significantly increased data feature complexity leading to lower model accuracy. For example,
at α = 0.1, FedEPC improves test accuracy by 7.89%, 7.56%, 2.94%, and 3.70% compared to FedAvg, HACCS,
FLACC, and CLSM-FL, respectively. On the complex CIFAR-10 dataset, FedEPC significantly enhances
model test accuracy compared to the four reference methods, demonstrating its effectiveness and reliability
in real-world applications with more complex data structures and features.

Figs. 3–5 depict the trends of model test accuracy for FedEPC and the four reference methods on the
MNIST, Fashion-MNIST, and CIFAR-10 datasets under IID and varying Non-IID scenarios simulated by the
Dirichlet distribution. In each subfigure, the x-axis represents FL communication rounds, where one round
includes the upload of weight parameters and model distribution between clients and the server, and the
y-axis represents model test accuracy.

The figures reveal that, across different datasets and heterogeneity levels, FedEPC achieves the highest
test accuracy in all cases except for the IID scenarios where CLSM-FL slightly outperforms on the MNIST
and Fashion-MNIST datasets. In terms of convergence, FedEPC is only slightly slower than CLSM-FL in the
early and middle stages of training. In all other cases, FedEPC exhibits faster convergence rates compared
to all reference methods, with a noticeable upward trend in convergence speed during the later stages of
FL training.

FedEPC’s superior performance is primarily attributed to its unique dual-round client selection design,
which includes reasonable isomorphic device clustering and effective in-cluster client selection. During FL
training, the edge server coordinates the FL process within each isomorphic cluster, and devices share weight
parameter updates only with others in the same cluster, generating different in-cluster global models. This
reduces interference from inter-cluster data feature differences, enabling the FL model to fully exploit in-
cluster data feature commonalities for effective learning. Additionally, during the model aggregation phase,
FedEPC collects updated parameters, aggregates them, and minimizes the loss function for each cluster,
continuously updating cluster-specific personalized models. This cluster-specific optimization strategy helps
the model converge faster and achieve higher accuracy under varying degrees of data heterogeneity.

While the effectiveness of FedEPC has been validated through image classification tasks, its design
principles and modular architecture exhibit broad adaptability across diverse domains. In natural language
processing (NLP), for instance, FedEPC’s heterogeneous device clustering mechanism can construct person-
alized models tailored to distinct user groups based on textual features, while protecting user privacy via
sparse feature representations. In healthcare data analysis scenarios, where electronic health records from
different hospitals exhibit significant distributional discrepancies, FedEPC’s CICS module can dynamically
coordinate resource-constrained medical devices to enable cross-institutional collaborative optimization
under privacy preservation. Furthermore, in intelligent transportation systems, edge devices often encounter
dynamic environments and non-IID data distributions; FedEPC’s dual-round client selection mechanism
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can effectively capture spatiotemporal heterogeneity in traffic flow patterns, enhancing the robustness of
predictive models. Although data modalities and feature extraction methods vary across domains, FedEPC’s
core modules (SPRE, AIDC, CICS) can be flexibly adapted by modifying the feature extraction model and
similarity metrics, thereby establishing a theoretical foundation for cross-domain generalization.

5 Conclusion
To address the challenges of data heterogeneity and resource constraints in sensing-computing fusion

scenarios, this paper proposes an Efficient and Privacy-enhancing Clustering Federated Learning method,
termed FedEPC. The FedEPC method performs the first round of client selection through the SPRE module
and the AIDC module, followed by the second round of client selection completed by the CICS module.
Within each isomorphic cluster, a certain number of devices are selected for FL training to capture unique
data distributions, ensuring that each distribution is fully represented during the training process. This
approach addresses three key challenges: weight divergence from data heterogeneity, aggregation bias from
client drift, and delays caused by stragglers. Experimental results demonstrate that FedEPC significantly
improves the test accuracy and learning efficiency of federated models. Compared to the traditional FL
method FedAvg and other clustering FL methods, FedEPC exhibits superior performance in handling
highly heterogeneous Non-IID data, effectively addressing the challenges posed by data heterogeneity and
resource constraints.

From a practical feasibility perspective, FedEPC’s modular design enables seamless integration with
existing multi-access edge computing (MEC) infrastructure, leveraging edge servers to coordinate intra-
cluster training tasks and reduce core network load. Its dynamic client selection mechanism further enhances
system robustness by adaptively responding to network fluctuations. However, real-world deployment must
address challenges such as communication bandwidth constraints and device architecture heterogeneity.
Future work could incorporate lightweight model distillation techniques to further compress computational
overhead and integrate federated edge caching mechanisms to minimize redundant transmission costs.
Additionally, in highly dynamic scenarios, enhancing the AIDC module’s online clustering capability to
respond in real-time to device topology changes would improve FedEPC’s adaptability in complex real-world
environments. Further research is needed to improve the explainability of privacy protection mechanisms,
thereby increasing user confidence in data security.
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