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ABSTRACT: With the rapid development of Cloud-Edge-End (CEE) computing, the demand for secure and
lightweight communication protocols is increasingly critical, particularly for latency-sensitive applications such as
smart manufacturing, healthcare, and real-time monitoring. While traditional cryptographic schemes offer robust
protection, they often impose excessive computational and energy overhead, rendering them unsuitable for use in
resource-constrained edge and end devices. To address these challenges, in this paper, we propose a novel lightweight
encryption framework, namely Dynamic Session Key Allocation with Time-Indexed Ascon (DSKA-TIA). Built upon
the NIST-endorsed Ascon algorithm, the DSKA-TIA introduces a time-indexed session key generation mechanism
that derives unique, ephemeral keys for each communication round. The scheme supports bidirectional key separation
to isolate uplink and downlink data, thereby minimizing the risk of key reuse and compromise. Additionally, mutual
authentication is integrated through nonce-based validation and one-time token exchanges, ensuring entity legitimacy
and protection against impersonation and replay attacks. We validate the performance of DSKA-TIA through imple-
mentation on a resource-constrained microcontroller platform. Results show that our scheme achieves significantly
lower latency and computational cost compared to baseline schemes such as AES and standard Ascon. Security
analysis demonstrates high entropy in key generation, resistance to brute-force and replay attacks, and robustness
against eavesdropping and key compromise. The protocol also exhibits resilience to quantum computing threats
by relying on symmetric encryption principles and randomized key selection. Given its efficiency, scalability, and
temporal security enhancements, DSKA-TIA is well-suited for real-time, secure communication in heterogeneous CEE
environments. Future work will explore post-quantum extensions and deployment in domains such as smart agriculture
and edge-based healthcare.

KEYWORDS: Lightweight cryptography; ascon algorithm; cloud-edge-end security; time-indexed encryption; low-
latency communication

1 Introduction

The Cloud-Edge-End (CEE) represents a transformative architecture that distributes intelligence and
services across cloud servers, edge nodes, and end devices. This layered model enables seamless integration
of heterogeneous physical entities, such as sensors, actuators, vehicles, smart appliances, and industrial
equipment, with digital infrastructures through embedded systems, software stacks, and heterogeneous com-
munication protocols. Different from monolithic cloud computing models, the CEE architecture supports
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localized data processing and low-latency decision-making to facilitate real-time data exchange, adaptive
control, and situational awareness in large-scale, distributed environments [1-3].

Applications in the CEE environment are now widely employed in various domains, including smart
healthcare [4], precision agriculture, intelligent transportation systems [5], environmental monitoring, and
industrial automation [6]. As CEE deployments continue to increase in both density and complexity,
the demand for responsive, energy-efficient, and secure communication protocols grows simultaneously,
especially with latency-sensitive and mission-critical requirements. In practice, data transmission must not
only meet timing constraints but also ensure confidentiality, integrity, and freshness.

However, securing data within the CEE architecture has significant challenges, since many edge and
end devices are resource-constrained, i.e., with limited computational capabilities, memory, and energy.
Although modern communication technologies, such as LPWAN, NB-IoT, Wi-Fi 6, and 5G, provide
high-density connectivity and high bandwidth efficiency [7], the end-to-end security needs to be further
improved [8]. Conventional cryptographic schemes, such as AES and RSA, while robust, impose compu-
tational and energy loads that should be avoided for lightweight devices [9]. Consequently, the research
community has focused on lightweight cryptographic primitives for resource-constrained environments,
including NIST-endorsed schemes, such as Ascon [10], PRESENT [11] and LEA.

On the other hand, several security vulnerabilities of these schemes remain unresolved. First, many
lightweight schemes rely on static or pre-shared keys, which, once compromised, expose both historical
and future communication contexts. Also, the absence of forward secrecy is especially problematic in
dynamic and mobile CEE scenarios [12]. Second, the lack of temporal binding mechanisms makes such
systems vulnerable to replay attacks. Third, the use of symmetric keys without bidirectional separation
exposes communication messages when the system is compromised. These issues are particularly critical
in latency-sensitive applications, such as autonomous vehicle coordination, remote surgery, and critical
infrastructure surveillance.

To overcome these limitations, in this paper, we propose a novel lightweight encryption framework,
named Dynamic Session Key Allocation with Time-Indexed Ascon (DSKA-TIA), which, built upon a
lightweight authenticated encryption algorithm, i.e., Ascon, introduces a dynamic key generation mecha-
nism where session keys are derived from and indexed by system time, yielding temporary session keys
for each communication session. In contrast to static schemes, the DSKA-TIA supports bidirectional key
allocation, i.e., generating distinct keys for uplink and downlink channels to ensure channel independence,
even in the case that the key employed is exposed. Furthermore, the DSKA-TIA integrates a mutual authen-
tication protocol based on time-synchronized nonces and one-time tokens to prevent desynchronization,
impersonation, and replay attacks. These mechanisms are specifically designed to minimize their processing
overheads, making the solution suitable for real-time, low-power CEE environments.

The main contributions of this paper are summarized as follows:

(1) A novel time-indexed session key allocation scheme, which utilizes system timestamps within the
Ascon cipher to enable ephemeral, context-specific key generation.

(2) Bidirectional key differentiation, ensuring separate session keys for uplink and downlink communica-
tion, aiming to improve resilience against key reuse and compromise.

(3) A lightweight mutual authentication protocol, incorporating time-based nonces and one-time tokens
to prevent impersonation and replay attacks with less overhead than other schemes.

(4) Performance validation on resource-constrained devices, demonstrating low computational cost and
suitability for real-time, energy-aware CEE applications.



Comput Mater Contin. 2025;85(1) 1939

(5)  Security analysis, establishing resistance against common threats including replay, desynchronization,
and compromised-key attacks.

To contextualize the proposed DSKA-TIA framework, we consider a representative application scenario
in smart healthcare monitoring, which exemplifies the Cloud-Edge-End (CEE) architecture. In this setting,
wearable medical sensors (end devices) continuously collect patient vital signs and transmit data to nearby
edge gateways (e.g., smartphones or local servers). These gateways then verify session freshness and relay
critical data to cloud platforms for diagnostic analysis and long-term storage. Within this architecture,
DSKA-TIA offers strong session-level security by enabling time-indexed, lightweight mutual authentication
and encryption. Its decentralized design supports intermittent connectivity and resource constraints—
typical of real-world CEE deployments.

The remainder of this paper is organized as follows: Section 2 introduces related work of lightweight
cryptographic techniques and their applicability to CEE infrastructures. Section 3 details the Ascon algo-
rithm, the proposed DSKA-TIA framework, and its integration with session key scheduling. Security analysis
and performance evaluation are respectively presented and discussed in Section 4. Section 5 concludes the
study and outlines future research directions.

2 Related Studies

Securing data within resource-limited environments, such as end and edge nodes in CEE systems, has
advanced significantly in lightweight cryptography. Dhanda et al. [13] conducted a comprehensive evaluation
of 54 lightweight cryptographic primitives, including block and stream ciphers, hash functions, and elliptic
curve-based schemes to analyze their trade-offs in chip area, power consumption, and security strength.
Among asymmetric techniques, Goyal and Sahula [14] showed that Elliptic Curve Diffie-Hellman (ECDH)
provides superior energy and area efliciencies compared to RSA and traditional Diffie-Hellman, meaning
that the RCDH is highly suitable for embedded deployments within IoT and CEE systems.

Recent work has also focused on secure key management to support ephemeral communication
in dynamic IoT environments. Ding et al. [15] proposed the TinyMT and XSadd based lightweight key
synchronization (TXLKS) algorithm and Lightweight and Cryptographically secure Protocol based on
TinyMT and XSadd (LCPT) protocol to synchronize session key and tolerate delays. Their protocol, formally
verified using Tamarin and validated through NIST and TestUO1 test suites, emphasizes both security
correctness and lightweight responsiveness. Wu et al. [16] introduced a key-per-message strategy integrated
with lightweight encryption and authentication mechanisms. Compared to IPSec, their design significantly
reduces resource consumption while enhancing confidentiality. However, these schemes largely depend on
static or unidirectional keying models, which limit their effectiveness in scenarios requiring forward secrecy
and session-level isolation.

For applications requiring fast cryptographic processing, efficient hardware implementations are crit-
ical. Tran et al. [17] investigated the Ascon algorithm, finalist in the NIST Lightweight Cryptography
competition, on Field-Programmable Gate Array (FPGA) platforms. They presented two design vari-
ants: an unrolled version for high-throughput environments and a recursive variant for area-constrained
systems, to validate Ascon’s applicability in Al-enabled edge scenarios. At the physical layer, Khalid
et al. [18] demonstrated the use of Reconfigurable Intelligent Surfaces (RIS) in 6G-IoT environments, by
employing beamforming and artificial noise injection to enhance energy-efficient physical-layer security.
These approaches contribute to transmission-level protection, although they lack integrated key lifecycle
management and context-aware authentication.
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Efforts to enhance trust and data integrity have led to the integration of blockchain in IoT systems.
Al-Nbhany et al. [19] reviewed blockchain-enabled architectures in healthcare IoT, and emphasized their
potential for decentralized trust and immutability. However, the computational overhead of consensus
mechanisms remains a major barrier when deploying resource-constrained edge nodes. To mitigate this,
some studies advocate combining blockchain with lightweight encryption for device-level security. In
parallel, bio-inspired cryptography, particularly DNA-based systems, has emerged as an unconventional yet
powerful security approach. Ahamed and Murugan [20] studied DNA cryptosystems and discussed hybrid
methods by combining ECC, HMAC, and chaos theory. Similarly, Ali and Anwer [21] further introduced
a tri-layer scheme by integrating DNA, genetic algorithms, and ECC, but noted similar concerns regarding
deployment feasibility.

The existing literature emphasizes the need for secure, scalable, and low-overhead solutions for CEE
ecosystems. While many proposals provide strong security, they often suffer from limitations such as static
key usage, high latency, or hardware overhead. In particular, few solutions support time-bound, bidirectional
key isolation and mutual authentication within a single, lightweight framework. To bridge this gap, the
proposed DSKA-TIA framework introduces a time-indexed session key allocation mechanism based on
the Ascon cipher, offering cryptographically isolated communication with lower computational overhead
than other security schemes. By combining authenticated encryption with dynamic key scheduling, the
DSKA-TIA addresses key reuse, impersonation, and replay threats, while meeting with the real-time and
energy-aware constraints inherent to Cloud-Edge-End architectures.

3 Ascon-Based Lightweight Encryption Method in a Cloud-Edge-End Context

This section introduces the cryptographic foundation of the proposed DSKA-TIA scheme and explains
how it extends the standard Ascon encryption framework to include time-indexed session key generation,
mutual authentication, and lightweight key selection. Section 3.1 reviews the core design of the Ascon
algorithm. Section 3.2 highlights vulnerabilities in conventional Ascon-based encryption in IoT environ-
ments. Section 3.3 presents the DSKA-TIA mutual authentication and key generation process. Section 3.4
details the dynamic encryption/decryption flow incorporating time-indexed entropy and key diversification.

While the proposed DSKA-TIA protocol is evaluated under a generic client-server model, its design is
inherently compatible with the Cloud-Edge-End (CEE) architecture, which consists of three distinct layers
with specific roles and constraints:

o Cloud Layer: Serves as a centralized, trusted authority responsible for policy orchestration and key pro-
visioning.

o Edge Layer: Includes gateways or fog nodes that mediate communication between cloud and end devices.
These nodes operate under limited compute/storage capacity and require lightweight cryptographic sup-
port.

« End Layer: Comprises highly constrained and possibly mobile devices (e.g., sensors, wearables), which
demand low-latency, low-energy operations and frequent re-authentication.

DSKA-TIA addresses these layered requirements by separating session keys for directional communi-
cation, using time-indexed validation to ensure data freshness, and minimizing memory and computation
overhead through randomized key selection. Moreover, the protocol enables secure, decentralized authen-
tication without relying on persistent cloud access—making it well-suited for real-time and intermittently
connected environments typical of CEE systems.



Comput Mater Contin. 2025;85(1) 1941

3.1 Overview of the Ascon Algorithm

Ascon [10] is a lightweight authenticated encryption algorithm selected by NIST in 2023 as the standard
for constrained environments, such as Internet of Things (IoT), RFID, and edge computing systems. The
Ascon cipher family (e.g., Ascon-128, Ascon-128a, Ascon-80pq) is known for its simplicity, high efficiency,
and resilience against cryptanalytic attacks. It combines encryption and authentication in a single process,
offering both confidentiality and message integrity with low hardware requirement. The Ascon algorithm
has four features, including

(1)  Lightweight and Efficient: Ascon is designed to be fast and efficient on devices with limited computa-
tional power, memory, and energy, making it ideal for IoT and embedded systems.

(2)  Security: Ascon provides both confidentiality and integrity to ensure that any tampering with the data
during transmission is detectable.

(3) Simplicity: The algorithm is simple and easy to implement in software and hardware, aiming at
reducing the likelihood of errors or vulnerabilities.

(4) Resilience: Ascon is resistant to a variety of cryptographic attacks, including differential and linear
cryptanalysis. It has been considered to be secure for lightweight use cases by the cryptographic com-
munity.

The Ascon’s parameters are defined by a key length greater than 160 bits, a block size of r bits (rate),
and the number of internal rounds (assumed to be a and b rounds). The encryption algorithm (E) inputs a
k-bit secret key K, a 128-bit nonce N, arbitrary-length associated data A and plaintext P, and then produces
a ciphertext C and a 128-bit tag T.

The encryption operations of the Ascon-128 algorithm can be represented as Eq. (1).

AE.E(K,N,A,P)=(C,T) 4]
The encryption process of the Ascon-128 algorithm is illustrated in Fig. 1.
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Figure 1: Encryption process of the Ascon-128 algorithm [10]

The decryption process inputs K, N, A, C, and T and then outputs the verification result which is P, if
the verification is successful. Otherwise, Z as an incorrect result is outputted. The decryption operations of
the Ascon-128 algorithm is expressed as Eq. (2)

AE.D(K,N,A,C,T) = (P, 2) (2)

The decryption process of the Ascon-128 algorithm is illustrated in Fig. 2.
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Figure 2: Decryption process of the Ascon-128 algorithm [10]

The design of Ascon-Hash utilizes an extensible output function X with parameters, including block size
r bits, the number of internal rounds a and b, and an output length constraint 4. X hashes input messages M
of arbitrary length into an [-bit hash H, where I < h, and F is typically set to 256 bits. The hashing operations
of the Ascon-Hash algorithm can be represented as Eq. (3).

X(M,1)=H 3)

The operational flow of the Ascon-Hash algorithm is depicted in Fig. 3.
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Figure 3: The operational flow of the Ascon-Hash algorithm [10]

While Ascon provides strong baseline security, its standard does not inherently protect against session-
level threats, such as replay attacks, session hijacking, and key reuse. To address these gaps, we propose a set
of enhancements that integrate time-awareness, mutual authentication, and session-specific key derivation
into the Ascon framework.

3.2 Enhancing Ascon with Time-Indexed Security

Although the Ascon suite offers lightweight and authenticated encryption, its native design exhibits
vulnerabilities in dynamic IoT communication scenarios. Specifically, Ascon lacks a built-in mechanism
for invalidating previously used session parameters, rendering it susceptible to desynchronization and
impersonation attacks. Furthermore, Ascon typically negotiates a single session key upon successful authen-
tication. Such design cannot provide separate keys for each communication direction to isolate transmission
paths, i.e., once this session key is compromised, the communication becomes vulnerable, exposing the
system to man-in-the-middle and ciphertext analysis attacks.

To address the abovementioned vulnerabilities, we propose an improved protocol built on the existing
Ascon framework. In our process, two algorithms from the Ascon suite are adopted: the Ascon-128
algorithm, responsible for authentication and the generation of secure parameters and keys, and the Ascon-
Hash algorithm, which handles hashing and key verification. With the two algorithms, several security
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enhancements are interduced. First, we integrate a time-based parameter to strengthen temporal validity.
Second, the length of certain key parameters is extended to increase cryptographic strength. Third, we
augment the number of session keys to provide separate keys for bidirectional communication to ensure that
even if one key is compromised, the other communication channel remains secure. Moreover, we employ
hashing algorithms to safeguard the transmission of authentication information. The purpose is to reduce
the chance that an attacker intercepts transmitted data from which to compromise the critical session keys.
These modifications aim to mitigate potential security threats, including those related to desynchronization
attacks and key compromise.

In our proposed method, the Server End (SE) and Device End (DE) databases store relevant data
separately. SE stores {(IDS% ., K2 .), (IDS};, Kby), IDpg }, where IDSY . represents the DEs first anony-
mous ID, K is the first encryption key, IDS},;; is the DE’s second anonymous ID, K}, is the second
encryption key, and IDpp, is the DE’s ID. DE stores not only {(IDS) ., K2 .), (IDShz, Khg), IDpg } but also
{(IDSsE, Ksg, IDsg) }, where IDSsg represents the SE’s anonymous ID, Kgg is the 128-bit encryption key,
and IDgg is the SE’s ID.

As DSKA-TIA introduces timestamp-based validation for session key generation and replay attack
resistance, accurate time synchronization becomes a necessary system assumption. While lightweight
encryption algorithms like Ascon do not rely on time, the proposed enhancement requires devices in the
CEE architecture to maintain loosely synchronized clocks. In practical deployments, synchronization can
be achieved through protocols such as the Network Time Protocol (NTP) for general-purpose networks,
Precision Time Protocol (PTP) for high-accuracy systems, or IEEE 802.15.4e-TSCH in resource-constrained
IoT mesh environments. However, CEE environments are often characterized by device mobility, variable
latency, and intermittent connectivity, which can disrupt synchronization. To mitigate this, DSKA-TIA
incorporates a configurable permissible time (At) during session validation (see Section 4.4), which tolerates
bounded clock drift and short-term desynchronization. For dynamic or mobile systems, we recommend
augmenting deployments with periodic synchronization beacons or local time correction mechanisms at the
edge to maintain protocol integrity.

3.3 Mutual Authentication and Secure Session Establishment

The DSKA-TIA protocol begins with a mutual authentication process between the SE and DE. This
process consists of three main stages:

(1)  SE generates a random nonce (Rgg) and timestamp (Tsg), and then computes a validation tag C,,
using Ascon-Hash.

(2) DE receives and verifies the timestamp and validation tag, and then generates its own response using
a selected key-ID pair and a fresh nonce (Rpg) to produce Cy;,, .

(3)  SE validates the response, checks the timestamp, and completes the handshake by verifying key con-
sistency.

This process ensures that both entities authenticate each other and that session keys are agreed upon
using non-replayable, time-bound parameters. The mutual authentication and key generation process is
shown in Fig. 4. Multiple data keys can be generated at the same time during the mutual authentication
process between SE and DE. The detailed authentication and key generation process is described as follows.
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Device End (DE) Server End (SE)

Step 1:  catches Tgp and generates Rgp

Step2: calculates Cr, = Ascon—Hash(Tsg, Rsg, IDSS, KBg):

Step 3:  calculates Ascon—~128.En(Kgg, Tsg, IDSPg, (Rsgl|Crg,)) =
{(C), MACsg}

Step4:  sends Tsg, €, and MACgg to DE

Step 5:  catches Tpg, and checks Tpp — Tgp < Aly;

Step 6:  descripts C by calculating Ascon—128.De(Kgg, Tsg, IDSPg, (€), MACsg) = {Rsg||Crep ks
Step 7: calculates C'r,, = Ascon—Hash(Tsg, Rsg, IDSDg, KJ), and checks €'y, = Crg,?
Step 8:  generates Rpg, and calculatesCr,, = Ascon—Hash(Tpg, Rpg, IDShE, Kjg)

Step 9: calculates Ascon—128.En(Kag, Rsg, IDSkg, (IDSSI1Dpel I Toe | |Rse | IRoE)) =

{(colleallealleallealleslleslle7), MACHE}
Step 10: sends Tpg, Rpg, Cryyy, and MACpE to SE;

Step 11: catches T'gg, and checks T'gg — Tpp < Aty?

Step 12: caleulates C'y,, = Ascon—Hash(Tpg, Rpg, IDSpg, Kjg) and checks C'r,, = Crp, ?

Step 13: calculates Ascon—128.En(K2g, Rsg, IDSHg, (IDSBe|11Dpg [ Tog || Rsg | |Rpg)) =
{(f'u||C'1||C‘z||'—Js||f'4||‘-Js||f'6||f‘?)J MAC g}

Step 14: stores (¢'g, €'y, €3, €'3, €', €5, €', €'7), and calculates
Ascon—Hash(Ksg|[IDSpe||c'2]|¢'sIT"sg)) = (Hy|1Hz);

Step 15: sends T'gg and H, to DE;

Step 16: catches T'pg, and checks T'pg — T'sg < Aty?
Step 17: calculates Ascon—Hash(Ksg||IDS3e]|c2|les]|T sg)) = (H'1]|H'2), and checks
H'y = H,7 stores (&g, €1, C2, €3, Cas €54 € €7);

Figure 4: Mutual authentication and key generation process

Step 1: SE catches its system time Tsg, generates a 64-bit random number Rgg;

Step 2: SE calculates Cr,, = Ascon-Hash (TSE, Rsg, IDS) ., KIOJE);

Step 3: SE encrypts Rgp by calculating Ascon—128.En(K}, Tsg, IDSD ., (Rsg||Cry, ) =
{(C), MACsg}, where (C) is the ciphertext, and MACgp is the message authentication code

Step 4: SE sends Tsg, C, and MACgg to DE;

Step 5: DE catches its system time Tpg, and checks whether Tpg — Tsg < Aty, where At is the predefined
time limit; once the check fails, cancel the key generation process, else it performs the next step;

Step 6: DE decrypts C by calculating Ascon — 128.De(K} ., Tsg, IDSY ., (C), MACsg) = {Rsg||Cry, 15

Step 7: DE calculates C7, = Ascon-Hash (Ts > Rsg, IDSY ;, KD ), and checks whether Cr,, = Cry, or
not; once the check fails, it cancels the key generation process. Otherwise, it performs the next step;

Step 8 DE generates a 64-bit random numbers Rpg, and calculates Cr,, =
Ascon-Hash (Tpg, Rpg, IDSh, Kby );

Step 9: DE calculates Ascon —128.En(K} g, Rsg, IDSh g, (IDSY || IDpE|| Toe||Rse||Rpe)) =
{(colle1llezlles||ealles]|cs||c7 ), MACpE }, where Ascon —128.En indicates the encryption process of Ascon-
128, (IDSpg ||IDpE|| Tk ||Rsel| Rpe) is the plaintext, (collci||cal|esl|calles||cs]|c7) is the ciphertext, and
MACpg is the message authentication code;

Step 10: DE sends Tpg, Rpg, Cry,,,» and MACpg to SE;

Step 11: SE catches its system time T, and checks whether T¢, — Tpg < At,, where At; is the predefined
delivering time limit; once the check fails, it cancels the key generation process, else the process goes to the
next step;

Step 12: SE calculates C}, = Ascon-Hash (Tpg, Rpg, IDS}, K}y ) and checks whether Cf, = Cr,, or
not; once the check fails, it terminates the key generation process, else the process performs the next step;
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Step 13: SE calculates Ascon —128.En(Kpg, Rsg, IDS) g, (IDSY|IDpE|| Tpe||Rse||RpE)) =
{(cHlletlicsllcslleallesllesllcy ), MACTE }, and checks whether MACY,; = MACpg or not; once the check fails,
it stops the key generation process, else the process performs the next step;

Step 14: SE stores (c{, ¢, ¢5, ¢4, c4» ch, cg, ¢4), and calculates Ascon-Hash(Ksg||[IDShg||chl|ck| | Teg)) =
(Hu[|Hz)s

Step 15: SE sends T¢j and H; to DE;

Step 16: DE catches its system time T}, and checks whether Tj,; — T¢, < At;, where At; is the
predefined time limit; once the check fails, it cancels the key generation process, else it performs the next
step;

Step 17: DE calculates Ascon-Hash(Ksg|[IDS};lc2lles||Tég)) = (Hi||H}), and checks whether Hj =
H, or not, once the check fails, it terminates the key generation process, otherwise, it stores

(CO) €1, €2, €3, C4, C5, Cq, 67);

3.4 Data Encryption Flow and Time Validation

Once mutual authentication is completed, the secure communication session proceeds using Ascon
encryption. For each message, the sender selects an encryption key based on hash-derived entropy (e.g.,
Hpg) and timestamp. The payload is encrypted with Ascon-128 using a unique session key and authenticated
with an integrated MAC tag. At the receiver’s end, the message is accepted only if the timestamp satisfies
the condition | T; — T;| < At, where At is a predefined time limit. This enforces strict freshness and prevents
attackers from sending previously captured messages. This enables secure, low-latency, and time-aware
communication suitable for edge-based IoT systems. The data encryption and decryption process is shown
in Fig. 5. The detailed data encryption and decryption process is shown below.

Device End (DE) Server End (SE)

Step 1: catches Tpg and generates X;
Step 2: calculates Ascon—Hash(Tpg||coll X)= (Hg),
catches c; and ¢;
Step 3: encrypts the plaintext
Ascon—128. En(Kpp@®c;, X, IDSPE®c;, (Plaintext||c;||c;)) = {(ciphertext), MAC}
Step 4: sends Tpg, X, ciphertext, and MAC to SE

Step 5:  catches Tsp and checks Tgp — Tpp < At,?
Step 6: calculates Ascon—Hash(Tpgl|lc’|| X)= (H'g), and catches ¢'; and ¢’;
Step 7:  decrypts message
Ascon—128.De(Kpp@c', X, IDSpE@®c';, (ciphertext), MAC) =
{(Plaintext'||c";||c"})}, and verifies ¢"; = ¢'; and "'} = ¢';?

Figure 5: Mutual authentication and key generation process

Step 1: DE catches its system time Tpg and generates a random number X;

Step 2: DE calculates Ascon-Hash(Tpgl|col|X) = (Hg), and catches ¢; and c¢; according to the most
significant three bits and the least significant three bits of Hg, e.g., the most significant three bits and the
least significant three bits of Hg, are, respectively, ‘010" and ‘111; then the DE catches ¢, and ¢7;

Step 3: DE encrypts the plaintext by using Ascon-128.En(K}, @ ¢;, X, IDS}); @ cj, (Plaintext ||ci|
¢j)) = {(ciphertext) , MAC}, where m is the least significant three bit of H;

Step 4: DE sends Tpg, X, ciphertext, and MAC to SE;
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Step 5: SE catches its system time Tsg and checks to see whether Tsg — Tpg < Aty, where Aty is the
predefined time limit; once the check fails, SE sends a warning message to DE and cancels the received
message. Otherwise, it performs the next step;

Step 6: SE calculates Ascon-Hash(Tpel|c;||X) = (Hg), and catches ¢; and ¢} according to the most
significant three bits and the least significant three bits of Hy, and acquires K}}; and IDS};, according to the
least significant bit of Hy;

Step 7: SE decrypts message Ascon-128.De (Kg}s ®c;, X, IDSp, @ c), (ciphertext) ,MAC) =

{(Plaintext'||c";||c";)}, and verifies whether ¢”’; = ¢} and ¢’} = c; or not. If the verification is passed, SE
sends an acknowledge message and deals the plaintext. Otherwise, SE sends a warning message to DE and
drops the message received.

4 Security Analysis and Discussion

The proposed DSKA-TIA protocol assumes that all participating entities (e.g., sender, device, and
gateway) within the Cloud-Edge-End (CEE) architecture maintain coarse-grained time synchronization,
with drift bounded within the predefined permissible time limit (e.g., 5-50 ms). This synchronization can be
achieved using lightweight NTP-like protocols or GPS-based timing in practical IoT deployments.

To validate the security and performance of the proposed DSKA-TIA scheme in a realistic IoT setting,
all experiments were conducted on a Raspberry Pi 4 equipped with a quad-core ARM Cortex-A72 processor
running at 1.5 GHz and 4 GB of RAM. The device operated under the Raspbian OS (Debian-based
Linux), and all cryptographic modules were implemented in C and compiled using GCC v10.2.1. Time
measurements were obtained using clock_gettime() to achieve nanosecond-level precision. This hardware-
software configuration was selected to emulate resource-constrained environments typical of edge devices
in IoT systems.

4.1 Randomness Analysis and Collision Resistance

To prevent key reuse and ciphertext predictability, the DSKA-TIA integrates time-indexed randomness
into the session key generation process. Each session key Kj is derived as a function of a master key, a session
nonce, and a timestamp. This construction ensures high entropy and unpredictability, as both timestamp and
nonce are unique per session. In practical implementation, we use a 96-bit nonce with a system timestamp,
resulting in 2'*-bit entropy coverage per session. Empirical randomness tests using NIST SP 800-22 show
that the generated session keys pass standard tests for frequency, runs, and autocorrelation when validating
their statistical unpredictability.

To evaluate the collision resistance of the DSKA-TIA’ key scheduling, we consider the probability that
two distinct sessions generate the same session key:

1 n(n-1)
P(collision) ~ - - ———= 4
(collsion) & = - " @
where n is the number of sessions and k = 128 is the effective output bit-length of the Ascon-based
pseudorandom function. Assuming up to 7 = 10° sessions per device per day, the collision probability remains

negligible:

1
P o < 2764 (5)
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This confirms that the DSKA-TIA provides strong protection against session key collisions and reuse-
based cryptographic degradation.

4.2 Mutual Authentication Security

Mutual authentication is required in securing communication protocols, particularly in IoT envi-
ronments where devices must verify each other’s identity before exchanging sensitive information. In the
DSKA-TIA, mutual authentication is achieved through a dual-key and dual-identity mechanism to ensure
that both the SE and DE are legitimate in the communication session. The protocol utilizes a pair of identity-
key tuples (IDSY ., K% ) and (IDS},, K},;), which are dynamically selected during the session based on
the hash-derived value Hg. Additionally, time-indexed verification tags Cr,, and Cr,, are generated using
secure hash functions applied to session secrets. These tags serve as non-reusable authenticators embedded
within the message flow and are validated during the key agreement phase.

The authentication handshake begins when SE transmits its identity IDSsg and a time-bound cryp-
tographic tag Cr,, to DE. In response, DE returns its dual identity-key tuple and validation token. Both
sides then verify the hash integrity and consistency of the exchanged tokens before proceeding. This mutual
challenge-response model ensures that both parties are cryptographically verified. If an attacker attempts to
impersonate either SE or DE without having the correct (IDS, K) pairs, the computed hash tags will fail to
match, and the protocol will immediately terminate. Moreover, in the authentication process, the binding
of time-indexed session parameters can prevent the DSKA-TIA from pre-recorded responses, i.e., replay
attacks. This multi-factor approach not only ensures identity legitimacy, but also enforces session-specific
authentication to avoid key reuse or impersonation across different communication rounds. It also implicitly
protects against man-in-the-middle attacks, as the adversary cannot forge both the identities and the time-
indexed tags required for mutual verification. The authentication sequence is illustrated in Fig. 6, which
outlines the flow of identity exchange and hash-based validation steps between SE and DE. Identity-key
pairs and time-indexed hash tags are exchanged to ensure bidirectional entity verification. The process resists
impersonation, key forgery, and man-in-the-middle attacks.

Mutual Authentication Sequence in DSKA-TIA
Sender Entity (SE) Device Entity (DE)
X SE -+ DE: IDS SE,_C TSE

DE =+ SE: IDS DE® K DE® C TDE

SE — DE: ID5 _DEY, K _DE! (verificgtjon)

= Hash validation (C_TDE, C_TSE) performed by both parties

=+ If all values match, mutual authenticalion succeeds

Figure 6: Mutual authentication process in DSKA-TIA
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4.3 Message Integrity Protection

Message integrity ensures that transmitted data remains unaltered and verifiable throughout the com-
munication process. In the DSKA-TIA framework, integrity protection is tightly coupled with the encryption
mechanism through the use of message authentication codes (MACs) that are generated and verified using
the Ascon authenticated encryption algorithm. These MACs are embedded within each encrypted packet
and are evaluated by both the SE and DE. Specifically, parameters and other session-specific integrity tags
are computed over the payload and key context using Ascon’s built-in authentication. If any MAC fails, the
decryption output is rejected. This early-stage filtering mechanism prevents the protocol from progressing
to subsequent operations, such as session confirmation or key derivation. For example, during the mutual
authentication and key exchange phases, MAC verification checkpoints are enforced at critical validation
steps—namely Step 7 (initial token check), Step 12 (key confirmation), and Step 13 (bidirectional key hash
verification). These checkpoints serve as protocol-level barriers to message forgery. Any modification, even
a single-bit flip, results in a decryption failure and immediate protocol termination. This mechanism offers
strong resistance to forgery, message injection, and ciphertext manipulation attacks. Since the MACs are
session-dependent and derived from time-indexed keys and nonces, they also contribute to forward integrity
to ensure that even if a key is compromised, previously authenticated messages retain detectable integrity
and remain cryptographically verifiable.

4.4 Replay Attack Prevention via Time Indexing

A replay attack occurs when an adversary intercepts a legitimate message and resends it at a later time
in an attempt to trick the system into accepting outdated data as valid. Such attacks are particularly effective
against encryption schemes that lack temporal validation. By incorporating time-based parameters into the
encryption process, the system can evaluate the freshness of received messages and thereby significantly
reduce the success probability of replay attempts.

Let the following notations be defined:

o T;: Timestamp generated by the sender;

o T;: Timestamp recorded by the receiving device;

o At: Permissible time limit (e.g., 5 ms);

o  P: Plaintext message;

o K:Symmetric key;

o C=Eg(Ts, P): Ciphertext encrypted with a timestamp and key.

Upon receiving the ciphertext C, the device performs time verification using the condition:

|T; — Ts| < At (6)

If the message is replayed outside this acceptable time limit, the verification fails, and the message is
rejected. For a replay attack to succeed, the adversary must ensure that the time difference |T; — T;| falls
within At. Assuming the attacker captures the legitimate ciphertext C and attempts to resend it at time T,,
where:

T, ~U(Ts + & Ts + Tyax) 7)
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here, ¢ is the minimum replay delay and T}, is the maximum delay under the attacker’s control, following
a uniform distribution U. The probability of a successful replay attack is therefore given by:
At
P (Replay Success) = —— (8)
Tmax - Ts

As Tyax > At, the probability of success approaches zero. This demonstrates that the integration of
time parameters into the encryption process can effectively mitigate replay attacks, especially when enforced
with strict time-limit constraints. Fig. 7 illustrates the impact of increasing replay delay on the likelihood
of success. As shown, even a short time limit combined with lightweight validation logic, it is sufficient to
eliminate most replay-based exploits.

—— Replay Success Probability
0.8f -~~~ 10% Threshold

Probability of Replay Success

20 0 60 80 100
Attacker Replay Delay Tmax (seconds)

Figure 7: Probability of replay attack success as a function of attacker delay

In our implementation, we adopt a permissible time limit At = 5 ms to verify the freshness of
timestamps during session key validation and replay attack prevention. This value was chosen based on
latency benchmarks observed in typical edge-to-cloud IoT systems, where round-trip delays usually fall
within 1-10 ms. A narrow time limit such as 5 ms balances two conflicting goals: minimizing the risk of replay
attacks and tolerating minor network jitter or processing latency.

The DSKA-TIA protocol incorporates a clock deviation tolerance mechanism by design. Specifically,
freshness is validated by computing the absolute difference between timestamps—AT = |Tsg — Tpg|—and
confirming whether it falls within the pre-defined time limit A¢. This method inherently allows for bounded
time desynchronization between devices and ensures the system functions reliably even when perfect clock
alignment is not achieved.

In DSKA-TIA, the timestamp Tp is captured at session initiation and used in ciphertext derivation (via
Tpg — ¢). It remains constant for the session’s lifetime and is refreshed in each new session. Conversely, Tsg
is recorded by the receiving node upon message arrival. The At check remains valid under three conditions:
(1) device clock drift is bounded, (2) network transmission delay is low (as typical in CEE deployments), and
(3) sessions are relatively short-lived so that Tpr remains temporally relevant.

This freshness time limit (At) also implicitly defines the session key’s validity period. Since a session
key is only accepted if AT < At, any message using that key outside this time limit will be rejected. Thus,
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DSKA-TIA does not require explicit session timers—session key validity is automatically bounded by time-
drift-aware freshness checks. This lightweight design simplifies key expiration handling and eliminates
reliance on external timing or revocation mechanisms.

Should the message experience significant delay or desynchronization, AT will exceed At and the packet
is safely discarded. We recommend tuning At based on the deployment environment—for instance, 1-5
ms for tightly synchronized edge-to-end networks, and 5-50 ms for edge-to-cloud scenarios where higher
variance in latency and drift is expected.

4.5 Eavesdropping and Ciphertext Pattern Resistance

An eavesdropping attack involves a passive adversary who intercepts communication packets trans-
mitted between legitimate parties intending to extract sensitive information, like cryptographic keys,
session identifiers, or authentication tokens. Such attacks are particularly dangerous in IoT environments
where data packets may send via unsecured or public networks. To mitigate this threat, the proposed
DSKA-TIA framework incorporates a variety of cryptographic safeguards based on randomness and one-
time parameterization. Specifically, the scheme utilizes non-reusable random values, including Rgg, Rpg,
and session-derived parameter X, that are generated for each communication session. These values are
incorporated into both encryption and authentication processes to ensure that intercepted ciphertexts are
semantically independent, meaning that hackers cannot break the key of other sessions.

Furthermore, because these ephemeral parameters are neither reused nor derivable, without access to
internal session state or secret keys, or breaking the underlying authenticated encryption scheme (Ascon),
which provides IND-CPA and integrity guarantees, attackers are unable to perform pattern analysis or
constructing replayable message sets to deduce the structure or content of legitimate messages. As a result,
the DSKA-TIA exhibits strong resilience against eavesdropping attacks, i.e., able to eliminate the feasibility
of passive traffic analysis or information leakage. Unlike other encryption schemes, which produce identical
ciphertexts for the same plaintext under a fixed key, the proposed DSKA-TIA framework ensures semantic
security through the use of per-session randomness. In fact, the DSKA-TIA incorporates dynamic, non-
deterministic elements, including random nonces, timestamps, and time-indexed session keys, into each
encryption and authentication process. Thus, even if the same message content is transmitted multiple times,
the resulting ciphertexts will be distinct and unlinkable. This design choice meets modern security recom-
mendations for resource-constrained devices operating in potentially adversarial network environments.

4.6 Key Compromise and Key Diversity Defense

The DSKA-TIA framework mitigates the compromised-key attacks through a multi-key encryption
structure that dynamically diversifies the keyspace and increases the cryptographic cost of compromise by
utilizing two sets of interrelated parameters: data encryption keys K7J;, and identity tokens IDSJ) ., the values
of which are selected from a predefined key pool with 64 possible permutations to ensure that no single key

dominates the encryption domain.

Furthermore, the values of K} and IDS]}, are selected from the least significant bit of the hash output
Hpg, where Hg is derived from current session context, timestamps, and random nonces. This selection
entropy is high up to 27 = 128 distinct key combinations, each representing a unique session configuration.
Thus, even if an attacker obtains one or more static key components, without knowing the dynamic key
selection logic, he/she cannot decrypt intercepted packets. The attacker’s search complexity is O(27) for key
combination guessing per session. Since this design achieves per-session key isolation and forward security,
key compromise in one session does not propagate to others. Therefore, the DSKA-TIA exhibits strong
resistance against compromised-key attacks.



Comput Mater Contin. 2025;85(1) 1951

4.7 Entropy, Randomness, and Collision Resistance

To enhance the unpredictability of key selection, we incorporate a randomized key combination
mechanism into the Ascon encryption process. This mechanism introduces additional entropy, thereby
increasing the complexity of brute-force attacks. Let:

o K:the master key;
o S={s1,52, +,5,}: the set of possible randomly selected key combinations;

o H(K): the entropy of the key selection process, quantifying the difficulty for an attacker to guess the
correct key.

H(K) is calculated using Shannon’s entropy formula [22]:

H(K) = - 30 P(K;) log, P(K)) ©)
Assuming a uniform distribution over all # possible keys, the entropy simplifies to:

H (K) = log,(n) (10)
For example, if the system allows 64 distinct key selection combinations, then:

H (K) =log, (64) = 6 bits (11)

This means that an adversary, without knowing of the specific key selection strategy, must additionally
consider 2% = 64 possible key combinations. This significantly increases the effort required for a successful
brute-force attack by adding a layer of probabilistic resistance and reinforcing the cryptographic strength of
the system. To further illustrate the impact of entropy on brute-force resistance, Fig. 8 shows the exponential
growth in the number of key combinations as entropy increases. Even minor increases in entropy, enabled
by randomized key selection, can significantly amplify the computational burden on adversaries, thereby
enhancing resistance against brute-force attacks.

Growth of Brute-Force Attempts with Increasing Entropy
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Figure 8: Relationship between entropy (in bits) and the number of required brute-force key attempts
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4.8 Brute-Force and Quantum Attack Cost Estimation

Next, we analyze the computational cost when attackers attempt to break the Ascon-128 encryption
enhanced with time-parameter validation. Assumptions:

The key length of Ascon-128 is 128 bits.
The attacker uses brute-force decryption at a rate of 10'? attempts per second.
Each decryption attempt must also verify a timestamp due to the embedded time parameter.

The total number of possible key combinations is:

2128 3.4 x10°8 (12)

Even if attackers use of a high-performance supercomputer capable of performing 10'® decryption
attempts per second, the time required to exhaust the key space is:

2128

~ 10" 13
1018 x 60 x 60 x 24 x 365 years (13)

If a quantum computer is employed, Grover’s algorithm reduces the key search space to 2°*. The
expected decryption time is:

264

107 x 60 x 60 x 24 x 365 00 Y (14)

Now, we can know that the proposed encryption mechanism offers exceptionally strong resistance
against classical and quantum brute-force attacks. Next, we summarize the estimated attack costs under var-
ious adversarial capabilities in Table 1, including classical brute-force attempts using both conventional and
high-performance computing resources, as well as quantum attacks leveraging Grover’s algorithm. Table 1
clearly demonstrates that the integration of Ascon encryption with time-indexed session key offers excep-
tional resilience against exhaustive search attacks.

Table 1: Estimated decryption time under classical and quantum attack scenarios, assuming brute-force search across
the effective key space of the proposed encryption scheme

Attack scenario Effective key space Decryption rate Estimated time to
exhaust key space
~11% 107

Classical brute force (10'%/s) 2128 % 3.4 x 108 10"%/s * 1 °
(~ 3.4x10 years)

Classical brute force (10'%/s, 2128 3 4 % 1078 101%/s ~ 1.11>1< 107 s

supercomputer) (~ 10 years)

Quantum attack 64 19 18 ~1.8x10% s

2" ~3.4x10 10
(Grover’s Algorithm) ) fs (~ 500 years)

The quantum attack estimate in Eq. (14) is based on Grover’s algorithm, which reduces brute-force key
search complexity from O(2") to O(2%). In this analysis, we optimistically assume a quantum computer
capable of 10'® decryption attempts per second—on par with high-performance classical supercomputers.
While current quantum hardware is far from achieving such speeds, this assumption represents a worst-
case projection to conservatively assess the protocol’s resilience under post-quantum conditions. Moreover,
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it is important to note that DSKA-TIA is not dependent on public-key cryptography and instead employs
symmetric primitives, which are generally more resistant to quantum attacks. The integration of temporal
validation via AT checking further narrows the effective time limit of opportunity for quantum attackers,
adding another layer of post-quantum resilience.

4.9 Comparison with Existing Lightweight Ciphers

In this subsection, we compare the DSKA-TIA against several widely adopted lightweight encryption
algorithms in terms of key length, computational complexity, and resistance to replay attacks. As shown
in Table 2, traditional ciphers such as AES-128 and SIMON-128 offer strong cryptographic foundations,
but lack built-in protection against temporal-based threats. PRESENT, though lightweight, provides a
lower security level due to its shorter key length. Ascon-128, endorsed by NIST, offers a balance between
performance and security, and when combined with time-indexed session validation, it further enhances
replay resistance without significant computational overhead.

Table 2: Comparative analysis of lightweight encryption algorithms for IoT security

Algorithm Key l'ength Security level Encryption/Decryption Repla.y attack
(bits) speed (Cycles) resistant
AES-128 128 High 40-60 No
SIMON-128 128 Medium 30-40 No
PRESENT 80 Low 20-30 No
Ascon-128 128 High 12-15 Yes (with time
parameter)
DSKA-TIA 128 + High + 12-15 + 1 validation Yes
timestamp Time-Bound
Authentication*

Note: *Time-Bound Authentication: Incorporates timestamps and temporal validation during session key
generation to ensure freshness and replay attack resistance.

Table 2 depicts that the integration of time parameters into Ascon maintains its lightweight character-
istics while introducing temporal resilience, meaning that the DSKA-TIA is suitable for real-time, secure
communication in CEE IoT systems.

Fig. 9 presents a visual analysis of encryption/decryption efficiency vs. security level across five repre-
sentative algorithms. The x-axis represents the average computational cost measured in cycles per byte, while
the y-axis indicates the security level on an abstract scale ranging from low to high with temporal protection.
Color coding distinguishes whether each algorithm inherently supports replay-attack protection. As shown,
the DSKA-TIA achieves a unique position by maintaining low computational cost (~14.5 cycles/byte) while
providing enhanced security through time-indexed key generation and mutual authentication. This temporal
dimension is particularly critical in latency-sensitive IoT applications. In contrast, traditional ciphers, such
as AES-128 and SIMON-128, lack native replay protection and require more cycles per byte, which may
be infeasible for constrained edge devices. Fig. 9 illustrates that DSKA-TIA achieves an effective balance
between efficiency and security, thus suitable for real-time, resource-constrained IoT deployments within
CEE architectures.
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Figure 9: Comparison of lightweight encryption algorithms based on encryption/decryption speed (in cycles/byte)
and security level. Color indicates whether the algorithm supports replay attack protection. The proposed DSKA-TIA
approach offers both high efficiency and enhanced temporal security

4.10 Performance Comparison with Lightweight Ciphers

To assess the practical efficiency of the proposed DSKA-TIA scheme, we conducted a benchmark com-
parison against established lightweight symmetric encryption algorithms, including Ascon-128, PRESENT,
and Lightweight AES. All experiments were carried out on a Raspberry Pi 4 device equipped with a 1.5 GHz
quad-core ARM Cortex-A72 processor and 4 GB RAM, running Raspbian OS. All cryptographic implemen-
tations were written in C and compiled using GCC v10.2.1 with optimization level-O2. High-precision time
measurements were obtained via clock_gettime() to ensure nanosecond accuracy.

Table 3 summarizes the latency, energy, and resource utilization characteristics for encryption and
decryption operations. The DSKA-TIA scheme demonstrates lower latency than all compared ciphers,
with an average encryption time of 35.2 pus and decryption time of 34.7 us, outperforming Ascon-128 and
PRESENT by approximately 15-30%. Additionally, DSKA-TIA achieves the lowest energy consumption per
operation (2.8 pJ), confirming its suitability for deployment in energy-constrained edge environments.

Table 3: Performance comparison between DSKA-TIA and lightweight encryption schemes

Scheme Encryption  Decryption Energy per Code size Memory
latency (us) latency (ps) operation (pJ) (KB) usage (KB)
DSKA-TIA 35.2 34.7 2.8 12.4 19.3
Ascon-128 41.8 41.5 3.1 10.9 18.5
PRESENT 493 48.7 3.6 9.8 16.9
Lightweight 45.7 45.3 33 11.7 17.8
AES

While the code size of DSKA-TIA is slightly larger than PRESENT, it remains within an acceptable
range for constrained devices. Memory usage is also comparable, with DSKA-TIA requiring 19.3 KB, only
marginally higher than other schemes. These results validate that the proposed scheme not only provides
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enhanced replay protection through time-indexed session keys but also retains a lightweight profile that
meets the demands of real-world IoT deployments. These benchmarks reinforce that DSKA-TIA achieves
strong performance efficiency while delivering enhanced temporal security, making it well-suited for scalable
deployment in modern Cloud-Edge-End IoT architectures.

4.11 Scalability and Key Management Considerations

While bi-directional key separation enhances security by isolating send/receive channels, it may raise
concerns about storage and management in large-scale networks. However, DSKA-TIA addresses this
through lightweight, session-local key generation. Instead of pre-storing or distributing all keys in advance,
each session dynamically derives its encryption and authentication keys based on hashed timestamps and
exchanged random values.

This design ensures that only temporary, per-session keys are stored, significantly reducing the persistent
memory footprint per device. Moreover, since key derivation is decentralized and based on device-local
parameters (e.g., timestamps, nonces), DSKA-TIA avoids the need for global synchronization or a centralized
key management infrastructure.

In deployments with thousands of nodes, key generation and validation operate in a peer-to-peer
fashion, thereby mitigating scalability bottlenecks. We also note that the use of one-time session keys prevents
key reuse, which further simplifies revocation and rotation mechanisms compared to traditional long-term
key architectures.

5 Conclusion and Future Studies

In this paper, we proposed the DSKA-TIA, which is a lightweight encryption framework designed
to meet the stringent security and latency requirements of resource-constrained devices in Cloud-Edge-
End systems. The proposed system introduces several innovations: time-indexed key scheduling to enforce
message freshness, bidirectional session key separation to preserve communication channel independence,
and entropy-driven key selection to enhance unpredictability. This system achieves strong message integrity
through embedded MAC validation and resists eavesdropping by ensuring per-session semantic security.
Performance evaluations and entropy analyses show that the DSKA-TIA maintains low computational
effort, making it well-suited for real-time applications in CEE environments. Compared with traditional
lightweight ciphers, the DSKA-TIA offers superior protection with lower latency and is especially effective
in environments requiring secure, time-sensitive data transmission.

In future work, we plan to further optimize the DSKA-TIA for ultra-low-latency applications by
exploring pipeline-friendly implementations and cipher-round reductions. We would also like to extend
the framework with quantum-resilient features by integrating post-quantum primitives, and to enhance its
adaptability through ECC-based lightweight authentication. Additionally, deployments in domains such as
smart agriculture, transportation, and edge healthcare will be conducted to evaluate its robustness and inter-
operability. Finally, we envision developing context-aware security adaptation and performance dashboards
to support dynamic security management and visualization in heterogeneous CEE environments. These
constitute our future studies.
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