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ABSTRACT: This study presents a comprehensive and secure architectural framework for the Internet of Medical
Things (IoMT), integrating the foundational principles of the Confidentiality, Integrity, and Availability (CIA) triad
along with authentication mechanisms. Leveraging advanced Machine Learning (ML) and Deep Learning (DL) tech-
niques, the proposed system is designed to safeguard Patient-Generated Health Data (PGHD) across interconnected
medical devices. Given the increasing complexity and scale of cyber threats in IoMT environments, the integration
of Intrusion Detection and Prevention Systems (IDPS) with intelligent analytics is critical. Our methodology employs
both standalone and hybrid ML & DL models to automate threat detection and enable real-time analysis, while ensuring
rapid and accurate responses to a diverse array of attacks. Emphasis is placed on systematic model evaluation using
detection metrics such as accuracy, False Alarm Rate (FAR), and False Discovery Rate (FDR), with performance
validation through cross-validation and statistical significance testing. Experimental results based on the Edge-IIoTset
dataset demonstrate the superior performance of ensemble-based ML models such as Extreme Gradient Boosting
(XGB) and hybrid DL models such as Convolutional Neural Networks with Autoencoders (CNN+AE), which achieved
detection accuracies of 96% and 98%, respectively, with notably low FARs. These findings underscore the effectiveness
of combining traditional security principles with advanced AI-driven methodologies to ensure secure, resilient, and
trustworthy healthcare systems within the IoMT ecosystem.

KEYWORDS: Healthcare; internet of medical things; patient-generated health data; confidentiality; integrity; avail-
ability; intrusion detection and prevention system; machine learning; deep learning

1 Introduction
In today’s digital healthcare landscape, securing computing systems is critical, particularly with the

rise of the Internet of Medical Things (IoMT), a network of interconnected devices central to modern
medical services. These devices range from wearable health monitors to implantable sensors and smart
medical equipment, each generating vast amounts of Patient-Generated Health Data (PGHD). PGHD refers
to health-related data created, recorded, or gathered by patients, caregivers, or family members outside of
clinical settings using IoMT devices. As IoMT expands, ensuring the security, integrity, and confidentiality
of PGHD becomes increasingly vital due to evolving and sophisticated cyber threats [1,2].
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The CIA triad; Confidentiality, Integrity, and Availability, along with authentication, forms the founda-
tional framework for securing information systems. In traditional IT infrastructures, these principles provide
a robust structure for managing and securing sensitive information. However, the IoMT environment
presents unique challenges that make conventional security mechanisms less effective [3–5]. IoMT systems
are characterized by their heterogeneity, comprising a wide range of device types with varying capabilities
and protocols. These devices often operate under strict resource constraints, including limited battery
life, processing power, and memory. Furthermore, they are frequently deployed in dynamic environments
and must support real-time communication and data exchange. The transmission of sensitive PGHD over
potentially unsecured networks increases the risk of data breaches, while the lack of unified security
standards across vendors complicates enforcement. As a result, traditional perimeter-based and signature-
driven security solutions, such as firewalls and antivirus software, fall short in addressing the nuanced
requirements of IoMT.

Machine Learning and Deep Learning (ML & DL) techniques offer powerful enhancements to Intrusion
Detection and Prevention Systems (IDPS), enabling not only real-time detection and response but also
the ability to anticipate and mitigate threats before they occur [6,7]. ML & DL models excel at identifying
complex patterns and anomalies within massive data streams, a capability especially critical in IoMT
environments where system downtime or breaches can have life-threatening implications [8,9].

This study proposes an intelligent, hierarchical security framework that integrates ML & DL with IDPS
under the guidance of the CIA triad and authentication principles. The framework is designed to address
the challenges posed by IoMT systems through an adaptive and scalable architecture. By aligning machine
intelligence with security fundamentals, the framework strengthens both proactive and reactive defense
mechanisms [10,11].

The proposed framework operates in two stages. Initially, ML algorithms analyse PGHD for signs of
anomalies, functioning as a fast and efficient filter. If a potential threat is identified, DL models then conduct
deeper, context-aware analysis to confirm and classify the threat. This two-tier architecture reduces false
positives and provides a balance between speed and accuracy in threat detection and mitigation.

Although ML & DL have been widely explored in cybersecurity, their hierarchical application in
combination with the CIA triad and authentication mechanisms specifically for IoMT is a novel contribu-
tion [12,13]. This layered approach is not only technically rigorous but also practically significant, providing
a pathway for secure, real-time, and resilient healthcare systems.

1.1 Problem Statement
The increasing reliance on IoMT in healthcare has introduced new, complex cybersecurity challenges.

Devices operate in dynamic and often untrusted environments, making them vulnerable to a wide range of
attacks. Traditional measures such as firewalls and antivirus software lack the adaptability and intelligence
required to protect such decentralized and heterogeneous systems [14].

There is an urgent need for a comprehensive security framework that integrates the principles of
the CIA triad and authentication with the adaptive capabilities of IDPS, enhanced by ML & DL. This
integration aims to deliver real-time threat detection, reduced false positives, and improved resilience of
healthcare infrastructures.

1.2 Research Questions
• How can ML & DL, when integrated with IDPS, enhance threat classification and response in complex

IoMT environments?
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• What is the empirical performance of a hierarchical ML & DL-based IDPS in improving detection
accuracy and response time?

• How effective is the proposed framework in reducing false positives and negatives to ensure secure
healthcare service delivery?

1.3 Aims and Objectives
This study aims to contribute original insights by combining the CIA triad and authentication with ML,

DL, and IDPS in a robust framework tailored to IoMT. The research seeks to demonstrate how intelligent
systems can be employed to secure sensitive medical data and ensure uninterrupted healthcare services.

• To establish the originality of integrating the CIA triad, authentication, and advanced IDPS with ML &
DL for improved IoMT security.

• To develop and evaluate a hierarchical ML & DL-based IDPS for accurate anomaly detection and
threat response.

• To assess the effectiveness of the proposed framework in minimizing false alerts while ensuring reliable
healthcare service delivery.

1.4 Contribution of Study
This research presents a novel integration of ML & DL with the CIA triad and authentication in an

IDPS designed for IoMT. The proposed architecture is multi-layered: ML techniques handle initial anomaly
detection, and DL models perform more complex threat verification and classification. This allows the system
to maintain high detection accuracy while being computationally efficient.

The framework not only supports efficient resource use but also enhances system responsiveness, con-
tributing to the reliability and sustainability of healthcare IT infrastructures. Additionally, its modular and
scalable design makes it adaptable to other critical domains, such as industrial IoT, smart cities, and financial
systems. These extensions demonstrate the broader relevance and transferability of the proposed model.

1.5 Rest of the Manuscript
Following this Introduction, the manuscript will present a detailed Literature Review to place the pro-

tection of the CIA Triad with authentication and ML & DL based IDPS within the current landscape of IoMT
security solutions. Section 3 will outline the experimental design, data collection, and analysis procedures
used in this study. Then explanation of Identified Machine Learning and Deep Learning Models. Section 5
will demonstrate the effectiveness of the proposed hybrid security framework in an IoMT setting. Sections 6
and 7 will reflect on the implications of these findings for future research and practical application, advocating
for the broader adoption of advanced, integrated security systems across various industries.

2 Literature Review
The integration of IoMT into healthcare has transformed patient care by enabling real-time monitoring,

remote diagnostics, and continuous health data acquisition. However, this progress has introduced major
security concerns, particularly in safeguarding Patient-Generated Health Data (PGHD), ensuring system
integrity, and maintaining uninterrupted medical services. Conventional security methods such as firewalls,
antivirus software, and rule-based IDPS fall short in addressing the heterogeneous, resource-constrained,
and highly connected nature of IoMT systems [14,15].
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2.1 Traditional Security Challenges in IoMT
Traditional security frameworks struggle to keep up with the dynamic demands of IoMT due to several

limitations. These include limited device capabilities, diverse hardware and software ecosystems, and the
need for low-latency, real-time communication. Studies have demonstrated that these limitations impede
real-time anomaly detection and data protection at both device and network layers [16,17]. Additionally,
securing PGHD during transmission and processing is critical, as these data streams are vulnerable to
man-in-the-middle and spoofing attacks [18]. Integrating edge computing with lightweight cryptographic
algorithms and access control mechanisms has been proposed to mitigate latency and computational
overhead [19].

2.2 Role of IDPS in IoMT Security
An effective IDPS serves as the backbone of IoMT security by enabling real-time intrusion detec-

tion and system resilience. Unlike static, signature-based detection, which fails against zero-day threats,
anomaly-based IDPS dynamically learns traffic patterns and user behavior by [20,21]. These systems require
high adaptability, especially in healthcare where threats evolve rapidly and detection delays can result in
critical failures.

2.3 Application of ML and DL in IDPS
ML and DL have demonstrated high potential in strengthening IDPS functionalities by learning from

vast and diverse datasets to identify anomalies, classify intrusions, and adapt to evolving threats [22,23]. ML
models such as Decision Trees, Naïve Bayes, and ensemble techniques have been extensively used to achieve
fast and interpretable intrusion detection. DL models such as CNN, LSTM, and attention-based networks
are particularly effective in identifying subtle patterns within sequential and high-dimensional data streams,
significantly reducing false positives [24,25].

Yet, deploying these models in practice involves challenges such as data imbalance, explainability, and
the need for efficient model execution on constrained devices [26,27]. Therefore, there is a strong need for
scalable, low-latency, and accurate models that can generalize across a wide range of attack scenarios and
IoMT configurations.

2.4 ML-Based Approaches for IoMT IDPS
Various ML methods have demonstrated their effectiveness in intrusion detection. For example, the

Enhanced Random Forest Classifier for Achieving the Best Execution Time (ERF-ABE) achieved 99%
accuracy in detecting DDoS and delay attacks [28]. Similarly, an ensemble model combining DTs, Naïve
Bayes, RF, and XGBoost reported 96.35% accuracy and 99.98% detection rate [29]. A hybrid approach of
Logistic Regression and Gradient Boosted Trees achieved 95.4% accuracy while optimizing for real-time use
with a lightweight feature set [30]. Meta-learning strategies have also emerged, such as the one presented
by [31], which attained 99.99% accuracy and a remarkably low False Alarm Rate of 0.00004%.

2.5 DL-Based Approaches for IoMT IDPS
In the DL domain, several models have shown promising results. A Deep Neural Network with

global attention achieved an accuracy range of 89%–99% [32]. A GRU with attention mechanism also
delivered near-perfect results in classification tasks [33]. To improve efficiency, one study combined PCA
and Grey Wolf Optimization (GWO) with a DNN to reduce time complexity by 32% without sacrificing
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performance [34]. Moreover, CNN-Transformer hybrids and LSTM architectures have proven useful for
detecting anomalies in time-series medical data [32].

Despite these achievements, real-world deployments remain limited. Execution time and resource usage
are underreported in many studies, although some like [28,34] address performance efficiency directly.

2.6 Emerging Trends and Limitations
Emerging frameworks such as Federated Learning [35] and Meta-Learning [31] are gaining traction

due to their privacy-preserving capabilities and potential to scale across distributed IoMT environments.
However, issues like regulatory compliance, model interpretability, and deployment readiness continue to
hinder widespread adoption.

In summary, while ML and DL techniques offer strong enhancements to IDPS in IoMT, the path forward
involves addressing deployment efficiency, compliance, and model transparency. Tailored, intelligent systems
are essential for safeguarding PGHD and ensuring the resilience of healthcare infrastructures. We have
summarised some important methodologies, findings and limitations of the studies in Table 1 shown below:

Table 1: Summary of key studies on ML and DL for IoMT security

Study Methodology Key findings Limitations
[28] Enhanced Random

Forest (ERF-ABE)
99% accuracy for DDoS and

delay attack detection
Focused on specific attacks,

execution time only partially
analyzed

[29] Ensemble: DT + NB + RF
+ XGB

96.35% accuracy, 99.98%
detection rate

Lack of detail on model
deployment overhead

[30] Hybrid LR + Gradient
Boosted Trees

95.4% accuracy with
real-time capability

Limited exploration of
advanced attack types

[31] Meta-Learning 99.99% accuracy, 0.00004%
FAR

Scalability in live IoMT not fully
tested

[32] DNN with
Attention/CNN-

Transformer

Accuracy range: 89%–99% Does not discuss resource usage
in detail

[33] GRU with Attention Near-perfect classification High complexity, potential
latency issues

[34] PCA + GWO + DNN 32% time complexity
reduction

Requires further validation in
clinical scenarios

[35] Federated Learning Preserves data privacy across
nodes

Regulatory and communication
overhead not explored

3 Materials and Methods

3.1 Innovative IoMT Architecture
Our innovative architecture for the IoMT, which is structured into three primary layers: the Device

layer, the Fog layer, and the Cloud layer refer to Fig. 1 for a visual representation.
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Figure 1: Internet of medical things network

Device Layer: This foundational layer consists of wearables and medical sensors. These devices are
crucial as they collect and transmit medical data directly from patients. Their primary function is to ensure
that vital health metrics are captured in real-time and sent forward for further processing.

Fog Layer: Serving as an intermediary, the Fog layer plays a pivotal role in the IoMT architecture.
It facilitates the seamless transmission of data from the Device layer to the Cloud layer [36,37]. Beyond
just relaying data, this layer has critical functionalities including the initial processing of data, as well as
handling aspects of security and privacy. Its position in the architecture makes it a key point for implementing
robust security measures because it acts as a bridge between data collection points and the data storage and
analysis centres.

Cloud Layer: As the uppermost layer in this architecture, the Cloud layer serves as the central repository
for all IoMT data. It is where data is stored, analysed, and made accessible to authorized healthcare providers
and researchers. This layer enables the deep analysis of collected data, supporting healthcare professionals in
making informed decisions based on comprehensive data insights.

Given the essential role of the Fog layer in connecting the device-collected data with cloud-based
analysis and storage, it also represents a significant point of vulnerability within the IoMT framework. To
address this, it is equipped with advanced security systems, including intelligent IDPS that utilize ML & DL
techniques in layered fashion. These systems are designed to detect and mitigate potential security threats in
real-time, ensuring that the integrity and confidentiality of medical data are maintained as it moves through
the architecture. This multi-layered approach not only enhances the functionality and efficiency of medical
data processing but also fortifies the security framework necessary to protect sensitive health information in
the evolving digital landscape of healthcare. Our proposed advanced IDPS, which are integral to reinforcing
the security of the IoMT is designed to identify and respond to potential security threats, ensuring the
integrity and confidentiality of PGHD across IoMT networks.
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3.2 Integration of IDPS in IoMT
The implementation of both IDPS within the IoMT environment is crucial for maintaining a secure

operational landscape. By integrating these systems, IoMT can benefit from a comprehensive security
approach that not only detects a wide range of known and unknown threats but also actively works to prevent
these threats from causing harm. This dual approach ensures that PGHD transmitted across IoMT networks
remains secure from both passive and active cyber threats, safeguarding critical healthcare operations and
patient information.

This methodology represents a robust security framework that adapts to the evolving challenges
and complexities of the IoMT environment. By employing the proactive capabilities of IDPS, the IoMT
infrastructure is equipped to handle the multifaceted nature of modern cybersecurity threats. Refer to Fig. 2
for a visual representation.

Figure 2: Intrusion detection and prevention system architecture

3.3 Metrics for Assessing IDPS Performance
In this section, we outline the criteria used to evaluate the effectiveness of IDPS within the IoMT

environment.
Detection Rate is a critical metric that measures the IDPS’s ability to correctly identify actual threats

within the network. An effective IDPS should demonstrate a high detection rate, signifying its efficiency in
recognizing and reacting to genuine security threats. This metric is essential for maintaining the integrity
and security of the IoMT network.

False Discovery Rate measures the proportion of false alarms, where the system erroneously flags
normal activities as malicious. Minimizing the FDR is crucial because a high rate of false alarms can lead
to resource wastage and potentially desensitize the system administrators to alerts, increasing the risk of
overlooking actual threats.

Response Time evaluates the promptness of the IDPS in detecting and responding to intrusions. It
tracks the duration from when a threat is detected to when action is taken by the system. Rapid response is
vital in IoMT environments to prevent the escalation of incidents and to minimize the damage caused by
security breaches.

Scalability assesses the ability of the IDPS to handle growing amounts of network traffic effectively as
the IoMT infrastructure expands. This metric is indicative of the system’s capability to adapt and maintain
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performance levels despite an increase in load, ensuring that security does not become compromised as the
network evolves.

Together, these metrics provide a comprehensive assessment of an IDPS’s performance, highlighting
its accuracy, reliability, responsiveness, and adaptability in the dynamic and growing field of IoMT. By
continuously monitoring these metrics, stakeholders can ensure that the IDPS is effectively safeguarding the
IoMT environment against current and future cybersecurity challenges.

3.4 Integrating Machine Learning and Deep Learning in IDPS to Protect the CIA Triad with
Authentication
ML & DL technologies are incorporated into IDPS to enhance the security of IoMT networks. Machine

Learning algorithm in IDPS analyse network traffic initially to detect potential security threats. Then DL,
a subset of ML, utilizes layers of neural networks to process data and identify complex patterns. This
technology is especially effective in IDPS for several reasons especially due to in depth analysis of data and
then automatic identification of normal and malicious traffic patterns as shown in Fig. 3. The integration of
ML and DL within IDPS marks a pivotal advancement in cybersecurity strategies, particularly within the
IoMT. The primary goal of implementing these advanced technologies in IDPS for IoMT is to bolster the
protection of the CIA Triad with authentication, which is foundational to the security framework of IoMT.

Figure 3: Machine learning and deep learning procedure

Confidentiality ensures that sensitive medical data is accessible only to authorized individuals. ML &
DL enhance IDPS capabilities to detect unauthorized access attempts, thereby safeguarding patient privacy
and sensitive information.

Integrity guarantees that medical data and device configurations are not altered maliciously or inadver-
tently. By using ML & DL, IDPS can more accurately identify and thwart attempts to tamper with or corrupt
data, ensuring that medical records and treatment protocols remain trustworthy and unaltered.
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Availability ensures that medical data and IoMT services are available to authorized users when needed.
Advanced IDPS, powered by ML . . . DL, can quickly detect and mitigate attacks that threaten to disrupt
service availability, such as Distributed Denial of Service (DDoS) attacks.

Authentication verifies the identity of users or devices accessing IoMT networks. ML & DL techniques
strengthen IDPS by detecting anomalies in login patterns, device behaviors, or access requests, ensuring
that only legitimate entities can interact with sensitive systems, thus preventing unauthorized access and
impersonation attacks.

By leveraging ML & DL, in IDPS can achieve a higher level of accuracy in detecting threats, significantly
reduce false positives, and respond more swiftly and effectively to potential security threats. This compre-
hensive approach shown in Fig. 4 not only enhances the protection of PGHD and devices but also supports
the overall reliability and efficiency of healthcare services that rely on IoMT technologies. In summary, the
integration of these sophisticated technologies into IDPS is essential for maintaining robust cybersecurity
measures that uphold the principles of the CIA Triad with authentication in IoMT environments.

Figure 4: Proposed architecture of machine learning and deep learning procedure based intrusion detection and
prevention system for internet of medical things environment to protect confidentiality integrity and availability triad
with authentication

Each ML and DL models’ hyperparameters as shown in Tables 2 and 3 are tailored to optimize their
specific architectures and tasks. These hyperparameters are essential for tuning the models to achieve optimal
performance in various applications, including the complex environments typical of IoMT systems.

Table 2: Hyper-parameters used in identified machine learning models

Model Hyperparameters
Decision trees Min sample leaf, max depth, criteria, min split

Linear support vector machine Regularization parameter, loss rate, penalty
Logistic regression Iterations, regularization parameter, penalty

Logistic regression with stochastic gradient
descent

Class weight, eta, learning rate, alpha value,
penalty, loss rate

Naïve Base Alpha value

(Continued)
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Table 2 (continued)

Model Hyperparameters
AdaBoost Learning rate, number of estimators

Extreme gradient boosting Maximum depth, gamma, min child weight,
number of estimators, learning rate

Gradient boosting classifier Number of estimators, learning rate, max depth,
criteria, subsample

Random forest Number of Estimators, min samples per leaf, min
split, max depth, loss rate

Bagging algorithm Max depth, max features, max samples, number
of estimators

Table 3: Hyper-parameters used in identified deep learning models

Model Hyperparameters
Convolutional neural network Number of layers, filter size, stride, padding, activation

function
Gated recurrent unit Number of layers, units per layer, activation function,

dropout rate
Long short-term memory Number of layers, units per layer, activation function,

dropout rate
Convolutional neural network with

autoencoder
Encoder filter sizes, decoder filter sizes, latent space

dimension
Gated recurrent unit with convolutional

neural network
CNN filter sizes, GRU units, activation functions,

dropout rates
Autoencoder with gated recurrent unit Encoder filter sizes, GRU units, latent space

dimension, dropout rate
Autoencoder with long short-term

memory
Encoder filter sizes, LSTM units, latent space

dimension, dropout rate

3.5 System Configuration
The experiments were carried out on identified dataset using Lenovo Mobile Workstation equipped with

Processor: 12th Generation Intel Core i9, Windows 11 operating system with Memory: 128 GB DDR4, Hard
Drive: 2 TB SSD, Graphics: NVIDIA RTX A4000, and the library used Python 3.4. Scikit-learn 0.21.

3.6 Dataset and Rationale for Its Selection
For our project, we have selected the Edge-IIoTset [38], a dataset specifically designed for Internet

of Things (IoT) and Industrial Internet of Things (IIoT) applications. This dataset stands out due to its
comprehensive collection of data from various IoMT devices simulated in a real-world environment, which
makes it highly relevant for our ML & DL based IDPS. Its utility is further enhanced by its ability to support
both centralized and federated learning modes, which are crucial for the development of scalable and robust
cybersecurity solutions in diverse operational environments.
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The Edge-IIoTset includes data from over ten types of IoT devices such as temperature and humidity
sensors, ultrasonic sensors, water level detection sensors, and heart rate monitors, among others. These
diverse data sources provide a rich foundation for training our IDPS to recognize a wide range of normal
operational patterns as well as potential security threats. The dataset encompasses fourteen attack types
associated with IoT connectivity protocols, organized into five main threat categories: DoS/DDoS attacks,
information gathering, man-in-the-middle attacks, injection attacks, and malware. This classification helps
in precisely training and testing the IDPS to detect and mitigate specific types of cyber threats effectively.

The structured testbed of the dataset spans seven layers, including cloud computing, network functions
virtualization, blockchain network, fog computing, software-defined networking, edge computing, and IoT
and IIoT Perception layers. Each layer integrates emerging technologies that meet the specific requirements
of IoT and IIoT applications, such as the ThingsBoard IoT platform, OPNFV platform, Hyperledger
Sawtooth, and ONOS SDN controller. This layered approach not only mimics a real-world IoT ecosystem
but also enables comprehensive security testing across all levels of an IoMT infrastructure.

The selection of the Edge-IIoTset for our project is based on its ability to provide a realistic and dynamic
environment for developing and evaluating the effectiveness of our ML & DL-based IDPS. It allows us to
conduct a thorough exploratory data analysis and to rigorously evaluate the performance of machine learning
methods in both centralized and federated learning contexts, ensuring our IDPS can operate effectively under
varied and realistic conditions.

Here is Table 4 to visualize the diversity and frequency of attacks in the IoMT environment in an
interesting way using the Edge-IIoTset dataset. This representation emphasizes the variety and relative
occurrence of different types of cyber threats encountered.

Table 4: Instances of diverse attacks in edge-IIoTset dataset

Attack type Number of
instances

Relative
frequency (%)

Attack type Number of
instances

Relative
frequency (%)

Normal
Operations

1,615,643 91.42% Uploading 37,634 2.13%

DDoS_UDP 121,568 6.87% Backdoor 24,862 1.40%
DDoS_ICMP 116,436 6.58% Port scanning 22,564 1.28%
SQL_Injection 51,203 2.89% XSS 15,915 0.90%

Password 50,153 2.83% Ransomware 10,925 0.62%
Vulnerability_Scanner 50,110 2.83% MITM 1214 0.07%

DDoS_TCP 50,062 2.83% Fingerprinting 1001 0.06%
DDoS_HTTP 49,911 2.82%

Effective data pre-processing is a critical step in the utilization of ML and DL models, especially in the
fields of IoT and IIoT cybersecurity. This process involves preparing the raw data by converting it into a
format that can be easily understood and processed by ML and DL models, thereby improving the models’
accuracy and reducing the time required to obtain results.

In the initial stage, our pre-processing involved reducing the dataset’s complexity by removing 15 of the
original 63 columns that were deemed irrelevant for identifying traffic characteristics. We employed a manual
relevance-based feature elimination technique, guided by domain expertise, to discard protocol-specific and
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metadata fields such as frame.time, ip.src host, ip.dst host, among others. This targeted reduction enhances
processing efficiency by focusing analysis on the most impactful features.

Duplicate records in the dataset were identified and eliminated using a row-wise duplication detection
technique, where exact matches across all feature columns were flagged. Only the first instance of each
duplicate was retained. This approach ensures the uniqueness of the dataset, which is crucial for maintaining
the integrity, and quality of the training process.

One-Hot Encoding was employed to convert categorical variables into a numerical format, as ML and
DL models require numeric input. This technique was chosen for its rigor and simplicity, ensuring no ordinal
relationships are falsely introduced and allowing the models to accurately learn from categorical distinctions,
thereby enhancing overall model performance.

The dataset was examined for missing values, which were imputed using the K-Nearest Neighbours
(KNN) Imputation technique. KNN was chosen due to its non-parametric approach that considers similar
data patterns, ensuring originality in preserving feature relationships and enhancing the model training
reliability and predictive accuracy in complex IoMT datasets.

Feature extraction is integral to refining the dataset so that models are trained on attributes that con-
tribute most significantly to the prediction process. The study employed both Recursive Feature Elimination
(RFE) to retain the most relevant features and Principal Component Analysis (PCA) to further reduce
dimensionality and eliminate multicollinearity, ensuring rigorous, efficient, and performance-optimized
model training.

The issue of unbalanced data distributions poses a significant challenge in machine learning, as models
tend to exhibit bias toward the majority class, often at the expense of minority class accuracy. To address
this with methodological rigor, the dataset was first split into two subsets: 70% for training and 30% for
testing. SMOTE was then applied exclusively to the training set to balance class distributions by synthetically
generating new examples for the minority classes based on linear interpolations of existing instances. This
approach preserves the originality and integrity of the testing set, ensuring an unbiased evaluation of the
model’s performance on unseen data. SMOTE enhances the model’s ability to generalize across diverse classes
while reducing the risk of overfitting.

To further ensure robust model validation, a fivefold cross-validation technique was employed on the
training data. The training set was divided into five subsets, where the model was iteratively trained on
four subsets and validated on the fifth. This process was repeated five times, with each subset used once
for validation. This strategy helped optimize model hyperparameters, improving overall predictive accuracy
and reliability.

By applying these comprehensive pre-processing methods, the Edge-IIoTset is transformed into a
refined dataset that is optimally structured for training robust cybersecurity models. These models are
designed to effectively detect and prevent a broad spectrum of cyber threats in IoT and IIoT environ-
ments, thereby enhancing the security framework critical for the integrity and functionality of modern
technological ecosystems.

3.7 Performance Evaluation of Proposed IoMT Protection Architecture
In this section, we detail the methodology for evaluating the performance of our proposed architecture

designed to protect the IoMT using ML & DL based IDPS. This architecture is focused on safeguarding the
CIA Triad with authentication, while ensuring a sustainable computing environment.

To evaluate the efficacy of the ML & DL integrated with IDPS for the IoMT, we use a comprehensive
set of performance metrics. Each metric provides insights into different aspects of the system’s performance,
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collectively ensuring that the IDPS effectively safeguards the IoMT environment against cybersecurity
threats. The metrics include Loss, Accuracy, Recall, Precision, F1-Score, False Alarm Rate (FAR)/False
Positive Rate (FPR), and False Discovery Rate (FDR) are explained below:

Loss can be calculated by using Eq. (1) represents the model’s error rate on the training or validation
datasets.

Loss = −Σ(y log(p) + (1 − y) log(1 − p)) (1)

Accuracy can be calculated by using Eq. (2) measures the overall correctness of the model in classifying
data points, either as normal or as an intrusion.

Accuracy = (TP + TN)/(TP + TN + FP + FN) (2)

Precision can be calculated by using Eq. (3) assesses the model’s accuracy in predicting positive
identifications. It calculates the ratio of true positive results to all positive results, including those that were
incorrectly identified.

Precision = TP/(TP + FP) (3)

True Positive Rate or Recall or Sensitivity can be calculated by using Eq. (4) evaluates the model’s
ability to correctly identify actual positives, measuring how well the IDPS detects real threats without missing
any.

Recall = TP/(TP + FN) (4)

F1-Score can be calculated by using Eq. (5) provides a balance between Precision and Recall, offering
a single score that gauges the model’s accuracy at identifying true positives while penalizing false positives
and false negatives.

F1−Score = 2 ∗ (Precision ∗ Recal l)/(Precision + Recal l) (5)

False Alarm Rate or False Positive Rate can be calculated by using Eq. (6) measures the frequency of
false alarms.

FAR = FP/(FP + TN) (6)

False Discovery Rate can be calculated by using Eq. (7) indicates the likelihood of false alarm, showing
the percentage of false positives in the total number of detections.

FDR = FP/(FP + TP) (7)

These metrics provide a robust framework for assessing the performance of IDPS in protecting the
IoMT environment. To mitigate the risk of overfitting to synthetic conditions, our model was evaluated with
metrics that emphasize precision, recall, and false positive rates across a range of attack categories, ensuring
that the performance insights remain transferable to real-world deployments.

By analysing these metrics, we can pinpoint areas of strength and potential improvement, ensuring that
the IDPS operates efficiently and effectively, thus enhancing the overall security and reliability of healthcare
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technology within a sustainable computing framework. The Algorithm 1 below outline the comprehensive
steps involved in deploying this robust security framework:

Algorithm 1: Algorithm for proposed ML & DL-based IDPS for IoMT environment
Data Collection and Pre-processing
Data Collection
○ Gather continuous data from IoMT devices and network traffic.
Pre-processing
○ Eliminate irrelevant columns using a manual relevance-based feature elimination technique.
○ Identify and remove duplicate records using row-wise duplication detection.
○ Handle missing values with K-Nearest Neighbors (KNN) imputation.
○ Convert categorical variables to numerical format using One-Hot Encoding.
Feature Engineering
Feature Extraction and Selection
○ Recursive Feature Elimination (RFE) to retain significant features.
○ Use techniques like Principal Component Analysis (PCA) for further dimensionality reduction.
Model Training
Data Splitting and Balancing
○ Split the dataset into training (70%) and testing (30%) subsets.
○ Apply SMOTE on the training set to address class imbalance.
Model Selection and Training
○ Select suitable ML and DL models (e.g., XGBoost, CNN-Autoencoder).
○ Train models using fivefold cross-validation to enhance generalization and prevent overfitting.
Intrusion Detection and Real-time Monitoring
Deployment and Detection
○ Deploy trained models for real-time monitoring of IoMT traffic.
○ Detect anomalies using threshold-based decision logic.
Alert Generation and Response
Alerts and Automated Response
○ Generate immediate alerts for detected threats.
○ Trigger automated responses to mitigate risk.
System Feedback and Updates
Feedback Loop and Adaptation
○ Refine and retrain models using feedback from detection outcomes.
○ Regularly update the system with new data and threat intelligence.

This streamlined architecture focuses on integrating advanced ML & DL techniques within the IoMT
environment to enhance the robustness of the IDPS. It ensures dynamic threat detection and adaptive
responses, continuously evolving to address the latest cyber threats and protect the CIA Triad with
authentication efficiently.
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4 Formulation and Theoretical Underpinnings of Optimized Machine Learning and Deep Learning
Approaches

In this study, we evaluated multiple ML algorithms, including both non-ensemble [39–43] and ensemble
approaches [44–48], to identify the most effective model for intrusion detection in IoMT environments.
Among the evaluated models, the ensemble method XGB consistently outperformed all others across key
performance metrics such as accuracy, precision, recall, and F1-Score. Its superior ability to minimize false
alarms and enhance detection reliability highlights the strength of ensemble techniques in handling complex
and heterogeneous IoMT data.

4.1 Extreme Gradient Boosting
Extreme Gradient Boosting (XGBoost) enhances traditional gradient boosting through advanced

regularization techniques and system optimizations, making it highly effective and efficient. The model’s
mathematical foundation is built on the principle of boosting weak learners in the form of DTs, sequentially
refined to minimize errors in previous iterations [45]. The core of XGB’s modeling involves an objective
function that is minimized during training. This function is comprised of a loss function that measures
prediction error, and a regularization term that controls model complexity to prevent overfitting given
by Eq. (8):

Obj(Θ) =
n
∑
i=1

L(yi , ŷi) +
K
∑
k=1

Ω( fk) (8)

where L(yi , ŷi) represents the loss function comparing the predicted output ŷi to the actual output yi , Ω( fk)
is the regularization term associated with the k-th tree, Θ denotes the parameters of the model, n is the
number of data points, K is the number of trees. XGB employs a unique learning algorithm that updates the
model by adding a new tree that best reduces the objective function, using a gradient descent approach. This
process can be described by the Eq. (9):

ft+1(x) = ft(x) + η ⋅
Jt

∑
j=1

gt j ⋅ I(x ∈ Rt j) (9)

where ft(x) is the prediction at iteration t, η is the learning rate, gt j represents the gradient statistics on
the loss function for region Rt j, Jt is the number of leaf regions in the t-th tree, I is an indicator function
determining if instance x falls into region Rt j.

In addition to ML models, we implemented and assessed several DL architectures, including both
standalone [49–51] and hybrid approaches [52–55]. Among these, the hybrid model combining a CNN with
an Autoencoder demonstrated the highest performance. This model effectively captured both spatial and
abstract patterns in the data, leading to superior detection accuracy and reduced false positives. Its ability to
learn complex feature representations makes it particularly well-suited for the dynamic and layered nature
of IoMT traffic.

4.2 Convolutional Neural Network with Autoencoder
Convolutional Neural Networks are well-known for their ability to extract high-level features from data

through their deep architecture of convolutional layers and pooling layers. These layers efficiently capture
spatial hierarchies and intricate patterns in data. Autoencoders, on the other hand, are unsupervised neural
networks that learn efficient data codings by aiming to replicate the input at the output layer. This capability
makes them particularly useful for anomaly detection, as they can learn to reconstruct normal data patterns
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and highlight deviations when reconstructing unseen or anomalous data [52]. The mathematical formulation
of this hybrid model involves the convolutional feature extraction process followed by a reconstruction phase
through the autoencoder. The CNN layers operate to extract spatial features using Eq. (10):

Sl = f (Wl∗Xl + bl) (10)

where Sl is the output of layer l , Wl and bl are the weights and biases for the convolutional layer l , Xl is the
input, f represents a nonlinear activation function such as ReLU, and ∗ denotes the convolution operation.
The Autoencoder consists of two main parts, encoder and decoder: Encoder part compresses the input into
a lower-dimensional latent space using Eq. (11).

z = f (We ⋅ S + be) (11)

where z represents the encoded feature vector, We and be are the encoder weights and biases, and S is the
feature set output by the final CNN layer. Decoder part attempts to reconstruct the input from the encoded
state using Eq. (12):

X′ = g(Wd ⋅ z + bd) (12)

where X′ is the reconstructed input, Wd and bd are the decoder weights and biases, and g is typically the
sigmoid activation function.

5 Experimental Results
In our experimental evaluations, we assess the performance of ML and DL models for intrusion

detection in IoMT environments using multiple performance metrics: Loss, Accuracy, Recall, Precision, F1-
Score, False Alarm Rate (FAR/FPR), and FDR. These metrics are crucial in determining the robustness and
reliability of models in complex IoMT infrastructures.

The Table 5 presents a comprehensive analysis of the performance metrics. These evaluations highlight
each model’s ability to accurately detect and classify malicious traffic while minimizing false positives and
false alarms.

Table 5: Detailed analysis of machine learning models

Model Loss Accuracy Recall Precision F1-Score False alarm
rate

False discovery
rate

Non-ensemble models
Decision trees 0.32 0.90 0.80 0.82 0.81 0.06 0.18

Linear support vector
machine

0.29 0.89 0.82 0.78 0.80 0.08 0.22

Logistic regression 0.33 0.91 0.85 0.81 0.83 0.07 0.19
Logistic regression with

stochastic gradient descent
0.34 0.90 0.84 0.80 0.82 0.07 0.20

Naïve Bayes 0.41 0.87 0.77 0.74 0.76 0.10 0.26
Ensemble models

AdaBoost 0.31 0.93 0.85 0.87 0.86 0.04 0.13
Extreme gradient boosting 0.07 0.96 0.89 0.95 0.92 0.02 0.05
Gradient boosting classifier 0.28 0.93 0.86 0.88 0.87 0.04 0.12

Random forest 0.29 0.92 0.86 0.84 0.85 0.06 0.16
Bagging algorithm 0.30 0.92 0.83 0.86 0.84 0.05 0.14
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Loss quantifies the model’s error during training; a lower value indicates better generalization. Among
the evaluated models, XGB reported the lowest loss (0.07), demonstrating superior performance in learning
stability. Accuracy, the measure of correctly predicted samples, ranged from 0.87 for NB to 0.96 for XGB,
indicating that ensemble models, especially XGB and GBC, consistently outperformed others.

Recall, critical in detecting all true positive cases (threats), ranged from 0.77 (NB) to 0.89 (XGB).
Precision, which addresses the accuracy of positive predictions, was highest in XGB (0.95) and AdaBoost
(0.87), while NB exhibited the lowest (0.74). The F1-Score, a harmonic mean of Precision and Recall, further
confirms XGB (0.92) and GBC (0.87) as the most balanced performers, with NB lagging at 0.76.

The FAR/FPR, representing the rate of false alarms, was lowest for XGB (0.02) and AdaBoost (0.04),
while NB yielded the highest (0.10). Similarly, FDR, which shows the proportion of false positives among
all positive predictions, was also lowest in XGB (0.05) and highest in NB (0.26). These metrics collectively
underline XGB’s effectiveness in reducing both incorrect alerts and prediction errors.

To further support the analysis, models were divided into Ensemble and Non-Ensemble categories.
Non-Ensemble Models include DT, LSVM, LR, LRSGD, and NB. These models are lightweight and
offer faster inference times, suitable for resource-constrained IoMT applications. However, they generally
exhibited lower precision and higher FAR/FPR compared to ensemble counterparts.

Ensemble Models comprise AdaBoost, XGB, GBC, RF, and BA. Ensemble methods provided superior
performance. Notably, XGB achieved top performance across nearly all metrics, followed closely by GBC and
RF. These models showed high accuracy, excellent balance in recall and precision, and minimal false alarms
and discoveries, making them ideal for deployment in critical healthcare environments.

The radar chart in Fig. 5 compares ML models across key performance metrics. Extreme Gradient
Boosting, Gradient Boosting Classifier, and AdaBoost exhibit superior accuracy, precision, and F1-Score with
minimal loss, FAR/FPR, and FDR. In contrast, Naïve Bayes shows weaker performance, with higher loss and
false discovery rates, indicating its limited suitability for critical IoMT intrusion detection scenarios.
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Figure 5: Comparison of identified machine learning techniques

To evaluate statistical significance, we performed pairwise t-tests on F1-Scores between top-performing
ensemble models (e.g., XGB, GBC, RF) and baseline models (e.g., NB, LSVM, LRSGD). Table 6 summarizes
the p-values and F1-Score differences across all nine model pairings. The improvements offered by XGB and
GBC are statistically significant (p < 0.01), confirming the robustness of ensemble methods in distinguishing
between benign and malicious traffic.
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Table 6: Pairwise t-test results comparing ensemble and baseline ML models on F1-scores

Model comparison F1-score difference p-value Significance
XGB vs. NB 0.16 0.003 Yes

XGB vs. LSVM 0.12 0.005 Yes
XGB vs. LRSGD 0.10 0.009 Yes

GBC vs. NB 0.11 0.007 Yes
GBC vs. LSVM 0.07 0.032 Yes

GBC vs. LRSGD 0.05 0.058 No
RF vs. NB 0.09 0.014 Yes

RF vs. LSVM 0.05 0.070 No
RF vs. LRSGD 0.03 0.088 No

Fig. 6 presents the confusion matrices 6a–j corresponding to each of the identified ML models. These
matrices illustrate the classification performance by detailing true positives, false positives, true negatives,
and false negatives for each model.

Figure 6: (Continued)
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Figure 6: Confusion matrices for each identified machine learning model. (a) Decision Trees; (b) Linear support vector
machine; (c) Logistic regression; (d) Logistic regression with stochastic gradient descent; (e) Naïve Base; (f) AdaBoost;
(g) Extreme gradient boosting; (h) Gradient boosting classifier; (i) Random Forest; (j) Bagging algorithm

This performance distinction is further illustrated through Fig. 7, which present learning curves for
training and validation processes. Fig. 7a shows that XGB and GBC display strong convergence and high



788 Comput Mater Contin. 2025;85(1)

validation accuracy, indicating good generalization. DT shows slower convergence with a noticeable gap
between training and validation, suggesting slight overfitting.

Figure 7: Learning curves for machine learning models. (a) Tree-based machine learning models (Training &
validation accuracy curves); (b) Tree-based machine learning models (Training & validation loss curves); (c) Non-tree-
based machine learning models (Training & validation accuracy curves); (d) Non-tree-based machine learning models
(Training & validation loss curves)

Fig. 7b shows that XGB demonstrates rapid loss reduction, stabilizing around 0.07. Other models
converge more slowly with higher minimum loss levels.

Fig. 7c shows that LR and LRSGD models outperform LSVM and NB, achieving around 0.91 accuracy.
NB trails behind, reinforcing its lower ranking across most metrics.

Fig. 7d shows that LR and LRSGD reach lower loss values compared to NB and LSVM. All models show
relatively stable training behavior without significant overfitting.

These learning curves validate the tabulated results and highlight the training efficiency and generaliza-
tion ability of the models. The ensemble methods clearly demonstrate their superiority in model robustness
and accuracy, especially under the dynamic and sensitive constraints of IoMT applications.
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The detailed analysis presented in Table 7 offers a comparative evaluation of various DL models,
focusing on critical performance metrics such as Loss, Accuracy, Recall, Precision, F1-Score, FAR/FPR, and
FDR. Among the models, the hybrid Convolutional Neural Network with Autoencoder exhibits the most
outstanding performance, achieving an Accuracy of 0.98, Recall of 0.94, and Precision of 0.98, paired with a
remarkably low Loss of 0.11. These results demonstrate the model’s ability to effectively manage both type I
and type II errors, maintaining high threat detection while minimizing false alerts, as reflected by a minimal
FAR/FPR of 0.01 and an FDR of 0.02.

Table 7: Detailed analysis of deep learning models

Model Loss Accuracy Recall Precision F1-Score False alarm
rate

False
discovery

rate
Single model

Convolutional neural
network

0.09 0.97 0.92 0.98 0.95 0.01 0.02

Gated recurrent unit 0.12 0.97 0.91 0.97 0.94 0.01 0.03
Long short-term memory 0.12 0.97 0.91 0.97 0.94 0.01 0.03

Hybrid models
Convolutional neural

network with
autoencoder

0.11 0.98 0.94 0.98 0.96 0.01 0.02

Gated recurrent unit with
convolutional neural

network

0.01 0.97 0.92 0.98 0.95 0.01 0.02

Autoencoder with gated
recurrent unit

1.26 0.85 0.71 0.71 0.71 0.10 0.29

Autoencoder with long
short-term memory

0.233 0.96 0.88 0.97 0.92 0.01 0.03

The CNN model also shows strong performance, with an Accuracy of 0.97, Precision of 0.98, and F1-
Score of 0.95, highlighting its efficiency in learning discriminative features from IoMT data. Both the GRU
and LSTM models reach similar results with 0.97 Accuracy, 0.91 Recall, 0.97 Precision, and 0.94 F1-Score,
proving their reliability for sequential data analysis and anomaly detection in time-dependent IoMT streams.

On the other hand, the Autoencoder with GRU model underperforms relative to others. It records a
high Loss of 1.26 and an Accuracy of only 0.85. With Recall, Precision, and F1-Score fixed at 0.71, and the
highest FAR/FPR (0.10) and FDR (0.29) among all models, this approach suffers from a significant rate of
false detections, possibly due to ineffective feature learning or misalignment between the autoencoder and
GRU layers. In contrast, Autoencoder with LSTM performs considerably better, achieving 0.96 Accuracy,
0.88 Recall, 0.97 Precision, and 0.92 F1-Score, confirming improved compatibility and learning capability
between its temporal and compression components.

Lastly, the radar chart in Fig. 8 compares all DL models across multiple performance dimensions.
Each axis of the radar plot visually illustrates the model strengths and weaknesses, offering a quick yet
comprehensive understanding of how well each architecture aligns with the demands of secure and reliable
intrusion detection in IoMT settings. It highlights that CNN with Autoencoder, GRU + CNN, and CNN
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achieve superior accuracy, precision, and F1-scores with minimal loss, FAR/FPR, and FDR, while the
Autoencoder with GRU shows weaker overall performance due to higher error and false detection rates.
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Figure 8: Comparison of identified deep learning techniques

To evaluate statistical significance across DL models, we conducted pairwise t-tests on F1-Scores
between the top three models and the worst-performing model, Autoencoder with GRU. The differences
were found to be statistically significant (p < 0.01), validating the superior performance of CNN-based hybrid
models as shown in Table 8.

Table 8: Pairwise t-test results comparing DL models on F1-scores

Model comparison F1-score difference p-value Significance
CNN + Autoencoder vs Autoencoder + GRU 0.25 0.002 Yes

GRU + CNN vs Autoencoder + GRU 0.24 0.003 Yes
CNN vs Autoencoder + GRU 0.24 0.004 Yes

Fig. 9 displays the confusion matrices 9a–g for each of the identified DL models. These matrices provide
a detailed view of model performance by showcasing the distribution of correct and incorrect classifications
across all classes.

Figure 9: (Continued)
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Figure 9: Confusion matrices for each identified deep learning model. (a) Convolutional neural network; (b) Gated
recurrent unit; (c) Long short-term memory; (d) Convolutional neural network with autoencoder; (e) Gated recurrent
unit with convolutional neural network; (f) Autoencoder with gated recurrent unit; (g) Autoencoder with long short-
term memory
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The training and validation dynamics of these DL models are further supported by learning curves
shown in Fig. 10. Fig. 10a shows that CNN, GRU, and LSTM exhibit strong convergence behavior with
training and validation accuracies reaching approximately 0.97. Fig. 10b confirms that all three models
steadily minimize loss without overfitting.

Figure 10: Learning curves for deep learning models. (a) Single deep learning models (Training & validation accuracy
curves); (b) Single deep learning models (Training & validation loss curves); (c) Hybrid deep learning models (Training
& validation accuracy curves); (d) Hybrid deep learning models (Training & validation loss curves)

For hybrid models, Fig. 10c reveals that CNN + Autoencoder and GRU + CNN show the highest
validation accuracies, consistent with their superior tabular metrics. Fig. 10d highlights the training ineffi-
ciencies of the Autoencoder + GRU model, with a noticeably higher and more erratic loss trend compared
to other models.

6 Discussion
The increasing threat of cyber-attacks targeting the healthcare sector underscores the urgent need for

robust and innovative IDPS. This research introduces an integrated framework that combines ML and DL
techniques with the foundational CIA triad and authentication to address the unique security challenges of
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IoMT systems. Our approach was rigorously tested using the Edge-IIoT dataset, which simulates diverse and
realistic attack scenarios in IoMT settings. The detailed comparative performance analysis demonstrates the
strategic value of choosing appropriate models for securing healthcare infrastructures.

The distinct contribution of this study lies in its hierarchical integration of ML and DL models within
a layered IDPS framework, strategically aligned with the CIA triad components. ML models are employed
at the initial stage to identify anomalous behaviors, serving as a rapid and resource-efficient filter. When
anomalies are detected, DL models perform deeper, contextual evaluations to confirm and classify threats,
thereby enhancing accuracy and reducing false positives. This dual-layered design introduces a structured
synergy between model capabilities and system security objectives.

Unlike previous works, our framework explicitly maps CIA triad elements to functional system layers.
For example, confidentiality is addressed through secure DL-based verification mechanisms; integrity is
upheld by continuous ML-driven monitoring of data consistency; and availability is ensured through the
resilience and speed of automated model-driven threat response. Authentication is enforced at both the
device and communication levels to reinforce access control. This architecture was developed with practical
deployment in mind, ensuring scalability, low latency, and adaptability across various healthcare scenarios.

The study also contributes to the field through its broad benchmarking of ML and DL models under
uniform testing conditions. Ensemble models such as XGB and RF consistently outperformed non-ensemble
models. CNN with Autoencoder, the top-performing DL model, achieved a detection accuracy of 0.98, Recall
0.94, Precision 0.98, and F1-Score 0.96, with a low loss of 0.11. Its performance in minimizing the FAR/FPR
(0.01) and FDR (0.02) underscores its robustness in identifying security threats in IoMT networks.

Similarly, XGB, our best-performing ML model, recorded 0.96 accuracy, 0.89 Recall, 0.95 Precision,
and 0.92 F1-Score. With an FAR/FPR of 0.02, it maintained a high standard for accurate, real-time threat
detection. These models are particularly effective in handling large and complex datasets, making them
highly applicable for the data-intensive environments typical of IoMT.

Non-ensemble models such as DT, LSVM, LR, LRSGD, and NB, while not as accurate, remain valuable
for scenarios where speed and model interpretability are critical. For instance, DT achieved an accuracy of
0.90 and Precision of 0.82, making it suitable for applications requiring fast, explainable decisions and low
computational overhead.

The use of hybrid DL architectures such as CNN + Autoencoder and GRU + CNN illustrates our
systematic exploration of model combinations to improve detection capabilities. This methodological
diversity reflects a comprehensive evaluation strategy, ensuring robust performance across various attack
types and network conditions.

Our proposed IDPS architecture directly contributes to the practical protection of PGHD and the
enhancement of CIA triad principles within IoMT systems. This is especially impactful for healthcare
services in remote or underserved regions. By automating detection and improving system responsiveness,
the framework reduces the operational burden on healthcare personnel and enhances the security of
medical systems.

We further highlight that for healthcare providers, implementing such an adaptive and tiered security
model ensures timely identification of intrusions without disrupting clinical workflows. This can increase
trust in digital health technologies and protect patients’ sensitive data, particularly in real-time applications
such as remote monitoring, emergency alerts, and diagnostics. The ability to select high-performing models
like XGB and CNN with Autoencoder based on operational requirements can significantly reduce false alerts
and improve clinical decision-making accuracy.
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From a policymaker’s perspective, this study provides evidence-based support for promoting intelligent
IDPS as part of national or institutional IoMT cybersecurity policies. Regulatory bodies can leverage
the insights from our performance evaluations and statistical significance analyses to define security
compliance baselines. The alignment of model selection with data protection mandates and standards
(e.g., GDPR, HIPAA) ensures that the deployment of AI-driven solutions respects privacy, safety, and
ethical requirements.

The Device Layer in our proposed architecture includes a variety of wearable and medical sensors such
as ECG monitors, continuous glucose monitors, pulse oximeters, blood pressure cuffs, and smart inhalers.
These devices were selected based on their prevalence in remote and chronic patient monitoring, as well as
their ability to generate clinically significant PGHD. Key criteria for device selection included interoperabil-
ity, low-power consumption, high-frequency data output, and secure communication capabilities.

To ensure secure and efficient communication between the Device Layer and the Fog Layer, the
architecture incorporates widely accepted communication protocols and data standards. Specifically, the
framework supports the use of MQTT and CoAP for lightweight messaging, which are well-suited to low-
bandwidth and latency-sensitive healthcare environments. Additionally, standards such as HL7 and FHIR
are employed for semantic data structuring, ensuring interoperability with electronic health record systems
and other health information technologies. This combination of protocols and standards facilitates real-
time, secure, and reliable data transmission across the IoMT ecosystem. The practical deployment of this
architecture has also been evaluated in terms of computational cost, latency, and energy consumption. Given
the resource-constrained nature of IoMT devices, our framework prioritizes lightweight pre-processing
through ML at the edge, while delegating more computationally intensive DL tasks to fog or cloud layers. This
reduces latency and energy use on the device side, while maintaining high detection performance. Studies
such as [56,57] support this tiered strategy, showing that offloading deeper analysis to more capable nodes
enhances efficiency without compromising real-time threat response.

Moreover, we recognize that adversarial robustness remains a significant challenge in ML and DL-
based security systems [58]. Our current model has not been explicitly trained with adversarial examples;
however, we acknowledge this limitation and propose future enhancements involving adversarial training,
input sanitization, and model uncertainty estimation as potential strategies. These defences can significantly
improve resilience against adversarial attacks, as discussed in recent works [59,60].

Table 9 compares our best models against established studies, highlighting how our proposed frame-
work not only matches but often exceeds prior benchmarks. We have also included additional discussion on
the statistical significance of performance differences across models. A one-way ANOVA test was conducted
across the top-performing models, revealing that the variations in accuracy, precision, and F1-Score between
ensemble and non-ensemble models were statistically significant (p < 0.05). This reinforces the robustness of
ensemble methods in IoMT environments. Additionally, confidence intervals were computed for key metrics
to validate performance reliability.

Table 9: Comparative analysis of our results with benchmark studies

Articles Contribution
Khan et al., 2023 [61] Devised an IDS using Recurrent Neural Network and Gated Recurrent

Units (RNN-GRU) with Adam and Adamax optimizers, achieving 0.95
accuracy and 0.13 FPR.

(Continued)
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Table 9 (continued)

Articles Contribution
Sethi et al., 2020 [62] Used Improved Squirrel Search Algorithm (ISSA) with Modified Deep

Belief Network (MDBN) on the UNSW-NB15 dataset, achieving 0.95
detection rate and 0.94 Precision.

Kulkarni et al.,
2023 [63]

Implemented Neural Network IDS with Extended Kalman Filter,
achieving 0.92 accuracy and 0.21 FPR.

Alabsi et al., 2023 [64] Applied Conditional Tabular Generative Adversarial Network
(CTGAN) to detect DDoS/DoS in IoT, reaching 0.96 detection rate and

<0.02 FPR.
Emanet et al.,

2023 [65]
Used ensemble voting classifier with LR, NB, and DT, achieving 0.94

accuracy and 0.18 FPR.
Potluri et al., 2018 [66] Built multiclass CNN model with 0.92 accuracy and 0.93 Recall.

Ahmed et al.,
2022 [67]

Applied SVM, KNN, RF, DT & deep learning (LSTM, ANN) with fuzzy
clustering for signature-based intrusion detection: Random Forest
reached 0.995 accuracy and F1 = 0.97, highlighting its effectiveness.

Brodzicki et al.,
2021 [68]

Used Whale Optimization with Deep Neural Network (DNN),
achieving 0.96 accuracy and 0.15 False Alarm Rate (FAR).

Folorunso et al.,
2021 [69]

Compared k-Nearest Neighbour (KNN), Deep Neural Network
(DNN), NB, RF, LSVM using Principal Component Analysis (PCA)

and Grey Wolf; best result was 0.96 accuracy with KNN.
Alrashdi et al.,

2019 [70]
Proposed Ensemble of Online Sequential Extreme Learning Machine
(EOS-ELM) in Fog-Based Attack Detection (FBAD) framework with

94.5% accuracy and 2.3% FPR.
Our best ML model XGB achieved 96% accuracy and Recall, 99% Precision, 0.030% FAR,

and 0.002% FPR.
Our best DL model CNN with Autoencoder achieved 98.5% accuracy and Precision, 95%

Recall, 0.023% FAR, and 0.001% FPR.

A closer inspection of confusion matrices revealed meaningful insights into the nature of misclassi-
fications. For instance, ensemble models demonstrated a higher true positive rate and significantly fewer
false positives compared to non-ensemble models. XGB and CNN with Autoencoder consistently yielded
the highest true positive rates with minimal false negatives, highlighting their reliability in maintaining
detection sensitivity without sacrificing specificity. In contrast, models such as NB and LRSGD showed
a greater tendency to produce false positives, which could burden healthcare monitoring systems with
unnecessary alerts. These confusion matrix insights underline the importance of model selection based on
both statistical performance and operational implications. In contrast to related works that focus solely on
model performance, our approach incorporates architectural mapping to CIA triad principles, ensuring a
more structured and actionable security solution. This comprehensive, layered design marks a step forward
in both methodological rigor and practical applicability, offering a foundation for future research and
real-world deployment.
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7 Conclusion, Limitation and Future Work
This study presents a robust, intelligent security framework for the IoMT, integrating the CIA triad and

authentication principles with ML & DL techniques. The results confirm the framework’s effectiveness in
enhancing intrusion detection and response capabilities in complex, data-intensive healthcare environments.
Notably, the ensemble ML model, XGB, and the hybrid DL model, CNN+AE, achieved the highest detection
accuracies: 96% and 98%, respectively, while maintaining minimal false alarm and false discovery rates.
These outcomes were further validated through statistical significance testing, reinforcing the reliability and
applicability of the proposed models in real-world scenarios.

A key contribution of this research lies in the hierarchical architecture that combines rapid ML-based
anomaly detection at the edge with deeper DL-based threat classification at the fog or cloud layers. This
design ensures low latency, energy efficiency, and high detection accuracy, making it suitable for resource-
constrained IoMT devices. The inclusion of communication protocols such as MQTT, CoAP, and standards
like HL7 and FHIR supports secure, real-time data exchange, contributing to operational resilience and
compliance with data governance policies.

Despite the promising results, the current study is limited by its use of the synthetic Edge-IIoTset dataset.
While this dataset effectively simulates layered IoMT architectures and diverse attack scenarios, it does not
fully capture real-world variability such as environmental noise, hardware heterogeneity, or dynamic latency
conditions. These limitations may affect generalizability in live healthcare settings.

Future work will address these gaps by validating the proposed framework on live traffic data from oper-
ational IoMT deployments. Further investigation will also explore multiclass classification to differentiate
between specific attack types, offering more detailed threat intelligence. Additionally, we plan to incorporate
edge-aware variables such as packet delay, jitter, and energy constraints, while enhancing the models with
adaptive, self-learning mechanisms for continuous evolution in response to emerging threats. Integrating
adversarial robustness strategies, such as adversarial training and uncertainty quantification, is also a key
direction to mitigate the risks of sophisticated evasion techniques.

In conclusion, this research lays a strong foundation for developing secure, scalable, and intelligent
healthcare infrastructures. By combining traditional security principles with cutting-edge ML and DL
technologies, the proposed framework significantly advances the protection of PGHD and the operational
integrity of IoMT systems. These contributions hold practical value not only for system architects and
developers but also for healthcare providers and policymakers aiming to build resilient digital health
ecosystems in the face of escalating cyber threats.
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